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Abstract

Currently, social platforms provide places for people not only to gather infor-
mation but also to generate and propagate rumors. Consequently, rumor de-
tection has become a major global task for mining fake information from so-
cial networks. Although social circles have the capacity to describe users’ be-
havior preferences and to impact the scope and spreading speed of rumors,
numerous studies have ignored them when designing rumor prediction mod-
els. To address this oversight, we conducted a technical investigation and com-
parison of state-of-the-art procedures for detecting rumors, focusing on the
role of data mining in social circles. This survey will assist researchers in de-
termining the most effective techniques and appropriate future research di-
rections.
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1. Introduction

Our lives and interactions with others are significantly affected by social media
today. In the past, people relied on voice transmitters such as mongers and drums
to communicate, limiting the spread of news to just a few kilometers. Subsequently,
people turned to print media, such as newspapers and magazines, and later to
radio and television. However, a barrier between journalists and the public pre-
vents the latter from sharing their opinions and ideas on a wide scale. Then came
social media, which expanded the scope of knowledge and participation for ex-
change among participants. Through social media platforms such as Facebook
and X (formerly Twitter), in a few seconds, information published by one person

can reach millions of individuals [1].
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The era of social media began two decades ago and has continuously gained
popularity. Platforms such as LinkedIn, MySpace, Facebook, YouTube, X, Google+,
Instagram, WhatsApp, and Snapchat caused a major revolution in our communi-
cation and social life [2]. The ease and flexibility of social media platforms, espe-
cially X, where anyone can share and collect information about news regardless of
its veracity, have made them fertile ground for rumor mongers to spread mislead-
ing information that may prompt disturbances and unexpected responses [3].
Owing to the unorganized nature of these platforms, rumors spread widely. There-
fore, studying and analyzing rumors on social media platforms is a crucial topic
in the field of social media analysis [4].

Data are continuously generated by social networks every minute. Studies have
demonstrated that Facebook users share 684,000 pieces of material in a single mi-
nute, while X users send more than 100,000 tweets. Hand-listing rumors from
such a massive dataset is not feasible [5]. Numerous studies have analyzed the
problem of rumors spreading on social networks using various techniques such as
machine learning and deep learning. However, they have often neglected the key
role of users in determining the spread of rumors. Even among studies investigat-
ing rumor sources, few have examined the impact of social media mining on ru-
mor detection [6]. Therefore, this study seeks to analyze the techniques used in
rumor detection, focusing on social circle mining in rumor detection and the as-
sociated challenges. The main contributions of this study are as follows.

*  We reviewed the methods used for rumor detection and highlighted the im-
portance of implementing a system that combines deep learning models and
social circle mining.

*  We comprehensively reviewed and classified rumor detection methods into
different types based on the underlying approach.

* We compare and analyze rumor detection methods based on the approach
used in rumor detection from several perspectives.

*  Weidentify the prevailing research challenges in rumor detection and propose
practical solutions to these issues.

In this study, we used a systematic literature review (SLR) methodology [7] to
examine the basic concepts related to rumor detection on social media. We also
investigated several methods and approaches designed to detect rumors on social
media platforms, focusing on the role of social circle mining and the challenges
facing this research area.

The remainder of this paper is organized as follows: In the second section, we
review the most important definitions of rumors from previous studies. In the
third section, we divided the methods used for rumor detection into four catego-
ries. In the fourth section, we present the concepts of social media, rumors, and
social circle mining for rumor detection. The technical details of the various mod-
els are compared in the fifth section. In the sixth section, the challenges related to
rumor detection in social networks are discussed. The seventh section concludes
the study.
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2. Rumor Definition

There are two common ways to describe a rumor. Rumors are often understood
to be “distorted, exaggerated, irrational, and inauthentic information” [8]. In ac-
ademic studies, rumors are usually described as messages that have not been ver-
ified or validated, such as “an unverified proposition that is in general circulation”
[9] or “an unverified message passed from one person to another that refers to an
object, person, or situation” [10], including rumors that are subsequently shown
to be untrue as well as those later confirmed as correct [11]. “Unverified and in-
strumentally relevant information statements in circulation” [12] are considered
rumors, regardless of whether this unconfirmed information is later confirmed as
wholly untrue, somewhat true, or neither. Another definition describes a rumor
within the context of breaking news stories as a “circulating story of questionable
veracity, which is credible though hard to verify, and produces sufficient skepti-
cism and/or anxiety to motivate finding out the actual truth” [13].

This study embraces the standard academic definition of a rumor, which states
that a rumor is a message that has not yet been verified by the recipient and is
unreliable in terms of accuracy [14]. Rumors in this study are considered widely
circulated statements or pieces of information that have not been verified as true
or false, which are often spread by word of mouth or through social media and

lead to misleading information or social confusion if not verified.

3. Literature Review of Rumor Detection Methods

A contemporary tale or report with questionable or ambiguous veracity may be
considered a rumor. A rumor may also be described as an association that begins
with one or more sources and develops over time. The veracity of any given oc-
currence is determined via rumor detection. Research on developing rumor de-
tection and prediction systems has gained considerable popularity following in-
creased reliance on social media for news and important information. When per-
forming rumor detection, several issues must be addressed, such as the variety of
data, identifying the most recent rumors from historical data, and determining
the source of the rumor. A rumor classification system generally consists of four
components: situation classification, truth classification, tracking, and detection.
When building rumor classification systems, temporal characteristics must be de-
termined because rumors usually appear with breaking news that the system has
not previously encountered. Therefore, the system must be able to deal with new,
unexpected rumors and detect them automatically and immediately [4].

Related to rumor detection, rumor prediction first appeared in 2017, with the
goal of predicting the possibility that a message will become a rumor at the time
of publication rather than—as with rumor detection—merely identifying rumors
after they occur. In determining whether a message or information may become
a rumor in the future, rumor prediction requires quick and immediate decisions
before the rumor spreads and places people at risk. Prediction systems may face

difficulties related to short sentences and the volume of data flow. However, it is
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important to identify rumors as soon as possible before the process becomes
overly complicated [5]. Figure 1 displays the steps in detecting rumors, classifying
stances, and predicting truth.

SDQC support

classification

Input text Rumor detection

True/false label

Veracity
prediction

Support, deny,
query, comment

confidence score
0/1

Figure 1. Flowchart of the rumor detection and classification process.

The spread of rumors negatively impacts people’s lives. Therefore, obtaining
reliable information during crises is of utmost importance. The current strategies
for rooting out rumors on social media platforms incorporate a series of tools and
methods that identify, trace, and suppress misinformation through various com-
putational, statistical, and machine-learning techniques to distinguish between
facts and rumors in the information posted on social media [15]. In the following
section, we outline the most recent and important approaches used in previous

studies for detecting rumors.

3.1. Machine Learning-Based Approaches

Machine learning (ML) is a branch of artificial intelligence (AI). Using algorithms
learned via a large dataset, ML builds models with the ability to perform tasks
without explicit learning, ranging from image classification to future prediction
procedures [16]. Lying at the intersection of several scientific disciplines, ML is a
rapidly growing field encompassing computer science, statistics, data science, and
AL ML has made significant strides with the advancement of algorithms and the
abundance of data available through the Internet [17]. Rumor detection using ML
frameworks is an exciting and rapidly developing research area. The ML process
flow is depicted in Figure 2, where the best characteristics are taken from the input
and then categorized in a binary classification system as rumors (R) or non-ru-
mors (NR).

Machine Learning

— s o o o ® rumor
. ﬁ‘gﬁ —. elele —
o o e non rumor
Input Feature Extraction Classification Output

Figure 2. Use of machine learning for rumor detection.

3.1.1. Supervised Approaches Units

In a supervised learning approach, models classify posts as rumors or not by train-

DOI: 10.4236/sn.2025.142002

18 Social Networking


https://doi.org/10.4236/sn.2025.142002

A. Alassaf, D. Rhouma

ing on a labeled dataset. This can be accomplished using several algorithms, in-
cluding logistic regression, decision trees, the Naive Bayes algorithm, and support
vector machines (SVM) [18]. Rumors can be accurately detected by filtering and
analyzing language features using the supervised ML framework bifold [19].

1) Methodology of Supervised Approaches

A substantial body of research on supervised approaches can be traced back to
Castillo et al’s [20] foundational study on assessing the reliability of information
disseminated through social media networks examination of the reliability of in-
formation distributed through social media networks. Castillo et al. [20], who
were the first to develop features for evaluating credibility on Twitter [21], based
their research on the notion that users can assess the reliability of information
using specific cues found in social media environments.

Castillo et al created a dataset to investigate Twitter’s trustworthiness. A team
of human assessors then assigned a label to each issue based on two criteria: NEWS,
which provides a fact that may be of interest to others, and CHAT, which is a
message based on the author’s personal ideas and/or chats with friends. Another
panel of judges rated each item’s trustworthiness within these categories [21]. Sub-
sequently, a collection of attributes was extracted to construct a classifier that au-
tomatically ascertains whether a subject is associated with noteworthy data or oc-
currences and, if so, automatically evaluates the subject’s degree of believability.
Four categories of features were distinguished: propagation-based, message-based,
user-based, and topic-based features [21].

The best-first selection approach was used to select features that contributed
most to the task. Sampling with replacement was used to select a random sample
from the training dataset, and a uniform distribution was used to determine the
likelihood of obtaining an instance from each of the three classes (NEWS, CHAT,
and UNSURE). A variety of supervised learning techniques were used [21].

2) Nonparametric Machine Learning Models

The term nonparametric refers to models in which the underlying data distri-
bution is not assumed to have a fixed shape or a fixed number of parameters. In-
stead, they adjust to the structure of the data, which can be used with both super-
vised and unsupervised ML models. In classifying fake news according to its prev-
alence level, in addition to the use of textual information (text and headlines) and
content features, preventive strategies can also be implemented to create early pre-
dictions regarding the spread of fake news [22].

3) Logistic Regression Model

Logistic regression models are statistical models used to estimate the probabil-
ity of a binary event, such as yes/no, true/false, and, in our context, common/un-
common, using one or more independent variables [23]. Logistic regression has
been used in the health sector to classify health-related rumors. According to a
study on rumor veracity categorization, the length of rumor headlines or state-
ments and the use of pictures in rumor statements were adversely connected with

the chance that a rumor was real. The following characteristics were positively
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connected with the likelihood that a rumor would be true: hyperlinks, the names
of people or places mentioned in the rumor, and hints about the source of infor-
mation [24].

Using regression tasks, fact-checking platforms are developing computational
methods to predict the popularity of false rumors, focusing on immediate contex-
tual information, such as rumor content and user profile information [25].

4) Support Vector Machines (SVMs)

In the 1950s, the SVM method first appeared, subsequently developing as a ker-
nel computer [16]. The SVM is a supervised ML model that is applied to classifi-
cation and regression problems and works by ideally dividing data points into
different classes to determine the ideal hyperplane in the feature space [26].

In this study, Qin et al used an SVM on a training set and based rumor predic-
tion on a fixed threshold technique to maximize prediction accuracy. Further-
more, they used pseudo-feedback, novelty-based, and content-based features. The
proposed method can reliably forecast whether an item eventually becomes a ru-
mor, enabling the refutation of false information before it spreads and causes
harm to society. Rumor prediction significantly increases the precision of cutting-
edge rumor detection software [5].

5) Random Forest (RF)

The RF model, which is also widely used for categorization, uses several deci-
sion trees. In this model, each decision tree serves as a classifier, and a random sam-
pling algorithm aggregates all classification results before the final classification
decision is reached. RF has been demonstrated to be a highly accurate and reliable
algorithm compared with various rumor-refuting microblogs [27]. However, it has
not been proven to be as effective as XGBoost in identifying users who are more
likely to deny rumors [28].

6) Extreme Gradient Boosting (XGBoost)

XGBoost is a recently developed algorithm that is increasingly popular in data
analysis and industrial circles. In contrast to RF, it trains trees in a serial and in-
teractive manner, as opposed to a parallel and autonomous manner, using a dif-
ferent type of tree called the classification and regression tree (CART) [29].

XGBoost was used in a study to determine which users were more inclined to
deny rumors. The prediction model was enhanced by text analysis using natural
language processing (NLP), which also demonstrated high generalizability and the
absence of any significant group behavior characteristics in the retweeted predic-
tion. A valid and robust distinguishing XGBoost model was then trained and val-
idated to predict who would retweet disaster-related rumor-refuting microblogs
[28].

The XGBoost model has been used, along with several content-, user-, and topic-
based features, to automatically detect rumors in Arabic [30]. In another study,
an XGBoost classification model was trained utilizing NLP, together with other
user characteristics, such as user sentiment and current interests, allowing it to

examine the relationship between user characteristics and rumor-disputing be-
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havior in five major rumor categories—economics, society, politics, disasters, and
the military [31].

3.1.2. Unsupervised-Based Approaches

The unsupervised learning approach involves training models on unlabeled data
with the goal of uncovering underlying structures or hidden patterns in the data.
lustrative techniques encompass anomaly detection and dimensionality reduc-
tion (principal component analysis, t-small number ensemble), as well as cluster-
ing (K-means, linear clustering) [16] [32].

1) Feature Analysis

Feature analysis is an unsupervised learning method that aims to identify hid-
den patterns or structures in data. In our context, many features have been exam-
ined for rumor detection, such as retweet rate and word distribution characteris-
tics. A study concluded that the retweet rate was insufficient to distinguish rumors
from other items. In contrast, the differences in word distribution may be an im-
portant indicator for classifying rumors [33].

2) Clustering

Clustering is a method that uses models to group data points based on the sim-
ilarity of the data. It seeks to identify groups in a dataset that occur naturally with-
out labels. Examples of clustering algorithms include K-means, hierarchical clus-
tering, and DBSCAN [34].

A study on clustering Twitter political rumor detection used five structural and
chronological characteristics. In the first phase, tweets with consistent address
links were grouped. In contrast, in phase two, similar clusters debating continuous
news were combined into a single cluster with similar circular functions [35]. Us-
ing clustering to group similar tweets and semantic and sentiment analyses to
identify differences in information supplied by various sources, these techniques

work together to help uncover rumors on Twitter [36].

3.1.3. Self-Supervised-Based Approaches
This method uses unlabeled data by generating supplementary tasks to enhance
the primary supervised task. To better identify and detect rumors, the self-super-
vised rumor detection (SRD) framework employs contrastive learning on hetero-
geneous information sources and is part of the unsupervised learning subcategory.
This technique does not rely on labels from other sources but instead on the data
itself to generate supervisory signals. The applications used in this framework in-
clude NLP, computer vision, and speech recognition. Common techniques in-
clude removing the signal from the image, which includes filling in the missing
parts of the image, contrastive learning, and word prediction using language mod-
els such as BERT (bidirectional encoder representations from transformers) [37].

1) Contrastive Learning

By improving the model’s capacity to discern between accurate and inaccurate
information, contrastive learning has the potential to be a valuable tool for iden-

tifying rumors. It has been used in conjunction with other technologies, which
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enhanced performance [38].

2) BERT Models

Researchers have demonstrated that using BERT in different ways significantly
enhances the accuracy of rumor detection compared with traditional methods
[39] [40]. Such increases are owing to BERT’s enhanced capacity to comprehend

the subtleties and contextual meaning of language used in rumors.

3.2. Deep Learning-Based Approaches

Deep learning is a subfield of ML that employs multilayered artificial neural net-
works (ANNSs), popularly known as “deep” neural networks (DNNs), to represent
complex patterns in data. Neural networks can acquire knowledge from vast da-
tasets because of their inherent design, which emulates the cognitive processes of
the human brain. Deep learning works well for applications such as audio and
picture recognition and NLP [41] [42] and has demonstrated to be a clear winner
over traditional classifiers in a variety of ML applications, including speech recog-
nition, object identification, and sentiment categorization. The goal of DNN-
based techniques is to automatically develop deep representations of rumor data

[43]. The use of deep learning for rumor detection is illustrated in Figure 3.

Deep Learning

& ® O & O @ rumor
o ® & 0 non rumor
® @ O o
Input Feature Extraction + Classification Output

Figure 3. Deep learning for rumor detection.

Several deep learning methods are employed for rumor detection on social me-

dia. The subsections below outline some common approaches.

3.2.1. Recurrent Neural Network (RNN)-Based Approaches

A diverse class of feedforward neural networks, RNNs are mostly employed to
handle variable-length sequential or time series data. RNNs are used in a variety
of applications, such as categorization and sequence creation [3]. Given their
structure, RNNs form models of rumor data as sequential data, capturing the dy-
namic temporal signals characteristic of rumor diffusion through direct cycle con-
nections between units [43]. For instance, integrating an RNN model with a
Word2Vec model provides a novel approach to rumor detection. This hybrid
model comprises two primary components: Word2Vec and long short-term memory
(LSTM)-RNN. A common problem faced in detecting rumors in breaking news is
overlapping topics and out-of-vocabulary (OOV) items; parallel training of com-
ponents helps mitigate such issues, providing a powerful solution for detecting
rumors in real time. An RNN-based approach was used to leverage both the prop-

agation patterns and linguistic content of posts for early rumor detection, allowing
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the RNN to learn the relationships between posts and their content [44].

The CSI model, which refers to the components that make up the model: Cap-
ture, Score, and Integrate, is an innovative rumor detection technique that com-
bines text, user comments, and promotions. The use of an RNN enables the un-
derstanding of the dynamics involved in the spread of rumors. The hybrid CSI
model enhances accuracy and reliability by integrating several data profiles. Fur-
thermore, it offers valuable insights for further studies by generating concealed
user and object representation. The CSI model represents a significant advance-
ment in rumor detection. Providing a comprehensive reaction to misinformation

shared on social media enables swift intervention and mitigation [45].

3.2.2. Convolutional Neural Network (CNN)-Based Approaches

A CNN utilizes a structure that models significant semantic features, thereby en-
abling it to extract local and global features and reveal high-level interactions [43].
Recent research has revealed constraints in using RNNs for the early identification
of rumors because they rely heavily on recent input data. A solution to this prob-
lem was the development of a convolutional approach for misinformation identi-
fication (CAMI). The proposed approach uses doc2vec to represent clusters of
microblog entries and a two-layer CNN for classification, enabling the efficient
extraction of crucial information and high performance [46].

In another study, a novel event adversarial neural network (EANN) was devel-
oped specifically for detecting multimodal false news, particularly for recent events.
The EANN incorporates modules for event discrimination, bogus news identifi-
cation, and multimodal feature extraction. It incorporates CNNs to extract char-

acteristics from both textual and visual data [47].

3.2.3. Graph Neural Network (GNN)-Based Approaches

These neural networks are designed to operate with graph-structured data. GNNs
are especially helpful for tasks in which relationships and interactions between
entities are crucial. Among its most important applications, social network anal-
ysis is used to detect communities, predict user behavior, and identify influential
users, with other applications including recommendation systems and NLP. The
global structural characteristics from graphs or trees are better captured by a graph
convolutional network (GCN) than by the aforementioned deep learning models.
Driven by CNN’s achievements of CNNs in computer vision, GCN have proven
their performance at the forefront of several tasks using graph data. Several recent
studies have used GCNs to detect and predict rumors on social media networks
[48].

Deep learning methods often overlook the structures of wide dispersions in ru-
mor detection. The bi-directional graph convolutional network (Bi-GCN) model
explores both the propagation and dispersion characteristics of rumors using a
top-down directed graph and an opposite graph of rumor diffusion. The proposed
model has been proven to be effective in early rumor detection on Twitter [49].

A gated GNN-based algorithm [50] called propagation graph neural network
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(PGNN) can generate powerful representations for each node in the graph. The
global embedding with PGNN (GLO-PGNN) and ensemble learning with PGNN
(ENS-PGNN) models adopt different classification strategies and include atten-
tion mechanisms to dynamically adjust the node weights to further improve per-
formance.

The use of a unified GNN model and a community-enhanced vulnerability
propagation method can improve rumor prediction and identify user vulnerabil-
ities [51]. A gated GNN was used to learn semantic dependencies across segments
in a graph-based pivotal semantic mining framework [52]. Given the many short-
comings of previous techniques and the need for improved reliability and accu-
racy of detection mechanisms, these sophisticated models and methodologies
mark a substantial advancement in the field of rumor and false news identifica-

tion.

3.3. Hybrid Approaches

Hybrid models combine more than one approach to increase the accuracy and
effectiveness of the model. In the context of detecting rumors, hybridization often
combines traditional ML methods with deep learning to enhance the effectiveness
of the model and its ability to detect rumors [4].

In rumor detection, hybrid methods can be classified as follows:

3.3.1. Combinations of Features
This model combines several features that enable it to predict rumors with higher
accuracy. The combination of features such as text, user behavior, and network

structure increase the model’s effectiveness and accuracy [38] [40] [53] [54].

3.3.2. Ensemble Learning

The ensemble learning approach can combine the capabilities of more than one
model in prediction to improve and increase efficiency, which makes it superior
to single models in terms of their accuracy and flexibility. Examples of common

methods for this approach include boosting, stacking, and bagging [38].

3.3.3. Multimodal Approaches
Multimodal approaches employ several features together to offer a comprehensive
view of a situation. In predictions, these approaches can use a combination of text,

images, and audio to enhance model functioning [55]-[57].

3.3.4. Hybrid Algorithms

More than one algorithm can be exploited to explore the benefits that these meth-
ods provide since most ML algorithms, and many neural network structures can
be complemented with deep learning methods for higher levels of accuracy and
enhanced analysis [39] [54] [56] [58] [59].

3.3.5. Integration of Deep Learning
This method uses several deep learning techniques, like CNNs and RNNS, to cre-
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ate a more accurate and useful model or way of predicting or extracting features
that make use of the strengths and weaknesses of many neural network designs
[38] [40] [55] [56] [59].

3.4. Network-Based Approaches

For rumor detection, network-based approaches have been proposed that focus
on the structure of social networks to identify how information and rumors are
distributed and spread across them. Community discovery algorithms, centrality
measures, and influence modeling often aid in the identification of influential
nodes or groups within a community, which is a major factor in the spread of
rumors across the network. By tracking the information spread and rumor path-
ways in hypothetical networks, network-based approaches expect to forecast, ob-
serve, and eventually control the harm and negative consequences of rumors [21].

The reliability analysis of rumor propagation modeling is currently one of the
most well-known multidisciplinary study areas regarding this topic. Existing stud-
ies have primarily focused on three areas:

The enhancement of the classical rumor propagation model based on factors,
such as, heterogeneous user representation, was proposed for automatically dis-
tinguishing rumors from credible messages posted on social media [21]. The anal-
ysis of rumor propagation on online social platforms through the integration of
other disciplinary theories, such as game theory, where social anxiety is consid-
ered, the intensity of rumors, and public perceptions of rumors and anti-rumors
are considered important factors [60]. The combination of more than one tech-
nology that focuses on prominent nodes to reduce the propagation of rumors in
online social networks has been shown to increase the effectiveness of control
mechanisms when high-centrality users are the focus of attention [61].

Social networks enable individuals to participate in the exchange of information,
providing large amounts of diverse data. It is worth noting that conventional tech-
niques for social circle finding, similar to community detection, use clustering
through statistical inference from a network topology perspective. In contrast,
global mining requires considerable resources due to the size of social networks.
Because of this difficulty, many academics have concentrated on mining the social
circles of users’ egocentric networks. Most social circle-finding algorithms are only
applicable to specific datasets, making it difficult to work directly with them to
detect rumors [6] [62].

3.5. Transformer-Based Architectures

Following the remarkable success of transformer-based embeddings in natural
language tasks, researchers have become interested in applying them to classify
rumors on social media platforms. Unlike traditional word embedding methods,
the former excels at capturing the contextual meaning of a text by examining words
to the left and right, producing textual representations that are ideal for detecting

rumors [63]. A novel approach, called the ‘Memory-Enhanced Transformer with
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Graph Convolutional Networks’ (GCNs-MT), was presented for detecting rumors
on social media platforms [64]. By combining GCNs with long-short-term memory
cells and multi-head attention mechanisms in transformers to capture local and
global dependencies in rumor propagation, we have proven our ability and effi-
ciency in detecting rumors, addressing the challenges posed by the rapid spread
of rumors on social media platforms.

As fake news and rumors spread rapidly, it is important to develop a model for
automatic rumor detection. The transformer-based multimodal interactive fusion
(TMIF) model [65] relies on a transformer to map multimodal feature represen-
tations to the same data domain for fusion purposes. It can capture multilevel
dependencies between multimodal content while minimizing the impact of mul-
timodal heterogeneity. Furthermore, it demonstrated superior performance in the

early detection of rumors.

4. Social Media

Social media (SM) is an umbrella term for various online platforms, including
blogs, social networks, and virtual worlds. The phrase “social media” was origi-
nally used in 1994 by the Matisse online media environment in Tokyo, Japan. In-
itially, SM platforms were created and introduced during the preliminary stages
of commercial Internet. SM, now recognized as one of the most significant appli-
cations of the Internet, has substantially expanded in terms of platform diversity
and user engagement over time. SM has many uses, not just sharing photos and
promoting and advertising [66].

This section provides a comprehensive overview of the literature on SM, in-
cluding its definitions and uses from 1994 to 2019, and offers recommendations
for managers and researchers. The findings of this literature review demonstrate
how the definitions of SM have evolved, concentrating increasingly less on indi-
viduals and their interactions and more on user-generated content and sharing.
Social networks (SN), SM, and virtual communities (VC) are three groups into
which definitions may be divided [66]. Just as a computer network is a collection
of computers connected by a network of cables, an SN links individuals and
groups. An SN is a collection of individuals (or organizations or other social enti-
ties) connected by a network of social interactions, such as friendships, cowork-
ing, or information sharing [67].

Social networking is becoming essential for finding and disseminating knowledge
on diverse topics. Social media analytics is an emerging research area of immense
interest to the information systems community. The goal of these analytics is to
evaluate data from SM platforms; however, there are few comprehensive discus-
sions or models available, and the field remains underdeveloped [67]. Social net-
work analysts aim to comprehensively describe and analyze relationships, identify
patterns, track information flow, and understand the impact of these networks on
individuals and organizations [67]. Discovering, collecting, and preparing SM

data poses many challenges to researchers, including the large volume and diver-
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sity of data, in addition to the need for more advanced algorithms to process them
[67] [68]. One proposed solution is to create advanced software structures, visual

analyses, and innovative algorithms to help discover topics.

4.1. Rumors on Social Media

The examination of rumors on SM has become a major area of interest in SM
analysis. Several researchers have examined the way in which unverified infor-
mation moves in these digital spaces with the sole aim of understanding these dy-
namics and their effects. Such research has made significant contributions to the
study of rumor propagation and has benefited our understanding of how false
information moves in online spaces. Several studies have also contributed to de-
scribing the various dimensions in which rumors operate in the quest to explain
the inter- or intraspecific relationships between human behaviors, network struc-
tures, and how information flows in these digital ecosystems.

The dynamics of rumor propagation have been investigated in multiple studies
that have sought to reveal the strands of a rumor on the paths that people follow
on SM networks. Many of these studies have used computational models, network
analyses, and empirical studies to scrutinize how rumors start, gain, and lose mo-
mentum, spread across diversified user groups, and sometimes go viral. Most of
these studies have employed network-based approaches and empirical analyses to
study the patterns of rumor dissemination on X/Twitter. Network-based ap-
proaches, such as social network analysis, have identified influential users and
network structures that provide avenues through which rumors can have longer
lifespans [6].

Platforms such as Twitter/X and Reddit provide publicly available data, ena-
bling researchers to more effectively study and track rumor spread patterns, user
interactions, and content characteristics due to their open and accessible nature.
In contrast, other social media platforms such as WhatsApp and Snapchat are im-
portant for rumor detection research due to their widespread use. Rumors on
these platforms often spread through direct user interactions, making tracking
difficult due to their closed nature, which limits the availability of public datasets,
which are critical for rumor detection research. Researchers are therefore explor-
ing innovative algorithms such as metadata analysis or leveraging trust mecha-
nisms to address such challenges [69] [70].

Studies have demonstrated the varied characteristics of rumors about SM. For
instance, rumors can go viral, which means they spread quickly and widely through
SM platforms because users are all connected to each other [71]. Rumors can take
advantage of the fact that the truth about a story is not known, making them more
ambiguous and allowing individuals to form assumptions about the truth. More-
over, rumors are strengthened by individual beliefs, fears, or desires when shared
through social circles. Rumors are also interesting because they change as they
travel from friend to friend, or in our case, platform to platform; thus, they are

harder to track and control [71]. To account for this semantic drift in rumors,
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models require innovative techniques. For example, using temporal segmentations
instead of random segmentations to train models on past data and test them on
future data [72]. Dynamic embedding models, such as those based on word2vec
or BERT, are also a good method for monitoring changes in word meanings and
context over time [39]. Analyzing the path of rumor propagation by incorporat-
ing contextual implications of propagation paths provides a deeper understand-
ing of rumor propagation, both structurally and semantically. Combining these
two factors enhances the model’s ability to adapt to the changing nature of rumors
[61].

Furthermore, the spread of rumors is not solely reliant on their content; the
structural properties of the underlying social networks also play a crucial role.
Some methodologies have emphasized the need to debunk rumors in real time on
social networks using the hybrid clustered shuffled frog-leaping algorithm with
particle swarm optimization (SFLA-PSO), as well as taking advantage of trust re-
lationships [58].

The present study, which examined friendship maintenance in social networks,
highlighted the importance of trust in these digital relationships. The spread of
rumors often threatens the dynamics of social networks; therefore, understanding
how rumor propagation interferes with these dynamics is crucial [58] [73].

Both [58] and [73] made substantial contributions to the field by exploring the
creation of a comprehensive trust mechanism. Their research highlights the sig-
nificance of trust levels in online social network (OSN)-based social relationships,
emphasizing this aspect over intimacy levels. Rumor detection in social networks
can be a complex task because the state of information verification can change
over time. Several recent studies have explored temporal classification to address
the dynamic nature of rumors [74]. For example, the rumor detection method
used in this study constructs a distributed spreading tree where the weight of each
edge represents the temporal interval between connected posts. This method in-
corporates temporal information to model the spread of rumors over time, which
improves the accuracy of rumor prediction and reduces the din [75].

As illustrated in Figure 4, at the rumor generation stage, a rumor frequently
goes through numerous iterations of content within the social circle before mak-

ing its way across social networks.
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Figure 4. Information diffusion process during the rumor-generation phase.
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4.2. Social Circle Mining (SCM)

Social circle mining is an analytical system that helps us understand the structure
of social networks on digital platforms, such as online communities, and their
functioning. SCM is used to extract, interpret, and analyze social circles from net-
works and employs various methodologies, including network science, ML, and
data mining, to uncover communities and relationships within large networks
[76]. The primary purpose of SCM is to identify and characterize clusters or
groups of individuals with strong interconnections or shared interests within a
wider social network [77] [78]. SCM uses methods including the traditional K-
means clustering algorithm [79] and hierarchical clustering [80], as well as ad-
vanced algorithms such as community discovery algorithms based on module op-
timization or spectral clustering. Such methods uncover the structure of social
networks, which leads to a deeper understanding of how they are organized [81]
[82].

A practical example of this is the use of social circle mining [6], which extracts
highly homogeneous social circles from user context, and combines them with
social interaction to detect rumors. This method, called RDMSGC, is processed and
used in GCN encoders with an attention mechanism to learn and combine the two
types of features for classification, as shown in Figure 5. The results demonstrate
that the RDMSC method achieved superior rumor detection capabilities of up to
95%, outperforming state-of-the-art baselines on three real-world datasets.

Fully Connected
Layer

Neural

Classifier

—

J
e e e /
Attention Alignment @
Module

Social Interaction Modeling

Figure 5. Overview of rumor detection model RDMSC.

Consider a practical example where SCM is integrated with a deep learning
model for rumor detection. Data is collected from tweets related to a trending
topic. The data is cleaned by removing retweets, filtering out non-English tweets,
and normalizing text data. Hierarchical clustering is used to identify groups of
users who frequently interact with each other. Features such as the number of
interactions within each circle, sentiment of tweets, and frequency of keyword us-
age are extracted. These features are integrated into an LSTM (Long Short-Term
Memory) network to capture temporal dependencies and patterns in the data. The
LSTM network is trained to classify tweets as rumors or non-rumors based on the
extracted features. The model’s performance is evaluated using a validation da-
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taset, and it is refined based on the results. Such examinations enable the study of
various social media research problems, such as echo chambers or filter bubbles,
how information is diffused, the important factors contributing to information
becoming viral in each social circle, and the trajectory of information diffusion
(such as rumor debunking) [83] [84]. Moreover, SCM also helps deliver targeted
content because, through SCM, a platform can ascertain social circles based on
user interaction and shared interests, such as movies, stock market information,
or religious factors, enabling platforms to prompt collective behavior by targeting
groups with those shared interests [82] [85]. Furthermore, SCM holds significant
promise for rumor detection and mitigation. SCM is capable of understanding
how rumors spread within a particular community by analyzing the structural
properties of social circles, such as identifying influential nodes in a diffusion pro-
cess and mapping diffusion paths [6] [84]. Furthermore, this capacity can facili-
tate the development of proactive strategies to intervene and counteract the spread
of misinformation. It can also help mitigate its impact by targeting influential

nodes and disrupting the pathways of rumor diffusion within these social circles.

5. Comparisons

We conducted a literature survey on rumor detection methods (Section 4), focus-
ing on the use of social circle mining. We classified rumor detection methods into
four categories: machine learning (ML), deep learning, hybrid, and network-based
approaches. ML approaches are characterized by their speed and efficiency in pro-
cessing large amounts of data. Their predictions may improve over time, but they
may be complex to develop and maintain, as social network data are characterized
by rapid development. Deep learning approaches can process large amounts of
data with high accuracy and recognize complex patterns in the data. However,
they require expensive computational resources. Hybrid approaches can provide
the advantages of both categories by combining ML and deep learning methods.
Most recent studies have adopted this approach to enhance efficiency in rumor
detection and the ability of models to adapt to different patterns. However, hybrid
approaches may be comparatively more complex and expensive. Finally, network-
based approaches, including social network mining, provide broad and rapid ac-
cess to large amounts of data and immediate updates. In addition to their ability
to analyze interactions on social networks to help understand how rumors spread,
such approaches may face challenges related to privacy, security, and obtaining
irrelevant information.

Regarding rumor detection using transformer-based architectures, such as
ChatGPT models, despite their powerful rumor detection capabilities, there are
some ethical issues, including privacy concerns, as they require exceptionally large
datasets for training, raising concerns about collecting this data. Moreover, the
built-in bias in the data they were trained on led to discriminatory results in rumor
detection. Furthermore, these transformers can be used maliciously to spread ru-

mors and manipulate public opinion.
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Table 1. Comparison of machine-

A technical comparison of these various approaches is provided in the follow-

ing tables (Tables 1-4).

learning approaches for rumor detection.

Detection
Study Method Subcategory Description/Approach Dataset Used Results/Evaluation
etho
Used XGBoost to detect
Extreme Arabic Tweet rumors in Arabic tweets
rabic Tw umors i abic tweets, . . .
Gradient . ] Public Arabic Achieved 97.18%
[30] . Rumor employing a comprehensive
Boosting . . X Tweet Dataset accuracy.
Detection feature set and achieving high
Method
accuracy.
Machine Predicted the virality of fake
Learning Fake News news at an early stage using Discussed preventive
[22] Models for Virality textual features, distinguishing Not specified strategies based on
Virality Prediction between true and fake news prediction accuracy.
Prediction propagation.
Compared various ML
techniques for identifyin
Machine . . 4 . fying Sina Weibo Developed a robust
. Disaster-Related disaster-related anti-rumor
[28] Learning . . Users and XGBoost model for
Rumor Refuters  spreaders, using sentiment and . L
Methods . . Microblogs prediction.
text similarity analysis for
prediction.
Introduced a new task for
Content and predicting potential future .
Rumor o . Improved accuracy in
[5] Novelty-Based o rumors, combining content Not specified o
Prediction rumor prediction.
Features and novelty features to
improve detection accuracy.
Developed a model that uses
heterogeneous user L
Heterogeneous ) . . Effective in
representation to differentiate o o
User Rumor . . distinguishing
[21] . . between rumors and credible Not specified
Representation Detection . rumors based on
messages by analyzing .
Model . ] . propagation patterns.
information propagation
patterns.
Analyzed user features and
sentiment using NLP and
XGBoost and . g . Sina Weibo Revealed significant
Rumor Refuter XGBoost to identify potential .
[31] NLP . . Users and feature differences
. Feature Analysis rumor refuters, showing .
Techniques . Microblogs among refuters.
differences across rumor

categories.
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Continued
Lengths of
headlines/statements
and presence of
ictures negativel
Investigated features P 8 . Y
L o . correlated with
. distinguishing true from false ~ Online reference
Logistic ] truthfulness;
[24] ) Health Rumors health rumors using 453 of health rumors
Regression o . . elements such as
health rumors and a logistic in China
. numbers and
regression model. ) I
hyperlinks positively
correlated. Dread
rumors are more
likely to be true.
Assessed the credibility of o
] . . Precision and recall
. tweets related to trending Twitter postings
. . Twitter . . ranged from 70% to
[20] Classification o topics using features from related to .
Credibility . . . . 80% for classifying
posting behavior, text, and trending topics o
. credibility.
external citations.
KG-Fusion model
outperformed
Predicted future popularity of p .
. baselines with an
. . false rumors using post- and 19,256 false
Regression & Popularity . . RMSE of 1.54 and
[25] . . o user-level information; rumor cases ,
Classification Prediction . . Pearson’s r of 0.636.
introduced the from Weibo
. Popular rumors used
BERT-Weibo-Rumor model. ) .
more conjunctions
and punctuation.
Unsupervised-Based Approaches
Analyzed rumor spread after a The proposed
.Y P Twitter data . Prop
Rule-Based . disaster and developed a . algorithm detected
[33] . Twitter Rumors from disaster .
Detection system to detect rumor A rumors with
events
candidates on Twitter. acceptable accuracy.
The rule-based
Detected extreme political method provided
rumors on Twitter b high precision and
Rule-Based . . . Y Twitter data on g1p .
[35] . Political Rumors  identifying extreme users and .. recall for detecting
Detection ] o political rumors . ¢
using structural and timeline political rumors, with
features. some rules achieving
100% precision.
Detected misinformation on
. . . Twitter data and Large number of
. . Twitter in real-time by . -
k . Misinformation . the Twitter topics flagged as
[36] Classification . comparing tweets from . . 7
Detection ) Grapevine suspicious with high
verified news channels and
prototype accuracy.

general users.
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Continued
Self-supervised-Based Approaches
Mini-BERT-based
classifiers
Used mini-BERT with Arabic outperformed ML
Arabic Fake language embedding for fake Arabic fake news classifiers, showing
[40] Models BERT . . . .
News Detection news detection in Arabic, dataset improved
compared with ML classifiers. performance with
increased training
data.
FIAC embedding
Combined BERT-OPCNN f
ombined BERIY or , with BERT-OPCNN
Rumor feature extraction with FIAC Various rumor
[39] Models BERT ] . . ] . outperformed
Classification and Bi-LSTM for classification datasets . . .
existing techniques in
of rumor text. ) )
rumor classification.
P d SimCLRT
roposed sim . SimCLRT models
framework for tracking tperf 4
outperforme.
. rumors using contrastive PHEME and P .
Contrastive . L. . baselines;
[38] . Rumor Tracking learning; included variants RumorEval .
Learning . SimCLRT-CNN
SimCLRT-CNN, datasets
. . showed the best
SimCLRT-Linear, and ‘ 1
SimCLRT-RNN. performance overall.
Table 2. Comparison of deep learning approaches for rumor detection.
Study  Detection Method Subcategory Description/Approach Dataset Used Results/Evaluation
CAMI effectivel
Proposed CAMI, a CNN-based v erecvely
. Deep . . identified
Convolutional Neural . approach for misinformation Two large-scale . .
[86] Learning . . . misinformation and
Network (CNN) identification and early datasets .
(CNN) . achieved early
detection. .
detection.
EANN
tperf d
. Framework with multimodal . . outperiorme
Event Adversarial Deep Multimedia state-of-the-art
. feature extractor, fake news ) ]
[47] Neural Network Learning datasets (Weibo, methods in fake
) detector, and event Rk ]
(EANN) (Hybrid) L Twitter) news detection and
discriminator.
learned transferable
features.
Th del
Detected breaking news € mode
. ) outperformed
Breaking rumors using word .
RNN-based . Real-life rumor state-of-the-art
(3] . News embeddings and RNNs, .
Detection . o . dataset methods in
Rumors addressing topic shift issues in

rumor detection.

precision, recall,
and F1 score.
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Continued
Detected rumors on Twitter The method
. using tree-structured recursive ~ Twitter datasets in significantly
Twitter .
[44] Tree-Structured RNN R neural networks to handle English and outperformed
umors
sentiment expression and user Chinese baseline algorithms
bias. in detecting rumors.
The CSI model
. achieved higher
Combined text, user response,
o accuracy than
. Fake News and source characteristics for Real-world news L
[45] Hybrid Deep Model . . . existing models and
Detection fake news detection using the data .
provided
CSI model. .
meaningful latent
representations.
Outperformed
existing methods b
D Used a graph-based approach dgd . ¥
ee addressin
Gated Graph Neural p to model content and semantic Real-world &
[57] Learning . redundant
Network (GNN) dependencies for rumor datasets . )
(GNN) ] information and
detection. . .
improving
detection accuracy.
Best performance in
. L Incorporated prior knowledge P .
Evidence-Providing . ] rumor detection
. Hybrid and current comments using Two real-world .
[86] Rumor Detection ) . and early detection
Approaches GraphSAGE and attention Twitter datasets .
(EPRD) . compared with
mechanisms. .
baselines.
Showed significant
. ts i
Predicted viral rumors and tmprovemen ,S n
. . . rumor detection,
Graph Neural Hybrid vulnerable users using a Datasets with Lo L
[51] . . . virality prediction,
Network (GNN) Approaches unified GNN model with annotations d
and user
multitask learning. .
vulnerability
scoring.
Achieved better
Constructed a propagation erformance than
Propagation Graph Deep Propag . . P
. graph and used PGNN with Real-world Twitter state-of-the-art
[50] Neural Network Learning . .
attention mechanisms for dataset methods for rumor
(PGNN) (GNN) i .
rumor detection. detection and early
detection tasks.
Demonstrated
Bi-Directional Graph superior
] P Deep Used Bi-GCN to capture both . P
Convolutional . . j . Various performance over
[49] Learning propagation and dispersion o
Networks . benchmarks existing approaches
] (GNN) characteristics of rumors. ) )
(Bi-GCN) in detecting rumors

on social media.
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Table 3. Comparison of hybrid approaches for rumor detection.

Results/
Stud: Detection Method Subcatego Description/Approach Dataset Used
Y gory P PP Evaluation
Used mini-BERT for sentiment
Mini-BERT-based analysis of Arabic fake news Mini-BERT-based
ini- -base
. Arabic Fake and compared it with ML Arabic Fake classifiers
[40] Deep Learning . . .
. News Detection classifiers. Applied holdout News Dataset  outperformed ML
Classifiers o .
validation schemes to evaluate classifiers.
performance.
Proposed a framework that
. . . visualizes topic structures in
Rumor Detection Social Media . ) . .
[53] time series, extracts rumor Not specified Not specified
Framework Rumors . .
candidates, and verifies them
using additional media sources.
Proposesda framework using a
combination of CNN and RNN
Hybrid CNN and Fake News . Twitter Posts Achieved 82%
[55] . . models to classify fake news on
RNN Models Classification . . Dataset accuracy.
Twitter with an accuracy of
82%.
Focused on detecting rumors
on Weibo by extracting
. New features
Feature Extraction . features from retweets and . .
Rumor Detection ) Weibo improved
[54] from Crowd . . comments, employing . .
in Chinese . . Dataset classification
Responses clustering analysis and a effectiveness
classifier based on observed ’
feature distribution.
Combined RNNs and
Accuracy of
. User autoencoders to detect rumors
Unsupervised . , . . 92.49% and F1
[59] . Behavior-based based on users’ behaviors, Not specified
Learning Model . . . measure of
Detection achieving high accuracy and F1
89.16%.
measure.
Proposed a hybrid clustered
shuffled frog-leapin
] g. piig Demonstrated
. algorithm-particle swarm .
Hybrid Clustered A effectiveness
Rumor optimization (HCSFLA-PSO) .
[58] SFLA-PSO . ] ) Not specified through
. Refutation for timely and real-time rumor ;
Algorithm Co . numerical
refutation, integrating new . .
] simulations.
trust mechanisms and energy

consumption models.
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Continued
Used a two-phase feature
extraction approach combinin
Hybrid * PP . &
BERT-OPCNN and FIAC with Outperformed
BERT-OPCNN & . .
. Rumor Text customized . existing
[39] FIAC with . . . Not specified . .
. Classification Bi-LSTM for rumor techniques in
Customized . . . . .
BiLSTM classification, showing classification.
1_
improved performance over
existing techniques.
Introduced PHAROS, a graph
transformer-based model with Demonstrated
Portable Graph Multimodal . . Real and o
multimodal homophily . superiority,
[56] Transformer-based Graph-Based . Synthetic .
. measures designed to handle efficiency, and
Model Detection . . Data
heterophily and integrate label robustness.
information.
Focused on the psychological
. motivations behind user
Psychological Endogenous L . . Improved
S . behaviors in social networks Twitter16
[57] Motivation-based Psychological . . accuracy by 2.1%
) o for rumor detection, analyzing Dataset )
Detection Motivation . . over the baseline.
active and passive user
responses.
Proposed SimCLRT, a
. contrastive learning framework Outperformed
Contrastive ; PHEME, . .
. . for rumor tracking those baselines, with
[38] Learning Rumor Tracking . RumorEval .
addresses tweet coverage issues, SimCLRT-CNN
Framework . . . . Datasets .
with variants showing varying performing best.
performance across datasets.
Table 4. Comparison of network approaches for rumor detection.
Detection L. X
Study Method Subcategory Description/Approach Dataset Used Results/Evaluation
. The model showed the
Analyzed rumor propagation . .
. Rumor . . Real rumor impact of anti-rumor
Evolutionary ) and control in social networks )
[60] Propagation ] . dataset from messages and social
Game Model using evolutionary game . .
Control . i Twitter anxiety on rumor
theory and simulation.
spread.
Examined rumor propagation L.
o . > Homogeneous Government policies
. with influential and ordinary . o
Optimal Rumor and and immunization
[61] . nodes; proposed control . .
Control Propagation . heterogeneous strategies effectively
strategies for homogeneous
network datasets  reduced rumor spread.

and heterogeneous networks.
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Continued
Developed a new model for The model effectively
rumor detection based on distinguished rumors
Heterogeneous Rumor . . .
[74] . . heterogeneous user Social media data  from credible messages;
Modeling Detection ) ) .
representation and information rumors spread among
propagation patterns. specific user groups.
Proposed a new algorithm for The approach
(6] Homogeneity Social Circle  detecting rumors by exploring  Real-world social ~ outperformed existing
Mining Mining social circles with high media datasets methods in detecting
homogeneity in user context. early-stage rumors.

6. Challenges and Future Trends

Detecting rumors on social networks faces several challenges, the most prominent
of which is the large volume of data generated by these social networks, as analyz-
ing this vast amount of data requires advanced algorithms and computational
models. Furthermore, this data varies in its formats and includes text, images,
video clips, and other forms, which further complicates the process of rumor anal-
ysis and detection.

Another challenge lies in understanding the context and meaning of the pub-
lished texts, as colloquial dialects or cultural backgrounds are often relevant and
can make it difficult to interpret such texts on systems, thereby leading to incor-
rect interpretations in detecting rumors. Additionally, spreading rumors and
transmitting them from fake or fictitious accounts hinders the process of tracking
rumors and ascertaining their correct sources.

The scarcity of labeled data required to train rumor detection models is another
challenge. Obtaining, filtering, and classifying data is a tedious task that requires
considerable effort and time but is necessary for training and developing such sys-
tems. Furthermore, rumors are characterized by their sophistication and ability to
change rapidly over time, which requires continuous training and updating of
models. Therefore, it is imperative to keep rumor detection models sophisticated
and effective on an ongoing basis.

Social network mining approaches show tremendous potential for rumor de-
tection, but they face several limitations that currently prevent their widespread
use. These limitations include the availability of rich contextual data on user in-
teractions and network structures, which makes collecting and processing them
difficult at scale due to privacy and platform constraints. Second, due to the di-
verse types of rumors and platforms, detection models may face difficulties in
generalizing, especially when dealing with new rumors. Third, rumors vary over
time, so models based on static data may be less effective, resulting in the temporal
drift of concepts. Furthermore, models designed for rumor detection may suffer

from significant computational complexity, which may make their current use
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challenging [87]. Furthermore, the problem of uneven data balance (verified ru-
mors being less common than unverified ones) reduces the accuracy of models.
Furthermore, these models require significant computing resources to be imple-
mented on large-scale social media platforms [87]. Addressing these limitations
requires significant improvements in data collection, the development and design
of appropriate algorithms, and improved computing infrastructure.

Given these challenges, SCM for rumor detection is considered a distinctive and
promising solution, given features such as network structure analysis, community
detection, and the ability to explicate and understand behavioral patterns.
Through this approach, it is possible to monitor the nodes that influence rumor
spreading and evaluate the credibility of information published on the network by
building trust levels as well as tracking the path of rumors. Despite the capabilities
and features provided by SCM for rumor detection, studies in this field are lim-
ited. This indicates the need for more research and development in this field to

enhance the detection of rumors on social networks.

7. Conclusion

Social media has gained popularity since its emergence and has become an inte-
gral part of daily life. These platforms have become hospitable environments for
the generation and spread rumors. Rumors can cause significant harm to individ-
uals, including reputational or financial loss and other damages. This survey pro-
vides a comprehensive view of the methods currently used to detect rumors on
social networks, focusing on the use of SCM to detect rumors. Thus, this manu-
script addresses numerous related concepts, such as the definition of rumors,
methods of rumor detection, social networks, how rumors spread within them,
and mining social circles to detect rumors. We classified the commonly employed
methods into four categories: machine learning-based, deep learning-based, hy-
brid, and network-based approaches. Machine learning and deep learning models
have proven capabilities in rumor detection. However, most of these methods ig-
nore the impact of users’ social circles on the spread of rumors. Such methods
may also be challenging to handle and require continuous updates to vast amounts
of data. Hybrid approaches are the most prominent and widespread methods used
to take advantage of the features of all models, thereby enhancing their capabilities
in detecting rumors. Studies have emphasized the importance of network-based
approaches, as they consider the context and content of rumors and the spread
mechanism, which is significant in detecting rumors that have been difficult for
previous approaches to explain. Moreover, previous studies have emphasized the
importance of SCM as an additional approach that enhances the rapid detection
of rumors and provides a comprehensive view of the mechanisms of rumor spread.
Furthermore, integrating SCM into traditional detection methods will allow the
development of more flexible and efficient methods to address misleading infor-
mation and disinformation in digital technology. However, more research is needed
in this field.
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