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Abstract 
This comprehensive study examines how IoT-based safety monitoring sys-
tems improve workplace safety in the general industry. The study utilizes sec-
ondary qualitative approach to collect data and analyze it by the help of nar-
rative analysis. Systems engineering techniques are used to develop, optimize, 
and manage these systems, emphasizing stakeholder demands, system require-
ments definition, system architecture design, and risk assessment and mitiga-
tion. The article identifies some drawbacks of these systems, including techno-
logical issues and privacy concerns. Thus, the research recommends integrating 
IoT-based tools into a safety management approach rather than using them 
alone. The study finds that IoT-based safety monitoring systems, driven by re-
search, system enhancement, and user acceptability, can change safety manage-
ment across sectors. 
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1. Introduction 

Workers in factories and other industrial settings are exposed to more hazards 
when working conditions change. Workplace protection is no surprise in today’s 
world, where technology is everywhere. Workplace safety prevents accidents and 
illness in factories and offices. These general industries are diverse; thus, their threats 
are many. Some examples are physical, chemical, ergonomic, and biological risks 
[1]. 

Understanding these dangers is the first step to mitigating them. Physical haz-
ards include everything that can hurt someone. Machinery, noise, temperature 
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extremes, and radiation are examples. Chemical dangers occur when personnel 
expose themselves to or directly in contact with hazardous substances. Repetitive 
motions, poor workspace layout, and poor body alignment are ergonomic dangers. 
Biohazardous workplaces expose workers to bacteria, viruses, fungi, and other mi-
croorganisms [2].  

In addition, recent technology, specifically the IoT, offers hope for a safer future 
in these contexts. Sensors, devices, and software connected via the IoT monitor, 
analyze, and respond to possible risks in real time. These technologies collect and 
analyze data to identify patterns and improve workplace safety. This allows the 
devices to protect workers immediately and prevent workplace risks over time. 

Business IoT growth is unstoppable. Over 50 billion gadgets connected by the 
IoT have transformed the industry. Smart cameras and biometric-monitoring wear-
ables have changed workplace safety thanks to IoT [3]. As shown in Figure 1, OSHA 
identified the top 10 most frequently cited violations in 2021. 

 

 

Figure 1. OSHA’s 2021 top 10 most frequently cited violations [4]. 
 

Systems engineering is a multidisciplinary profession that develops and main-
tains complex systems. This field seeks efficiency and cost reduction. This strategy 
considers all stakeholders’ commercial and technological needs to provide a high-
quality design that meets users’ needs. Systems engineering-based IoT-based safety 
monitoring systems can improve efficiency, dependability, and user satisfaction 
[5]. The common categories of workplace hazards are illustrated in Figure 2.  

Given the complexity of workplaces and the wide range of possible hazards, a 
one-size-fits-all safety policy is insufficient. Furthermore, Systems engineering, 
which considers all aspects of the workplace, may provide a more complete solu-
tion. This method lets a person assess each hazard’s dangers and take appropriate 
preventative measures. 

Maintaining a competitive edge in a constantly evolving technological land-
scape requires proactively keeping pace with the latest advancements. Companies 
must implement IoT-based safety monitoring systems to respond to emerging sit-
uations; technology alone is not the answer. Researchers must use systems engi-
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neering to develop and deploy these systems successfully. Industry and workers may 
depend on this. 

 

 

Figure 2. Common categories of workplace hazards [6]. 

2. Workplace Hazards in General Industries  
2.1. Common Types of Workplace Hazards 

Each industry has unique risks, and industrial workplaces are full of hazards. 
Management must first understand the risks to protect workers’ health and safety. 
Workplace dangers range from physical to ergonomic [7]. The research also shows 
that these threats affect employee health, safety, corporate productivity, and effi-
ciency. 

Chemical, physical, ergonomic, and biological hazards are identified in research 
[8]. Physical threats include dangerous machinery, extreme noise, high tempera-
tures, and radiation. Chemical risks involve long-term exposure to potentially harm-
ful substances that can harm health. Ergonomic risks, including repetitive actions, 
improper workspace settings, and poor body alignment, can cause debilitating 
musculoskeletal issues. Ergonomic hazards are less noticeable than other threats. 
Finally, exposure to harmful biological substances in healthcare institutions and 
laboratories, including bacteria, viruses, and fungi, causes physical dangers. Fig-
ure 3 shows fatal occupational injuries by major event or exposure between 2017 
and 2021. 

2.2. Impact of Workplace Hazards on Employee Safety and  
Productivity 

Workers are especially likely to notice physical hazards like machinery accidents 
in industrial settings. According to the US Bureau of Labour Statistics, equipment 
contributed to 15% of fatal occupational injuries in 2020 [10]. Extreme noise, a 
physical hazard, can cause hearing loss and other auditory issues, affecting more 
than 22 million US workers annually. 
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Figure 3. Fatal occupational injuries by event or exposure [9]. 
 

Chemical hazards often have more subtle and long-term effects on workers. Long-
term chemical exposure can cause chronic respiratory, skin, and cancer [11]. Ac-
cording to [12], construction and industry employees are at risk of chemical expo-
sure despite using protective gear. 

Ergonomic hazards, albeit less evident, can also harm employees. According to 
published data, work-related musculoskeletal problems cause 33% of worker ill-
nesses and injuries [13]. These injuries affect the worker and the industry in terms 
of medical costs, productivity, and absenteeism. 

These threats affect productivity and operational efficiency. A 2019 National 
Safety Council research found that work-related deaths and injuries cost $171 bil-
lion [14]. This includes salary losses, medical bills, and administrative costs. Work-
place dangers impair employees’ physical and mental well-being, and they influ-
ence the industries financially. As shown in Figure 4, musculoskeletal disorders 
(MSKD) vary across conditions. 

 

 

Figure 4. Burden of musculoskeletal disorders (MSKD) by condition [15]. 
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In summary, workplace hazards research depicts a complex and dangerous en-
vironment with severe consequences for people and their industries. Understand-
ing risks and their effects is the first step to safer, healthier, and more productive 
workplaces. 

3. IoT-Based Safety Monitoring Systems 

The internet connectivity of many devices has disrupted several industries, in-
cluding workplace safety. Safety monitoring systems use IoT sensors, devices, and 
software. These real-time detection and mitigation solutions revolutionize work-
place safety [16]. 

These systems have several vital pieces. IoT sensors can measure temperature, 
humidity, noise, and vibration. These sensors can be placed on machines, work-
stations, or even staff devices to collect data about the workplace. Data is transmitted 
to a cloud-based data processing system via a network connection, and the data is 
analyzed and used. These insights can trigger automatic notifications or actions 
to decrease hazards. An alert, machine shutdown, or supervisor notification can 
occur. Data keep for long-term trend study and workplace danger avoidance. 

IoT-based safety monitoring systems have many benefits. First, they provide 
real-time monitoring and fast response, which reduces accident risk. Instead of 
manual inspections and reports, these systems can continuously monitor and in-
form supervisors or workers of potential threats [17]. These systems also identify 
patterns and trends over time, which allows for preventative measures and safety 
process improvements. 

IoT solutions can also lessen ergonomic and chemical concerns. Wearable IoT 
devices can monitor employees’ postures and motions, identify ergonomic risks, 
and provide solutions. Internet-connected sensors can monitor air quality and de-
tect toxic chemical contaminants, protecting workers from exposure. 

IoT-based safety monitoring systems provide benefits but also drawbacks. 
These systems require expensive hardware, software, and training to deploy. Im-
plementation requires these costs. Data privacy and security concerns are major 
due to the sensitive nature of the data acquired and the likelihood of cyberattacks 
[18]. Signal interference, sensor accuracy, and system stability are concerns for 
IoT system dependability. 

According to studies, IoT-based safety monitoring systems improve workplace 
safety [19]. They provide real-time monitoring, instant response, and long-term 
danger prevention techniques. However, implementing them requires careful con-
sideration of several issues, including system stability, cost, and data privacy. 

The Effectiveness of IoT-Based Safety Monitoring Systems in  
Reducing Hazards 

Recent studies show that IoT-based safety monitoring solutions reduce workplace 
dangers. Rio Tinto, the world’s most significant metals and mining company, has 
used IoT technologies for years [20]. Rio Tinto understood hundreds of its work-
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ers were in dangerous conditions and needed proactive safety measures. This led 
to the Mine of the Future program, an IoT-based safety system. This system uses 
thousands of IoT sensors to monitor real-time mining activities. These include 
equipment, environment, and worker health. To identify risks and take precautions, 
use data. IoT has improved workplace safety by reducing equipment damage, op-
erational downtime, and workplace accidents. 

The building is another case study. Skanska’s workplace safety strategy includes 
smart helmets with IoT sensors [21]. During their shifts, workers must wear these 
helmets, which monitor temperature, humidity, noise, and impact. An alert will ring 
if any parameter exceeds the safety level, and the notification will be sent to ap-
propriate parties. Skanska claims smart helmets have reduced workplace accidents 
and improved workers’ safety awareness and compliance. The applications of IoT 
in industrial workplaces are highlighted in Figure 5. 

 

 

Figure 5. Uses of IoT in general industries [22]. 
 

Bosch, a multinational engineering and technology company that manufactures 
automotive and industrial technology, has installed an IoT-based safety system at 
its production facilities [23]. The Bosch Production System monitors machine func-
tion and ergonomics using sensors connected to the IoT. The system can imme-
diately shut down machines to reduce ergonomic hazards and give workers feed-
back on their postures and actions. Bosch has reduced workplace injuries since 
implementing this technique. This shows that IoT can eliminate many workplace 
risks. 

These case studies demonstrate how IoT-based safety monitoring solutions may 
alter various enterprises. These technologies reduce workplace injuries in mining, 
building, and manufacturing plants while promoting safety. However, careful de-
sign, proper implementation, and ongoing monitoring are needed to achieve these 
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benefits, emphasizing the need for a system engineering approach when deploying 
IoT-based safety systems. 

4. Systems Engineering Modeling Accuracy Methodologies 
4.1. Systems Engineering Overview 

Systems engineering is an interdisciplinary field that designs, integrates, and man-
ages complex systems throughout their life cycles [24]. It includes determining cli-
ent demands and desired functionality early in the development cycle, system de-
sign, integration, validation, operations, maintenance, and disposal. Systems engi-
neering relies on seeing everything as part of a more extensive system to coordi-
nate multiple components for the desired result efficiently. The IoT-based frame-
work for workplace safety is presented in Figure 6. 
 

 

Figure 6. IoT framework for workplace safety monitoring [25]. 
 

“Systems thinking,” defined as “understanding a system by examining the link-
ages and interactions between the components that comprise the entirety of that 
defined system,” is the cornerstone of systems engineering. It recognizes that eval-
uating a system is the only way to understand its behavior. Whole-systems approach. 
In complex systems like an IoT-based safety monitoring system, sensors, network 
connections, data processors, and human operators must work together without 
interruption. 
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4.2. Systems Engineering Helps Design and Implement Safety  
Monitoring Systems 

Systems engineering helps create and deploy safety monitoring systems. Systems 
engineering ensures that all design aspects, such as hardware, software, users, and 
the environment, are considered and coordinated [26] [27]. 

During design, systems engineering helps define system requirements based on 
user needs and the operational environment. This comprises selecting sensors, in-
stalling them, networking them, collecting data, and processing and using them. It 
also involves user interface design and system interaction. This holistic approach 
ensures the technology will work well in its intended setting and meet user needs. 

Systems engineering ensures that all system components function correctly 
during implementation. This includes testing and certifying each member and the 
system, debugging and fixing any issues, and improving the system design. 

Systems engineering helps monitor system performance, identify deviations, 
and take remedial action during operation and maintenance. It helps manage sys-
tem upgrades and tweaks to ensure the system meets user needs and adjusts to op-
erational changes. 

Systems engineering provides a reliable framework for creating and implement-
ing safety monitoring systems. Systems engineering considers all system parts and 
interactions to ensure efficiency, dependability, and adaptability. Safety and produc-
tivity will improve. 

4.3. System Needs Analysis 

System requirements analysis, an integral aspect of systems engineering, sets the 
stage for system design and execution [27]. This section identifies stakeholder needs 
for IoT-based safety monitoring solutions. 

In this case, employees, managers, safety officers, regulatory officials, and cus-
tomers are stakeholders. Each stakeholder has its quality control system expecta-
tions. Employees need a simple, inconspicuous system. The system must efficiently 
detect potential threats and alert staff. Managers and safety professionals need a 
system that provides actionable information for danger prevention, aids safety com-
pliance, and integrates effortlessly with existing processes [28]. 

Interviews, surveys, focus groups, and general observation can help determine 
these needs and expectations. As the system design evolves, stakeholders should 
provide regular feedback. This ensures that the finished system meets users’ needs, 
which boosts acceptance and efficacy. 

4.4. Functional and Non-Functional Safety Monitoring System  
Requirements 

The stakeholders identify and specify the system requirements. This procedure 
includes functional and non-functional safety monitoring system criteria. 

Functional requirements define the system’s capabilities. An IoT-based safety 
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monitoring system can identify risks, alert users when hazards are found, collect 
and transfer data, analyze data to determine patterns and trends, and provide re-
ports [29]. Describing each function’s purpose, operation, and conditions is cru-
cial. For each part, use cases must portray the user-system communication. 

Non-functional requirements describe system operation. The team considers 
functionality, safety, dependability, usability, and compatibility. The system may 
need to perform in real-time, resist hacking, work dependably under extreme cli-
matic conditions, be easily used, and communicate with other systems [30]. 

Functional and non-functional requirements should be SMART, i.e. specified, 
measurable, achievable, relevant, and time-bound, to provide transparency and ob-
jectivity in system design, implementation, and evaluation. All system stakehold-
ers should document and agree on them. This ensures everyone understands the 
system’s goals. 

Finally, systems engineering requires the examination of system requirements. 
This research guarantees that the IoT-based safety monitoring system is built and 
executed to match workplace needs, optimizing its safety and productivity benefits. 
Identifying stakeholders’ needs and expectations and specifying the system’s func-
tional and non-functional requirements achieves this. 

5. System Architecture 
5.1. Creating the Safety Monitoring System’s Core Architecture 

After determining and documenting system requirements, systems engineers de-
sign system architecture. This includes identifying the safety monitoring system’s 
components, relationships, and how they interact to perform the required func-
tions [31]. 

When designing the system’s architecture, the team should consider the system 
topology, which refers to the actual arrangement of its components. This includes 
choosing where to put the IoT devices and sensors, how to connect them, where to 
store and process data, and how users will interact with the system. The team should 
base this structure on the operating environment, and the user needs to ensure the 
system can efficiently identify and respond to threats while being accessible and 
user-friendly. 

Data flow, or system data mobility, is also essential. The team must decide what 
data the sensors will collect and how to convey, process, examine, and display it to 
users [32]. This flow must ensure data accuracy, currency, and actionability to make 
risk-prevention decisions. 

The development team must consider modularity, scalability, and adaptability 
throughout the product development. Building a system with separate, interchange-
able parts is called “modularity” and simplifies maintenance and upgrades [33]. 
Scalability involves designing a system to handle increasing workloads. A system 
that can adapt can handle changes in the operational environment, user needs, and 
regulatory requirements [34]. 
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5.2. Integration of IoT Sensors and Data Processors 

System architecture must emphasize integrating the safety monitoring system’s 
numerous parts. IoT devices, sensors, and data processing components must work 
efficiently to complete tasks.  

IoT devices and sensors act as the vigilant “eyes and ears” of the system, dili-
gently monitoring for potential threats and collecting valuable data regarding the 
operational environment. The monitoring will depend on the threats to address; 
these devices may incorporate temperature, humidity, noise, vibration, motion, and 
many more sensors. These gadgets must be accurate, reliable, and commercially vi-
able [35].  

The system’s “brain,” the data processing components, decides what to do with 
sensor data and interprets it. This process involves cleaning and analyzing raw data, 
detecting trends and anomalies, and sending warnings or reports. Depending on 
the data’s complexity and analysis, this technique may involve data analytics, ma-
chine learning, or artificial intelligence [36]. 

Integrating these components requires testing their communication and effi-
ciency. This requires suitable communication protocols, data formats, and inter-
faces. The integrated system must be validated and tested to ensure proper oper-
ation. 

Finally, system engineering begins with system architecture design. This proce-
dure creates the safety monitoring system’s broad framework and integrates its many 
components to ensure it can efficiently perform its functions and react to changes. 
This technique boosts the system’s workplace safety effectiveness. As shown below 
(Figure 7), a layered IoT architecture is commonly applied for safety monitoring. 

 

 

Figure 7. Layered IoT architecture for workplace safety systems [37]. 
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6. Risk Assessment and Prevention 
6.1. System Risk Assessment 

Systems engineering and safety monitoring system strategy, development, and ex-
ecution require risk assessment. It involves detecting system risks and quantifying 
their likelihood and impact. In addition, an IoT-based safety monitoring system 
may encounter threats from faulty hardware or software, network interruptions, 
data breaches, user errors, and environmental factors [38]. Furthermore, a sensor 
could fail, a software error could cause inaccurate data processing, a network out-
age could cause communication issues, a hacker could access sensitive data, a user 
could abuse the system, or a change in the environment could affect the system’s 
function [39]. 

To detect these risks, one must understand the system, its operational environ-
ment, and the consequences of breakdowns or interruptions. This procedure may 
use fault tree analysis, FMEA, HAZOP, and risk matrix analysis. Importantly, this 
technique should be iterative, requiring ongoing reassessment as the system ar-
chitecture changes and new information becomes available. 

6.2. Privacy Challenges in IoT Safety Systems 

Data security and privacy in IoT safety systems present complex issues that re-
quire careful consideration. The volume and variety of sensitive data created and 
shared across networked devices sometimes cause privacy difficulties in these sys-
tems. These issues arise from device interconnectivity, generating a large attack sur-
face for malevolent actors. The variety of data formats and communication pro-
tocols in IoT systems makes privacy safeguards difficult. Understanding these is-
sues is essential to solving them. 

Current IoT safety system privacy solutions include encryption, access controls, 
and secure communication protocols. Current security tactics typically fail to han-
dle the changing nature of security threats. Quantum computing may make encryp-
tion susceptible, threatening data security. Access controls regulating user permis-
sions may struggle in IoT networks as devices join and leave. Centralized security 
procedures create single points of failure that could compromise the entire system 
if exploited. 

Critical analysis of these methods shows flaws that should be addressed. Many 
static security measures fail in an ever-changing threat environment. IoT ecosys-
tems are large and complex, requiring adaptive and anticipatory security. Existing 
methods lack the agility and foresight to address privacy issues of IoT safety sys-
tems, which are constantly changing. 

Innovative and adaptable techniques are needed to overcome these constraints 
and improve privacy protection. This entails testing improved encryption techniques 
that can withstand quantum computing attacks. By spreading responsibility across 
the network, decentralized security models can reduce the effect of breaches. An-
other interesting approach is real-time threat identification and mitigation using 
AI. Machine learning algorithms allow IoT systems to adapt and respond to new 
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threats in real-time, improving security. 
The IoT community must advocate for standardized security mechanisms to 

build a cohesive and effective privacy approach. Industry stakeholders can collab-
orate to provide a framework for data security and privacy in networked systems. 
In conclusion, IoT safety systems must change from static and centralized privacy 
techniques to inventive, adaptable, and collaborative ones that can withstand chang-
ing security threats. 

6.3. Risk Minimization in System Design and Operation 

Risk reduction happens after hazard identification. These steps reduce the likeli-
hood or severity of some dangers [40]. Redundancy, variety, fault tolerance, and 
robustness can minimize the risk during project design. Redundancy is having 
backups take over if a critical component fails. Diverse elements are needed to pre-
vent common-mode failures. If it malfunctions, the team must build the system 
to operate at a reduced capacity. This is “fault tolerance.” Creating a plan to with-
stand operational environment changes is called robustness. 

Monitoring, maintenance, training, and incident response may reduce risk dur-
ing project operation. Monitoring involves regularly checking the system’s perfor-
mance and health for signs of trouble. Regular system checkups and repairs pre-
vent issues. To utilize the technology safely and effectively, users should be trained. 
Event response involves techniques and protocols for event management and re-
covery [41]. 

Systems engineering requires risk assessment and mitigation. This process iden-
tifies hazards and implements remedies to make the safety monitoring system re-
liable, secure, and resilient [42]. This procedure boosts the safety monitoring sys-
tem’s workplace safety efficacy. 

7. Integration of Smart Helmets and Smart Jackets for  
Comprehensive Safety Monitoring 

Smart helmets and jackets in IoT-based safety monitoring systems ensure general 
industry worker safety. These wearable devices with multiple sensors monitor the 
wearer’s physiological and work environment. Organizations can create advanced 
hazard detection and early warning systems using smart helmets and jacket data 
[43]. If the smart jacket detects a sudden temperature rise or toxic gases, it can alert 
the smart helmet, which can then alert the worker. This integration allows real-time 
responses and proactive injury prevention.  

Smart jackets and helmets with GPS enable real-time worker location tracking. 
Supervisors and safety personnel can quickly locate workers in emergencies and 
hazardous events, speeding up rescue efforts. Smart jackets also allow two-way com-
munication between workers and control centers, enabling immediate assistance 
and coordinated response in critical situations [44]. Location tracking and emer-
gency response capabilities improve worker safety and ensure timely service. 

These devices also enable a complete occupational risk assessment. Organizations 
can learn about environmental conditions, physiological parameters, and hazards 
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by correlating sensor data [45]. This holistic risk assessment allows organizations 
to proactively manage and mitigate risks, making data-driven decisions to create 
safer workplaces. 

Integration may aid worker training and awareness programs. Smart helmets 
and jackets can identify behavior, movement, and risk exposure patterns [46]. 
Workers can receive personalized feedback and guidance from this data, support-
ing targeted training. These wearable devices can help organizations promote 
safety, worker awareness, and safer practices. 

Smart helmets and jackets in IoT-based safety monitoring systems reduce 
worker hazards in the general industry comprehensively and proactively. Organ-
izations can identify risks and respond quickly with enhanced sensory monitor-
ing, real-time hazard detection, location tracking, and emergency response. The 
integration also promotes worker safety and targeted training. These technologies 
can make workplaces safer and protect employees. 

7.1. Description of Intelligent Helmets and Their Key Features 

Smart helmets improve worker safety across industries. They use advanced tech-
nologies to monitor, protect, and improve worker well-being. These helmets have 
sensors, communication, and data processing. Intelligent helmets have features 
like: 
- Sensor Integration 

Smart helmets have real-time sensors [47] [55]. Examples include accelerome-
ters, gyroscopes, temperature sensors, heart rate monitors, and gas detectors. Sen-
sors continuously monitor the wearer’s physiology and environment, revealing 
potential hazards (Figure 8). 

 

 

Figure 8. Smart Sensors (Self-Created). Source: Author’s own illustration. 
 

- Communication Systems 
Smart helmets often have Bluetooth or Wi-Fi to connect to other devices or a 

central control center [48]. This allows direct data transmission and worker-su-
pervisor communication, improving safety coordination. 
- Augmented Reality 

Head-mounted displays in smart helmets aid employees. These displays deliver 
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real-time environmental data, safety alerts, and directions to workers, improving 
situational awareness. Workers can make safe decisions by obtaining fast alerts on 
potential hazards. These immersive displays seamlessly integrate information into 
the worker’s field of vision, eliminating distractions and helping them focus. This 
technology improves workplace safety, efficiency, productivity, and risk manage-
ment by keeping workers connected and informed. 
- Real-time physiological monitoring 

Smart helmets’ real-time physiological monitoring is essential. The helmet 
monitors heart rate, body temperature, and brain activity. This monitoring helps 
early detect and treat fatigue, heat stress, and other health issues. Real-time phys-
iological monitoring alerts workers and supervisors to health risks. 
- Hazard detection and early warning 

Smart helmets detect and warn of hazards. These helmets can detect many 
workplace hazards using sensor data. The main features of the smart helmet are 
illustrated below (Figure 9): 

The smart helmet can alert the wearer visually or audibly if toxic gases or tem-
peratures rise unexpectedly [50]. This early warning system allows workers to move 
to a safe location or put on protective gear to prevent accidents and injuries. Risky 
industries benefit from hazard detection and early warning systems. 
- Tracking and emergency response 

Smart helmets can track and respond to emergencies. Smart helmets with GPS 
allow real-time worker tracking. Supervisors or safety personnel can quickly lo-
cate affected workers in emergencies or hazardous events, speeding up rescue op-
erations. Smart helmets may have distress signals or emergency call buttons to help 
workers get help quickly [51]. Location tracking and emergency response improve 
worker safety by providing reliable communication and support during critical 
moments. The features of the Smart helmet are also explained in Figure 9. 

 

 

Figure 9. Key features of a smart helmet for workplace safety [49]. 
 

Smart helmets enhance worker safety in the general industry. These helmets pro-
tect workers in hazardous environments with sensor integration, real-time physi-
ological monitoring, hazard detection and early warning systems, location track-
ing, and emergency response. Continuous vital sign monitoring and real-time haz-
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ard detection and response improve worker safety and allow proactive risk miti-
gation. 

7.2. Smart Jacket Features 

Smart jackets improve worker safety and comfort across industries. These jackets 
use cutting-edge technology to monitor environmental conditions, detect falls, and 
improve communication. Smart jackets have features like: 
- Embedded environmental sensors. 

Smart jackets have environmental sensors [52]. These embedded sensors con-
tinuously monitor temperature, humidity, air quality, and toxic gases. Smart jack-
ets help workers assess and mitigate risks by providing real-time data on these con-
ditions. The Smart jacket can warn workers to evacuate or take precautions if toxic 
gas levels are high. Early warning and reduced exposure to hazardous environments 
improve worker safety. 
- Fall Detection/Impact Monitoring 

Smart jackets detect falls and impact. Sensors track acceleration, orientation, 
and other parameters. The Smart jacket alerts if these readings change suddenly, 
indicating a fall or impact [53]. This prompt detection allows immediate response 
and assistance, especially in fall risk. Smart jackets reduce injuries, response time, 
and death by detecting falls and impacts. 

7.3. Collaboration 

Smart jackets aid workplace communication and collaboration [54]. Microphones, 
speakers, and wireless protocols allow workers to communicate with supervisors, 
coworkers, and control centers. This makes emergency communication fast and 
easy. Smart jackets with communication features allow workers to quickly share in-
formation, report hazards, and receive instructions, improving safety and produc-
tivity (Figure 10). 

 

 

Figure 10. Functions of Smart Jacket (Self-Created). Source: Author’s own illustration. 
 

Smart jackets improve worker safety and communication across industries. 
Smart jackets mitigate risks and protect workers with environmental sensors, fall 
detection, impact monitoring, and communication and collaboration features. 
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Smart jackets improve safety, response time, and worker-supervisor collaboration 
by providing real-time ecological data, detecting falls and impacts, and promoting 
effective communication. 

8. Discussion 
8.1. Effectiveness of IoT-Based Safety Monitoring Systems in  

Reducing Workplace Hazards 

Numerous research and comprehensive literature reviews suggest that IoT-based 
safety monitoring solutions can improve workplace safety. These technologies may 
reduce workplace dangers, improve worker safety, and boost manufacturing and 
construction efficiency [29]. 

IoT-based safety monitoring solutions use sensors to detect heat, machine vibra-
tion, and worker health in real time. These sensors track personnel, machines, and 
workplace risk zones [22]. IoT devices reduce accident risks with real-time data. 

IoT-enabled wearables can detect hazards and give health data for scheduling 
optimization and worker comfort [56]. This is vital in manufacturing and construc-
tion, where physical stress causes occupational injuries. 

Real-time data, risk management, and operational efficiency may improve work-
place safety with IoT-based safety monitoring solutions. These advances promise 
safer and more productive workplaces across industries. 

8.2. IoT-Based Systems in Professional Settings: Pros and Cons 

IoT-based safety monitoring systems offer real-time monitoring, precise data, and 
prediction. However, industry constraints can affect these methods’ efficiency. Real-
time threat detection and staff health data can improve safety practices. However, 
less risky industries like technology may not benefit as much. Ergonomic changes 
and stress reduction programs may be better safety safeguards in these scenarios. 

One downside of IoT is its reliance on technology. Technology issues can cause 
system failure, preventing danger detection. Thus, frequent maintenance and sys-
tem updates are essential for reliability. Data security is needed to manage privacy 
issues related to collecting and storing workers’ health data [57]. 

Finally, internet-of-things (IoT)-based safety monitoring solutions reduce oc-
cupational dangers, especially in high-risk industries. Tailoring these solutions to 
each sector’s needs is essential. They should also augment, not replace, standard 
safety processes and be part of a comprehensive safety management strategy. 

9. Contribution of Systems Engineering Approaches in  
Modeling Effectiveness 

9.1. Assessment of the Role of Systems Engineering in Designing  
and Optimizing Safety Monitoring Systems 

Systems engineering ensures that all system pieces function together to accom-
plish the desired objectives. In safety monitoring systems, this involves understand-
ing stakeholder needs and expectations, defining system requirements, and creat-
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ing a system design that integrates all necessary components [58]. The approach 
also involves identifying and reducing potential hazards to ensure the system 
functions reliably and safely.  

Many companies use systems engineering to build and deploy their IoT-based 
safety monitoring systems. The system met its aims thanks to clear stakeholder 
and system requirements. A well-built system design allowed efficient integration 
of IoT devices, sensors, and data processing components [59]. Risk assessment and 
prevention also improved system reliability and safety. 

9.2. Essential Components for Practical Application and Use 

Installation and widespread acceptance of IoT-based safety monitoring systems 
depend on several factors. To begin, research must understand the system and stake-
holder needs. Designers must develop plans to meet each workplace’s demands, 
considering risks, job duties, and workforce characteristics. 

Secondly, the system architecture must be well-designed. It combines IoT de-
vices, sensors, and data processors into a coherent system. It also makes the system 
scalable and flexible to adapt to workplace changes and technology advancements. 
Thirdly, risk management is crucial. This entails identifying and mitigating sys-
tem-related risks. To ensure reliability, it needs regular system maintenance and 
software updates [60]. 

Successful adoption depends on end-user acceptance. Employees must trust 
that the technology will improve safety without infringing privacy and feel com-
fortable using it. This requires honest communication about the system’s aims, ca-
pabilities, and data protection. Systems engineering is essential for designing and 
optimizing IoT-based safety monitoring systems [61]. This role ensures project 
success. Companies can maximize these systems’ effectiveness in increasing work-
place safety by using a holistic strategy considering all system features and con-
texts. 

10. Conclusions 
10.1. Summary of Findings 

In conclusion, evidence suggests that these solutions enabled real-time hazard 
identification, provided actionable worker health insights, and enhanced opera-
tional efficiency. 

Systems engineering helped design and improved these systems. The successful 
design, deployment, and operation of these systems required a thorough under-
standing of stakeholder needs, a precise specification of system requirements, rug-
ged system architecture design, and rigorous risk assessment and mitigation. 

Despite their benefits, IoT-based solutions are limited. Overuse of technology 
can cause system failures, and insecure management of employee medical records 
is a concern. They must be part of a comprehensive safety management strategy 
to be successful. 
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10.2. General Industry Employee Health and Safety Consequences 

Research investigation improves worker safety in many industries. IoT–based 
safety monitoring solutions in business areas with high physical injury have un-
explored potential. Real-time risk identification and health monitoring could im-
prove safety and save lives. These technologies are not limited to high-risk indus-
tries. Fields with fewer visible threats can customize IoT-based devices for stress 
management and ergonomic augmentation. 

Successful implementation requires careful attention to system architecture, risk 
management, and user acceptance. This emphasizes the need for systems engineer-
ing in planning, developing, and implementing complex systems. 

10.3. IoT-Based Safety Monitoring System Research and  
Deployment Prospects 

Future development and deployment of internet-of-things-based safety monitor-
ing systems can take several paths. Researchers should focus on improving system 
dependability and exploring new applications in several business areas. Studies 
show that addressing these systems’ technological glitches and privacy issues is nec-
essary.  

Businesses should prioritize integrating these technologies into their safety man-
agement plan, customizing the system’s architecture and functionality to their op-
erations. Routine maintenance and updates and ample room for future technologi-
cal advances ensure the systems’ dependability. 

Open communication and strict data protection should also focus on increasing 
user approval. The goal should be a safe, healthy, and respectful workplace. To con-
clude, systems engineering-supported IoT safety monitoring solutions can increase 
workplace safety. These solutions could usher in a new safety management era if 
consistently researched and improved. 
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