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Abstract

The increasing Volatility, Uncertainty, Complexity, and Ambiguity (VUCA) of
the global financial environment has exposed fundamental weaknesses in tra-
ditional Enterprise Risk Management (ERM) frameworks. Major banking scan-
dals—including Wells Fargo, Commonwealth Bank of Australia, and Barclays—
illustrate that conventional ERM systems remain fragmented, compliance-driven,
and insufficiently integrated with strategy, governance, and execution. This pa-
per proposes a Holistic Enterprise Risk Management (HERM) framework as a
next-generation risk governance model for banks operating in a VUCA world.
Drawing on design thinking, systems thinking, and action research principles,
the study reconceptualizes ERM as an integrated strategic capability rather than
atechnical compliance function. The paper synthesizes insights from COSO
(2017), ISO 31000 (ISO, 2018), and Basel III (BCBS, 2010) to develop a unified
conceptual model that aligns corporate strategy with risk appetite, risk capac-
ity, and operational execution. The proposed HERM framework is structured
around three core mechanisms: 1) an Input-Process-Output-Control risk sys-
tem, 2) a 6As change management model (Awareness, Alignment, Action, Adop-
tion, Assurance, Anticipation), and 3) a HERM Balanced Scorecard linking Key
Risk Areas (KRAs), Key Risk Indicators (KRIs), and Key Performance Indica-
tors (KPIs). Using three African banks— Afreximbank, Cooperative Bank of Oro-
mia, and Barclays Bank of Zimbabwe—as illustrative case contexts, the paper
demonstrates how HERM can bridge the persistent strategy-execution gap in
banking risk management. The framework advances theoretical understanding
of ERM by integrating strategy, governance, people, processes, and technology
into a single holistic architecture.
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1. Introduction

The global financial crisis of 2008 significantly transformed scholarly, regulatory,
and practitioner perspectives on risk within banking and financial institutions (Olu-
loni, 2024). Despite substantial progress in risk modelling, regulatory oversight, and
governance frameworks, major corporations continue to experience catastrophic
failures that cannot be attributed solely to technical deficiencies. These failures in-
stead expose deeper systemic weaknesses in how organizations conceptualize, in-
tegrate, and implement Enterprise Risk Management (ERM) (Gleifiner & Berger,
2024). The continued occurrence of large-scale risk failures in sophisticated insti-
tutions indicates that the prevailing risk management paradigm is insufficient for
addressing the complexities of the Volatile, Uncertain, Complex, and Ambiguous
(VUCA) global business environment (Goh, 2018).

Numerous high-profile corporate scandals illustrate that risk failures are sel-
dom isolated operational incidents; rather, they often reflect misaligned strategy,
weak governance, fragmented controls, and problematic organizational culture
(Andersen & Young, 2023). For instance, Wells Fargo Bank became involved in a
significant scandal in which millions of retail accounts were opened without cus-
tomer consent. The bank’s corporate strategy prioritized aggressive growth in new
account openings, yet the lack of comprehensive risk oversight enabled unethical
practices to proliferate at lower levels of the organization (Grunewald et al., 2017).
The consequences extended beyond reputational harm to include billions of dol-
lars in compensation, regulatory fines, and a sustained erosion of stakeholder trust
(Bloomberg, 2016).

The primary challenge does not stem from managerial naivety or incompetence.
Instead, it arises from the design and implementation of risk management systems
that fail to align corporate strategy with risk governance, operational execution, and
organizational culture. Many organizations continue to perceive risk management
as a technical function assigned to specialists, rather than as an enterprise-wide
capability integrated into leadership, decision-making, and performance manage-
ment (Goh, 2018). This challenge is particularly pronounced in the banking sec-
tor, where risk is inherently systemic, interconnected, and dynamic. Banks func-
tion at the intersection of financial markets, regulatory frameworks, technological
innovation, and societal expectations. The rapid expansion of digital banking, fintech,
cybersecurity threats, and global financial interconnectedness has further increased
the complexity of risk management. In this environment, a compliance-driven ap-
proach to ERM is inadequate; instead, a holistic, integrated, and adaptive frame-

work is required to align risk with strategy, governance, culture, and technology

DOI: 10.4236/0jbm.2026.143076

1339 Open Journal of Business and Management


https://doi.org/10.4236/ojbm.2026.143076

C. Goh

(Moeller, 2011).

The shortcomings of conventional ERM are especially apparent in emerging
markets, where banks operate under pronounced VUCA conditions. In response
to these gaps, this study advocates for a paradigm shift from traditional Enterprise
Risk Management (ERM) to Holistic Enterprise Risk Management (HERM). HERM
is defined not simply as a collection of policies or procedures, but as an organiza-
tional capability that integrates strategy, governance, personnel, processes, and
technology into a unified risk architecture (Gleifiner & Berger, 2024). In contrast
to conventional ERM, which frequently functions as a separate compliance activ-
ity, HERM situates risk management at the core of strategic planning, operational
execution, and leadership decision-making (Samad, 2025).

Fundamentally, HERM asserts that risks do not originate at the point of iden-
tification but instead emerge during strategy implementation. Consequently, risk
management and strategy execution must be closely aligned across corporate, busi-
ness, and operational levels (Bromiley et al., 2014). A holistic approach requires
personnel with appropriate skills, supported by effective processes and robust
technological infrastructure, to systematically monitor, control, and mitigate risks
(Goh, 2018). The HERM framework builds upon and extends established global
standards, such as COSO (2017), ISO 31000 (ISO, 2018), and Basel III (BCBS,
2010). Although these frameworks offer important principles for risk governance,
they do not comprehensively address how organizations can translate risk strategy
into actionable execution across various levels of the enterprise (Oluloni, 2024).
HERM addresses this limitation by incorporating design thinking, systems think-
ing, critical thinking, and lateral thinking into risk management practice (Brown,
2008).

To develop and validate the HERM framework, this study utilizes action re-
search conducted with three African banks: Barclays Bank of Zimbabwe, Afrex-
imbank in Cairo, and Cooperative Bank of Oromia in Ethiopia (Yang et al., 2017).
These institutions were purposefully selected to represent diverse risk environ-
ments, governance challenges, and strategic contexts within the African banking
sector. Each bank had encountered significant risk-related issues that required a
reassessment of its ERM practices. Barclays Bank of Zimbabwe underwent signif-
icant restructuring after regulatory penalties were imposed on its parent company
in the United Kingdom. Afreximbank revised its five-year strategic plan and risk
governance framework following the appointment of a new CEO and board (Kunz
& Heitz, 2021). Cooperative Bank of Oromia experienced severe governance fail-
ures following allegations of fraud involving its board of directors, prompting in-
tervention by the National Bank of Ethiopia. These real-world cases offer a robust
empirical foundation for analyzing the practical application of HERM (Lelissa,
2014).

The central research question guiding this paper is: How can banks design and
implement a Holistic Enterprise Risk Management (HERM) framework that ef-

fectively aligns strategy, governance, and execution in a VUCA environment? This

DOI: 10.4236/0jbm.2026.143076

1340 Open Journal of Business and Management


https://doi.org/10.4236/ojbm.2026.143076

C. Goh

question underscores the need to move beyond traditional ERM toward a more
integrated, adaptive, and systemic approach (Agarwal & Ansell, 2016). By synthe-
sizing insights from established risk standards, management theory, and action re-
search in three African banks, this study contributes to both theoretical and prac-
tical domains. The proposed HERM model integrates corporate vision, risk culture,
data governance, cybersecurity infrastructure, and six principal risk pillars—stra-
tegic, market, credit, liquidity, compliance, and operational risk—into a unified
framework (Mathrani & Mathrani, 2013). Ultimately, this paper contends that ef-
fective risk management in contemporary banking necessitates a fundamental shift
in perspective: risk should be regarded not merely as a factor to be minimized, but
as an essential element of strategy, innovation, and organizational resilience. In
an increasingly interconnected and unpredictable environment, banks that adopt
a holistic risk management approach will be better equipped to survive, adapt, and
prosper (Nuhi¢-Meskovi¢ & Meskovi¢, 2023).

2. Research Design

This study adopts an action-research methodology, which enables iterative learn-

ing through real-world problem solving in organizational contexts. Action research

is particularly appropriate for governance and risk management research because

it combines theoretical reflection with practical intervention (Diirst & Kunz, 2025).

The study draws on three banking engagements conducted between 2014 and 2018

involving Barclays Bank of Zimbabwe, Afreximbank (Cairo), and Cooperative Bank

of Oromia (Ethiopia). Data sources included:

e Executive strategy workshops with senior leadership and board members.

¢ Risk governance documentation (risk appetite statements, internal policies, and
audit reports).

e Observations from risk-management implementation meetings.

e Informal interviews and discussions with risk officers and operational manag-
ers.

e Strategic planning documents and performance dashboards.

Participants included board members, chief risk officers, strategy officers, com-
pliance officers, and senior operational managers responsible for risk governance.

The action-research process followed four iterative stages:

Diagnosis: Identification of gaps in existing ERM practices and governance struc-
tures.

Design: Development of the Holistic Enterprise Risk Management (HERM) ar-
chitecture using systems thinking and design thinking principles.

Implementation: Introduction of HERM mechanisms, including the IPOC frame-
work, KRAs/KRIs/KPIs integration, and the 6As change model.

Evaluation and refinement: Continuous feedback from executives and operational
teams to refine the HERM framework. Through these cycles, the study derived the
three core components of HERM: the IPOC closed-loop system, the 6As implemen-
tation model, and the HERM Balanced Scorecard (Goh, 2018).
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3. The Evolution of Risk Management

3.1. The Conceptualization of Risk Management

The conceptualization and practice of risk management have undergone signifi-
cant transformation over the past seven decades. What began as a narrow focus
on insurance and loss prevention has evolved into a complex, multi-layered en-
terprise-wide governance function that is deeply intertwined with strategy, tech-
nology, and organizational culture (Brown et al., 2009). This evolution is not lin-
ear but cumulative, with each phase building upon and responding to the limita-
tions of its predecessor. Drawing on the continuum of risk management develop-
ment presented in Figure 2 of this study, risk management can be broadly under-
stood as progressing through four major eras: 1) the Pure Risk Era (1950-1970s),
2) the Silo-Based Risk Management Era (1970s-2000s), 3) the Standardized ERM
Era (2000s-2010s), and 4) the Holistic Risk Era (2010s-present).

3.2. Pure Risk Era (1950-1970s): Insurance and Loss Prevention

The formal origins of modern risk management are commonly traced to the post-
World War II period, particularly the 1950s and 1960s. During this era, risk man-
agement was largely synonymous with insurance management and focused pri-
marily on pure risk—situations in which outcomes could only result in loss or no
loss, but never gain (D’Arcy, 1999). Organizations sought to protect tangible assets
such as buildings, machinery, and inventory through risk prevention measures and
insurance contracts (Dionne, 2013; Tziakou et al., 2023).

However, this approach had an inherent limitation: it considered risks in iso-
lation rather than as interconnected organizational phenomena. The absence
of a systemic perspective meant that firms were ill-prepared for the more tur-
bulent economic conditions that would emerge in subsequent decades (Goh,
2018).

3.3. Silo-Based Risk Management (1970s-2000s): Financialization
and Fragmentation

The collapse of the Bretton Woods agreement in 1972 marked the beginning of
amore volatile global financial environment. Oil price shocks, rising inflation, and
fluctuating interest rates exposed corporations to new forms of financial risk that
could not be managed through traditional insurance alone. This period saw the
rise of market risk, credit risk, and operational risk as distinct managerial domains
(Przetacznik, 2022).

In response, scholars and practitioners developed increasingly sophisticated quan-
titative models to measure and manage financial risk. Markowitz’s (1952) mean-
variance portfolio theory laid the foundation for modern financial risk analysis,
while Sharpe and Lintner’s Capital Asset Pricing Model (CAPM) provided a for-
mal framework for understanding risk-return trade-offs. The Black-Scholes (Black
& Scholes, 1973) options pricing model revolutionized derivatives markets, enabling

firms to hedge financial exposures more precisely (Merton, 1989).
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3.4. Standardized ERM (2000s-2010s): The Rise of Frameworks

The corporate scandals of the early 2000s, including Enron and WorldCom, ex-
posed severe deficiencies in governance, internal controls, and financial reporting.
This regulatory shift catalyzed the formalization of Enterprise Risk Management
(ERM) as a structured managerial discipline (Blaskovich & Taylor, 2011).

In 2004, the Committee of Sponsoring Organizations of the Treadway Com-
mission (COSO) introduced its first integrated ERM framework, positioning risk
management as a board-level responsibility rather than a purely operational func-
tion. COSO’s revised 2017 framework further emphasized the integration of risk
with strategy and performance, defining ERM as a process applied in strategy-
setting and across the enterprise to manage risk within appetite levels (COSO,
2017).

Parallel to COSO, the International Organization for Standardization released
ISO 31000 in 2009, later revised in 2018. ISO defined risk management as “coor-
dinated activities to direct and control an organization with regard to risk”, fram-
ing risk as the effect of uncertainty on objectives (ISO, 2018). Unlike COSO, ISO
adopted a more flexible, principles-based approach applicable across industries (Je-
dynak & Bak, 2021).

However, as highlighted in this paper, these frameworks remained largely pro-
cedural. They provided checklists, policies, and reporting structures but did not
sufficiently address how risk should be embedded into day-to-day decision-mak-
ing, leadership behavior, or strategic execution (Moeller, 2011). Many firms treated
ERM as a compliance exercise rather than a transformational capability (Viscelli et
al., 2017).

3.5. Holistic Risk Era (2010s-Present): Integration and
Transformation

The current phase of risk management is characterized by recognition that risk is
systemic, interconnected, and deeply embedded in organizational systems. Schol-
ars and practitioners increasingly acknowledge that risk cannot be managed effec-
tively through technical controls alone; it must be integrated with strategy, culture,
governance, and technology.

Holistic thinking ensures that risks are viewed as part of an interconnected or-
ganizational ecosystem rather than isolated events. Systems thinking emphasizes
coordination across corporate, business, and operational levels. Critical thinking
eliminates redundant or ineffective controls, while lateral thinking fosters contin-

uous innovation in risk processes.

4. Holistic Enterprise Risk Management (HERM)
4.1. Definition
The evolution of risk management outlined in Section 3.1 demonstrates that while

Enterprise Risk Management (ERM) has matured significantly, it remains pre-

dominantly procedural rather than transformational. Most ERM frameworks em-
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phasize identification, assessment, and control of risks but do not sufficiently ex-
plain how risk should be embedded within strategy execution, organizational cul-
ture, leadership behavior, and digital infrastructure. To address this gap, this study
advances the concept of Holistic Enterprise Risk Management (HERM) as a para-
digm shift from compliance-driven risk management to an integrated, strategy-cen-
tered, and systems-based model of risk governance.

Traditional ERM, as articulated by COSO (2017) and ISO 31000 (ISO, 2018),
defines risk management as a process to manage uncertainty in relation to organ-
izational objectives. COSO emphasizes risk appetite, internal controls, and board
oversight, while ISO frames risk as the “effect of uncertainty on objectives”. While
these definitions provide valuable structural guidance, they do not fully capture the
dynamic interplay between strategy formulation, execution capability, organizational
culture, and technological readiness in highly volatile environments (Jengwa &
Pellissier, 2022). Table 1 in this paper highlights key differences between COSO
and ISO definitions of risk management, revealing that both standards conceptu-
alize risk largely in procedural terms rather than as a strategic capability (Nuhi¢-
Meskovi¢ & Meskovié, 2023)

Table 1. Comparison of risk management definitions by COSO and ISO 31000.

ISO 31000 COsO
COSO ERM 2014 defined ERM as:
ISO 31000: Guide 73, 2009 defined risk management as: “A process, effected by an entity’s board of directors,
“Coordinated activities to direct and control an organization management and other personnel, applied in strategy-setting
with regard to risk, which is described as the effect of and across the enterprise, designed to identify potential events

uncertainty on objectives”.

that may affect the entity, and manage risk to be within its

ISO 31000, February 2018, retained the same definition. risk appetite, to provide reasonable assurance regarding the

achievement of entity objectives”.

COSO ERM 2017: redefined ERM as:
“The possibility that events will occur and affect the
achievement of strategy and business objectives”.

In contrast, HERM reconceptualizes risk as an organizational competency ra-
ther than a compliance function. The model is rooted in the premise that risks do
not originate at the point of identification; they emerge at the point of strategy
implementation. Consequently, effective risk management must be embedded in
how organizations design, execute, and monitor their strategies across corporate,
business, and operational levels. This insight is central to the HERM framework
and differentiates it fundamentally from conventional ERM approaches (Mishra
et al., 2019).

4.2. Structural Architecture of HERM

In the paper, Figure 1 presents the Holistic Enterprise Risk Management Model,
which serves as the conceptual backbone of HERM. At the foundation of the model
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lie Corporate Vision, Mission, and Values, which shape the organization’s risk cul-
ture and strategic priorities. This reflects the view that risk governance must be value-
driven rather than purely rule-driven. Corporate risk culture—defined as “the way
we work”—is positioned as a central pillar, recognizing that formal policies are
ineffective without consistent behavioral norms that prioritize ethical decision-mak-

ing and accountability (Gleifiner & Berger, 2024).

People

HERM
Planet Process
Market Credit Liquidity = Strategic = Compliance Operational
Risk Risk Risk Risk Risk Risk

Corporate Vision, Mission and Values
Corporate Risk Culture
Data Governance and Security Framework

IT & Cyber-Security Infrastructure

Figure 1. Holistic enterprise risk management model.

The model also emphasizes Data Governance and Cybersecurity Infrastructure
as essential enablers of modern risk management. In line with Basel’s principles
for effective risk data aggregation and reporting (BIS, 2012), HERM assumes that
banks must possess robust technological systems capable of real-time risk moni-
toring, scenario analysis, and predictive analytics. This is particularly relevant in the
digital era, where cyber risks, fintech disruption, and algorithmic decision-making
introduce new layers of complexity (Monazzam & Crawford, 2024).

At the core of the HERM model are six interconnected risk pillars: strategic, mar-
ket, credit, liquidity, compliance, and operational risk. These align with Basel’s cat-
egorization of banking risks but extend beyond regulatory compliance to include
strategic risk as a primary driver of organizational success or failure. The inclusion
of strategic risk is a distinctive feature of HERM, reflecting the argument that
many banking crises originate not from technical failures but from flawed strate-
gic choices or misaligned incentives (Sax & Andersen, 2018). Crucially, the “roof”
of the HERM model is composed of People-Process-Planet (technology). This
triad underscores that effective risk management depends not only on policies but

on competent personnel, well-designed processes, and advanced technological
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tools. The paper argues that risk owners must be certified professionals capable of
interpreting data, exercising judgment, and coordinating across organizational si-
los (Koldovskiy, 2024).

4.3. HERM as a Closed-Loop System

To operationalize this architecture, the paper introduces the Input-Process-Out-
put-Control (IPOC) HERM Framework (Figure 2). This model conceptualizes
risk management as a continuous learning cycle rather than a static control mech-
anism. The Input stage involves crafting a holistic corporate strategy that explic-
itly incorporates risk appetite and capacity in response to VUCA conditions. This
requires leaders to anticipate external shocks, regulatory changes, and technolog-
ical disruptions rather than reacting to them retrospectively. The Process stage
focuses on implementing HERM policies, assigning clear risk ownership, and
aligning Key Performance Indicators (KPIs) with specific processes and pro-
jects. Unlike traditional ERM, where risk metrics often remain at the board level,
HERM ensures that KRIs and KPIs cascade down to middle and functional man-

agement.

o Craft holistic ® Implement HERM Measured by financial
corporate strategy to framework, policy indicators
adapt to VUCA and procedures e Liquidity/cash flow
economy ® Set KPI on right * Profitability

o Impact of global people (risk e Market share/growth
economic and owners),
financial crisis/ responsible for
upheaval executing right

o Risk response processes
strategy to cope with
risk appetite and

HERM Control
Dashboard

Key Risk Areas (KRAs)
Key Risk Indicators (KRIs)
Key Performance Indicators (KPIs)

Figure 2. The input-process-output-control HERM framework.

The Output stage evaluates performance through financial and operational
indicators such as liquidity, profitability, and market share. However, HERM
emphasizes that financial performance must be interpreted alongside risk per-
formance, rather than treated as an independent outcome. Finally, the Control
stage uses a risk dashboard to monitor Key Risk Areas (KRAs), Key Risk Indi-
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cators (KRIs), and KPIs in real time. This closed-loop structure ensures contin-
uous feedback, learning, and adaptation—a key requirement in VUCA environ-

ments.

4.4. The 6As of HERM Implementation

Recognizing that technical frameworks alone cannot drive change, the paper intro-
duces the 6As of transition management as a behavioral and organizational mech-

anism for embedding HERM into corporate practice (Table 2).

Table 2. The six as of implementation for the HERM model.

People Process Risk
The internal and external environmental
AWARENESS Identity risks faced by a company using What,
Why and How?

ALIGNMENT Map Map out the HERM policy which

includes the KRAs and KRIs
ACTION Set KRIs and KPIs to risk owners
Support from stakeholders to implement
ADOPTION t
OPTIO Suppor HERM
Corporate risk appetite with risk
ASSURANCE Optimize capacity through HERM governance

framework

ANTICIPATION  Monitor and control ~ Using the risk assessment matrix

e Awareness ensures that leaders and employees understand the systemic nature
of risk.

e Alignment maps risk policies to strategic objectives and operational realities.

e Action assigns KRIs and KPIs to accountable risk owners.

e Adoption secures stakeholder buy-in, particularly from boards, regulators, and
senior management.

e Assurance balances risk appetite with risk capacity through governance over-
sight.

e Anticipation emphasizes proactive monitoring using risk assessment matrices
rather than reactive crisis management.

This change model highlights that HERM is as much a cultural transformation
as it is a technical reform. This model integrates risk and performance management

into a single framework.

4.5. The Five Whys and the Strategic Rationale for HERM
(Table 3)

The paper strengthens the conceptual foundation of HERM using the five Whys of
design thinking (Table 3). This approach justifies HERM at multiple levels:
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Table 3. The five Whys of holistic enterprise risk management.

5 Whys Questions on 5 Whys Outcome
. Why is HERM vital to African nations for ~ To manage the balance of payments, GDP growth,
1) Why Nation? . L :
attracting foreign investment? fiscal and monetary policy
Why is HERM imperative to African To Grow, Globe and Glow its industry,
2) Why Industry? o TR . . .
banking industry sustainability? infrastructure, and incentives
To bal isk tite (strategic pl ith risk
3) Why Bank? Why is HERM crucial to the survival of an © a. an(c;rls a;]pz 1de (; :a slep jlg wi .ris
ank? capacity (financial budget) to prevent financia
Y African bank? p ty & P
crisis
. . . To attract foreign direct investments (FDIs) and
Why is HERM important to every African . .
4) Why Government? tion? safeguard foreign reserves for stability in
nation?
government policy
o Why is HERM of paramount importance To control the pace of economic growth, to
5) Why Global Institution? R .
to global banking institutions? prevent overheating, and control bad debts

o At the national level, HERM supports macroeconomic stability and foreign di-
rect investment.

e At the industry level, it enhances banking sustainability and competitiveness.

e Atthe firm level, it balances risk appetite with financial capacity to prevent
crises.

e At the government level, it safeguards national financial stability.

e At the global level, it mitigates systemic risks such as asset bubbles and financial
contagion.

This multi-level justification positions HERM not merely as a firm-level tool but

as a governance mechanism with broader economic implications.

4.6. From Procedural ERM to Transformational HERM

The conceptual distinction between ERM and HERM lies in their underlying phi-
losophies. ERM remains predominantly procedural, emphasizing documentation,
reporting, and compliance checklists. HERM, by contrast, is transformational: it
seeks to change how organizations think about risk, how leaders behave under un-
certainty, and how technology supports decision-making. Where ERM treats risk
as something to be minimized, HERM views risk as an inherent feature of strategic
action that must be intelligently managed rather than avoided. This shift aligns
with contemporary perspectives in strategy and innovation, which argue that risk-
taking is essential for growth and competitiveness. In sum, HERM represents a
significant theoretical advancement in risk management by integrating strategy,
governance, culture, and technology into a unified framework. It builds on exist-
ing standards (COSO, ISO, Basel) but transcends their limitations by embedding
risk into the fabric of organizational life. By linking corporate vision, risk culture,
digital infrastructure, and performance management through a coherent architec-
ture, HERM offers a more resilient and adaptive model for banks operating in a
VUCA world. This conceptual foundation sets the stage for the empirical and ap-
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plied analyses that follow in subsequent sections of the paper.

Risk Capacity: Risk capacity refers to the maximum level of risk a bank can ab-
sorb without breaching regulatory capital, liquidity, or solvency constraints. In prac-
tice, risk capacity is assessed primarily through quantitative indicators, including
capital adequacy ratios, liquidity coverage ratios, stress-testing outcomes, and reg-
ulatory capital buffers.

Risk Culture: Risk culture describes the collective values, norms, and behaviors
that shape how employees perceive and respond to risk within an organization. It
is assessed using qualitative mechanisms, including governance reviews, board
oversight evaluations, leadership behaviors, and internal audit assessments of ac-
countability structures.

Strategy-Execution Gap: The strategy-execution gap refers to the disconnect
between strategic objectives defined at the corporate level and their effective im-
plementation across operational units. In banking organizations, this gap can be
assessed through both quantitative and qualitative indicators, such as misaligned
performance incentives, delayed implementation of risk controls, operational losses,
and governance failures. Within the HERM framework, these constructs are meas-
ured through a combination of financial indicators (KPIs), risk indicators (KRIs),
and governance assessments embedded in the HERM Balanced Scorecard (Goh,
2018).

5. The HERM Framework: Core Components
5.1. The Input-Process-Output-Control (IPOC) Model

The Holistic Enterprise Risk Management (HERM) framework is conceptualized
as a closed-loop, dynamic system rather than a static compliance mechanism. Con-
sistent with systems-thinking perspectives in risk governance, the Input-Process-
Output-Control (IPOC) structure ensures continuous alignment between corpo-
rate strategy, risk governance, and operational execution in a VUCA environment
(Brown, 2008; Sinha & Arena, 2018). At the Input stage, risk management begins
with strategic intent rather than control activities. Corporate strategy must be ex-
plicitly aligned with risk appetite and risk capacity, reflecting COSO’s (2017) em-
phasis on integrating risk with strategy and performance. Senior leadership defines
acceptable risk levels in pursuit of growth while considering capital constraints, reg-
ulatory expectations, and stakeholder tolerance (BIS, 2010). Simultaneously, or-
ganizations must systematically assess VUCA risks—volatility, uncertainty, com-
plexity, and ambiguity—particularly in banking, where systemic interdependen-
cies amplify risk exposure (Goh, 2018). This assessment informs the identification
of Key Risk Areas (KRAs) that are most critical to organizational resilience and
value creation.

The Process stage translates strategic intent into coordinated action. In line with
Basel’s principles for effective risk data aggregation and reporting, robust digital
infrastructure is essential for real-time risk monitoring and decision support (BIS,

2012). Unlike traditional ERM, where risk responsibilities often remain centralized,
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HERM distributes accountability across the organization by assigning KRIs and
KPIs to specific process owners at corporate, business, and operational levels (Moeller,
2011). At the Output stage, success is evaluated through both financial and risk
performance. Effective HERM implementation should improve liquidity manage-
ment, profitability, and organizational stability while reducing fraud, operational
failures, and regulatory breaches (BIS, 2010). This reframes risk management as a
value-creating capability rather than a compliance cost. Finally, the Control stage
ensures continuous learning and adaptation. Risk performance is monitored through
KRIs and KPIs embedded within an executive risk dashboard, enabling early warn-
ing and board oversight. This closed-loop learning cycle aligns with design-think-
ing principles of iterative improvement rather than one-time compliance (Brown,
2008).

5.2. Theoretical Contributions

This paper advances risk management theory in three interrelated ways by recon-
ceptualizing Enterprise Risk Management through the lens of Holistic Enterprise
Risk Management (HERM). Rather than treating risk as a technical or compliance
function, the study positions risk as an integrated organizational capability embed-
ded in strategy, systems, and culture (Goh, 2018). While COSO (2017), ISO 31000
(ISO, 2018), and Basel III provide important guidance on risk governance, HERM

introduces three key innovations:

Framework

Focus

Limitation HERM Contribution

COSO ERM Integration of risk with strategy Largely governance-focused

Adds operational cascade via

KRASs/KRIs/KPIs

Embeds risk into organizational
ISO 31000 Principles-based risk management  Limited guidance on execution 8

processes

Integrates strategy, culture,
Basel III Capital and liquidity regulation Primarily regulatory & &Y

technology

The principal novelty of HERM lies in translating strategic risk governance into
operational decision-making through a closed-loop system linking strategy, execu-
tion, and control.

First, the paper advances the integration of strategy and risk. Traditional ERM
frameworks—while valuable—have tended to separate strategic planning from risk
oversight, often relegating risk to back-office functions (Moeller, 2011). By contrast,
HERM reframes risk as a core strategic resource rather than a constraint. Building
on COSO’s (2017) call for closer alignment between risk and performance, HERM
embeds risk appetite directly into corporate strategy formulation and execution.
The Input-Process-Output-Control (IPOC) model illustrates how strategic intent,
risk assessment, and operational execution can be integrated within a continuous
feedback loop. This contributes theoretically by shifting the focus from risk mitiga-

tion to risk-informed value creation, particularly in volatile environments (Sinha
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& Arena, 2018).

Second, the study contributes a system-based risk architecture. Drawing on sys-
tems thinking, HERM connects corporate, business, and operational levels within
a unified governance framework. Unlike fragmented ERM approaches that oper-
ate in silos, HERM establishes vertical and horizontal coherence through KRAs,
KRIs, and KPIs cascading across organizational layers. This extends emphasis on
integrated risk data aggregation by embedding analytics within decision-making
processes rather than treating them as reporting tools. The HERM Balanced Score-
card further bridges strategy and execution by linking risk performance with or-
ganizational learning, customer trust, internal process integrity, and financial sta-
bility (COSO, 2017). Theoretically, this advances risk scholarship by demonstrat-
ing how multi-level alignment can reduce the persistent strategy-execution gap in
banking (Sinha & Arena, 2018).

Third, the paper foregrounds a behavioral and cultural lens on risk. Much of tra-
ditional ERM literature privileges technical controls over human factors. HERM,
however, recognizes leadership behavior and organizational culture as primary
determinants of risk outcomes. The 6As Change Model highlights how awareness,
alignment, and adoption shape collective risk consciousness, while assurance and
anticipation institutionalize proactive governance (Goh, 2018). This aligns with
behavioral insights from Kahneman and Tversky (1979), suggesting that risk de-
cisions are shaped as much by cognition and culture as by formal models. By inte-
grating ethical governance, accountability, and learning into risk management,
HERM advances a socio-technical understanding of risk that moves beyond mech-
anistic control systems.

Collectively, these contributions reposition risk management as a dynamic ca-
pability rather than a static compliance apparatus. HERM integrates regulatory stand-
ards (Basel III; BIS, 2010), managerial frameworks (COSO, 2017), and design think-
ing principles (Brown, 2008) into a coherent theoretical model suited to VUCA
conditions. This synthesis extends the boundaries of ERM scholarship by demon-
strating how strategy, systems, and culture can be mutually reinforcing rather than

fragmented domains of governance.

6. Managerial Implications

The HERM framework offers several practical implications for bank executives,
boards, and regulators seeking to strengthen resilience in an increasingly uncer-
tain financial landscape. Risks in banking organizations frequently emerge during
the implementation of strategic initiatives, where incentives, processes, and tech-
nology interact with organizational behavior. Poorly designed incentive structures
can create conduct risks, as illustrated by the Wells Fargo scandal, where aggres-
sive cross-selling targets led employees to open unauthorized accounts. Similarly,
weak product rollout governance in digital banking may expose institutions to
cybersecurity or regulatory risks when fintech products are introduced without

sufficient compliance oversight. In addition, inadequate IT change control during
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technology upgrades can disrupt payment systems or compromise data security.
These mechanisms illustrate that risks often arise from internal strategic execution
rather than external shocks alone (Goh, 2018).

First, boards must actively own risk strategy. Traditional governance often del-
egates risk oversight to specialized committees or compliance teams, which can
create accountability gaps (Moeller, 2011). HERM argues that boards should treat
risk as a strategic agenda item rather than a technical compliance issue. This requires
directors to engage directly with risk appetite statements, scenario planning, and
VUCA assessments rather than relying solely on risk dashboards. Consistent with
Basel III principles, board-level engagement enhances liquidity planning, capital
adequacy, and long-term stability (BIS, 2010).

Second, risk should be embedded in performance incentives. Many banking
scandals—including Wells Fargo and Commonwealth Bank—stemmed from mis-
aligned incentives that prioritized growth over governance (Bloomberg, 2016,
2017). HERM recommends integrating KRIs alongside KPIs in managerial evalu-
ation systems so that executives are rewarded not only for profitability but also for
risk integrity. The HERM Balanced Scorecard operationalizes this by linking fi-
nancial performance to customer trust, process resilience, and learning capability
(COSO, 2017).

Third, digital risk analytics should complement human judgment. Modern bank-
ing risks—cybersecurity, algorithmic trading, and cross-border transactions—re-
quire sophisticated data infrastructure. In line with Basel’s risk data principles, banks
should invest in RegTech and RiskTech platforms that enable real-time monitor-
ing and predictive analytics (BIS, 2012). However, HERM cautions against over-
reliance on algorithms; expert judgment, ethical reasoning, and contextual under-
standing remain essential to avoid model risk and cognitive blind spots (Brown,
2008).

Fourth, regulators should assess risk culture, not just compliance metrics. Tra-
ditional supervision emphasizes capital ratios, stress tests, and control checklists.
HERM suggests that regulators should also evaluate organizational culture, lead-
ership behavior, and accountability structures, as these often predict risk failures
more reliably than technical indicators. This aligns with post-crisis regulatory trends
emphasizing conduct risk and governance quality alongside prudential measures
(BIS, 2010).

More broadly, HERM encourages a shift from reactive crisis management to pro-
active resilience-building. By integrating strategy, culture, and technology, banks
can better anticipate shocks, adapt to digital disruption, and maintain stakeholder
trust. For emerging-market banks, where institutional volatility is high, HERM of-

fers a particularly valuable governance blueprint for sustainable growth.

7. Limitations and Future Research

This study is primarily conceptual and exploratory, drawing on three illustrative

African banking cases rather than large-scale quantitative analysis. While the cases
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provide rich practical insights, they do not allow for statistical generalization across
all banking contexts (Goh, 2018). Future research should therefore subject the
HERM framework to rigorous empirical testing.

First, scholars could conduct multi-country quantitative studies comparing banks
that have adopted HERM-like practices with those using traditional ERM. Struc-
tural equation modeling or panel regression could assess whether HERM implemen-
tation correlates with improved liquidity, reduced compliance breaches, or enhanced
profitability (BIS, 2010).

Second, comparative research should examine performance differences between
HERM and conventional ERM systems over time. Longitudinal studies could track
how risk culture, board engagement, and digital analytics capabilities influence cri-
sis resilience and recovery speed (COSO, 2017).

Third, cross-country regulatory differences warrant further investigation. Emerg-
ing markets face distinct institutional risks compared with developed economies;
thus, HERM’s applicability may vary depending on legal frameworks, supervisory
regimes, and market maturity (Sinha & Arena, 2018).

Finally, future work could explore how artificial intelligence, machine learning,
and blockchain technologies interact with HERM governance structures. As digi-
tal finance evolves, new risks and opportunities will emerge that require continu-
ous theoretical refinement.

Despite these limitations, this paper offers a robust conceptual foundation for

rethinking enterprise risk governance in banking.

8. Discussion and Conclusion

In an increasingly VUCA world, fragmented and compliance-driven ERM frame-
works are insufficient for ensuring banking stability and organizational resilience.
Major financial scandals have demonstrated that technical controls alone cannot
prevent systemic failures rooted in misaligned strategy, weak governance, and prob-
lematic organizational culture (Bloomberg, 2016, 2017). The HERM framework
links corporate strategy with risk governance through cascading alignment between
risk appetite, KRAs, KRIs, and KPIs. For example, a bank seeking to expand its SME
lending portfolio by 20% within three years may establish a risk appetite threshold
requiring the Liquidity Coverage Ratio (LCR) to remain above 110%. Liquidity risk
becomes the primary Key Risk Area (KRA), monitored through Key Risk Indicators
(KRIs) such as LCR, Net Stable Funding Ratio (NSFR), and wholesale funding de-
pendency. At the operational level, Key Performance Indicators (KPIs) measure
SME loan growth and profitability. If LCR falls below the threshold, lending approv-
als trigger enhanced treasury review and board oversight.

This paper proposes Holistic Enterprise Risk Management (HERM) as a strat-
egy-centered, systems-based, and culture-aware alternative to traditional ERM. By
integrating corporate vision, risk culture, digital infrastructure, and performance
management within a closed-loop IPOC model, HERM bridges the persistent gap

between strategy formulation and execution (Sinha & Arena, 2018).
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The framework’s 6As Change Model highlights that effective risk governance re-
quires behavioral transformation, not merely procedural compliance (Goh, 2018).
Meanwhile, the HERM Balanced Scorecard embeds risk directly into organizational
performance, aligning financial success with ethical conduct, operational resilience,
and stakeholder trust (COSO, 2017).

The application of HERM in three African banks illustrates its practical rel-
evance in high-risk institutional environments, where volatility, regulatory uncer-
tainty, and digital disruption are pervasive. By strengthening board oversight, en-
hancing data governance, and aligning incentives with risk integrity, HERM offers
a pathway toward sustainable banking stability (BIS, 2012).

The HERM framework operates within a three-lines-of-defense governance
model. The Board of Directors provides strategic oversight by approving risk ap-
petite and monitoring enterprise risk exposure. Senior management implements
HERM policies and assigns KRAs, KRIs, and KPIs across business units to ensure
operational alignment. Risk owners and operational managers manage day-to-day
risks and escalate emerging issues when thresholds are approached. Independent
oversight is provided by risk management, compliance, and internal audit functions,
while regulators assess capital adequacy and governance standards. When conflicts
arise between profitability objectives (KPIs) and risk indicators (KRIs), escalation
protocols within the HERM dashboard ensure that risk committees or the board
review decisions before strategic initiatives proceed.

Ultimately, HERM reframes risk not as a threat to be minimized but as an inher-
ent dimension of strategic action that must be intelligently managed. As financial
systems become more interconnected and technologically complex, holistic ap-
proaches such as HERM will be essential for building resilient, trustworthy, and

adaptive banking institutions—particularly in emerging markets.
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