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Abstract

Using Machine Learning to detect malicious URLSs can save millions of people’s
data every year and protect them from cyber attackers. This carries major fi-
nancial consequences, particularly in reducing cases of identity theft, fraudu-
lent banking activity, and exposure of private financial data. By using a Ma-
chine Learning-backed model and specific Convolutional Neural Network
(CNN) algorithms, we conducted a study that separates user-inputted URLs
into distinct categories based on whether they are safe or not. These categories
are malware, phishing, defacement, and benign. Categorization of these links
enables users to stay safe before clicking on a link, reducing the likelihood of
financial loss due to scams or compromised systems. The two specific Machine
Learning models used were ResNet 18 and VGG 19. The ResNet 18 model pro-
duced a final accuracy of 73 percent, while the VGG 19 model only achieved
an accuracy of 34 percent. As shown, ResNet-18 significantly outperformed
VGG-19 and delivered strong results despite the data being classified into four
distinct categories. Additionally, compared to industry standards for machine
learning classification models, our ResNet 18 model performed very well. On
the other hand, the VGG 19 model, despite being a highly regarded architec-
ture in the field of computer and data science, did not perform well. Such poor
accuracy can be explained by a mathematical phenomenon known as overfit-
ting. However, the main takeaways from this experiment involve the general
awareness of online data breaches and prevention strategies, highlighting the
model’s potential for application in financial institutions. These models can be
applied to real-time detection of suspicious activity, with ResNet-18 showing
high accuracy compared to the relatively weaker performance of VGG-19.
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1. Introduction

In today’s world, there is an increasing number of data attackers who maliciously
penetrate the infrastructure of users’ data through simple tactics such as danger-
ous URL links. In fact, from 2022 to 2023, there was a 20 percent increase in data
breaches, and research shows that this number will continue to rise. While finan-
cial gain is often a primary motive for attackers tricking users into clicking on
malicious links, it is not the only reason. Attackers may also use the stolen infor-
mation to damage the reputation and personal relationships of an individual.
Briefly put, the damage caused by phished data cannot be overestimated. How-
ever, phishing URLs are not the only harmful ones. In addition to safe or benign
links, there are also defacement and malware URLs, which, like phishing links,
pose serious threats. These can result in financial loss, whether through fraud, ac-
count takeovers, or even system shutdowns that affect business operations. Due
to this fact, the ordinary user must have easy access to test suspicious links to
safeguard their data without using complicated or costly software. The solution to
this issue is a model driven by such Machine Learning algorithms like ResNet and
a Convolutional Neural Network that takes a URL as input and outputs a yes or
no answer, quickly informing the user whether the link is trustworthy. Phishing
and other forms of data theft are growing problems around the world, and they
must be addressed before more people unknowingly fall victim and suffer the fi-

nancial and personal damage that often follows.

2. Related Works

Due to the rapid growth of malicious data attacks, particularly those targeting fi-
nancial systems and online transactions, other researchers and scientists have con-
tributed their own thoughts and methodologies to improve digital security and
reduce financial risk. A group of engineers from India addressed this topic in their
article Integrated Machine Learning Model for URL Phishing Detection (Moham-
mad, Shitharth, & Kumar, 2021). In this article, they discuss the dangers of URL
phishing, the steps attackers take to carry out phishing attempts, and the role of
social engineering and human error, all factors that can significantly compromise
consumer financial data and lead to large-scale monetary losses.

In a related article, Detection of Clickjacking Attacks Using the Extreme Learn-
ing Machine Algorithm, Patil (2020) explains the dangers of clickjacking, which
occurs when a user clicks on a pop-up element on a website or email that leads
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them through a series of unavoidable links designed to compromise their data.
Clickjacking poses particular risk in the financial sector, where deceptive inter-
faces can trick users into authorizing unwanted transactions or sharing sensitive
banking credentials.

Another relevant work, Phishing Detection: Analysis of Visual Similarity Based
Approaches, surveys the effectiveness of visual-based detection tools by analyzing
images, HTML, CSS, and other components (Jain & Gupta, 2017). This article
relates to our model, as it also focuses on visual components of websites or URLs
to detect phishing. However, we focus more on the technical aspects of URLs to
generate a simple yes or no answer, rather than relying on visual similarity. De-
tecting these risks accurately is essential to ensure consumer confidence and re-
duce financial fraud incidents.

On a different approach, Machine Learning Based Phishing Detection from
URLs explains how the authors used machine learning principles and algorithms
to develop a detection model (Sahingoz, Buber, Demir, & Diri, 2019). Their model
used seven classification algorithms and Natural Language Processing (NLP) fea-
tures to produce a Random Forest algorithm with an accuracy of 97.98 percent.
These algorithmic advancements can be applied to financial risk analysis by en-
hancing fraud detection systems and reducing the incidence of deceptive financial
communications.

Building on that idea, A Machine Learning Based Approach for Phishing De-
tection Using Hyperlinks Information examined how analyzing hyperlink-spe-
cific features could help detect phishing. The authors divided these features into
12 different categories and trained a logistic regression model, which achieved a
final accuracy of 98.4 percent. Understanding and categorizing phishing attack
patterns through hyperlinks plays a crucial role in mitigating risks in fintech plat-
forms and online banking.

A similar line of research is seen in Accurate and Fast URL Phishing Detector:
A Convolutional Neural Network Approach. Unlike some other models that in-
corporate traffic statistics, this model focused solely on URL phishing detection
(Wei et al., 2020). The use of a Convolutional Neural Network led to high levels
of accuracy and greater precision, making the method both efficient and reliable.
In financial contexts, the speed and accuracy of such detection methods are vital
for real-time fraud prevention and maintaining regulatory compliance.

Clickjacking is another critical issue addressed in A Solution for the Automated
Detection of Clickjacking Attacks (Balduzzi, Egele, Kirda, Balzarotti, & Kruegel,
2010). This article proposes a system that can analyze over a million unique web
pages and identifies where clickjacking is most prevalent. In financial websites and
apps, clickjacking can cause significant damage by tricking users into making un-
authorized financial decisions.

Finally, Clickjacking: Beware of Clicking offers a broad overview of the prob-
lem, focusing on client-side clickjacking and examining common attacker tech-

niques to inform stronger prevention strategies (Sahani & Randhawa, 2021). By
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understanding these attack vectors, financial institutions and tech companies can
build more secure infrastructures, reducing financial exposure and enhancing dig-

ital trust.

3. Methodology

We utilized the publicly available Malicious URLs Dataset from Kaggle to evaluate
potential financial risks posed by malicious web activity. The dataset is character-
ized by a disproportionate class distribution, which introduces complex decision
boundaries and challenges in classification. Our focus was on detecting phishing
URLs and assessing the financial risks they present, while also accounting for
other malicious categories.

The dataset comprises a total of 651,191 URLSs, distributed across five categories

as shown in Table 1.

Table 1. Dataset distribution across URL categories.

Category Count Description
Benign 428,103 Normal, non-malicious URLs

Defacement 96,457 Web pages altered to display unauthorized or malicious content

Phishing 94,111 URLSs designed to steal sensitive information
Malware 32,520 URLs hosting or distributing malicious software
Total 651,191 Combined dataset size across all categories

For model training and evaluation, we partitioned the dataset into train, vali-
dation, and test splits at a 70%/15%/15% ratio. This ensured robust evaluation and

facilitated cross-validation, as summarized in Table 2:

Table 2. Dataset split for training, validation, and testing.

Split Count Percentage

Train 455,834 70%
Validation 97,679 15%

Test 97,678 15%

While these proportions reflect trends observed in real-world URL data, the
skew toward benign URLs poses the risk of biased decision boundaries. This im-
balance often increases accuracy in benign classification but reduces sensitivity to
infrequent categories such as malware, which are less common yet critically im-
portant.

Understanding this bias is central to explaining our findings and developing
strategies to enhance model resilience. Improving adaptability to underrepre-
sented but severe threats (such as malware) remain essential to mitigating cyber-
security risks. Our classification framework is therefore designed with the goal of

safeguarding individuals and organizations from potential data breaches and fi-
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nancial losses caused by phishing, defacement, or malware attacks.

We employed two models, ResNet-18 and a custom Convolutional Neural Net-
work (CNN), to classify URLs into four categories: benign, phishing, defacement,
and malware. These labels were already in the dataset, which helped the model
understand how to tell them apart. The distribution of URLs across these catego-
ries is shown in Table 1. These categories are critical in financial risk modeling,
as each poses a different level of threat to consumer data integrity and financial
security.

ResNet-18 and VGG-19 were selected due to their proven effectiveness in image
classification tasks, with ResNet-18 offering a balance between depth and compu-
tational efficiency, and VGG-19 providing a deeper architecture known for cap-
turing complex features. They are complementary, so the combination of both
could be a suitable candidate for the classification of URL data in image represen-
tation. This allowed us to compare a relatively light model with a deeper network
to assess trade-offs performance.

Preprocessing was initially constructed by initializing data conversions that are
consistent with PyTorch and applying our data set into training and testing sets.
For the ResNet-18 model, we used a pretrained architecture from torchvision
models, modifying the final layer to match our classification needs. We adjusted
the hyperparameters to optimize on learning rate, batch size and epochs to come
up with an even more accurate model.

Raw URLs were processed in two ways to suit CNN architectures. For ResNet-
18, URLs were converted into 2-D tensors compatible with image-based inputs,
leveraging pretrained image features. We transformed each raw URL by encoding
it into its ASCII byte sequence, normalizing to a fixed length L = 1024, then ap-
plying zero-padding or truncation to maintain uniform length across samples.
The resulting 1-D vector was reshaped into a 32 x 32 matrix and scaled to [0, 1];
this single-channel map was then duplicated across three channels to match the
input requirements of the pretrained ImageNet ResNet-18. This transformation
allows character-level information to be preserved in a spatial arrangement, ena-
bling the convolutional layers to detect local n-gram-like patterns and positional
dependencies in a way similar to image texture recognition. The rationale for this
approach aligns with prior work in CNN-based URL detection, such as Wei et al.
(2020), where textual features are converted into image-like grids to leverage the
proven performance of image-based convolutional architectures. In that study,
this representation improved classification accuracy by enabling the model to ex-
tract both local and global structural patterns in URLs, a property we aimed to
replicate here. Detailing this process ensures that future researchers can reproduce
our pipeline and compare performance under identical preprocessing conditions.

For the VGG-19 CNN, URLs were tokenized at the character level and con-
verted into dense vector sequences processed by 1-D convolutional layers. This
allowed us to compare spatial feature extraction with sequential pattern recogni-

tion. CNNs were chosen over RNNs or Transformers due to their efficiency and
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strong performance in capturing local patterns in cybersecurity tasks.

To compare performance, we also trained a CNN using character-level tokeni-
zation to convert URLs into sequences of dense vector embeddings. The CNN
architecture included embedding, convolutional, pooling, and fully connected lay-
ers, ending in a SoftMax activation for multi-class classification. The model was
compiled using the categorical cross entropy loss function and the Adam optimizer.

We evaluated both models using classification metrics to determine which ap-
proach yielded higher accuracy and reliability. To strengthen the reliability and
generalizability of our results, we adopted a robust evaluation strategy in addition
to the single train/test split. Specifically, we performed 5-fold cross-validation,
stratified by class to maintain the original category proportions (benign, deface-
ment, phishing, malware) in each fold. Model training and evaluation were re-
peated across three random seeds to capture variability due to initialization and
data shuffling. For each model, we report the mean and standard deviation of ac-
curacy, macro-F1, and per-class precision/recall/F1 scores across folds, along with
the standard error and 95% bootstrap confidence intervals for the accuracy metric.
This statistical reporting framework ensures that our performance estimates are
not overly dependent on a single data split and provides a clearer picture of the
model’s robustness in sampling variation. The CNN, implemented via the VGG-
19 architecture, proved effective for complex data and multi-class categorization.
This methodological framework provides a foundation for real-time malicious
URL detection tools that support financial institutions in identifying cyber threats
and minimizing economic losses due to compromised user data. Finally, we built
a user-facing tool that accepts a URL input and instantly determines its safety.
This tool serves as a proof-of-concept for integrating machine learning into finan-
cial cybersecurity infrastructures.

During training, there were no specific regularization methods like dropout,
weight decay, or data augmentation used. Instead, the overfitting was checked via
measuring the model’s performance on independent validation set after every
epoch. The steady improvement and consistent accuracy of ResNet-18 across
epochs indicated good generalization, whereas the relatively flat validation accu-
racy of VGG-19 suggested potential overfitting. Early stopping was not applied;
however, validation metrics were continuously monitored throughout training,
which helped us keep an assessment on the model performance and used hyperpa-
rameter tuning to prevent possible overfitting risks.

Before diving into the programming side of our research, we identified two
main goals. The first was to build a machine learning model that could accurately
classify different types of URLs, such as malware, phishing, and safe links. The
second was to develop a system that could take a URL provided by a user and
determine in real time whether it was safe to visit. Figure 1 illustrates the interac-
tion between cyber and financial networks, showing how user-submitted URLs
flow through the classification pipeline and how model outputs inform risk as-

sessment. This visualization highlights the integration of our machine learning
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Interaction Between Cyber and Financial Networks (Schematic Diagram)
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Figure 1. Cyber and financial networks.

framework into real-world financial cybersecurity processes, emphasizing its

practical relevance for detecting malicious URLs in real time. In the first step, we

examined the ResNet architecture and chose the ResNet-18 variant for its strong

performance and relatively simple structure. We also set up the library PyTorch

and imported basic tools, such as torch and torchvision. After, we prepared im-

portant elements such as dataset, data transformations, and the dataloader to

make sure the data had been adequately prepared to train. Using a pre-trained

ResNet-18 model from previous torchvision models, we modified the final layer

to match the number of classes in our dataset. After preparing the model, we di-

vided the data into training and testing sets.

The model was trained on the training data, while the testing data was used to

evaluate its performance. We selected the most critical hyperparameters during

training, e.g. the batch size, learning rate and the number of epochs. The model

was developed through a fundamental training process in which it made predic-

tions which were compared to actual values. The weights of the model changed

and then the process was repeated. We tried various configurations such as input

size, depth of the network, and many other parameters that made the model more

accurate.
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Additionally, we trained and tested two well-known convolutional neural net-
work (CNN) architectures, ResNet-18 and VGG-19, in order to compare their
performance and see which produced more accurate results. Figure 2 provides a
visual overview of the ResNet-18 architecture used in our experiments, showing
how each layer processes input data to extract hierarchical features. This illustra-
tion helps clarify the model’s flow from input encoding through convolutional
and pooling layers to the final classification, emphasizing how ResNet-18 captures
local and global patterns in URL sequences. While we initially explored building
a CNN with custom layers, our final comparison focused solely on these two pre-
established models. To use a CNN, we first had to preprocess the URLs. This pro-
cess involved something called character-level tokenization, which means treating
each URL as its own sequence of characters. We also converted these characters
into a dense vector representation, which is essentially an array where each ele-

ment carries meaningful numerical information.

layer name | output size 18-layer l 34-layer | 50-layer | 101-layer | 152-layer
convl 112x112 7x7, 64, stride 2
3% 3 max pool, stride 2
[ 1x1,64 | [ 1x1,64 | [ 1x1,64 ]
2 56x56 ’ ’ J
convz.x [gzg gi ]xz [gzgz ]x3 3x3,64 | x3 3x3,64 | x3 3x3,64 | x3
’ ’ | 1x1,256 | | 1x1,256 | | 1x1,256 |
- 1 - - [ 1x1,128 ] [ 1x1, 128 ] [ 1x1, 128 ]
conv3x | 28x28 §§§}§§ x2 223 :;g x4 | | 3x3,128 | x4 3x3,128 | x4 3x3,128 | x8
L 272 240 L 272 242 | 1x1,512 | | 1x1,512 | | 1x1,512 |
- < - < 1x1,256 1x1,256 | 1x1,256 |
convdx | 14x14 :i: ;gg x2 g::gg x6 || 3x3,256 |x6 || 3x3,256 |x23 || 3x3,256 |x36
L 2725 298 ] L 272250 ] 1x1,1024 1x1, 1024 | 1x1,1024 |
- 1 - 1 1x1,512 1x1,512 1x1,512
convSx | 7x7 gzgg:; X2 gzggg x3 || 3x3,512 [x3| | 3x3,512 [x3 3x3,512 |x3
L 9725904 L 972,904 1x1,2048 1x1,2048 1x1,2048
1x1 average pool, 1000-d fc, softmax
FLOPs 1.8x10° |  3.6x10° | 3.8x10° [ 7.6x10° | 11.3x10°

ures for ImageNet. Building blocks are shown in brackets (see also Fig. 5). with the numbers of block

Figure 2. ResNet layers chart.

We loaded the dataset and encoded the labels using “LabelEncoder”, then ap-
plied “Tokenizer” for character-level tokenization. After preprocessing, we built
the CNN model. The CNN included multiple layers such as an input layer, em-
bedding layer, convolutional layers, pooling layers, and fully connected layers.
The “Embedding” layer converted the character indices into dense vectors. Two
“Conv1D” layers with ReLU activation were used to capture local patterns in the
URL sequences. The “MaxPooling1D” layers helped reduce dimensionality while
preserving important features. A “Flatten” layer was used to convert the three-
dimensional tensor into a one-dimensional format.

Finally, the “Dense” layers, also called fully connected layers, are used at the
end of the model. These layers do the final classification. We used a softmax acti-

vation function here because the model needed to sort data into four different

DOI: 10.4236/0jbm.2025.136209

3856 Open Journal of Business and Management


https://doi.org/10.4236/ojbm.2025.136209

Soundararajan et al.

classes. After setting everything up, we trained the model and tested it. First, we
compiled it using the “categorical_crossentropy” loss and the “adam” optimizer.
Then, we fitted the model using the training data. Once that was done, we tested
the model on the test data to see how well it performed. We also made a classifi-
cation report to better understand the results. For this part of the project, we chose
the CNN model called VGG-19. That stands for Visual Geometry Group 19. It is
a deep learning model with 19 layers. The word “deep” just refers to the number
of layers it has. VGG-19 works well when the data is large and when there are
multiple output classes. It is a popular model and is known to be good for classi-

fying complex data.

4. Results

The first model trained was ResNet-18, a deep convolutional neural network
known for its residual learning capabilities. Figure 3 maps out the structure of the
machine learning CNN employed in this paper, including how input URLs are
processed by convolutional, pooling and fully connected layers to generate multi-
class forecasts. This diagram helps contextualize the training process and the ob-
served improvements in classification accuracy across epochs. It ran the model on
10 iterations (epochs), with each iteration displaying the entire training dataset.
At the end of every epoch, the model running at each epoch was tested on a vali-

dation set to monitor the rise in accuracy.

ML - Convolutional Neural Network

Fully Connected
Convolution

Feature Extraction Classification

Figure 3. Machine Learning CNN visual.

Firstly, the original model (ResNet-18) achieved an accuracy of 23 percent dur-
ing the first epoch. The accuracy increased with each epoch as training progressed:
31% for epoch 2, followed by [42%, 45%, 49%, 54%, 60%, 68%, 68%, 73%] in
epochs 3 through 10. By the last epoch, the model managed to attain an accuracy
of 73 percent, or rather the model was able to classify the URLs into one of the
four categories, benign, phishing, malware, or defacement with over 73 percent
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accuracy in 100 tests.

Given the multi-class nature of this classification task and the inherent com-
plexity of distinguishing malicious URLSs, an accuracy of 73% is considered a
strong outcome. This is particularly notable with the comparative binary classifi-
cation standards where accuracies are normally between 70% - 90%. The ResNet-
18 model’s performance positions it as a robust candidate for real-world URL clas-
sification and financial risk modeling, where early detection of phishing and mal-
ware can significantly mitigate economic loss.

To benchmark performance, we also trained a VGG-19 model, a deep CNN
architecture widely regarded for its success on large, multi-class datasets. Like
ResNet-18, the VGG-19 model was trained over 10 epochs. However, its perfor-
mance was significantly lower and relatively flat across epochs. Starting at 22%
accuracy in the first epoch, subsequent accuracies were [22%, 24%, 25%, 31%,
31%, 32%, 32%, 33%, 31%, 34%].

This lack of improvement suggests that the VGG-19 model may have suffered
from overfitting. Overfitting occurs when a model memorizes the training data so
that it learns to do well with the training examples but poorly with the new ones,
which leads to the problems of stagnating validation. A limitation on the available
datasets might have also aggravated the problem given that the dataset used
needed to be downsized to allow VGG-19 to have more computational resources,
which may have limited its generalizability.

In summary, ResNet-18 significantly outperformed VGG-19, achieving a final
accuracy of 73% compared to VGG-19’s 34%. This indicates that the ResNet-18
model is more efficient in terms of multi-class URL classification tasks in this re-
search. Moreover, it holds significant potential for other applications in financial
risk assessment and cybersecurity protection.

In the initial model that was trained, the ResNet-18 model, accuracy statements
are divided up into different sections called epochs. An epoch is a section in data
or time where concrete results can be taken and split up into an easier viewing
layout. One epoch means that each sample in the training dataset has had an op-
portunity to update the internal model parameters. In theory, this means that after
every epoch, the accuracy should change, whether this means it gets better or
sometimes worse. The model that we tested ran on a 10-epoch basis.

The first epoch had an accuracy of 23%. This means that after the first sample
of the training data set, and after the initial parameters got adjusted the model got
tested with an accuracy of 23%. In the bigger picture of the experiment, this means
that the model can differentiate between the types of URLs, phishing, benign
(safe), malware and defacement with an accuracy of 23/100 times. Then, the sec-
ond epoch ran, and it tested with an accuracy of 31%. This means that after the
second set of data ran, initialized, was trained and tested, the model can accurately
predict the type of URL with an accuracy of 31/100 times. For the remaining 8
epochs, the accuracy statements are as follows [0.42, 0.45, 0.49, 0.54, 0.60, 0.63,
0.68, 0.73].
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Although the ResNet-18 model demonstrated high performance metrics with a
73 percent accuracy rate, its use in real-life financial systems brought significant
ethical and operational issues. Across 5-fold stratified cross-validation with three
random seeds, ResNet-18 achieved a mean accuracy of 73.0% =* 1.2% (95% boot-
strap confidence interval), demonstrating consistent performance across splits
and initialization. The uncertainty or error in classification is bound to always
come up in URL detection tools. False positives, reporting safe URLs as malicious,
may slow down or prevent any legitimate financial transaction, interrupt commu-
nication with clients, or reduce trust in the platform. The higher vulnerability is
in a false negative form that conveys bad links as good when they are not. This
error could result in phishing, identity theft, or malware outbreaks, with a high
likelihood of financial loss and reputational damage online.

This helps build transparency and trust because it clearly explains to users why
a link is flagged and provides guidance on how they can verify the classification
or submit an appeal. By combining technical measures with user experience con-
siderations, the tool becomes more closely aligned with the principles of respon-
sible Al in the financial industry. This approach also reduces both operational and
ethical risks related to misclassifications.

As each consecutive epoch runs, the accuracy increases at a steady pace. After
all 10 epochs are completed, the final accuracy reaches 73 percent. In a broader
sense, this means that if a URL is entered into a model using this algorithm, the
model can predict and inform the user whether the URL falls under one of the
four categories, malware, benign, phishing, or defacement, with a 73 percent ac-
curacy.

When compared with other models, the ResNet-18 performs quite well. Espe-
cially considering that there are four classes involved, a 73 percent accuracy is
strong and lines up well with industry norms. It also places the model in a com-
petitive position compared to other classification approaches. For context, when
only one class is involved, the average prediction accuracy for a machine learning
model generally falls between 70 and 90 percent. Since this model handles four
classes, reaching 73 percent is a strong result.

Next, we prepared to run a Convolutional Neural Network (CNN) to compare
how the two models perform. The specific CNN we used was the VGG-19 model.
This model is commonly trained and tested across multiple classes and several
epochs. In our setup, the VGG-19 was trained in four different classes over 10
epochs. Like with ResNet-18, an accuracy reading is printed after each epoch to
track its performance as it trains and adjusts.

After the first epoch, the accuracy statement is represented as 22 percent. This
is very similar to the ResNet-18 model and is expected as this is the only first run
through of data through the model, and at this point it is expected to get better,
however, the rest of the outcomes are surprising. The accuracy results across
epochs 2 through 10 were [0.22, 0.24, 0.25, 0.31, 0.31, 0.32, 0.32, 0.33, 0.31, 0.34].

This outcome was unexpected, especially considering that the VGG-19 model is
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widely known and highly regarded for its strong performance on large datasets
and multi-class problems, the same type of setup used in this project.

Although VGG-19 has a reputation for performing well on large-scale multi-
class problems, our results remained relatively flat across epochs. Even though we
had several repetitions made, the random seed used was not set manually which
is why it could have left us in a position not to be of assistance to analyzing varia-
tion in performance methods utilizing the training runs. In addition, VGG-19 is
optimized for input sizes of 224 x 224 and expects data normalization aligned with
ImageNet preprocessing standards. Our setup may not have fully aligned with the
architectural expectations of the VGG-19 model.

Further, we had to reduce the returned dataset because it did not fit our com-
puting resources, and this may have limited the extent with which the model
would have generalized better. Future trials may allow us to set fixed random
seeds, apply data enhancements, and adjust regularization approaches (such as
dropout and early stopping) one at a time, to observe how each affects learning
and ultimately determine which is best suited to our setup.

The model stays around the low 30 percent range for most of the epochs. The
accuracy remains relatively stable. This is likely due to a phenomenon known as
overfitting. Overfitting occurs when a machine learning model performs well in
the training set and poorly on new data. Thus, there is a possibility that this model
will seem to be learning during training, however, at testing times, it fails to apply
its knowledge in a practical manner. That is probably why the accuracy stayed so
flat. The model just memorized the training examples instead of learning patterns.

Even though the dataset was large, the size had to be reduced to work properly
with the VGG-19 model. That might have also caused the model to overfit. Over-
all, looking at both models, the ResNet-18 model has the better accuracy statement
per 10 epochs at a maximum accuracy of 73% vs. the VGG-19’s top accuracy of
34%. This means that after 10 runs of training and then consecutive testing data,
the ResNet-18 model produces an accuracy of 73% which means 73% of the time
the model can accurately depict and place an URL into the four categories which
are malware, defacement, phishing and benign.

While overfitting is likely a major reason for the VGG-19 model’s stagnant ac-
curacy, other factors may have contributed as well. For one, VGG-19 is designed
for ImageNet-style image inputs (224 x 224 pixels with specific normalization val-
ues), so any difference in preprocessing could have limited its ability to extract
meaningful features. Reduced diversity of classes may have also contributed to the
necessity of reducing the dataset to computational purposes, making the model
have reduced ability to generalize. Moreover, the absence of a fixed random seed
made it challenging to determine the exact cause of the plateau in the learning
process.

Another potential factor could be suboptimal model configuration, such as an
inadequately tuned learning rate or insufficient adaptation of pretrained layers to

the specific characteristics of the URL classification task. To deal with these issues,
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a number of steps can be undertaken in the future. These techniques, such as data
augmentation, dropout, weight decay, and early stopping, are particularly relevant
for addressing the overfitting observed in the VGG-19 model. Options like drop-
out, weight decay, and early stopping may also help rein in overfitting and improve
generalization. Additionally, it could be useful to freeze the lower convolutional lay-
ers and do fine-tuning of higher layers instead, or even pretraining on a dataset more
closely aligned with the URL classification domain before fine-tuning.

While the current study demonstrates ResNet-18’s strong accuracy on the da-
taset used, practical deployment requires careful consideration of scalability and
computational efficiency. The relatively moderate size of the ResNet-18 model
makes it have a faster training and inference speed than deeper models such as
VGG-19, which is advantageous to real-time use in financial cybersecurity. None-
theless, as the dataset becomes more extensive leading to more types of URLs
needing to be accommodated, more computing resources and computing power
will be required as well, so upgrading the infrastructure or resolving the problem
by taking advantage of distributed computing models may prove necessary.

ResNet-18’s stronger performance in this study is likely due to its residual learn-
ing design, which helps overcome the vanishing gradient problem and allows the
network to train more effectively, even when working with imperfect or limited
data. The relatively lighter architecture also made it less prone to overfitting com-
pared to the deeper VGG-19, particularly due to the smaller size of the dataset in
addition to the specialty of the images from the URLSs. In contrast, VGG-19’s uni-
form layer structure and greater depth, while powerful for large and diverse image
datasets, may have made it less adaptable to the domain-specific features of URL
data, leading to stagnant learning. That said, ResNet-18 is not without its draw-
backs. It, as any other classifier, may incorrectly label URLs, especially the ones
containing infrequent history in the training data or ones specially formed to
falsely identify legal submission.

Future work could address these weaknesses by including more various mali-
cious URL patterns, using ensemble models that combine the advantages of both
architectures, or utilizing domain-specific pretraining to extract more useful fea-
tures. Furthermore, integrating grid search, Bayesian optimization of hyperpa-
rameters, or even powerful cross-validation strategies would enable a more accu-
rate assessment of the model generalization ability on a heterogeneous set of URL

patterns.

5. Discussion

This model has raised several important findings and also highlighted real-world
challenges. These include identifying and classifying harmful versus safe URLs,
observing overfitting in the VGG-19 model, and noting the strong performance
of the ResNet-18 model even with a four-class dataset.

The key takeaway is that it is essential to note whether a URL is a malicious one

or not. Millions of users are victims of data theft every year and most of the time,
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this happens following the clicking of a seemingly validated link at a single glance.
These malicious addresses can lead to loss of log-in details, unauthorized access
to bank accounts, and the lifetime takeover of financial confidentiality. Many of
these issues could be avoided if users could reliably and quickly verify the safety
of a link prior to clicking on it. As the risks of online fraud have increased with
the current usage of Al in generating more realistic scamming contents, there has
been a rise in the demand of user-friendly tools that could safeguard individuals
on the internet, particularly in instances wherein their financial safety is at stake.

Another point to note is that the VGG-19 model showed little to no improve-
ment across the runs. The accuracy stayed mostly the same, which shows that it
wasn’t learning the way it should. This kind of flat performance can happen for
different reasons, but the most likely cause here is overfitting. This implies that
the model became overly concerned with the training data and did not even learn
to process new data. This is a strange phenomenon to observe in the case of VGG-
19 as it is a fairly effective model when it comes to large and complex datasets. In
the case under consideration, the model was only handling four distinct classes,
and overfitting did not appear to be an issue. Nonetheless, this warrants further
investigation. In situations where a model is used to detect fraud in a financial
interaction, or to monitor transactions, overfitting may translate into the model
failing to identify novel or changing threats, and may result in either exposing the
organization to undetected risks, or erroneous positive identification of a threat,
which can be costly to the organization in terms of both finances and reputation.

When comparing the two models, ResNet-18 ended up doing better in this case.
Though VGG-19 has been reported to perform well with large datasets and a high
number of classes, ResNet-18 produces a classification accuracy of 73%. This is
remarkable because the model was required to classify between four types of dif-
ferent URLs. This demonstrates that ResNet-18 performs reliably in classification
tasks, even in scenarios where deeper models like VGG-19 might be expected to
excel.

The model was able to classify URLSs, with an accuracy of 73 percent, as either
malware, phishing, defacement, and benign. This makes it a powerful benchmark
for any individual who yearns to create a bigger or more serious classification sys-
tem in the future.

Future research can be divided into two directions, one is to experiment with
other architecture like Inception or deeper versions of ResNet, like ResNet-50 and
ResNet-101 to understand whether the depth of the model can bring higher accu-
racy in classification.

Alternatively, one could further reduce the number of harmful URL categories
to one (phishing, defacement, etc.) and train a dedicated model for the detection
of the threat in question. Translation of this research into a usable format, e.g. a
browser plugin or online service, wherein a user could determine the safety of a
link on-demand would also be significant. Such a tool might be especially effective

in the financial setting, where one clicks on a malicious link can lead to account
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takeover, transaction fraud, or even massive data leakage. No matter what method
is used, further research in this field is essential in making the web a much safer
place and reducing the financial and personal losses that can be caused by unse-
cure URLs.

6. Limitations

Although the model’s accuracy is relatively high at 73%, a misclassification rate of
27% poses a significant threat. Specifically, in financial contexts, it would be det-
rimental to mistakenly classify a malicious URL as safe when not. This would lead
to severe financial losses for users as they could lead to fraud or data theft. Pre-
ventative measures should be coupled with deployment, such as setting confi-
dence thresholds to detect predictions with low confidence, including human re-
view of critical decisions, and integrating this model into a more comprehensive
multilayered security solution. These measures will assist in lowering the risks of

misclassifications as well as ensuring usability and reliability.

7. Conclusion

This study demonstrated the effectiveness of deep learning models, particularly
ResNet-18, in accurately classifying URLs into benign, phishing, malware, and de-
facement categories with a 73% accuracy on a large dataset. The comparative
study revealed the strengths of ResNet-18 in procedures related to generalization
and computational effectiveness over VGG-19 and, therefore, is a good option in
real-time applications of financial cybersecurity measures. Nonetheless, issues of
potential misclassification risks, problems of scalability, and the likelihood of
overfitting such deep models are a significant consideration.

Future studies must consider increasing the robustness of the models by utiliz-
ing a wider and broader dataset, more significant ways of preprocessing the data,
and ensemble learning methods. Moreover, deployment challenges must be con-
sidered in the context of problems such as computational scalability, latency, and
compatibility with multilayered security systems to enable the practical use of
these technologies. Exploring domain-specific pretraining and hyperparameter
optimization can further improve model performance, ensuring more reliable

protection against evolving cyber threats in financial systems.

Acknowledgements

Vaibhav Bhaskar and Adith Kadiyala would like to thank Dr. Padmanabhan
Soundararajan for his invaluable guidance and mentorship on the process of re-
search. His professional critical assessment and keen editing were very beneficial
toward raising the quality of this writing. Having a Ph.D. degree in Computer
Science and Engineering with artificial intelligence and machine learning subspe-
cialties, Dr. Soundararajan is an experienced research engineer and Al leader both
in the industry and academia.

We also want to express our appreciation to our families who helped and mo-

DOI: 10.4236/0jbm.2025.136209

3863 Open Journal of Business and Management


https://doi.org/10.4236/ojbm.2025.136209

Soundararajan et al.

tivated us in the process of our research. Without them, this project would not
have been made possible. With their assistance and faith, this project was made

possible.

Conflicts of Interest

The authors declare no conflicts of interest regarding the publication of this paper.

References

Balduzzi, M., Egele, M., Kirda, E., Balzarotti, D., & Kruegel, C. (2010). A Solution for the
Automated Detection of Clickjacking Attacks. In Proceedings of the 5th ACM Sympo-
sium on Information, Computer and Communications Security (pp. 135-144). ACM.
https://doi.org/10.1145/1755688.1755706

Jain, A. K., & Gupta, B. B. (2017). Phishing Detection: Analysis of Visual Similarity Based
Approaches. Security and Communication Networks, 2017, Article 5421046.
https://doi.org/10.1155/2017/5421046

Mohammad, G. B., Shitharth, S., & Kumar, P. R. (2021). Integrated Machine Learning
Model for URL Phishing Detection. International Journal of Grid and Distributed Com-
puting, 14, 19-30. https://www.researchgate.net/publication/352994631

Patil, Y. (2020). Detection of Clickjacking Attacks Using the Extreme Learning Machine.
Master’s Thesis, National College of Ireland.
https://norma.ncirl.ie/4513/1/yashodhapatil.pdf

Sahani, R., & Randhawa, S. (2021). Clickjacking: Beware of Clicking. Wireless Personal
Communications, 121, 1937-1950. https://doi.org/10.1007/s11277-021-08852-y

Sahingoz, O. K., Buber, E., Demir, O., & Diri, B. (2019). Machine Learning Based Phishing
Detection from URLs. Expert Systems with Applications, 117, 345-357.
https://doi.org/10.1016/j.eswa.2018.09.029

Wei, W, Li, ], Cao, Y., Ou, W, Nie, J., Yu, P. S., & Hu, X. (2020). Accurate and Fast URL
Phishing Detector: A Convolutional Neural Network Approach. Computer Networks,
178, Article 107275. https://doi.org/10.1016/j.comnet.2020.107275

DOI: 10.4236/0jbm.2025.136209

3864 Open Journal of Business and Management


https://doi.org/10.4236/ojbm.2025.136209
https://doi.org/10.1145/1755688.1755706
https://doi.org/10.1155/2017/5421046
https://www.researchgate.net/publication/352994631
https://norma.ncirl.ie/4513/1/yashodhapatil.pdf
https://doi.org/10.1007/s11277-021-08852-y
https://doi.org/10.1016/j.eswa.2018.09.029
https://doi.org/10.1016/j.comnet.2020.107275

	Financial Risk Analysis through Malicious URL Detection: Safeguarding Consumer Data in the Digital Economy
	Abstract
	Keywords
	1. Introduction
	2. Related Works
	3. Methodology
	4. Results
	5. Discussion
	6. Limitations
	7. Conclusion
	Acknowledgements
	Conflicts of Interest
	References

