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Abstract 
Cybersecurity resilience is widely understood to rest on the integration of peo-
ple, processes, and technology. However, existing cybersecurity research and 
practice have largely prioritized technological controls and procedural safe-
guards, often underestimating the human factor, which consistently represents 
the most exploited point of attack. This study addresses this gap by developing 
a comprehensive and quantifiable model for assessing human-induced cyber-
security risks. The paper introduces the Cybersecurity Human Vulnerabilities 
Exposure Index (CSHVEI), a novel framework designed to measure and oper-
ationalize human-related cyber exposure within Microfinance Institutions 
(MFIs) in Nairobi County, Kenya. Building on a critical review of existing cy-
bersecurity exposure models and standards, including ISO/IEC 27001 and the 
NIST Cybersecurity Framework, the study identifies key limitations in captur-
ing human-centric vulnerabilities. To address these shortcomings, the CSHVEI 
categorizes human-induced risks into three core domains: human error, igno-
rance, and negligence. Using a mixed-methods approach, the study integrates 
an integrative literature review with empirical survey data to derive, validate, 
and weight the index components. Statistical analyses confirm the significant 
contribution of all three vulnerability domains to overall cybersecurity expo-
sure, with negligence emerging as the strongest predictor. The model is further 
operationalized through a prototype system that demonstrates practical appli-
cation, enabling organizations to compute exposure scores, visualize risk levels, 
and generate targeted mitigation recommendations. The findings demonstrate 
that human behavior is a dominant determinant of cybersecurity exposure in 
MFIs, often overriding the presence of technical controls. By translating human 
vulnerabilities into measurable exposure metrics, the CSHVEI provides organ-
izations and policymakers with an evidence-based tool to assess, compare, and 
manage human-centric cybersecurity risks, thereby strengthening organiza-
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tional resilience and informed decision-making. 
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1. Introduction 

The rapid digitization of organizational operations across both public and private 
sectors has significantly expanded the cyber-attack surface, exposing institutions 
to increasingly sophisticated and human-centric cyber threats [1] [2]. While ad-
vancements in cybersecurity technologies have strengthened perimeter defenses, 
empirical evidence consistently demonstrates that human behavior remains the 
most exploited vulnerability in contemporary cyber incidents [3]. Cyber adver-
saries increasingly bypass technical safeguards by targeting human weaknesses 
such as negligence, insufficient awareness, trust exploitation, and procedural non-
compliance [4]. 

Recent studies in the Kenyan and broader Global South context highlight that 
technology-driven governance systems often fail not because of weak architec-
tures, but due to deficiencies in human interaction, oversight, and accountability 
mechanisms. For instance, blockchain-based governance research shows that 
even systems designed to enhance transparency and trust are vulnerable when hu-
man actors interact with them through flawed processes, weak enforcement, or 
inadequate institutional coordination [5]. These findings underscore the reality 
that secure digital infrastructures alone are insufficient without parallel mecha-
nisms to address human-induced risks. 

In the financial sector, particularly within Microfinance Institutions (MFIs), 
these vulnerabilities are amplified by constrained resources, rapid digital adop-
tion, and high reliance on staff-mediated processes [6]. A comprehensive review 
of human vulnerabilities in MFIs identifies social engineering, insider threats, and 
inadequate cybersecurity awareness as dominant contributors to cyber exposure, 
accounting for most reported incidents [7]-[9]. These findings align with global 
trends indicating that human factors now constitute the primary attack vector 
across financial institutions, surpassing purely technical exploits. 

Beyond cybersecurity, blockchain-based system design research further illus-
trates how governance opacity, limited stakeholder participation, and weak incen-
tive alignment can intensify systemic risk, even in technologically advanced plat-
forms. Design Science studies on blockchain governance architectures demon-
strate that transparency, accountability, and security outcomes depend heavily on 
how human roles, incentives, and decision-making structures are operationalized 
within digital systems [10]-[13]. This reinforces the argument that human behav-
ior is not merely an external risk factor but an integral component of system se-
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curity and resilience. 
Earlier blockchain research focusing on smart contracts and decentralized ar-

chitectures similarly emphasizes that immutability and decentralization do not 
automatically guarantee trust or security. Instead, poor configuration, misuse, or 
inadequate human oversight can introduce new vulnerabilities, particularly in en-
vironments handling sensitive financial or personal data [14] [15]. These insights 
are critical for understanding why organizations with robust technical controls 
continue to experience high breach rates. 

Despite growing recognition of the human factor in cybersecurity, existing 
frameworks and exposure models largely remain technology-centric, offering lim-
ited mechanisms for systematically measuring, weighting, and operationalizing 
human-induced vulnerabilities. While standards such as ISO/IEC 27001 and the 
NIST Cybersecurity Framework acknowledge the importance of people, they stop 
short of providing quantitative tools to assess human exposure levels within or-
ganizational contexts [8]. 

This study addresses this gap by developing a Cybersecurity Human Vulnera-
bilities Exposure Index (CSHVEI), specifically tailored to Microfinance Institu-
tions in Nairobi County, Kenya. Drawing on empirical evidence and prior gov-
ernance and cybersecurity research, the proposed model translates human behav-
ior, awareness, and compliance into measurable exposure components. By cate-
gorizing vulnerabilities into human error, ignorance, and negligence, the CSHVEI 
provides a structured, evidence-based mechanism for quantifying human-induced 
cyber risk and supporting informed decision-making. 

Statement of the Problem 

Cybersecurity resilience is fundamentally anchored on the integration of people, 
processes, and technology. Despite this widely accepted triad, contemporary cy-
bersecurity research and organizational practice remain disproportionately fo-
cused on technological controls and procedural safeguards, with limited attention 
given to the human factor. Empirical evidence consistently demonstrates that hu-
man behavior through error, negligence, and insufficient awareness constitutes 
the most frequently exploited vector in cyber incidents across sectors. 

Organizations continue to invest heavily in advanced security technologies. 
However, cybersecurity breaches persist largely because human-induced vulnera-
bilities enable attackers to bypass technical defenses. Operational errors, proce-
dural non-compliance, weak cybersecurity awareness, and poor security culture 
significantly elevate organizational exposure, particularly in environments where 
staff interact directly with digital systems and sensitive data. Microfinance Insti-
tutions are especially vulnerable due to rapid digital transformation, constrained 
resources, and heavy reliance on staff-mediated processes. 

Although the significance of human factors in cybersecurity is increasingly 
acknowledged, existing cybersecurity frameworks and exposure models provide 
limited mechanisms for systematically measuring and quantifying human-related 
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vulnerabilities. Most current approaches remain technology-centric and lack 
structured, data-driven tools capable of translating human behavior into measur-
able exposure indicators. Consequently, organizations lack actionable metrics to 
identify, compare, and prioritize human-induced risks or to evaluate the effective-
ness of mitigation interventions. 

This gap necessitates the development of a robust, context-sensitive model 
capable of quantitatively assessing human-related cybersecurity exposure. In 
response, this study seeks to develop a Cybersecurity Human Vulnerabilities 
Exposure Index (CSHVEI) that systematically measures the impact of human 
error, ignorance, and negligence on cybersecurity exposure within Micro-
finance Institutions. By operationalizing human behavior into measurable ex-
posure components, the study aims to support evidence-based risk manage-
ment, informed decision-making, and enhanced organizational cybersecurity 
resilience. 

2. Literature Review 
2.1. The Pivotal Role of Human Factors in Cybersecurity 

Contemporary cybersecurity threats have evolved beyond strictly technical flaws, 
increasingly arising from the interplay between human behaviour and technolog-
ical systems. Although traditional frameworks prioritised technological safe-
guards within the confidentiality-integrity-availability (CIA) model, substantial 
evidence shows that human actors represent both the strongest protective asset 
and the most frequently exploited point of compromise [16] [17]. This shift re-
frames organizational security as a socio-technical construct in which behavioural 
factors critically shape security performance. 

The financial sector particularly microfinance institutions operating with ex-
tensive digital services, yet constrained security budgets illustrate this heightened 
exposure. The 2025 Kenya Cybersecurity Report notes the escalation in social en-
gineering incidents targeting financial personnel, especially through phishing 
schemes [18]. This mirrors global developments in which adversaries circumvent 
robust technical controls by leveraging psychological manipulation techniques 
such as authority cues, urgency framing, and trust exploitation [19], thereby com-
promising even well-trained staff. 

Within organizations, human susceptibility typically emerges through insuffi-
cient security knowledge, weak motivation to comply with protocols, and inherent 
cognitive limitations. [20] report that unintentional insider threats, stemming 
from errors or negligence, constitute roughly 68% of incidents in environments 
with limited security capacity. Similarly, the 2023 Verizon Data Breach Investiga-
tions Report attributes 74% of breaches to the human element, frequently via cre-
dential theft, phishing, and business email compromise. Collectively, these pat-
terns highlight the necessity for sector-specific tools capable of systematically 
measuring human-centred vulnerabilities in financial institutions. 
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2.2. Human Factors in Cybersecurity 

Cybersecurity addresses both digital vulnerabilities and the strategies to mitigate 
them. The success of cyberattacks depends on attackers’ prior knowledge and in-
formation acquired during the attack [3]. Its core objective is to protect the con-
fidentiality, integrity, and availability of computing resources across organiza-
tional networks. While traditional approaches focus on technical defenses, en-
cryption, network protections, and algorithms, scholars emphasize that cyberse-
curity also entails the interplay among data, systems, and human actors [21]. 
Without this multidisciplinary perspective, technical measures remain insuffi-
cient, as evidenced by the persistent rise in cyber incidents [22]. 

2.2.1. Cybersecurity Awareness 
Cybersecurity awareness, which hinges on employees’ comprehension of cyberse-
curity risks, stands as a cornerstone. Well-informed personnel are better equipped 
to identify and appropriately respond to security threats. Consistent cybersecurity 
training and awareness programs serve as potent tools for enhancing this factor 
[23]. 

2.2.2. User Behaviour 
Moreover, human behavior can either fortify or undermine cybersecurity. Em-
ployees’ actions, such as inadvertently clicking on phishing emails, sharing pass-
words, or downloading malicious files, can open the door to vulnerabilities. There-
fore, it’s imperative to ensure that employees adhere to security policies and best 
practices [24]. 

2.2.3. Password Management 
Password management is another critical human factor. Weak passwords, pass-
word sharing, and infrequent updates pose common human-related security risks. 
Promoting robust password policies and encouraging the use of password man-
agement tools can effectively mitigate these issues [25]. 

2.2.4. Social Engineering 
Social engineering is a major cybersecurity vulnerability because it exploits human 
psychology, trust, curiosity, and helpfulness, to obtain confidential information 
or induce harmful actions. Techniques include phishing, pretexting, baiting, and 
tailgating, all of which bypass technological defences by targeting human behav-
iour, making detection difficult. 

Mitigating these threats requires a combination of education, technology, and 
policy. Employee awareness programs help identify suspicious requests, while ad-
vanced email filtering and Multi-Factor Authentication (MFA) block unauthor-
ized access. Clear security policies and effective incident response plans ensure 
prompt mitigation of attacks. Together, these measures strengthen organizational 
resilience and highlight the importance of continuous vigilance in cybersecurity 
[9]. 
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2.2.5. Insider Threats 
Insider threats represent a critical human-related cybersecurity risk, arising from 
individuals within an organization who have privileged access to systems, net-
works, and data [26]. These threats can be classified as malicious insiders who 
intentionally steal data, sabotage systems, or engage in espionage and uninten-
tional insiders who inadvertently cause security breaches through actions like fall-
ing for phishing attacks, negligence, or errors that expose vulnerabilities. Mali-
cious insiders are particularly difficult to detect and prevent due to their knowledge 
of internal systems, while unintentional insiders pose ongoing risks that cannot 
be quickly eliminated. 

Mitigating insider threats requires a multi-layered approach combining tech-
nical controls, procedural safeguards, and human-focused interventions [27]. Key 
measures include role-based access control (RBAC) to restrict privileges, contin-
uous monitoring with Security Information and Event Management (SIEM) sys-
tems, and user behavior analytics to detect deviations from normal activity. Com-
plementary strategies involve employee training, awareness programs, and robust 
incident response plans for rapid containment and remediation. Together, these 
measures strengthen organizational resilience and reduce both the likelihood and 
impact of insider threats. 

2.2.6. Outsider Threats 
Outsider threats arise from external factors such as hackers, ransomware attack-
ers, and unidentified individuals, posing significant risks to organizations, gov-
ernments, and healthcare institutions [28]. The severity of these threats depends 
on attackers’ motivations and methods, ranging from financially driven attacks to 
hacktivist campaigns that steal information before causing operational or reputa-
tional damage. Mitigation strategies include regular system updates, staff training, 
and deployment of cybersecurity tools like firewalls, web gateways, and network 
detection and response solutions [29]. 

These threats are also classified as direct, exploiting vulnerabilities immediately, 
or indirect, leading to breaches over time [30]. Ulven’s multi-dimensional model 
further categorizes threats by source, agents, motivation, objectives, and impact, 
providing a comprehensive framework for understanding cybersecurity risks [31]. 

2.2.7. Human Error 
Human errors are a critical human-factor risk in cybersecurity, arising from in-
advertent actions or oversights such as system misconfigurations, accidental data 
leaks, or failure to apply security updates [32]. These errors, though unintentional, 
can lead to serious consequences including data breaches, system vulnerabilities, 
and unauthorized access. 

Mitigation requires proactive organizational measures. Regular employee train-
ing and awareness programs help prevent common mistakes, while automated se-
curity checks and validation processes detect misconfigurations before exploita-
tion. Clear, documented procedures for updates and patches further reduce risk. 
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Encouraging a culture of accountability and prompt error reporting ensures 
timely corrective action. Together, these strategies enhance resilience and mini-
mize vulnerabilities associated with human error [32]. 

2.3. Impact of Human Factors in Cyber Security 

Human factors significantly influence cybersecurity risk. In the United States, 
83% of retailers are exposed to vulnerabilities, making customer data a prime tar-
get for cyberattacks in the e-commerce sector [3]. Attackers employ techniques 
such as malware, ransomware, phishing, e-skimming, and distributed denial-of-
service attacks, highlighting that technological adoption brings both opportunities 
and security challenges. 

Security breaches are increasingly common; surveys show that breaches affect 
81% - 90% of large organizations. Human error remains a major contributor: 71% 
of breaches result from inadvertent employee mistakes, 68% from negligence, and 
61% from malicious insider actions [33]. Cybercriminals now target human vul-
nerabilities, trust, helpfulness, and personal or cultural traits, rather than ma-
chines, underscoring the central role of human behaviour in cybersecurity risk 
[34]. 

2.4. Existing Frameworks and Models for Human Vulnerability 
Assessment 

According to [9], most cybersecurity frameworks emphasize technical controls 
while under-addressing human-factor exposure. [15] similarly notes that organi-
zations tend to prioritize technology over human behaviour, despite evidence that 
human weaknesses account for most cyber incidents. This review responds di-
rectly to examiners’ recommendations by expanding coverage beyond general 
frameworks to include models specifically addressing human vulnerabilities. 

3. Material and Methods 

This study employs a mixed-method research approach guided by the following 
research questions: 

What human-factor vulnerabilities significantly contribute to cybersecurity ex-
posure within MFIs? 

How can these human-factor vulnerabilities be systematically categorized and 
operationalized into measurable components suitable for an exposure index in 
MFIs? 

How can a Cybersecurity Human Vulnerabilities Exposure Index (CSHVEI) be 
developed, refined, and validated for practical application across MFIs? 

The research begins with an Integrative Literature Review (ILR), chosen for its 
capacity to synthesize evidence from diverse sources, including empirical studies, 
conceptual frameworks, policy documents, and organizational reports. This phase 
enables a comprehensive identification of human-factor vulnerabilities that in-
form the initial structure and constructs of the CSHVEI model. 
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Following the ILR, the study incorporates mixed-method procedures to refine 
and validate the emerging model. Qualitative insights from organizational con-
texts support the interpretation and classification of human vulnerability indica-
tors, while quantitative data collected through a descriptive survey provide the 
basis for measurement, weighting, and empirical verification of the index compo-
nents. The survey results allow the model to be tested for coherence, relevance, 
and applicability across varying organizational environments. 

This methodological design ensures that the CSHVEI is conceptually grounded, 
systematically developed, and empirically strengthened, offering a practical and 
evidence-based tool for assessing human-induced cybersecurity exposure. 

3.1. Model Development Approach 
3.1.1. Derivation of the CSHVEI Formula 
To systematically assess human-induced cybersecurity risks, this study proposes 
a hybrid Human Factor Index that combines ISO 27001 and the NIST Cybersecu-
rity Framework (CSF). This integration leverages ISO 27001’s detailed control ob-
jectives and NIST CSF’s actionable functions to provide a holistic view of human 
vulnerabilities and organizational security culture. 

Key human factor considerations include policy implementation, organiza-
tional structure, personnel security, asset management, access control, physical 
and environmental protection, operations security, and incident management. 
The mapping of these elements to NIST’s governance, identify, protect, detect, 
respond, and recover functions forms the basis for deriving the CSHVEI formula. 
Tailored questionnaires operationalize these variables into measurable compo-
nents, providing the foundation for a mathematically robust index. 

3.1.2. Factor Reduction 
To improve interpretability and reduce complexity, the CSHVEI variables were 
consolidated into three core categories of human vulnerabilities: 

 

 
Figure 1. CSHVEI factor reduction. 
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1) Human Errors: Inadvertent mistakes such as operational lapses, access con-
trol errors, mishandling security incidents, or flawed recovery procedures. 

2) Ignorance: Knowledge gaps and insufficient awareness, leading to poor ap-
plication of security policies, unclear understanding of organizational roles, and 
inadequate personnel training. 

3) Negligence: Failure to follow security procedures, including mismanage-
ment of assets, inadequate physical security, and insufficient business continuity 
planning. 

This reduction focuses assessment, reduces noise, and allows organizations to 
better understand and prioritize their human-related cybersecurity risks. Figure 
1 shows CSHVEI Factor Reduction. 

3.1.3. Prototype Implementation 
The CSHVEI model was operationalized through a prototype system, designed 
with modules for: 

1) User Authentication: Ensuring only authorized users can access the system. 
2) Posture Input: Collecting user-provided cybersecurity posture information. 
3) Information Processing: Calculating CSHVEI scores using weighted varia-

bles. 
4) Record Management: Storing historical posture data and weights. 
5) Visualization & Reporting: Displaying scores and actionable recommenda-

tions. 
The prototype demonstrates how the index can be applied in real-world organ-

izational settings, enabling continuous monitoring, evaluation, and mitigation of 
human-induced cybersecurity vulnerabilities. Figure 2 illustrates functionality of 
the prototype. 

 

 
Figure 2. Framework for implementation CSHVEI. 

 
The implementation of the model was realized through the following technol-

ogies; Hypertext pre-processor (PHP) as server-side programming language to 
handle the logic and interface with the database, bootstrap 4 to manage front-end 
styles and layout, MySQL database management system, and JavaScript and JQuery 
to add response to the system specially the metric gauges and modals. The follow-
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ing sections present different modules developed through for the model. 

3.1.4. Registration Module 
The module allows the microfinance institution (MFI) user to register their details 
and credentials that will permit them to use the model. This is accessible through 
register link on the index page and prompts the user to fill the details as indicated 
in Figure 3. A dully filled MFI registration form saves the details of the user to 
MySQL database upon submission. Security measures are applied at this stage 
through proper validation that is done for email, size of phone numbers and pass-
words which are hashed before they are saved to the database. Figure 4 shows the 
user and admin log in pages after registration. 

 

 
Figure 3. User registration. 

 

 
Figure 4. User and admin log in modules. 

3.1.5. MFI Dashboard 
The MFI User is directed to MFI dashboard when they are successfully authenti-
cated at the login. The dashboard displays basic information about the system 
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such as human vulnerability scores and maturity indices, the level of MFI hu-
man vulnerability derived as a mean score of the user scores for all assessment 
questions, the number of recommendations that the MFI has to improve the 
maturity score and the MFI score distribution chart. Figure 5 shows the user 
dashboard. 

 

 
Figure 5. User dashboard. 

 
The system admin is directed to admin dashboard when they are successfully 

authenticated at the login. The admin dashboard displays such information as the 
number of MFI users registered, the total number of assessments ran by the MFI 
users with corresponding scores, the average score computed from all MFI scores 
posted, the number of questions usable for assessments, and the score distribution 
chart for all MFI scores. Figure 6 shows the admin dashboard. 

 

 
Figure 6. Admin dashboard. 
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3.1.6. Human Vulnerability Assessment Module 
This module enables MFI users to select the best responses to the questions cu-
rated for assessment the MFI’s human vulnerability index. After that, the user 
submits the completed form to the database from where computations of the hu-
man vulnerability index and its derivatives, including the MFI maturity index will 
be computed. Figure 7 shows the graphical user interface for the human vulnera-
bility assessment module. 

 

 
Figure 7. Assessment module. 

3.1.7. Human Vulnerability Index Gauge 
The formula derived after regression analysis in chapter four was implemented in 
the model basically to compute the human vulnerability index for MFI. The com-
putation summary is presented in the code snippet in Figure 8 and the human 
vulnerability and maturity gauge is presented in Figure 9. 

1 1 2 2 3 3Y B X B X B X BnXn eα= + + + + ⋅⋅⋅ + +  

( ) ( ) ( )CSHCEI 0.062 0.167 . 0.539 . 0.324 . 0.32H E N G I G∗ ∗ ∗= − + + + +  

 

 
Figure 8. Human vulnerability index computation code. 
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Figure 9. Human vulnerability index gauge. 

3.1.8. MFI Score Distribution 
The system displays the distribution of scores with respect to five agreement levels 
to assessment questions, namely: always, often, rarely, and never. This helps the 
MFI users to know the level of human vulnerability in their organization based on 
the honest response to human vulnerability questions. The presentation of the 
score distribution is presented as a pie chart graph shown in Figure 10. 

 

 
Figure 10. MFI score distribution chart. 

3.1.9. System Reports 
The user scores report echoes back the values that the user inputs for each assess-
ment question in the course of assessments into a printable report. The MFI rec-
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ommendations report generates a list of best practices for each question scored 
below the threshold. This enables the MFI to have targeted areas in one print that 
will minimize the human vulnerability and improve the overall security posture 
of the MFI as illustrated in Figure 11 and Figure 12. 

 

 
Figure 11. MFI user assessment scores report. 

 

 
Figure 12. MFI recommendation report. 

3.1.10. Model Accessibility 
The human vulnerability assessment system was developed as a web-based appli-
cation to demonstrate the practical implementation of the proposed model. To 
achieve this, a set of robust web development tools was employed: Bootstrap 4 for 
layout design and styling, jQuery and JavaScript for interactive features and ani-
mations particularly within the output panels PHP (Hypertext Preprocessor) as 
the server-side language for data insertion and retrieval, and MySQL for database 
management and record storage. The completed system was deployed on a pub-
licly accessible web server and can be accessed remotely. 

4. Results 

The study examined how human errors, negligence, and ignorance contribute to 
the Cybersecurity Human Vulnerabilities Exposure Index (CSHVEI) across Mi-
crofinance Institutions (MFIs) in Nairobi County. A total of 112 valid responses 
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were obtained (85% response rate). Reliability tests confirmed strong internal 
consistency across all constructs (α = 0.935 – 0.957), and multicollinearity diag-
nostics indicated acceptable VIF values (3.2 - 5.039). 

4.1. Descriptive Results 

Findings show that MFIs maintain moderate levels of cybersecurity awareness, 
but significant behavioural vulnerabilities persist. 

Human Errors: Accidental deletion of files (43%), data entry mistakes (38%), 
and inadvertent sharing of sensitive information (46%) were frequently reported. 

Negligence: Non-adherence to protocols was prominent, including password 
sharing (41%), leaving machines unlocked (52%), and bypassing procedures for 
convenience (55%). 

Ignorance: Training gaps were evident; only 45% reported receiving adequate 
cybersecurity training, and 41% admitted to ignoring or delaying security alerts. 

4.2. Spearman Rank Correlation Analysis 

The degree and direction of the relationship between two ranked variables are 
measured by Spearman’s correlation coefficient, or ρ, which is also represented by 
rs. Table 1 shows the findings of these correlations between independent and de-
pendent variables. 
 

Table 1. Correlations matrix. 

 CSHVEI Human Errors Negligence Ignorance 

Spearman’s 
rho 

Cyber Security Human 
Exposure Index 

(CSHVEI) 

Correlation Coefficient 1.000    

Sig. (2-tailed) .    

N 112    

Human Errors 

Correlation Coefficient 0.654** 1.000   

Sig. (2-tailed) 0.000 .   

N 112 112   

Negligence 

Correlation Coefficient 0.818** 0.601** 1.000  

Sig. (2-tailed) 0.000 0.000 .  

N 112 112 112  

Ignorance 

Correlation Coefficient 0.831** 0.668** 0.702** 1.000 

Sig. (2-tailed) 0.000 0.000 0.000 . 

N 112 112 112 112 

Note: **. Correlation is significant at the 0.01 level (2-tailed). 
 
According to the results, there is a statistically significant relationship between 

human errors and cyber security human exposure index (rs = 0.654; p = 0.000). 
Secondly, it was observed that there was evidence of a significant relationship be-
tween negligence and cyber security human exposure index (rs = 0.818; p = 0.000). 
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Finally, it was evident that ignorance significantly associates with cyber security 
human exposure index (rs = 0.831; p = 0.000). 

4.3. Regression Analysis 

Regression analysis is a statistical technique that models how changes in one or 
more independent variables impact a dependent variable. It is therefore a power-
ful statistical method that allows you to examine the relationship between two or 
more variables of interest. 

4.3.1. Summary Table 
This segment indicates the model characteristics including R, R-Square, adjusted 
r-square and standard error of the estimate (Table 2). 
 
Table 2. Model summary. 

Model R R Square Adjusted R Square Std. Error 

1 0.951a 0.905 0.902 0.32341 

Note: a. Predictors: (Constant), Ignorance, Negligence, Human Errors, b. Dependent Var-
iable: Cyber Security Human Exposure Index (CSHVEI). 

 
The model summary shows that 90.2 % in Cyber Security Human Exposure 

Index (CSHVEI) can be explained by using the three predictors (ignorance, neg-
ligence, human errors). The coefficient of determination in this study is 0.905. 
This coefficient evaluates the accuracy with which a statistical model predicts the 
outcome. 

4.3.2. ANOVA 
When two regression models are compared, the ANOVA function determines 
whether there is a significant difference between them (Table 3). 
 
Table 3. ANOVA. 

Model Sum of Squares df Mean Square F Sig. 

1 

Regression 107.055 3 35.685 341.184 0.000b 

Residual 11.296 108 0.105   

Total 118.351 111    

Note: a. Dependent Variable: Cyber Security Human Exposure Index (CSHVEI), b. Pre-
dictors: (Constant), Ignorance, Negligence, Human Errors. 

 
The robustness of this model is assessed using ANOVA. It shows that the model 

is highly significant in predicting Cyber Security Human Exposure Index (CSHVEI), 
F (3,108) = 341.184, p < 0.05, Adjst. R square = 0.902. 

4.3.3. Coefficients 
In this paper, multiple linear regression was employed. The main objective of mul-
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tiple regression is to examine the extent of influence of the independent variable 
on the dependent variable. Regression coefficients provide the model weights (Ta-
ble 4). 
 

Table 4. Coefficients. 

Model 

Unstandardized  
Coefficients 

Standardized 
Coefficients t Sig. 

Collinearity Statistics 

B Std. Error Beta Tolerance VIF 

1 

(Constant) −0.062 0.110  −0.562 0.576   

Human Errors 0.167 0.061 0.172 2.729 0.007 0.224 4.471 

Negligence 0.539 0.053 0.539 10.128 0.000 0.313 3.200 

Ignorance 0.324 0.072 0.298 4.472 0.000 0.198 5.039 

Note: a. Dependent Variable: Cyber Security Human Exposure Index (CSHVEI). 
 
The findings shows that human errors significantly contribute to Cyber Secu-

rity Human Exposure Index (β = 0.167; p < 0.05). Furthermore, negligence signif-
icantly influences Cyber Security Human Exposure Index at 0.05 alpha (β = 0.539; 
p < 0.05). Finally, it was established that Ignorance significantly affect Cyber Se-
curity Human Exposure at 0.05 alpha level (β = 0.324; p < 0.05). 

Index Calculation: 
1 1 2 2 3 3Y B X B X B X eα= + + ⋅⋅⋅ + +  

( ) ( ) ( )CSHVEI 0.062 0.167 Human Errors 0.539 Negligence 0.324 Ignorance= − + + +  

Human Vulnerability Index Calibration: 
The model elicits responses from MFI users on a 1 - 5 Likert scale, where 1 

denotes never and 5 denotes always. Consequently, system calibration begins not 
at zero but at the minimum possible score of 1 across all items. When a user selects 
1 for every question, indicating complete non-compliance with the assessment 
criteria, the model yields an exposure index of 79.67% and a corresponding ma-
turity index of 20.33% (see Figure 13). 

Because the scale does not include zero, the lowest attainable maturity score 
necessarily corresponds to the highest exposure score. Thus, the instrument can 
validly measure a human vulnerability (maturity) index ranging from 0.2033 to 1, 
or 20.33% to 100%. Scores below 0.2033 lie outside the model’s theoretical range 
and therefore represent an impossible state. 

 

 
Figure 13. Model cases. 

https://doi.org/10.4236/ojapps.2026.162043


A. Kibet 
 

 

DOI: 10.4236/ojapps.2026.162043 713 Open Journal of Applied Sciences 
 

5. Discussion 

The findings of this study demonstrate that human-factor vulnerabilities signifi-
cantly elevate cybersecurity exposure within Microfinance Institutions. Among 
the three assessed dimensions, negligence emerged as the dominant contributor 
to cybersecurity exposure, indicating that non-compliance with established secu-
rity procedures poses a greater risk than lack of knowledge or unintentional mis-
takes. This suggests that behavioral disregard for controls, rather than their ab-
sence, is the most critical driver of human-induced cyber risk in MFIs. 

Ignorance also showed a substantial influence on cybersecurity exposure. Gaps 
in cybersecurity training, inconsistent awareness programs, and delayed responses 
to security alerts point to deficiencies in institutional learning and reinforcement 
mechanisms. These findings indicate that awareness initiatives within MFIs are 
often reactive or fragmented, rather than continuous and embedded within organ-
izational culture. As a result, employees may possess partial knowledge of cyberse-
curity requirements without fully understanding their practical implications or 
urgency. 

Human errors, while comparatively less influential than negligence and igno-
rance, remained a statistically significant predictor of cybersecurity exposure. Op-
erational mistakes such as accidental deletion of files, misconfiguration of sys-
tems, and mishandling of sensitive information reflect cognitive limitations and 
workload pressures common in resource-constrained environments. These errors 
align with global evidence showing that unintentional insider actions remain a 
persistent source of cyber risk, even in organizations with formal security policies 
in place. 

Collectively, these results reinforce the argument that cybersecurity exposure in 
MFIs is predominantly socio-technical in nature. Technical controls alone are in-
sufficient when human behavior, awareness, and compliance are misaligned with 
security objectives. The high explanatory power of the model confirms that hu-
man-related factors account for the majority of variation in cybersecurity expo-
sure, underscoring the need to integrate behavioral metrics into cybersecurity risk 
management frameworks. 

A key contribution of this study lies in the development and validation of the 
Cybersecurity Human Vulnerabilities Exposure Index. Unlike existing frame-
works that acknowledge human factors without providing quantifiable assessment 
mechanisms, the CSHVEI translates human behavior and organizational practices 
into measurable exposure components. By consolidating diverse human-related 
controls into the three domains of human error, ignorance, and negligence, the 
model offers a structured and analytically manageable approach for assessing hu-
man-centric cybersecurity risk. 

The empirical weighting of the vulnerability domains yields important practical 
insights. The predominance of negligence challenges the common assumption that 
cybersecurity incidents are primarily the result of accidental mistakes. Instead, per-
sistent procedural non-compliance and convenience-driven behavior emerge as 
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the most significant contributors to exposure. This finding suggests that organi-
zations may achieve greater risk reduction by strengthening enforcement, ac-
countability, and behavioral incentives, rather than focusing exclusively on aware-
ness training. 

The prototype implementation further demonstrates the practical applicability 
of the CSHVEI. Its modular architecture, incorporating posture assessment, au-
tomated computation, score visualization, and targeted recommendations, ena-
bles organizations to move from abstract risk recognition to actionable interven-
tion. The system allows MFIs to identify specific vulnerability hotspots and prior-
itize mitigation measures such as policy reinforcement, access control adjust-
ments, and continuous training programs. 

The calibration results provide additional insight into organizational risk dy-
namics. Even minimal non-compliance produced relatively high exposure scores, 
indicating that human-related cybersecurity risk accumulates rapidly. This under-
scores the importance of continuous behavioral vigilance and institutional rein-
forcement, rather than one-off training sessions or periodic audits. Cyber attack-
ers increasingly exploit routine behavior, trust, and procedural shortcuts, making 
sustained compliance a critical component of cybersecurity resilience. 

Overall, the findings confirm that human behavior represents a central deter-
minant of cybersecurity exposure within MFIs. The CSHVEI offers a practical, 
evidence-based tool for quantifying this exposure and supporting informed deci-
sion-making. By integrating human-factor metrics into cybersecurity governance, 
organizations can better prioritize interventions, monitor behavioral maturity, 
and reduce their attack surface. While further validation across additional sectors 
is recommended, the model establishes a robust foundation for embedding hu-
man-centric assessment into broader cybersecurity risk management strategies. 

6. Conclusions 

This study set out to address the persistent gap in cybersecurity research and prac-
tice concerning the systematic assessment of human-induced vulnerabilities. 
While cybersecurity frameworks commonly acknowledge the importance of peo-
ple alongside processes and technology, they offer limited mechanisms for quan-
tifying how human behavior contributes to organizational cyber exposure. In re-
sponse to this gap, the study developed and validated the Cybersecurity Human 
Vulnerabilities Exposure Index (CSHVEI) as a practical and evidence-based tool 
for measuring human-related cybersecurity risks within Microfinance Institu-
tions. 

The findings confirm that human factors play a dominant role in shaping cy-
bersecurity exposure. Negligence emerged as the most influential contributor, fol-
lowed by ignorance and human error, demonstrating that procedural non-com-
pliance and behavioral disregard for controls pose greater risks than accidental 
mistakes alone. These results highlight the need for organizations to move beyond 
technology-focused security strategies and adopt approaches that actively address 
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behavior, accountability, and security culture. 
By translating human behavior into measurable exposure components, the 

CSHVEI provides organizations with a structured method to assess, compare, and 
monitor human-centric cybersecurity risks. The prototype implementation fur-
ther illustrates the operational viability of the model, enabling institutions to iden-
tify vulnerability hotspots, prioritize interventions, and evaluate improvements 
over time. This positions the CSHVEI as both an analytical framework and a prac-
tical decision-support tool for cybersecurity governance. 

The study contributes to cybersecurity literature by empirically demonstrating 
the socio-technical nature of cyber risk and by offering a quantifiable model that 
complements existing standards such as ISO/IEC 27001 and the NIST Cybersecu-
rity Framework. For practitioners and policymakers, the model offers a scalable 
approach to strengthening cybersecurity resilience, particularly in resource-con-
strained environments. 

Future research should extend the validation of the CSHVEI across other sec-
tors and geographic contexts and explore the integration of real-time data analyt-
ics and machine learning techniques to enhance predictive capability. Such exten-
sions would further strengthen the model’s applicability and support the develop-
ment of adaptive, human-centered cybersecurity risk management strategies. 
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