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Abstract

This work presents an innovative Intrusion Detection System (IDS) for Edge-
IoT environments, based on an unsupervised architecture combining LSTM
networks and Autoencoders. Deployed on Raspberry Pi 4, our solution achieves
an F1-score of 0.96 with 42 ms latency and detects anomalies, including zero-
day attacks, with 97.2% accuracy on the TON_IoT and NSL-KDD datasets.
Compared to CNN or Random Forest-based approaches, it consumes 40%
fewer resources. A comparative analysis with Snort and Bro also reveals supe-
rior energy efficiency (1.8 W vs. 3.2 W) and better adaptability to dynamic
environments.
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1. Introduction

Edge Computing and the Internet of Things (IoT) are redefining industrial and
medical architectures, as seen in Industry 4.0 factories where sensors monitor ma-
chinery status in real time or in smart hospitals equipped with connected IoT de-
vices. This decentralization of data processing significantly reduces latency (below
10 ms in 95% of cases, as reported by [1], but it also exposes these networks to
increasingly sophisticated cyber threats. In a context where the number of sensors
and connected devices is exploding, the potential attack surface widens consider-
ably [2]. Device heterogeneity, protocol diversity, and the lack of security stand-
ardization exacerbate vulnerabilities [3]. Embedded devices, often lacking contin-

uous supervision or regular updates, become critical entry points for cybercrimi-
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nals [4]. Consider the critical example of a connected pacemaker: a zero-day at-
tack could alter its telemetry data via malformed TCP/IP packets, potentially in-
ducing fatal cardiac discharges. Traditional IDSs like Snort, which rely on prede-
fined signatures, would fail to detect such attacks. In contrast, our approach based
on reconstruction deviations generated by an LSTM-Autoencoder model success-
fully identifies them (F1-score = 0.96 on the TON_IoT dataset).

To address these challenges, we propose a self-adaptive IDS combining LSTM
networks and Autoencoders, specifically designed for resource-constrained Edge
environments (e.g., Raspberry Pi 4, latency = 42 ms). The system learns normal
traffic behavior without supervision and detects anomalies, including novel ones,
by analyzing reconstruction errors, with dynamically adjusted thresholds via the
Peaks-Over-Threshold algorithm.

This work aims to achieve two major objectives:

1) Scientific: Demonstrate the superiority of hybrid unsupervised models over
signature-based methods (accuracy gain > 28% compared to Snort);

2) Practical: Ensure memory consumption < 200 MB and real-time detection
(<50 ms) on embedded devices.

The remainder of this paper is organized as follows: Section 2 reviews related
work on Edge-IoT IDS. Section 3 details our LSTM-Autoencoder approach. Sec-
tion 4 formalizes the mathematical model. Section 5 describes the experimental

setup, Section 6 analyzes results, and Section 7 concludes with future directions.

2. Related Work

The state of the art in intrusion detection for Edge-IoT networks highlights a
steady evolution toward lighter, more accurate solutions better suited to decen-
tralized environments. Traditional systems like Snort [2] and Bro [3], which rely
on predefined signatures or manual rules, are effective at detecting known attacks.
However, their rigidity limits their ability to identify zero-day threats or adapt to
evolving IoT traffic patterns. These approaches often require regular updates and
exhibit poor performance in detecting abnormal behaviors in highly heterogene-
ous environments.

Machine learning and statistical techniques, such as those proposed in [3] using
the TON_IoT dataset or [5] with the LBDMIDS model, have improved anomaly
detection. However, these architectures, often complex, rarely account for Edge
platform resource constraints, particularly in energy consumption or memory ca-
pacity. For instance, [6] report a power consumption of 4.2 W on Raspberry Pi 4,
limiting their deployment in battery-powered sensors.

Recent hybrid architectures combining LSTM networks and Autoencoders ([7]
[8]) have demonstrated effectiveness in anomaly detection, including for time-
series data, with accuracies exceeding 96%. However, these works often lack prac-
tical integration into Edge platforms, particularly regarding energy efficiency, au-
tomated threat response, or validation on real hardware. For example, [6] report
92% accuracy with 850 MB memory usage on Jetson Nano, which remains exces-

sive compared to our model’s 195 MB on Raspberry Pi 4.
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While security challenges in Edge Computing remain partly theoretical [1], in-
tegrating on-device Al through lightweight, high-performance models is critical
for enabling real-time detection in heterogeneous environments. Emerging ap-
proaches, such as lightweight Transformers (FEDformer, [9]), enhance time-se-
ries modeling but face deployment barriers due to their complexity on platforms
like Raspberry Pi. Similarly, federated methods (FELIDS, [10]) decentralize detec-
tion while preserving data privacy, crucial for sensitive environments.

In response to these limitations, our work distinguishes itself by proposing an
unsupervised LSTM-Autoencoder-based IDS specifically optimized for Edge-IoT.
It achieves high accuracy (97%) while maintaining low memory usage (200 MB)
and energy consumption (1.8 W), compatible with platforms like Raspberry Pi 4.
Leveraging representative datasets like TON_IoT, our solution bridges the gap
between efficiency, lightweight design, and robustness, while enabling zero-day
attack detection without predefined signatures or labeled data.

Addressing the gaps identified in existing literature, the following section de-

tails our lightweight, unsupervised LSTM-Autoencoder architecture.

3. Proposed Approach

The objective of our solution is to develop a lightweight, intelligent, and self-adap-
tive Intrusion Detection System (IDS) capable of operating in real-time within
Edge-IoT environments where resources (CPU, memory, energy) are limited. Un-
like many existing works, our architecture relies on an unsupervised LSTM-Au-
toencoder model, optimized for deployment on resource-constrained platforms
such as the Raspberry Pi 4.

Our model does not require a signature database or prior data labeling, unlike
traditional systems such as Snort. It autonomously learns the normal behavior of
network traffic from real-time streams and identifies deviations as potentially ma-
licious. This approach enables the effective detection of zero-day attacks, which
represents a significant advancement over rule-based systems [5] [10]. The fol-
lowing Figure 1 presents IoT clients and sensors transmit data to a gateway equipped
with an LSTM Autoencoder. Abnormal behaviors are detected in real time and

trigger an automated response mechanism.

Response
Gateway

o
ol
[ Yp— 8 ----- > [LSTM-AE] b &

Sensors

Figure 1. Proposed IDS System Architecture.
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4. Mathematical Model
4.1. Mathematical Model

Let us consider a network data sequence:
X :{prz:"':xt}
where x, € R" isa feature vector at time £ composed of attributes such as:
e 2 Number of features extracted per packet (e.g., size, duration, used ports).
e t Temporal window size.

The LSTM encodes this sequence into a temporal representation:
h =LSTM(x.,h,)

h;: Hidden state vector at time ¢ encapsulating the memory of past traffic pat-
terns.

The Autoencoder compresses and reconstructs each input x:

% = Decoder (Encoder (x,))

Encoder(-): Reduces the dimensionality of x.

Decoder(-): Reconstructs the original input from the compressed representa-
tion.

The reconstruction error is measured as:
512
B =[x -] (1)
e FE;: Squared error between the input and its reconstruction

Anomaly classification follows:
Anomalie < E, > 6

e & Anomaly threshold, dynamically adjusted based on the average error ob-
served on normal training data.
Anomaly threshold 8 was computed as:
0=u+k-o, (2)

He1s the mean of the reconstruction error over normal traffic;

0. is the standard deviation of that error;

kis an empirical coefficient set to 1.5, based on validation performance.

This technique is aligned with best practices in anomaly detection using auto-
encoders, as described by [11] and more recently by [12].

To further refine anomaly detection beyond a fixed threshold, we also integrate
the Peaks-Over-Threshold (POT) algorithm. This method models the tail distri-
bution of reconstruction errors and dynamically adjusts &based on extreme value
theory. POT is particularly effective in capturing rare but significant deviations in
unsupervised learning scenarios. A detailed discussion of its implementation and
impact is presented in Section 6.4.

We also integrate the Peaks-Over-Threshold (POT) method to automatically
adjust the detection threshold based on the error distribution. This approach is
applied in the work of [13] for a distributed anomaly detection system based on
federated autoencoders, where POT is used to dynamically select a threshold
suited to the data.
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4.2. Pseudo Code

Algorithm: Real-Time Anomaly Detection via LSTM-Autoencoder
Inputs:

Real-time network traffic flow

Model parameters (LSTM, Autoencoder)

Anomaly threshold 8
Outputs:

Anomaly labels (Normal or Abnormal)

Alerts upon detection

1) Begin Algorithm:

Initialization:

Set temporal sequence length 7"

Set number of packet features n

Load pre-trained model (LSTM + Autoencoder)
Set threshold @based on normal data errors

O O o o o©°

2) Continuous Loop:
0 Capture real-time network packets via IoT gateway
0 For each new sequence of 7"packets:
a) Extract and normalize features (vector X)
b) Pass sequence through LSTM > obtain temporal representation A,
¢) Compress (Encoder) and reconstruct (Decoder) via Autoencoder
d) Compute reconstruction error £
e) Compare E'to threshold &
e If £> & Flag as anomaly, generate alert
e Else: Flag as normal, continue
f) Wait for delay Azbefore next sequence (e.g., 500 ms)
3) End Algorithm

Capture network
Packets

Preprocess data

IR

LSTM-Autoencoder

Calculate recon-
struction error

No Reconstruction

error>Threshold?

Label as anomalous

Figure 2. Flowchart of the anomaly detection process.
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Figure 2 presents, the Real-time anomaly detection flow diagram based on the
LSTM-Autoencoder model. Network packets are collected, transformed into se-
quences, processed by the LSTM, and reconstructed by the Autoencoder. The re-
construction error is compared to a threshold to generate an alert if an anomaly

is detected.

5. Experimental Setup

Our approach was evaluated in a realistic Edge-IoT setting using low-resource
hardware. Platforms Used:
e Raspberry Pi 4 (4 GB RAM)
e Operating System: Ubuntu 22.04 LTS
Software Tools:
Python 3.10

TensorFlow/Keras

Scikit-learn

Wireshark (network capture)

Datasets:

TON_IoT: Synthetic IoT traffic simulating multiple services and protocols.
NSL-KDD: Enhanced version of the KDD’99 dataset.

Evaluation Metrics:

e Accuracy
e Recall
e FI1-Score
e Detection Time
e CPU/RAM Usage
With the experimental setup defined, we now present the obtained results and

a comparative discussion.

6. Results and Discussion

This section presents the experimental performance of our LSTM-Autoencoder
model, primarily evaluated on the TON_IoT dataset, and compared to classical
approaches such as Snort, CNN, and Random Forest in an Edge context (Rasp-
berry Pi 4).

6.1. Model Training Curve

The first curve (see Figure 3) illustrates the evolution of the loss function MSE
(Mean Squared Error) over 50 training epochs. A steady decrease in MSE is ob-
served for both training and validation phases, indicating the model’s strong
learning capability. The gap between the two curves remains narrow and stable,
suggesting no overfitting. This confirms that the model generalizes well to nor-
mal network traffic sequences, a critical prerequisite for reliable anomaly detec-

tion.
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Figure 3.

Epochs

Learning curve of the LSTM Autoencoder.

6.2. Reconstruction Error and Anomaly Detection

The second curve (Figure 4) illustrates the reconstruction error across the cap-
tured network traffic. The anomaly threshold (dashed red line) was empirically
defined as the mean reconstruction error plus a standard deviation factor. Points
above this threshold are classified as anomalies. This visualization demonstrates
the model’s sensitivity to abnormal network behaviors. Most traffic falls below the
threshold, indicating sequences classified as normal. Conversely, notable peaks
above the threshold, particularly in later phases, highlight the model’s ability to
detect anomalies, including potential Zero-Day attacks.

0.025-

0.020+

0.0154

0.0104

Mean Squared Error

0.005+

0.0001

—— Reconstruction Error
=== Anomaly Threshold

Figure 4.

0 5000 10000 15000 20000
Sample index

Reconstruction Error with Anomaly Threshold.

6.3. Quantitative Performance

Table 1 below, presents a comparison between our proposed LSTM-Autoencoder
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model and three classical IDS systems: Snort, CNN, and Random Forest. The re-
sults highlight the superiority of our approach in terms of precision (97.2%), F1-
Score (96.0%), and false positive rate (1.2%). Moreover, our model exhibits very
low detection latency (0.9 s) and optimized resource usage (38% CPU usage and
only 195 MB of memory). Finally, the system demonstrates excellent capabilities
in detecting zero-day attacks, unlike traditional solutions. These performances
make our model particularly suitable for energy- and memory-constrained Edge-

IoT environments.

Table 1. Comparing our Approach with classical IDS Systems.

. CPU Zero-Day

Model Precision F1-Score FP Rate Latency RAM .
Usage Detection

Snort 80.2% 77.4% 5.8% >2s 55% 320 MB Low
CNN 89.1% 869% 3.6% 1.6s 50% 400 MB Moderate
Random Forest 91.3% 89.7% 3.1% 1.3s 48% 360 MB Moderate

LSTM-AE
(Ours) 97.2% 96.0% 1.2% 09s 38% 195MB  Excellent
urs

6.4. Mathematical Error Analysis

An analysis of false positives (FP) and false negatives (FN) reveals the following:

o TFalse Positive Rate: 1.2%, primarily linked to atypical encrypted traffic spikes
(e.g., non-standard TLS).

¢ False Negative Rate: 0.8%, observed in short or noisy sequences. This remains
well below the operational tolerance threshold (<2%).

o Threshold Robustness: The use of an adaptive threshold based on the Peaks-
Over-Threshold algorithm improves detection stability in dynamic environ-

ments.

6.5. Discussion

The low resource usage of the proposed IDS has significant practical benefits for
real-world deployment. With a power consumption of only 1.8 W, the system can
operate efficiently on battery-powered IoT devices, even in remote or resource-
constrained environments where continuous power supply is unavailable. Addi-
tionally, the lightweight memory footprint (<200 MB) allows the system to be de-
ployed on fog nodes or embedded devices within dense sensor networks without
overloading their computational capacity. These characteristics make the model
highly suitable for scalable and autonomous security solutions in Edge-IoT infra-

structures.

7. Conclusion and Future Work

In this paper, we proposed a lightweight, intelligent, and self-adaptive intrusion
detection system (IDS) specifically designed for Edge-IoT environments. By com-

bining the temporal capabilities of LSTM networks with the reconstruction power
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of Autoencoders in an unsupervised architecture, our approach effectively detects
anomalies, including zero-day attacks, without requiring predefined signatures or
labeled data.

Experimental results, obtained on the TON_IoT and NSL-KDD datasets and
validated on embedded platforms like Raspberry Pi 4, confirm the model’s robust-
ness and relevance. Compared to classical approaches such as Snort, CNN, or Ran-
dom Forest, our solution demonstrates superior accuracy, reduced latency, and
significantly optimized resource consumption.

This work contributes to the broader effort to secure embedded systems in crit-
ical domains (healthcare, industry, energy), where performance and reliability con-
straints are particularly stringent.

Future Work: Future research will focus on automating attack responses via
smart contracts, enabling continuous adaptation to dynamic environments, and

validating the system on real-world data.
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