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Abstract

Over the last decade, the rapid growth in traffic and the number of network
devices has implicitly led to an increase in network energy consumption. In
this context, a new paradigm has emerged, Software-Defined Networking
(SDN), which is an emerging technique that separates the control plane and
the data plane of the deployed network, enabling centralized control of the
network, while offering flexibility in data center network management. Some
research work is moving in the direction of optimizing the energy consump-
tion of SD-DCN, but still does not guarantee good performance and quality
of service for SDN networks. To solve this problem, we propose a new
mathematical model based on the principle of combinatorial optimization to
dynamically solve the problem of activating and deactivating switches and
unused links that consume energy in SDN networks while guaranteeing qual-
ity of service (QoS) and ensuring load balancing in the network.
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1. Introduction

The development of intelligent connection equipment because of Industry 4.0
has led to rapid growth in traffic and the number of network devices, resulting in
increased energy consumption in networks [1]. As a result, more and more
companies are using Software Defined Networking (SDN), an emerging tech-
nique that separates the control plane and the data plane of the connected de-

ployment network, enabling centralized control of the network while offering
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flexibility in network management, to solve the energy problems of data center
networks [2]. Energy consumption is a significant part of the total cost of infor-
mation and communication technology [3]. Computer network equipment is
designed to handle network traffic; however, the level of use of the device is not
necessarily proportional to the energy it consumes [4]. For example, DCNs do
not always operate at full capacity, but the fact that they support lower loads
means minimal energy consumption. It has been shown that the DCN consumes
too much energy unnecessarily when it is not fully loaded. Some research work
is moving in the direction of optimizing energy consumption, but still does not
ensure good performance and quality of service of the DCN network [5]. There-
fore, we propose a new mathematical model based on combinatorial optimiza-
tion principles to dynamically solve the problem of switch activation and deac-
tivation as well as idle links and zero energy consuming activity in the DCN
network, while guaranteeing Quality of Service (QoS) constraints. And ensuring
load balance in the network. Part 2 presents different mathematical models. The
problem statement is presented in Section 3. The proposed model is presented in
Section 4. We conclude by summarizing the main contributions and highlight-

ing some future directions in Section 6.

2. Related Works

This section of our paper presents important recent work that has used integer
linear programming to solve the problem of optimizing energy consumption in
SDN networks. To minimize power consumption in SDNs, Kra et al [6] pro-
posed a mathematical model in the form of an integer linear program. This
model involves turning ports on and off at certain intervals to minimize power
consumption. This model is flexible and can double the energy savings at port
and link level, but does not take into account switch switching or load balancing
in the network. A traffic-sensitive mathematical model for making energy con-
sumption proportional to traffic in SDN networks was proposed by Assefa and
Ozkasap in [7]. This model presents a multi-objective function that minimizes
the total energy consumption of switches and links. The problem to be solved is
defined as the allocation of links and switches for each flow. It is true that this
model shows a significant reduction in energy consumption, but it does not take
into account certain parameters such as timing, the elimination of redundant
paths and, above all, load balancing in the network. Wu et al. in [8] presented a
model similar to the previous one, but this time applied to SDN-based data cen-
ter networks. The energy-efficient routing problem is modelled as a mixed-integer
linear problem, which aims to minimize the network energy consumption ac-
cording to the flow demand of the data center network. This model considers
network redundancy by defining redundancy parameters within a limited frame-
work to manage potential bandwidth emergencies. But it offers average re-
quirements in terms of quality of service and load balancing. Lu et al in [9] also
presented the energy optimization problem in SDN-based data centers as an in-

teger linear program that also aims to minimize the number of switches and
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links activated to meet the traffic demand. This model takes into account traffic
variability and uses multipath routing to satisfy flow allocation QoS in high traf-
fic situations. In addition, the model presented does not take into account load
balancing or end-to-end latency. Torkzadeh et al in [10] proposed a model that
minimizes energy consumption in SDN data centers and takes into account QoS
parameters such as latency and packet loss rate. In addition, the link load bal-
ancing model in the network was added to the model, making the proposed
model multi-objective. Nsaif ef al in [11] proposed an integer linear program-
ming model for traffic-aware routing that minimizes the number of active links
in order to minimize energy consumption. The model takes into account the
correlation between links and traffic. In addition, this model does not take into
account load balancing and the deactivation of under-used switches. Most of the
above work uses integer linear programming to solve the energy optimization
problem. Our contributions include the consideration of additional parameters
such as time, bandwidth and the elimination of redundant paths. To avoid net-
work congestion, we will ensure load balancing in the data center network.

3. Energy Consumption Model Based on Ear
(Energy Aware Routing)

To reduce energy consumption in SDN data centre networks, we propose a
model for optimising energy consumption based on EAR (Energy Aware Rout-
ing), which is a type of routing suitable for reducing the amount of energy. For
data centres, a traffic-aware approach can save up to 50% energy during periods
of low load [4]. The aim is to direct traffic to the most energy-efficient links
while maintaining the required performance and quality of service. The basic
idea behind (EAR) is that during periods of low traffic (e.g. at night), traffic re-
quests can be routed via a subset of the network’s links and switches while main-
taining connectivity and quality of service. In this way, the links and switches ex-
cluded by the routing path can be put to sleep to save energy. We propose a
general optimization model that determines the energy capacity of SDN from a
traffic perspective, where the main energy-saving components considered are
links and switches. Our proposed model collectively minimises the number of
switches and links used to carry network traffic. For us, this will involve auto-
matically putting idle switches and links into sleep mode as a first step, and then
minimising the number of active network devices in order to minimise network

energy consumption.

3.1. Graph Modelling of the Problem

We begin by presenting a few notations that will be used in the rest of the docu-
ment. This notation is used below to construct our optimization model.

C The switches in the network where 7 with (i € C ) represents switch 7

L: The links in the network where ((i, j)e L;i# j ), represents the link be-
tween switches 7and .

1: Total number of switches in the network.
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C,j: The bandwidth or capacity of the link connecting switches 7 and ;j with
i=].

E; : Power consumption by switch 7/ when it is activated.

E; : Energy consumption of the link between switch 7and jwith (i j).

FE All network flows f eF .

fij = (sr, ds, A, ): flows between switches /and J.

@, : Binary variable. If @, =1 then switch 7is enabled; otherwise @, =0.

o, : Binary variable, if o; =1 then a link between switches 7and / is activat-
ed, 0 otherwise.

In this paper, we consider the FAT TREE data centre network as a weighted
directed graph G =(C,L) where C={1---,n} represents a finite set of nodes
(switches) in the graph; ((i, j)e L;i# j) represents a finite set of arcs (links)
between switches, where each link is used for communication in both directions.

Figure 1 shows two switches 7and jinterconnected by an (i, j) link.

link (i, })
Switch ": ¢
i

Switch
J

Figure 1. Representation of the link between two switches.

3.2. Network Model

The network topology is modelled using a weighted directed graph G =(C, L)
with a set of vertices C, and a set of edges L. Each node is an OpenFlow switch
and a switch is represented by the letter i The role of each switch is to transmit
information according to the path chosen by the network controller. Each edge
of the graph is a link. The transmission of packets between two ports forms a
link. The link between switches 7and jis called (i, j) . The links and switches in
the network can be in ON or OFF mode.

We define the binary variables @, and o;: @ to specify the current mode
of the switch. is 1 if switch 7 is ON, 0 otherwise. Furthermore, the variable o
specifies the mode state of the link between two connected ports. oy =1 if the
link between switches 7and jis active and 0 otherwise.

We define another binary variable f; to identify flows on the DCN topology.
A flow represents a group of packets with the same source and destination ad-
dresses, using the same link to reach the destination.

The variable fij takes the value 1 if the flow fcrosses the link (i; j) with
(i#j) and the value 0 otherwise. The link utilisation matrix, U is constructed
by considering the utilisation of each link. DCN traffic is represented by the set
of flows I, where each f el is defined as f; :(SI’,dS,ﬂpf ) Source and des-
tination switches are represented respectively by sr and ds. A, transmission
rate of fpackets measured in bits per second.

In this model, we consider links and switches as the main energy-consuming
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components of the network. Our deployment model allows them to be dynami-
cally enabled and disabled to save energy. To support distributed traffic, the
model uses the smallest possible set of active links and the fewest possible
switches. Our optimisation model considers the following features:

1) For the sake of simplicity, the model parameters are based on the state of
the network at a given time.

2) The model is defined as a problem of flows of various commodities.

3) the problem is defined as allocating links and switches to each flow while
minimising the total number of active links and switches.

4) Given the model formulation and parameters, the result of the optimizer is
a list of active links and switches for each flow f eF .

5) In our model, we assume that all links have the same energy consumption
and that this is a fixed constant. Switches also have a similar constant energy

consumption. In other words, and are constants in our problem.

3.3. Mathematical Formulation of the Problem

We formulate the SD-DCN energy optimisation problem as an integer linear
programme (ILP). To better characterise the problem, we define binary variables
for each switch and link in the network.

o, : Binary variable indicating whether switch 7is active (1) or on standby (0).

B 1, if the Switches i is activated
"0, otherwise

0y : Binary variable indicating whether the link between switches 7and jis ac-
tive (1) or not (0).
1, if a link between switchesi and j is activated
i {0, otherwise

f;; : Packet flow over the link between switches et /.
The optimisation problem described at the beginning of this section can be
modelled as follows:
A n n n
min| > o, -E+) Y o;-E (1)
i=1 i=1 j=Li=]j
At the same time as relation (1), certain constraints are necessary to meet the
limitations of the problem.

Vi; j jamong the switches, with, i= j,

a)|+a)j—1£0'ijﬁa)i;0'ij£a)j 2)
> o <K (3)
i=1
fy <Cjoy, Vi jeti= ] 4)
3 =k, VkeSuT (5)
i=k j=k
fy— 3 fo2D,, V(st)eSxT (6)
ji(s. j)elink ix(i,s)elink
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fi— D f; 2D, V(st)eSxT (7)

ix(i,t)elink j(t, j)elink
;<Y 05D O Vi ©)
w; < Ziﬂ.( fi +f; ) , Vj isneither source nor destination 9)

Relation (1) is made up of two terms; the first term represents the energy
consumption of the links traversed by a network flow, and the second term con-
cerns the energy consumption of all the active switches in the network. Con-
straint (2) concerns network connectivity. Constraint (3) stipulates that the con-
troller cannot simultaneously manage a certain number of switches more than
the maximum capacity. The constraint is given in Equation (4), which represents
the flow constraint and states that the total packet throughput between two
switches cannot exceed the capacity of the link. Constraint (5) represents the
flow conservation constraint and states that the number of incoming and out-
going packets for switches that are neither the destination nor the source of the
flow must be equal. Constraints (6) and (7) are path constraints for the source
and destination and indicate that the flow from the source switch must reach the
destination switch. Constraint (8) ensures that no flow passes through an idle
switch. Constraint (9) states that if no flows pass through the links connected to
a given switch, the switch will be disabled.

Relation (1) is made up of two terms; the first term represents the energy
consumption of the links traversed by a network flow, and the second term con-
cerns the energy consumption of all the active switches in the network.

Constraint (2) concerns network connectivity. Constraint (3) states that the
controller cannot simultaneously manage a certain number of switches in excess
of the maximum capacity. The constraint is given in Equation (4), which repre-
sents the flow constraint and states that the total packet throughput between two
switches cannot exceed the link capacity. Constraint (5) represents the flow con-
servation constraint and states that the number of incoming and outgoing pack-
ets for switches that are neither the destination nor the source of the flow must
be equal. Constraints (6) and (7) are path constraints for the source and destina-
tion and indicate that the flow from the source switch must reach the destination
switch. Constraint (8) ensures that no flow passes through an idle switch. Con-
straint (9) states that if no flows pass through the links connected to a given
switch, the switch will be disabled.

4. Design of the Algorithm

The optimization problem described in the previous section can be solved us-
ing optimization software such as CPLEX or Gurobi [9], but the computation
time increases exponentially with the size of the network. In a real network
scenario with hundreds or thousands of nodes, it is difficult to compute the

optimal solution in a limited time, especially with a large number of traffic re-
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quests.

Our problem solving is based on the EAR technique, which is a multi-objective
problem and therefore consists of finding the set of paths that minimizes the
number of network links and switches. The solution we propose is an algorithm
for finding this set of paths. Let’s assume that the network contains switches. If
we compute all the paths in the network, then the time complexity of the algo-
rithm is O(n!) [12]. Various algorithms and methods such as dynamic pro-
gramming, interactive methods, evolutionary algorithms, etc. have been deployed
and studied to solve this type of problem. We propose a heuristic to solve the
problem. This heuristic is divided into two parts: the first stage takes as input, at
a given time, the initial topology of the FAT TREE data center, the state of the
links and switches and provides as output a subset of active links and switches
which is in fact a basic topology responsible for routing. In the first phase, using
the SDN controller’s monitoring module, all inactive switches and links are de-
activated to make way for the sub-topology responsible for the traffic, as shown

in the algorithm below.

Algorithm 1. Heuristics for building an energy-efficient sub-topology.

Input: Topology SD-DCN (FAT TREE),
Link capacity: W
Link status: Link_statut
Switch status: Switch_status
Output: Sub-topology (Set of enabled switches and links)
Until Link_statut==0 Do
1. Deactivate the link
End Until
2. Until Link_statut==0 Do
3. Deactivate the link
End Until
4. For all links;
5. List activated links
EndFor
6. For all links Do
7. List links actived
EndFor
8. Return a sub-graph of all activated links and switche

The second phase will involve the installation of flows through different con-
duits. To avoid network congestion based on the initial topology and ensure
good quality of service, our algorithm redirects certain flows and balances the
network load (Algorithm 1).

In Algorithm 2, we use the first Find Paths function on line 1 to initialize an
empty path list. On lines 2 and 3 for each node in the topology, it checks the
neighbors of that node. On lines 4 and 5, if the capacity between the node and its
neighbor is less than or equal to the capacity of the link, it calls the Find Paths
function. On lines 6 and 7, if a valid (non-empty) path is found, it is added to the
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list of paths.

Algorithm 2. Energy-saving traffic management algorithm.

Input: SD-DCN (FAT TREE) sub-topology: newTopology
Link capacity: W
Set of paths: Epath
Set of possible paths: Epossible_path
Traffic matrix: MT
Output: Set of candidate paths for routing flows
1. Function findPaths (newTopology, Link capacity):
Paths <- @
. For each node in newTopology:
. For each node neighbour:
. If capacity(node neighbour) < Link Capacity:
Path <- FindPath(node, neighbour, capacity Link)
. If Path = @:
. add path to paths
. Return Paths
. Function FindPath(node, neighbour, capacity Link):
10. Path <- [node]
11. current node <- node

VP NU AW

12.Until current node # neighbout:

13. Find <- False

14.For each nextNode in neighbours (Currentnode):
15. If capacity(currentNode, nextNode) < Linkcapacity and nextNode isn’t in
the Path:

16 add nextNode to path

17. CurrentNode <- nextNode

18. Find <- False

19. Getting out of the loop For

20. If not find:

21. Return @

22. Return path

For the second function from line 9, takes as parameters the node, the neigh-
boring node and the link capacity. It initializes a path with the starting node
(line 10). It analyses the neighbors of the current node to find a valid path to the
target neighbor (lines 11 to 13). Then, if a valid path is found, it will be returned.
Otherwise, the function returns an empty set (indicating no path found) from
lines 14 to 22.

5. Simulations and Results

In this section, we describe the evaluation of our energy approach and analyze
the results obtained. We used the linear programming solver Gurobi Optimizer
[13] to evaluate the performance of the ILP model and the heuristic algorithm
developed in Python. All calculations were performed on a computer equipped
with an Intel Core i7 at 2.80 GHz and 16 GB of RAM. We ran our simulation
using a FAT TREE topology with k=4.
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To illustrate the energy savings achieved by the algorithm, we define the per-
centage of energy savings as an indicator of energy savings. We define an energy

savings index E.S(%). It is given by this formula:

E.S(%) = (1— (Energy Obtained )/(Initial Energy))=100

In our experiment, the percentage energy saving is a function of the number
of active switches and links in the network for the initial topology and then it is a
function of the number of flows in the network, 7.e. the new topology responsible
for the traffic at a given moment. It should be noted that this topology changes
at each instant due to the random state of the links and switches. We assume
that each link (i, j) has the same energy consumption E; =0.6kW and that
each switch consumes the same power E, =3kW [14]. This table shows the
variation in the number of switches and links activated from the initial topology.
Consequently, the variation in energy consumption before data transmission.
Our algorithm for building a sub-topology proves to be energy-efficient, as can
be seen from Table 1.

Table 1. Variation in energy after generation of a sub-topology.

Energy obtained after

Instances  Initial topology energy ; .
applying Algorithm 1

Ratio E.S (%)

1 79.2 55.8 29.54
2 79.2 54.6 31.06
3 79.2 64.2 18.93
4 79.2 56.4 28.78
5 79.2 54 31.81
6 79.2 49.8 38.03

Figure 2 shows an example of an initial topology to which we apply our
sub-topology algorithm. The aim is to deactivate (put to sleep) these inactive
switches and links in red, which are consuming unnecessary energy. Activated

switches and links are shown in green in Figure 2.

Figure 2. An initial FAT TREE k=4 topology.
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The graph below clearly shows a reduction in energy consumption after disa-

bling inactive links and switches at a given time in the FAT TREE network with

k =4 . This reduction has an average energy saving ratio of around 29.7%. This

energy reduction is shown in Figure 3 below.

Variation in energy consumption

801 o < > < < o)
75
o 70
[4)
£
2
: -
S 65 N
> // N
5] / \
|.|=.| 60 T // \
551 E"“‘*-~ﬁ»ﬁ/ —
—o— |Initial Energy \\\\
50+ —#=— Energy consumed after algorithm 1 u
1 2 3 4 5 6

Figure 3. Graph of variation in energy consumption for Algorithm 1.

In the second part of our simulations, we will apply Algorithm 2 to our new
traffic management topology. To evaluate the effectiveness of our algorithm, we
compare the energy savings ratio as shown in Table 2, the algorithm for mini-
mum energy consumption in the framework of the Random-order Demand
Minimum Energy Consumption (RD-MEC) strategy of the author [9] with our
own under the same experimental conditions, ie. we use the same FAT TREE
topology with k=4 and the same proportions of elephant-mouse flows (1:9)
and (2:8) generated randomly.

Table 2. Comparison of the RD-MEC algorithm and the H2ES algorithm in the propor-
tion (1:9).

Instances  Number of Flows Energy Saving Ratio H2ES Energy Saving Ratio
RD-MEC (%) (%)
1 100 35 38.63
2 200 35 36.1
3 300 34 35.2
4 400 33 334
5 500 30 30
6 600 27 28
DOI: 10.4236/0japps.2024.148149 2232 Open Journal of Applied Sciences
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The graph in Figure 4 below compares the energy-saving ratio of the RD-MEC
algorithm and our algorithmic approach in proportions (1:9).

Comparison of energy saving ratio

40 1

0 [ 4-pod.RD-MEC

B 4-pod.H2ES
35
= 30 1
ol
g
S 251
©
7]
5 20
(]
c
m =
.<_3I 15
&
10 1
5 -
0 -d
100 200 300 400 500 600

Number of flow (elephant flow : mouse flow = 1:9)

Figure 4. Energy saving ratio as a function of the number of flows (1:9).

The graph above shows that our algorithmic approach has a much higher ra-
tio than that of the author [9]. With regard to the number of flows in the pro-
portions (2:8), we obtain Table 3.

Table 3. Comparison of the RD-MEC algorithm and our H2ES algorithm in the propor-
tion (2:8).

Instances Number of flows Energy Saving Ratio RD-MEC H2ES Energy Saving Ratio

1 100 25 25.63
2 200 35 28.1

3 300 30 32.2

4 400 25 27.8

5 500 15 17.3

6 600 10 11

The graph below in Figure 5 compares the energy saving ratio of the RD-MEC
algorithm and our algorithmic approach in the proportions (2:8).

In the end, our algorithm is no worse than the RD-MEC approach. It provides
an average energy saving ratio of 23.67% in the case where the number of ele-
phant flows: mouse flows (1:9) is 0.34% higher than that of RD-MEC.

For the proportion of elephant flows: mouse flows of (2:8) we observe an en-
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ergy saving of 33.55%, ie. a ratio of 1.22% above the energy saving ratio of the
author [9].

= 4-pod.RD-MEC
B 4-pod.H2ES |
100 200 300 600

400 500
Number of flow (elephant flow : mouse flow = 2:8)

w
(3]
!

w
o
L

N
(3]
!

gy Saving (%)
N
o

Ratio_Ener

Figure 5. Energy saving ratio as a function of the number of flows (2:8).

6. Conclusion

In this article, we propose a mathematical model based on integer linear pro-
gramming. This model makes it possible to reduce energy consumption in data
centre networks by disabling network links and switches. Our model integrates
all QoS parameters. Through our proposed heuristic for solving the model, the
set of paths found for dynamic routing of data flows minimizes the energy con-
sumption of FAT TREE data center. However, we intend to work on further im-
proving QoS using machine learning algorithms. Our ultimate objective is to use
the results of our simulations to implement the system in a real enterprise envi-

ronment.
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