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Abstract

The project’s general objectives were to develop a system that intercepts
drones using audio and radio frequencies. This project provides a complete
solution, integrating state-of-the-art passive and active detection technologies.
We have produced a prototype and field-tested the technology; we are heading
toward developing a market-ready model after completing a Patent request.
We aim to have an Anti-Drone system that can operate stealthily without
emitting eM noise. The innovative use of Sodar and Beamforming devices
makes our system unique and operable to protect a predefined perimeter in
the most different conditions.
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1. Introduction

1.1. Early Events

On July 15, 1849 drones as a military tool were first flown by the Habsburg Austrian
Empire launched against the citizens of Venice. 200 pilotless balloons armed with
bombs flew over the skies of Venice [1]. The same strategy was adopted by both
the Union and the Confederate Armies during the American Civil War. Balloons
loaded with explosives and time-sensitive triggers were sent over their opponents;
however, these attacks did not determine the fate of any battle [2].

In 1930, the British Royal Navy developed a radio-controlled drone that it used
as a flying target for training its pilots [3].

Between Nov. 1944 and Apr. 1945, Japan released more than 9000 bomb-laden
balloons across the Pacific, intending to cause forest fires and panic in the Western

United States in Operation “Fu-Go”. Most balloons caused minimal damage or
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fell in the Pacific Ocean, but more than 300 entered the U.S. and Canadian skies.
The U.S. government, in concert with the American press, decided to keep the
Japanese balloons a secret. Hence, the Japanese believed the tactic was ineffective
and abandoned the project [4].

Companies have developed dozens of drone models, ranging in size from large
solar-powered fixed-wing aircraft to small hummingbird-mimicking helicopter-
like drones. They all have a wide variety of capabilities and cost from $600 to at
least $103.7 million per drone. In 2013, the starting price for a weaponized drone
was about $15 million [5].

The two most widely used weaponized drones have been the MQ-1 Predator
(which the U.S. military officially retired on Mar. 9, 2018) and the upgraded MQ-
9 Reaper, both developed by military contractor General Atomics Aeronautical
Systems. The Predator drones were first flown in June 1994 and deployed by
NATO in 1995 in the Balkans during the Bosnian War (1992-95), while the Reaper
was first deployed in Oct. 2007 in Afghanistan [6].

Drones are rapidly proliferating. Over 90 countries and non-state groups oper-
ate drones today, and even more are certain to do so in coming years. These actors
are beginning to employ drones in novel ways according to their interests, oppor-
tunities, and constraints. As drones move beyond a niche capability used for sur-
veillance and strike to an integral component of modern militaries, they could
have an unanticipated impact on crisis stability, escalation dynamics, and norms

regarding state sovereignty.

1.2. Perimeter Security

As drone technology keeps evolving at lightning speed, it introduces new and
complex challenges to drone perimeter security, fundamentally altering the land-
scape for critical infrastructure protection. What is perimeter security? Perimeter
security is the first line of defense for safeguarding physical spaces, assets, and
infrastructure. It involves a strategic arrangement of barriers, surveillance, and
detection systems to monitor and control access to a defined area, typically around
critical infrastructure or restricted facilities.

Effective drone perimeter security relies on technologies like cameras, motion
detectors, and sensors, as well as advanced tools like radar and radio frequency sys-
tems to detect unauthorized access or breaches. In today’s environment, with the
rise of increasingly sophisticated drones threats, perimeter security also includes
counter-UAS measures and Al-driven surveillance to address evolving risks.

Rapid response when drones cross protected perimeters, either through an un-
intended breach or for malicious purposes, every second matters. When drones
are capable of causing significant damage or scoping targets before a theft, closing
the window of vulnerability continues to remain a high priority.

However, many commercial drones are now able to reach incredibly high top
speeds (currently meeting an average of 50 mph). They can also bypass secure

perimeters and enter secure airspace exceptionally quickly. This presents security
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teams with the task of responding to new risks in essentially real time.

1.3. Intelligent Onboard Systems

With onboard intelligence equipping drones with the benefits of Al it is no longer
necessary for human pilots to control drones. For law enforcement teams, this
presents a new challenge, how to identify the drone’s owner if there’s no location
data available to be intercepted.

This is an ongoing concern and one that we are actively involved in tackling
through our close collaboration with UK law enforcement, defense research, and

other sectors.

1.4. Drones Can Harm

Drones can cause significant harm to people, property, or wider environments,
such as when entering the turbines of passenger jet engines or falling from great
heights into crowded areas. There are several documented incidents of drones
causing bodily harm and more.

Drones are also capable of presenting other forms of unique harm to security.
Their use for smuggling illegal contraband into prisons has already been flagged
as a serious risk, while new abilities for deploying payloads through various
means, including chemical dispersions, are a constant battle for security teams

(Table 1).

Table 1. Type of harm depending on drone size.

Threats Mapped to Types of Drones

Types of Drones Privacy Physical Attacks Crime Cyber Attacks
Video Carrying Surveillance
Streaming Equipment
N Targeting h f
ano Targeted assassination argetng o'mes or
(90 m range) burglaries
3D mapping using a radio
. transceiver MITM attacks Carrying radioactive . .
Micro . Smuggling goods into
(5 km range) against cellular networks sand- and prison yards
& Tracking a person chemicals/biological Y
according to his/her devices
Hijacki dio-controlled Establishi
Mini Carrying a bomb colliding Ua? 11 racio vcon rore stablishing
>/ v . . devices smuggling goods a covert
(25 km range) with an airplane ;
between countries channel
Swarm Multiple casualty incidents Cyberwarfare

1.5. The Reaction

A wide range of counter-drone solutions has been proposed, from conventional

radar to using trained eagles to attack the aircraft. Spectrum RF monitoring to
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detect and geolocate drone control signals is one solution that has become popular
in recent years. Spectrum RF monitoring has also been developed as an essential
technique in a comprehensive counter-drone system. However, active radar tech-
niques may not be used, such as when the drone flies at a few meters altitude from
the ground or in airport proximity where interferences with control tower com-
munications must be avoided, or when RF techniques fail because the drone flies
in unattended & GPS driven silent mode, minimizing its RF emissions, the Audio
methods may provide the ancillary (proper) solution. Indeed, whatever the drone
may try to camouflage, such as its radar reflectivity, or minimize its RF emissions,
it cannot avoid those significant turbulences and large detectable signals unavoid-
able to sustain its weight in flight. Moreover, the audio signal signatures generated
by the multiple number and complexity of the rotors may provide an actual mean

for their classification.

Table 2. Anti Drone most used techniques.

Technique Pros Cons

e Can detect drones without any
RF control signal

. e Can cover a wide range of . .
Audio . . . e Interference prone in very noisy

. installation from single .
Detection environments

buildings to major airports
e Short to long-range depending
on the number of “towers”.

e Most small drones produce very
little heat

e Most airborne vehicles (not
drones) are heat sources, as well

Infrared e Can detect drones without any as big birds
Detection RF control signal e Not operable with the Sun in the
background
e Limited range
e Operational difficulties (like
optical & lidar detection)
¢ Difficult to detect low flying
e Can detect drones without RF drones
Radar . e
. control signal Problems distinguishing from
Detection .
e Long-range other small objects
EM Electromagnetic interference
e Long-range in absence of Requires drone to be emitting
Radio background RF noise RF signal (i.e. amateur or
Frequencies e Can locate controller and drone commercial drones)

RF Detection

Lends itself to signal jamming
and intercept

Autonomous drones cannot be
detected
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Drone UTM (Unmanned Aircraft
Utilization BEECURIEHTRERERENEL)] e
P g
4

Measurement and
inspection

Standardization of

related technologies

As the number of drones flying in the sky, dangers and risks also rise in parallel.
Technologies capable of finding, tracking, and alerting will score the highest gains
in the coming years. The existing solution for this kind of threat is typically the
use of anti-air missiles but wasting an expensive missile on an inexpensive drone
is not scalable and poses a threat to the nearby area, so anti-drone detection sys-
tems are the solution. The global anti-drone market is segmented based on system,
technology, and end-user. By type, the market is categorized into neutralizing and
detection systems. The neutralizing system segment is classified into laser, drone
rifles, jamming, drone capture nets, and interception. The detection system seg-
ment includes active optics, passive optics, RF emissions, radar-based, and acous-
tics. The technology segment comprises electronic, laser, and kinetic systems. By
the end-user, the market includes government, military and defense, commercial,
critical infrastructure, households, public venues, and others. Following Table 2
describes the vast applications that need an Anti-Drone Detection System with
low-height flights.

Today in the market, producers of all-acoustic devices use a microphone array
to detect drones by analyzing the noise of the rotors or detect drones based on
comparing a drone’s captured acoustic signature with other signatures stored in a
database of previously collected sound signatures, none use the combination of

passive and active listening using SODAR technology (S3 exclusive technol-
ogy).

1.6. Current Unsolved Issues

¢ No identification of low-flying UAVs and drones

e Avoidance of interferences with control tower communications (for example
Airport proximity). No identification of drone flies in un-attended & GPS-
driven silent mode, minimizing its RF emissions. Radio Frequency techniques
fail (Figure 1).

Research and Agriculture
development support |

szzzeenel)

o O

o MW
Legal and regulatory
consideration

Figure 1. Drone fly zones and utilizations [7].
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2. Method (Technical Approach and Solution)

Our technical objectives were to exploit a system that intercepts drones using au-
dio and radio frequencies.

Our final goal was to provide a complete solution, integrating state-of-the-art
passive and active detection technologies with an optional, commercially availa-
ble, jamming active counter system that can completely stop communications and

onboard GPS signal processing.

2.1. The Project Developed through the Following General
Objectives (GO)

Go I: To design, develop, and certify a commercial demonstration model (DM)
for intercepting drones where the DM will be used to verify the efficiency of the
target identification algorithms and assess the Audio & Radio frequency antenna
layout configuration and orientation. This development will conclude with a local
test campaign to verify the performances and finalize all the interface aspects in
similar environmental conditions. The achieved results will be consolidated via a
critical design review, which will clarify the needed upgrades of the DM to be pro-
moted as the following final model.

Go II: To design, optimize, and produce an upgraded version of the DM into
the final deliverable mast model, namely the Final Model, herein FM, which will
fulfill all the given user requirements, including customer-required camouflaging.
So far, the FM will be simply an upgrade and ready-for-market model of the DM,
supporting the complete set of the expected system mast and running the final
validated software on the Central Station. Part of the DM hardware will be part of
the FM hardware.

Go III: To promote and commercialize a system named ANDROS, to the global
market to trigger potential customers and attract further investments. To develop
system procurement and production capabilities in Cyprus. Training of engineer-
ing team(s) capable of assembling, integrating, and installing the required system
on-site. After installation, the team will test the overall system, guarantee the per-
formance commissioning, and provide clear instructions, tutorials, and proce-

dures for daily operations.

2.2. Technical Solution

An innovative integration of passive long-range acoustic detection with the use of
an adapted SODAR (Sonic Detection and Ranging system) and short-range high-
resolution detection & beam forming.

The goal is to detect drones at a distance of up to 1.0 km, below the radar level.

The system needs to be modular and much cheaper than a radar system. It also
needs to be capable of operating day and night and remain undetectable by drones
(passive, non-emitting).

Furthermore, the system must be discrete and stealthy, and not interfere with

existing infrastructure operating EM systems at various wavelengths.
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A “sodar,” is an acoustic pulse-echo probe that mimics in the acoustic wave-
lenghts domain a radar. The first sodars, which appeared in the early 1970s, emit-
ted an acoustic pulse in a single vertically pointing beam as shown in Figure 2.
The sodar geometry shown, with the acoustic source and receiver collocated, is
common and is known as a “monostatic” sodar (A less common geometry has the
receiver separated horizontally from the transmitter and is called a “bistatic” so-
dar).

Scattering
volume

Incident
— beam

Figure 2. Sound Detection and Ranging—SODAR It can operate in passive (just listening)
or active (sending sound pulses and listening to the echoes) mode [8].

With monostatic a SODAR, the part of the acoustic wave scattered back toward
the ground, the echo, is detected using the same transducers that produced the
prime wave. The principle of a SODAR (sonic detection and ranging) is to trans-
mit acoustic waves vertically and measure the backscattered signals. The backscat-
tered signals are affected by temperature and humidity fluctuations in the atmos-
phere. By analyzing the Doppler shift in the backscattered signals, Sodars can
measure wind speed, temperature structure, and other atmospheric properties.
This is the prime utilization of Sodars, and their dimensions are very sizeable. We
are using the same principle to detect fast-moving flying objects but using an ul-
tra-miniaturized version of the apparatus.

In fulfillment of the above requisites, we have integrated a high-reliability active
& passive Audio automated system, coupled with the most recent RF receivers,
capable of successfully detecting and tracking drones without interfering with
ground infrastructure tracking and communications systems. This is an inte-
grated market-ready solution having a vast RF jamming range and high jamming

accuracy. The maximum capacity of jamming is up to 1500 meters. Our system
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can block GPS, BeiDou, and GLONASS signals, by effectively targeting, at the
same time, the latest military drones. The main challenge is discriminating a single
sound source in a loud (noisy) environment, such as a flying drone in a city con-
text or a conversation between two criminal people monitored by a Police task
force in a crowded context. Both such problems may be tackled adequately with
the help of the “Beamforming technology”, which not only may properly focus on
single sound emission sources but is scalable towards multi-source problems such
as the follow-up of a multi-drone attack. The information on detected drones can
be used to neutralize drone attacks.

Our solution is based on a signal processing technique used in sensor arrays for
directional signal transmission or reception. This is achieved by combining ele-
ments in a microphone array in such a way as to provide a concurrent pattern of
constructive/destructive interference. Beamforming is intensively used for the au-
dio-receiving ends to achieve spatial selectivity. This improvement concerning
isotropic reception/transmission is known as array directivity. When the signal of
the source is sampled, as an example, by three different mics, and the signals are
first appropriately delayed, the resulting signal is highly intensified. Originally de-
veloped to prevent racial choirs in a video context, such as a football stadium, this
Beamforming technique was first deeply investigated and adopted by S2G Tech-
nologies/ AMDL Team. The main features of the developed system are briefly de-
scribed in G. Casasanta et al. [9], “Consumer Drones Targeting by Sodar (Acous-
tic Radar)”, in IEEE Geoscience and Remote Sensing Letters, vol. 15, no. 11, Nov.
2018. To adequately address the problem, the best mics able to withstand such a
noise level typical of football matches in a stadium but still with an exquisite sen-
sitivity have been chosen. With a package size of only 4 mm x 3 mm x 1.2 mm,
this component provides a wide dynamic range of 105 dB with a Signal-to-Noise
Ratio of 69 dB (A) with less than <1% total harmonic distortions up to 128 dBSPL
and can sustain an acoustic overload point at 130dBSPL. For this application, the
primary “Tile” with 16 mics spaced 2.2 cm each has been already manufactured
and tested. Such a tile contains the above-selected mics plus a super-correlating
FPGA able to perform the local Da$ (Delay and Sum algorithm) or Fa$S (Filter and
Sum algorithm) computations. This tile is designed to be combined into a mosaic
of up to 127 tiles, with the possibility to assemble a single large panel of up to 2032
mics. Besides single super-focused audio streams at a 48kHz sampling rate, the
assembled system board can provide multiple audio source directions up to a total
budget of 5 Gigabit/sec. The tiles have been assembled and finished into a single
large array, i.e., implementing a flat panel type of 8 x 2 tiles size of about 20 cm x
80 cm and containing 256 mics by using the in-house 3D printer. This system,
which already includes the front-end electronics, gets connected to a local front-
end computer that controls the operational mode(s) of the mosaic, namely:

1) Survey, auto scan of the front scene, trigger on Event which alerts the video
system;

2) Fine auto scan, auto scan on the maximum local audio source;

DOI: 10.4236/0ja.2025.131001
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Mast

3) Fixed direction sampling;

4) Servo scanning addressed by the User.

Beamforming is intensively used for the audio-receiving ends to achieve spatial
selectivity. This improvement concerning isotropic reception/transmission is
known as array directivity. When the signal of the source is sampled, as an exam-
ple, by three different mics, and the signals are first appropriately delayed, the
resulting signal is highly intensified. Hence, the best mics able to withstand such
a noise level typical of football matches in a stadium but still with an exquisite

sensitivity have been chosen (Figure 3).

Control Center

Trackball

Camera

Beam
forming
array

SODAR

SODAR
Activation

- Acoustic Data

Camera
&— Movement Data Communication Communication  movement| Computer/server
Movement data, data
[ VideO s Camera zoom, < =
; SODAR activati i i
Acoustic data=—— T " activation Wifi Raw data=»| Data
| | Transmitter receiver/ Analysis
transmitter
\ J Video, Acoustic Data,
Actuator Angle

mouse

Camera movement Data

Data visuallzed

Ul
Software

I—Raw Data, Data visualizedj

Storage
device

L

Figure 3. Functional diagram of Andros. The FPGA controls the overall system synchronizing the active direct digital synthesizer

and receiver side performing all the required digitally controlled operations such as FFT. The lower part shows the analog ultra-low

noise high gain processing analog chain.

Beam Forming is a unique characteristic of the Andros system. The beam form-
ing technology is normally used in TV studios or on stage to follow acoustically
someone who is speaking/singing while fast moving. We have evolved this tech-
nology to its utmost performance, making it capable of following drone intrusions
at close distances and low altitudes. Our implemented beam forming technology
works as a proximity sensor capable of detecting and following at low altitude
(from 0 to 10 m altitude) any drone intrusion up to distances of 200 meters. This
technology is a necessary complement to our “acoustic horns” technology as it
covers the shortrange areas that for geometric reasons cannot be effectively cov-

ered by the long-range detection system.
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2.3. Camera Systems

The technology and the production of monitoring cameras at Visual and IR and
Thermal IR is immense. IR (night vision not thermal) cameras can reach incredi-
ble resolutions of Km+. However, a single camera system is not completely effec-
tive, as 360-degree azimuth and elevation monitoring are required for early detec-
tion of flying intruders. Our system offers the possibility of installing several types
of cameras, depending on the customer’s requirements. The camera is used to
display in the user interface the image of the intruding drone, after acoustic de-

tection has taken place.

2.4. Operability in Severe Environmental Conditions

Several measures were adopted to guarantee the optimal functioning of the system
in the most diverse environmental conditions. However, we should declare up-
front that in the course of an intense wind storm or in the proximity of a large
number of airplanes taking off simultaneously, the system might lose effective-
ness. On the other hand, in the presence of a wind storm, flying effectively a drone
is almost impossible. The system can operate under rainy or snowy conditions
thanks to specific meshes that protect the external part of the sensors. Should an-
yhow water or humidity penetrate, a specific design of the internal acoustic horns
stops the water from reaching sensitive parts of the apparatus. The electronic com-
ponents were tested in the laboratory under extreme temperature conditions. The
system can also be adapted to the use in constant extreme temperature conditions
thanks to the use of appropriate thermal protections to be discussed with the po-
tential client.

The system is also insensitive to intense local EM disturbances as its internal
electronics are protected by the tower’s metallic or mesh-like structure, and the

acoustic (noise) of an intruding drone has no EM coupling.

2.5. Protection of Large Perimeters

Our system consists of a minimum of three components (towers). However, the
number of towers can be increased almost indefinitely to protect large perimeters
such as an airport. When the number of towers and the spatial separation is large,
specific communication and powering systems can be discussed with the potential

client.

2.6. Stealthy Operability

The most important characteristic of our system is that when operated in acoustic
passive mode, it generates zero electromagnetic noise. Hence, it can be operated
in proximity to any communication or other detection system. This specificity
makes our system ideal to be operated in an airport or other sensitive targets such
as a communication center. Furthermore, the operation geometry of both our

acoustic horns and our beam-forming apparatus covers 0 to 90 degrees of
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azimuth. This makes our system perfectly appropriate to detect low-flying drones

even if operated in visual navigation in areas with no GPS coverage.

3. Results
Field Testing

The initial tests focused on examining the SODAR system’s response to specific
frequencies. For this purpose, a sound generator was utilized, programmed to
generate frequencies from 0 to 10 kHz. This sequence was repeated 10 times to
minimize errors and external signals. The tests were conducted in an anechoic
chamber, and the entire test lasted 20 minutes. The system’s response is presented

in Figure 4 below.

Sy Gau TEE ENE  fMRe  im Mo e

ag @Pe  Wee ke TOOE S WSS TEE Sme TR NODE JoiE 00 scome moms w0GaT 00 e VDU Ramems

Figure 4. Sodar response to different wavelengths.

The open field tests took place in various locations, using various types of
drones following different flight paths. Tests were carried out at various stages of
product development. To minimize the possible signal ambiguity during initial
tests, we made sure the weather was favorable, ie., the absence of strong winds.
The ambient background noise was accurately measured to best calibrate the cap-
tured signals (Figure 5).

The first DM test consisted of three flights: 1.1—towards the protected zone
with mast no. 1 on its trajectory; 1.2—in the opposite direction to the first flight;
and 1.3—under the same conditions as 1.1. The distance for each flight was ap-
proximately 500 m. The second test was conducted between masts 1 and 2, also
towards the protected zone. The last, third flight was circular, at a minimum dis-
tance of approximately 500 m from each mast. Spectrograms of the flights are
shown in Figure 6 and labeled “flight 1, 2, 3”.
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Figure 5. Image of one prototype receiving station (left) and signal detected at 150 m.

The recording of the entire measurement session is shown in the spectrogram
in Figure 6. It contains three complete recordings for the entire measurement ses-
sion with marked moments of flights 1, 2, and 3. Audio data during the flight and
when the drone mission was not being performed were recorded and used as input

data for machine learning (Figure 6).

FLIGHT 1

FLIGHT 2

_— ——

Module 1.1

S

| Mod‘le 1 2

= Ml voduie 13|

Figure 6. The trajectories of drone flights (upper left figure), their corresponding spectrograms (upper right figure), and a spectro-
gram of the entire measurement session (lower figure).
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4. Discussion

The input data were spectrograms of sounds from various drones recorded in di-
verse environmental conditions. Each sound lasted 1 second. The analysis aimed
to investigate the effectiveness of CNN (Convolutional Neural Network) in rec-

ognizing drone sounds based on their spectrogram representation (Figure 7).

x| 2_hii_middie W

| 2_nill_middle
tute | Solo

Effects l

Mono, 1920004z
32-bit float

Confusion Matrix without Normalization

Predicted

Precision

Figure 8. The confusion matrix is shown in the upper left corner, and the remaining graphs illustrate the loss, precision, and recall
of the model depending on the number of training epochs.

Based on the confusion matrix (Figure 8), it can be observed that the CNN
achieved high accuracy in the classification of drone sounds, as shown by the fol-
lowing results: True Positive (TP): 1610, True Negative (TN): 556, False Positive
(FP): 85, False Negative (FN): 78. The approach and the achieved results of this
methodology are resumed in the above pictures. The audio-recorded traces with

and without Drone presence at different distances and in different environmental
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conditions have been taken to collect a statistical meaningful data set to initially
train the Andros Convolutional Neural Network (A-CNN). Then traces have been
analyzed by professional freeware audio processing tools such as the popular “Au-
dacity” to produce Spectrograms (image on the left) in which real-time spectra are

shown versus time (Figure 9).

Negative

Figure 9. Data flow during the use of the model shown in Figure 8. A spectrogram is passed to the CNN, which, after calculation,

classifies the result as positive or negative.

5. Conclusions

A long test campaign has been conceived to asses the overall performances of the
design, realizing two evolutive models: a Demonstration Model and a Final
Model. The difference between the two models is related to the number of masts,
each one including three long-range horns and three Beamforming assemblies,
their electronics, and communication systems. Another difference is that on FM,
optical cameras are present to show the context scenery on the screen of the con-
trol center. The test campaign was conducted in different real conditions, includ-
ing various temperatures, humidity, rain, and environmental noise to measure the
actual performances. From these tests, we demonstrated the capability of the sys-
tem to operate and detect an approaching drone and its limits. In the best condi-
tions, the system exceeds the requirements by 40%, reaching 1400 m. In the worst
case, the reference drone, a DIJ Phantom 5, can be detected up to 600 m.

Thanks to this approach standard pictures could be used to feed the A-CNN
and train the network with the audio spectrum taken in the different conditions
(lower right pic).

The A-CNN training, validation, and testing accuracy achieved are shown in
the above Figure 8 & Figure 9. The “convergence time” is portrayed in terms of
the minimum number of epochs needed to get the highest result. The “loss” plot

refers to the loss value over the training data after each epoch. And this parameter
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is what the optimization process is trying to minimize with the training so, the
lower, is the better. It measures the percentage of test images that were predicted
as a specific class and belong to that class. “Precision” shows how the A-CNN
predicted Ze. the percentage of test images that were predicted as a specific class
(with or without drone) and belong to that class. The “recall” is calculated as the
ratio between the number of Positive samples correctly classified as Positive to the
total number of Positive samples, in this case, the higher it is, the better it is.

Finally, the confusion matrix is also shown. The 4 elements of the matrix rep-
resent the 4 metrics that count the number of correct and incorrect predictions
the model made. Each row evidences the prediction without drones (top row), and
with drones (bottom row). The top left quadrant portrays how many times the
model correctly classified a Negative sample as Negative (True False), while the
top right quadrant identifies how many times the model incorrectly classified a
Negative sample as Positive (False Positive). Conversely, the lower bottom quad-
rant similarly portrays the number of False negative and True Positive.

The good scores achieved in this preliminary implementation based on picture
analysis of already existing CNN models strongly encouraged us to further de-
velop a proprietary A-CNN model that will be included in the FM directly using
the time data traces which will be an object of further publications.

The main technique used during training to counteract the overfitting of the
CNN model was to monitor the model’s performance on a validation set during
training and stop training when the performance on validation set 1 stopped im-
proving. In reality, the amount of data (hundreds of hours of UAV flight sounds
and background noise) used during training significantly exceeded the hardware
capabilities, which prevented reaching a point where the network could be deter-
mined as overfitted. This avoided extensive fitting to the training data and pre-
vented model overfitting. The diversity of the data also counteracted overfitting
because it came from various sources (15 different UAVs), under different atmos-
pheric conditions (wind, pressure, air humidity, temperature, etc.), different ter-
rain shapes, different terrain coverage with vegetation, but also snow, ice, and wa-
ter bodies), from various distances, which allowed for a large variation in ampli-
tude concerning noise. Some of the data was artificially generated (data augmen-
tation) by adding moving vehicles, people, speech, music, passing airplanes, etc.
After the model was implemented, accuracy and reliability tests were performed
in the field using visual inspection, and subsequently, the data from the device and
the data from the UAV were compared analytically.

A further set of detailed tests is being carried out at the time of writing, and an
acoustic localization algorithm is also under development. The results of these
ongoing activities will be the subject of a second paper that will be submitted

shortly.
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