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Abstract

COVID-19 is the first major global pandemic in over 100 years. This is be-
cause the likelihood of such a pandemic occurring was extremely low and
many of these businesses were reluctant to invest in control measures for
such a catastrophic event. This paper investigates the role of enterprise risk
management in business continuity and resiliency in the post-COVID-19 pe-
riod. The COVID-19 pandemic has served as a wake-up call for many organ-
izations around the world, as it has led to the discontinuity of many busi-
nesses. Nonetheless, it has also served as a new platform that an organization
could use to challenge their operations, especially the role that enterprise risk
management plays in business continuity and resilience using the nine Ernst
& Young Resiliency Framework. It is also important to have an agile cost
base, optimize the supply chain to mitigate risk, increase worker flexibility,
and enhance digitalization and automation which are protected by cyberse-
curity. Technology will play a critical role in ensuring that the organization is
resilient if a similar pandemic occurs in the future. It is important to accele-
rate the adoption of technology while improving the resilience plan of the
organization. In the event of a future occurrence, the management has to en-
sure that a recovery plan is in place with a tool, which will begin by restarting
production, ensuring that the customers have access to products and services,
reducing the costs, and streamlining structures.
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Pandemic Crisis, Post-COVID-19

1. Introduction

Living with the COVID-19 pandemic is a new normal for business operation.
This has come as result to adapt to survive in the pandemic. COVID-19 has up-
set day-to-day existence around the world (Markowitz, et al, 2021) [1]. It is the
main illness occasion since the 1918-20 HIN1 Spanish flu (influenza) pandemic
to request a dire worldwide medical care reaction, spread by the speed and
probability of expected transmission. A comprehension of how much interrup-
tion is brought about by the microorganism, and what amount is made by our
response and its possible presence, are fundamental challenges to Enterprise
Risk Management. Enterprise Risk Management (ERM) is a strategic approach
to managing systematic risk in a company. Risk may occur from errors or exter-
nal influences, including trades, acquisitions, and divestitures among companies;
operations of business units and business outsourcing; operational and regula-
tory compliance; financial and accounting operations; information technology
systems, communication systems and practices; legal, ethics and reputation is-
sues.

Enterprise risk management (ERM) is a holistic framework for measuring and
responding to risks facing an organization. It involves the processes, tools, and
people that make up an organization. With its robust functionality, standardiza-
tion of data and processes, and customized approach to risk management that
can help mitigate financial risk, best practices in enterprise risk management will
help reduce the risks faced.

ERM is a vital part of any enterprise today, regardless of size. Corporate
boards and senior leaders demand it, investors want it, and customers increa-
singly insist upon it. Complying with government regulations related to corpo-
rate governance and public reporting is far easier by implementing ERM. Also,
public scrutiny focuses on the need for leadership at every level in a corporation
to embrace resilience as a proactive approach to managing risk across an enter-
prise. According to Purpura, “An important question is how enterprise risk man-
agement, business continuity planning (BCP), emergency management, and criti-

cal infrastructure protection are linked to resilience” (Purpura, 2019: p. 361) [2].

2. Resilience and Enterprise Risk Management (ERM)

Resilience is the ability to anticipate, withstand and recover from disruptive
events. The revised ISO 31000:2009 standard for resilience includes a new set of
tools and approaches for building and maintaining resilience in organizations. It
covers key areas as continuity, crisis management, change management, and
stakeholder collaboration. Business resilience risk management is an important

collateral activity in the capital markets. As a significant element of successful
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management, resilience has to be visible and an inherent part of capital market
activity.

Resilience risk management is a system of assessment, monitoring, and re-
porting of the continuing ability of a firm to maintain critical functions follow-
ing unforeseen disruptive events. Practitioners use the resilience framework over
and above traditional enterprise risk management techniques. Create and main-
tain a structured, consistent approach to your resilient enterprise risk manage-
ment. Use this practical guide to the expectations, standards, principles, and
frameworks relevant to resilient ERM, and learn how to differentiate actual risk
from random variation with “resilience factors”. The degree to which flexibility
can be built into the organization’s culture, including continuous communica-
tions to ensure awareness during a disruption, distributed decision-making
power so multiple employees can take decisive action when needed, and being
conditioned for disruptions to improve response when necessary (Purpura,
2019) [2].

This comprehensive resilience risk management services (RRMS) are con-
structed on the foundation of our resilient personnel, resilient facilities, and resi-
lient communication concept. Centered on your needs, the services provided are
designed to remove individual or organization vulnerability through a series of
planned measures that anticipate, avoid, and respond strategically to disruption.

Resilience and enterprise risk management (ERM) strategies are emerging as
keystones to business success in the face of a rapidly changing operating envi-
ronment and increasing levels of complexity. One of these frameworks is the
E&Y Framework shown in Figure 1. COVID-19 Enterprise Resilience Frame-
work: The nine areas businesses can build a crisis management and business re-
silience. Firms across all industries, but particularly those in banking, insurance
and financial services and manufacturing, are facing steeper competitive pres-
sures, rapidly changing technology, resources scarcity, economic volatility, and
more complex risks need this framework. At the same time, they must find more
sustainable ways to develop their businesses in order to achieve simultaneously
prosperity, growth, and value creation. Furthermore, firms must also deal with
mandates from regulators demanding that they mitigate risks appropriately. To
address these challenges firms must go beyond traditional approaches to risk
management. Post-COVID 19, risk management will become critical because of
the global fiscal and monetary measures to revive the ailing economy. Stake-
holder’s push for a more sustainable culture of corporate governance will create
momentum for implementing ERM (Nail and Prasad, 2020 & 2021) [3] [4]. This
will Improved cost-effectiveness, earnings stability, increased profitability, im-
proved decision making, better risk communication, competitive advantage,
better resource allocation, enhanced firm value, and performance are the key
benefits of ERM adoption.

Putting a resilience and ERM strategy into place means firms need to use a
broader range of tools to identify what risks are most important for their future

wellbeing and then take proactive steps toward optimizing resiliency. In fact, it is
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about breaking away from an independent framework that has no influence on
the strategic direction of the firm and moving towards using the framework in
all stages of strategy development within the firm.

Resilience and Enterprise Risk Management: Addressing Physical, Operation-
al, Financial and Legal Risks. Resilience is the ability of an enterprise to plan for,
respond to and recover from disasters and disruptions while minimizing the ef-
fects on its operations and viability. Building resilience can result in quantifiable
benefits well beyond business continuity—including reduced costs due to
process disruption, reduced liability risk, decreased service outages or improve-
ment in systems performance.

It presents a new challenge for business and the global communities at large; it
also presents a new challenge to the risk managers. Before the pandemic struck,
many companies had invested in comprehensive crisis management planning
that had not anticipated a catastrophic event that would be on a global scale or
as devastating to the economy as COVID-19. This is because the likelihood of
such a pandemic occurring was extremely low and many of these businesses
were reluctant to invest in control measures for such a catastrophic event. Busi-
ness risk management aims to protect and effectively guarantee the normal
functioning of the three main areas of the organization: people, technology, and
process, through ensuring prevention, detection, and response control imple-
mentation. Policymakers must utilize lessons from past pandemics to foster
proper danger appraisals and control plans for the present endemic COVID-19,
and for future pandemics (Markowitz, et al, 2021) [1].

In a post-COVID-19 Word Enterprise risk management (ERM) will be stra-
tegic approach to managing systematic risk in a corporation. It’s based on the
idea that that there are two things that every corporation needs: an information
technology infrastructure, and an understanding of what is going on in the
world around us. Enterprise Risk Management and how it relates to Business
Continuity. Business Continuity is a vital component of every company’s surviv-
al. A comprehensive understanding of these two factors enables a company to
manage its risks effectively, and keep them from being catastrophic. To accom-
plish all this requires an understanding of two critical areas of risk management
which will be critical in post-COVID World. These are:

1) Business continuity: Business continuity provides a framework for properly
planning for how long the company can function without any disruptions.

2) Business resiliency: Business resiliency involves defining and improving
processes to prevent significant disruptions from occurring in the first place.

The COVID-19 pandemic has placed a focus on organizational resilience (Pa-
gach & Wieczorek-Kosmala, 2020) [5]. As devastating occasions develop more
continuous yet less unsurprising, the requirement for resilience develops. This
need is additionally featured against the background of progressively intercon-
nected and complex risk. That’s what the reactions show: The Coronavirus pan-
demic sped up the push for corporate resilience, however in changing degrees

across areas and resilience points of support. Over 60% of the members recog-
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nize resilience as a first concern or extremely significant in essential navigation.
57% of those that answered the review feel their associations are exceptional to
oversee resilience in general. Financial, operational, digital, and technological
resilience are viewed as the most important regions across organizations
(FERMA, 2021) [6]. Prescience capacities (situations and stress testing) arise as a
center region to fortify corporate resilience.

3. Nine Ernst & Young Resiliency Framework

The nine areas businesses can build a crisis management and business resilience

using the nine Ernst & Young Resiliency Framework (Figure 1).

3.1. The People Health and Wellbeing

While working on this framework, the goal will be to put the people’s needs at
the center. With this regard, the people need has two aspects that need to be
considered independently. First, the organization has to ensure that it puts in
place a communication plan that will effectively and articulately reach the em-

ployees more frequently and robustly (Pagach & Wieczorek-Kosmala, 2020) [5].

»

‘ COVID-19 Enterprise
Resilience Framework
=

. »

Figure 1. Source E&Y COVID-19 Enterprise Resilience Framework 2020.
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This will ensure that all its employees receive all the information regarding pro-
fessional and personal plans and prepare for a return to their normal place of
work. It is also necessary to have a well-laid out plan for the resumption of nor-
mal duties at the organization, which will involve ensuring that all the employees
are healthy before returning and going back to their working environment (Iva-
nov, 2021) [7]. Moreover, the risk management framework has to address the
challenges that arise from remote working. The purpose is to ensure that in in-
dustries where physical personnel presence is critical to the organization’s con-
tinuous operations. To achieve this, it is important to ensure that proper health
and safety protocols are put in place to monitor the health progress of each em-
ployee. As a result, health and safety capabilities have to be up to the right stan-
dards (Modgil, et al, 2021) [8]. These should include, workforce testing, certifi-
cation, tracing, and tracking, which enables access and manage the workforce
health, capacity planning, and changes work environment layout to ensure li-
mited group interactions, not forgetting cleaning and sanitization protocols
(Muparadzi & Rodze, 2021) [9]. Excellent staff health and wellbeing must exist

in protected workforce environment.

3.2. Protecting Talent and Workforce

To effectively protect the workforce during a pandemic crisis, it is important to
it is also important to put in place policies that will determine when and who
among the employees will return physical workplace and who remains working
remotely. The management should also determine which part of its operations
should remain on hold based on demand. This implies the need to have opera-
tions at the company streamlined and automated especially those that may fray
during a crisis. On the other hand, it is also important to listen to employees’
concerns about returning to the work environment. To prepare the employees
for a return to physical working, management needs to have readiness training
for all its employees. Also, the channel of communication should be in place for
employees to support each other as they readjust to working life (Pagach &
Wieczorek-Kosmala, 2020) [5].

The framework also advocates for organizations to let their employees show
their concern about returning to the workplace, the organization has to be aware
of the impact of transformative changes especially with regard to unsettled
workers. There is also the aspect of remote working which is proved to be less
productive especially when staff is not directly supervised. As a result, leaders
need to find the right balance that will accommodate divergent expectations.
Furthermore, the recovery phase may be a watershed moment for the company
in terms of defining their brands with their employees and consumers, which
will help them develop reputations in the near future and influence their future
competitiveness (Bai, Quayson, & Sarkis, 2021) [10].

Reflecting, recommitting, reengaging, rethinking, and rebooting are five im-

portant measures recommended by the framework to help the organization
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bridge the crisis response to the new normal by creating a foundation that would
enable it to thrive after the pandemic. With regards to reflecting, the framework
recommends that the reflection of what has worked, the lesson learned from the
experience, what could have been overlooked in the response while encouraging
a different perspective on the matter. While recommitting entails, recommitting
to the workforce wellbeing and purpose through a focus on physical, financial,
and psychological concerns both at home and in the workplace (Huang & Far-
boudi Jahromi, 2021) [11]. Reengaging implies redeploying the workforce to
maximize their contribution and potential for rapidly evolving organizational
priorities. On the other hand, rethinking involves a rethinking of the work,
workplaces, and workforce to help leverage the experience of the pandemic re-
sponse and the opportunity to accelerate the future of work. Lastly, rebooting
implies realigning the HR functions and people operations with the most press-
ing business and workforce priorities and pivoting towards exponential HR. This
realignment must not only be seen at the national level but also at the global

supply chain operation (Levantesi & Piscopo, 2021) [12].

3.3. Supply Chain and Global Trade

The COVID-19 pandemic has caused many businesses and their partners stretch
their operational capacity to the extent that it has created chaos with the supply
chain. With this in mind, the role of framework ought to consider measures that
will address this issue to minimize the disruption and their impact on the busi-
ness operations and clients. As a result, the framework aims to create an infor-
mation foundation that will facilitate supply chain dependency mapping on sev-
eral levels, with all of these activities being linked to specific products and ser-
vices that may be provided by a third party. This strategy will enable accurate
reporting on gaps between requirements of the organizations and external third
party’s capabilities to meet those requirements. It is equally important for the
framework to have an accurate representation of the inputs from suppliers and
identify alternate sources to meet delivery obligations. The framework also has
to ensure it incorporates realistic communications that include accurate data to
the organization’s clients without including false promises of service delivery
(Modgil, et al, 2021) [8].

In the event of another global pandemic, the supply chain is the most affected.
As a result, the framework recommends a retooling of the supply chain to ensure
greater resilience, end-to-end visibility, and reducing costs. For this to happen,
organizations need to conduct regular supply chain resilience assessments. This
will help determine strategy and capability build-out. The framework also en-
courages frequent stress testing that will help anticipate future disruptions. Us-
ing cloud technology, the framework advocates a transition from a linear to a
networked ecosystem, where internal and external data is backed up in the
cloud. This strategy will allow the supply chain activities to be seen by all stake-
holders worked on simultaneously. The end-to-end visibility allows key stake-

holders to match supply to demand through analyzing the data around invento-
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ry, hubs, and nodes, networks, identifying single points of failures that include
supply (Golgeci, Yildiz, & Andersson, 2020) [13].

The supply chain is critical to the general operation of any organization. Ac-
cording to E&Y (2020), supply-chain decisions influence up to 75% of corporate
costs. As a result, if the framework is in place, the organization could be able to
reduce expenses that touch on sales, general and administrative cost by sourcing
and contract views events, and improved margins and cost of goods sold
through rationalization of the portfolio, and optimizing asset utilization and
simplification products [14]. Besides, the framework has to put a strategy in
place that will determine the type of goods that would be needed the most, or
which sites to reopen, and when and how to initiate turning machines back on
(Bondar, et al, 2021) [15].

There is also the aspect of considering reframing different delivery channels.
For instance, the current trend in consumers indicates that many customers
have moved towards e-commerce and home delivery, this trend is bound to con-
tinue in the unforeseeable future, which implies that retailers have to follow suit.
As a result, it is imperative to invest more in better access to goods and services
through apps and websites. To foster long-term social separation, the framework
also suggests changing the physical form and layout of stores (Huang & Farbou-
di Jahromi, 2021) [11]. This e-commerce global strategy aligned with appropri-
ate cybersecurity strategy will not only promote the business operational effi-
ciency but also protect customers and build goodwill in the eyes of all stake-
holders.

3.4. Protecting the Customer and Business Goodwill

Companies have been compelled to reconsider their tactics, which include pur-
chasing patterns, habits, and values, as a result of COVID-19. As a result, there is
a need to reframe their futures around other digital behaviors that would be
critical in the creation of value (Millman, 2020) [16]. For instance, moving on,
there is a need to engage customers, through taking a disciplined approach to
consumer segmentation, lead generation, nurturing, and move faster to drive
marketing and communications agility. With regards to growth drivers, the shift
would be on new sales channels while extracting values from existing innovation
as a means of driving product strategy. Moreover, the organization needs to
protect its brand through fulfillment and innovative offerings, that is, there is a
need to have a long-term brand value (Suresh, Sanders, & Braunscheidel, 2020)
[17].

Another aspect to consider for this framework is reputation risk. Under this
category, the organization must capture the challenges it could be experiencing
in communication with personnel during the time of the pandemic. It is also
important to consider external communication; that is, proactive communica-
tion to help assure clients and other stakeholders has to be put in place (Muk-

herjee, et al, 2020) [18]. The communication with the external stakeholder will
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include how the organization handles the mitigation efforts and how it assures
clients it will deliver in line with the expectations. By demonstrating that the or-
ganization is open for business, it reassures employees and other stakeholders of
its viability (Margherita & HeikkilA, 2021) [19]. All these will enhance and im-

prove financial efficiency.

3.5. Improve Financial Efficiency

During a pandemic, it is expected that there would be reduced spending on op-
erational expenses, this will also mean reduced revenues. Therefore, this will
mean that organizations have to cut back on expenses including personnel,
however, this action should be taken into consideration of their welfare because
forms a core in terms of the organization’s ability to create longer-term values as
their productivity is important for the success of the company. As a result, any
imposed cuts should be targeted strategically to maintain and build critical ca-
pabilities that are required to ensure continued success (Westby & Lamb, 2020)
[20].

Besides, organizations need to take actions that will help reduce the short-term
cash flow needs by finding appropriate actions to take to ensure long-term suc-
cess. The framework also predicts that in the event of a pandemic, workforce
productivity will form an important aspect that will influence the success of the
organization (Millman, 2020) [16]. As a result, the framework urges those top
executives need to consider all available opportunities to aggressively leverage
current and other emerging technologies that will their organization more pro-
ductive and scalable. For instance, the organization could consider advancing
analytics, artificial intelligence, robotic process automation, outsourcing, and
other technology-enabled capabilities as the organization redesigns its opera-
tional model (Huang & Farboudi Jahromi, 2021) [11].

Moreover, the organization should also consider cutting its spending on the
third party through rationalizing their external spending and aggressively reduce
the drivers of demand for such spending. On the other hand, the organization
should also consider renegotiating some of its contract terms and in some cases
reduce the price paid for external goods and services. There is also the aspect of
remote working that could be viewed as one’s a diversification of the workplace
environment to allow some of the employees to work from home permanently.
This move could prove to be a cost-cutting measure on the part of the organiza-
tion especially in situations where offices are located in a prime location (Narula,
et al, 2020) [21]. There will not be good financial efficiency unless ERM is ap-

propriate for all treats faced by the organisation.

3.6. Risk

Enterprise risk management aims to ensure business continuity during cata-
strophic times, which enables businesses to react faster to mitigate the impacts

and other risks that involve such a global pandemic. Business resilience involves

DOI: 10.4236/0alib.1108642

9 Open Access Library Journal


https://doi.org/10.4236/oalib.1108642

A. T. Assibi

the ability of the organization to cushion against the impact and adapt to a
changing environment while also being able to deliver services to its clients and
to survive and prosper in the new environment. For any business, this implies
being able to take a blow and recover from the disaster; it also implies putting
mechanisms in place to cushion the business against such economic shocks. For
this to happen, there has to be a framework in place that will effectively help the
organization to be resilient. Besides, the framework has to adhere to a specific set
of principles, such as behavior that is aligned to a shared vision and purpose
(Pagach & Wieczorek-Kosmala, 2020) [5].

The framework also has to have a basic understanding of the organization’s
context and has to have the ability to absorb, adapt and effectively respond to
change. In addition, the framework has to encourage good governance and
management. The framework also has to incorporate a diversity of skills, lea-
dership, knowledge, and experience. It should also encourage effective risk
management and effective coordination across management disciplines and
contributions. Moreover, this resilience framework will include a combination of
a plan, the ability to adapt on the move and under high-pressure situations, and
the ability to be executed at speed when the pandemic strikes. The framework
will also merge operational resilience plans in the event where lines between
high severity disaster and operational risk events blur. This will also involve
doing simulations for new scenarios and appropriate decisions that are aimed
towards operational resilience (Millman, 2020) [16].

Moreover, the framework should also give priority to the organization’s risk
assessment schedules, with the main priority being on the operational risk as-
sessment that focuses on taxonomy of the integrated risks and control developed
specifically for environmental and pandemic threats and vulnerabilities. Besides,
when the framework is in place, it will help develop different disruption scena-
rios or simulations in coordination with resilience strategies that will be de-
signed to anticipate and react to risks that emanate from a broad spectrum of
external factors. The risks assessment framework has to first implement and in-
tegrate critical business operations, such as human, technological, financial, and
operational implications within each scenario that have to be fully understood.
The framework needs to be integrated with other risk management models and
cloud technology to build resiliency (Mukherjee, et al, 2020) [18].

The resilience system will utilize forward-facing practices; this implies that it
will utilize a mix of lagging and leading risk indicators. The aim here is to de-
velop a more realistic and robust cause-effect model. This model will also estab-
lish customized and aggregated KRIs (key risk indicators). The KRIs will be ca-
librated to provide a “red flag” before a risk event occurs. The calibration will be
directly related to the organization’s risk tolerance levels. For instance, a KRI
could involve supplier defaults in the supply chain. It is the role of the frame-
work to provide early warnings of major disruptions along the supply chain line.

In this case, an effective forward-facing approach will require a horizontal scan-
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ning capability that will identify emerging risks. All this will be made possible
with the use of AI (artificial intelligence) and ML (machine learning) technolo-
gies (Deshpande & Desai, 2021) [22].

On the other hand, dynamic prioritization involves being able to retune risk
control priorities to consider any emerging risks making the whole process dy-
namic. This implies that for this to be successfully implemented, there is a need
to have a thorough understanding of risk velocity, that is, how quickly the or-
ganization will feel the impact of a risk event occurring. Under this section, the
framework will utilize some modern data-analytics tools that will monitor KRIs
in real-time. Moreover, the framework needs to be adaptive in terms of how it
supports the key decision-making process; this also entails incorporating crisis
response and business recovery plans that are highly adaptive, especially in cases
where there is a change in the operating model. For the framework to be effec-
tive, it will incorporate data from risk management, crisis recovery, and insur-
ance management as this will ensure that data analysis is more accurate. Besides,
it will also ensure that there is a proper balance between risk retention, risk mi-
tigation, and risk transfer strategies (Muparadzi & Rodze, 2021) [9]. The policies

of government which requires compliance is also another source of risk.

3.7. Government and Public Policy

In the event of such a pandemic, the government has the responsibility to its cit-
izens to ensure their wellbeing as a result it would be a force to take a raft of
measures to ensure this is attained including imposing cessation of movements
across its borders. This could have a serious financial impact on many businesses
and will in turn force the government to take appropriate actions to ensure the
safety of its citizens where there are no vaccines. This will include finding the
right balance between planning and communication about a return to normal
social behavior through enforcing safety and social distancing measures (Golge-
ci, et al, 2020) [13].

The businesses on their part will have to adjust accordingly, and they will have
to accept the reality of reduced demand from the consumers during these un-
certain times. The government through its policies will come up with a scheme
to help struggling businesses survive the hard economic times. However, this
could be deemed to be temporary as a result, businesses need to monitor the
government’s progress on financial assistance programs and adjust accordingly
and come up with an appropriate program on how they will gradually withdraw
from such a program and such a move will impact their business activities and
customers (Keenan, 2020) [23].

Whenever such a pandemic occurs it is likely to hamper the international
supply chains on essential commodities such as food items, and medical sup-
plies. It is therefore the government’s responsibility to ensure that to ensure resi-
lience in particular areas through encouraging actions to ensure a localized
supply chain. The framework foresees governments being active in the economy

in a post-COVID-19 environment. The businesses leaders on their part should
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deepen their understanding of the public policy landscape, and the health data
that influence the decision-making process at a government practice. By this, the
framework will be able to anticipate and prepare for government actions that are
likely to come on short notice and sometimes with less consultation (Castro &
Zermeno, 2020) [24].

Once all the principles are in place, the business could then deploy a coordi-
nated approach to address the following: providing a mandate that ensures the
organization’s leadership is committed to encouraging organizational resilience.
The approach also has to ensure that the organization provides the adequate re-
sources needed to enhance its resilience. Moreover, an appropriate governance
structure needs to be implemented as one way of ensuring the effective coordi-
nation of the organization’s resilience activities (Suresh, et al, 2020) [17]. Be-
sides, it is important to ensure that all these mechanisms being put in place con-
form to the organization’s internal and external contexts or structures. There is
also a need to have a system that supports the effective implementation of orga-
nizational resilience activities and ensure that arrangements for the evaluation of
resilience are in place to support the organizational requirements. Lastly, an ef-
fective communication strategy needs to be put in place to improve the under-
standing and decision-making processes (Westby & Lamb, 2020) [20].

The other challenge that needs to be addressed is being able to establish go-
vernance of operations; this has to be among the top priorities for the framework
and general organizational resilience. The governance aspect has to expand to
include other external factors such as competitive factors, consumer factors,
economic factors, and political factors. Besides, the organization has to ensure
that it puts in place measures so that its leadership provides more frequently da-
ta-driven communication from their risk management and operational teams to
ensure that they remain compliant with government policies on organizational
resilience. To this effect, it is crucial to have a specific division whose role will be
to anticipate such catastrophic events and relaying the same communication to
the relevant stakeholders at the organization (Ivanov, 2021) [7]. Protected
Health Information Act is example of how protection is provided by govern-
ment.

PHI stands for Protected Health Information security is mandated in the
United States under the Health Insurance Portability and Accountability Act
(HIPAA). HIPAA defines PHI in a more precise way. “The NIST Privacy Risk
Model is based on allowed handling (organized and permitted) of actually rec-
ognized data (PII) and secured wellbeing data (PHI) that creates a security risk,
which influences consistency, reasonability, and dissociability” (Greenhalgh,
2019) [25].

3.8. Technology and Information Security

Technology plays an important aspect in the organizations reframe. Through the
technology, companies can adopt new ways of operations by encouraging re-

mote working while at the same time discouraging physical interaction and re-
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ducing expenses. Besides, there is a need to have an aggressive analysis of colla-
boration, automation, and cloud adoption to realize performance benefits while
not forgetting a critical aspect of this, which is cybersecurity enabling technology
to be a critical organization resource and transformation enabler. “Technological
advancement has resulted in a larger incidence of cyberattacks,” Kantaria (2019)
claims. “E-commerce, mobile payments, cloud computing, Big Data, IoT, Al
and social media are all increasing the security risk for individuals and enter-
prises today.” [26] The expanding volume of data handled by businesses, as well
as the requirement to process data quickly across organizational boundaries, ex-
acerbates the problem. As a result, cybersecurity challenges are becoming in-
creasingly important for organizations today. As a result, the framework encou-
rages aggressive software patching, core technology foundation services, and
network upgrade to be in line with the current business requirements and needs.
While installing this technology, it is also important to consider the impact of
such technology on societal norms and government regulations especially on
data and intellectual property. It is also important to consider how the accele-
rated technology will impact the organization’s supply chain across all the sec-
tors (Izumi, et al, 2020) [27].

The business resilience framework will also ensure real-time and constant
updating or prediction, which enables the organization to take an early contin-
gency plan before major risks escalate. For this to happen, the framework needs
to be more dynamic and adaptive as opposed to the traditional risk management
systems. The system will thus move away from an approach that plans and is
backward-looking, process compliance-driven, and experience-based. The new
system will have a “sense and response”, it will also have a forward-looking ap-
proach and will entrench risk management culture while at the same time em-
bracing uncertainty and will be data-driven (Izumi, et al, 2020) [27]. To achieve
a shift to the “sense and response” principle, the organization needs to move
beyond the conventional risk register based ERMs. The shift will involve three
critical steps: forward-facing, dynamic prioritization, and adaptive response.
Forward-facing to imply that it will set and monitor customized leading key risk
indicators that will include red flag thresholds. Dynamic prioritization implies
using risk velocity to regularly retune priorities for emerging risk monitoring.
Lastly, adaptive response implies active decision-making based on constantly re-
freshed key risk indicator data (Mathivathanan & Sivakumar, 2021) [28].

To ensure that there will be minimal disruptions of service during a pandemic
the framework will utilize innovation such as cloud technology to build resilien-
cy as many of the workers will be working remotely. However, this paper ac-
knowledges for all the above to be successful, there is a need to have a clear
channel of communication between various stakeholders; they need to be made
aware of the importance of adopting such technologies and the benefits that they
stand to gain from the offset. Without proper communication channels that

provide feedback, it will be impossible for the organization to know if the tech-
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nology paid off. On the other hand, employees need to be empowered with the
rationale, knowledge, and tools that are necessary to enable them to carry out
their duties (El Baz & Ruel, 2021) [29]. One of the ways to easily bounce back

after disruption is through insurance.

3.9. Insurance and Legal Disputes

COVID-19 struck at a time when many businesses had not acquired coverage for
business disruption losses. Many insurance companies before the pandemic did
not offer coverage for a pandemic in their base policies, while those that offered
had limited coverage through an endorsement to other policies (Castro & Zer-
mefio, 2020) [24]. As a result, moving forward to a post-COVID 19 economy,
there is a need to have legislative reforms that will see insurance companies ex-
tend coverage for business interruption losses. With regards to legal disputes,
organizations need to focus on a deeper understanding of their contractual rela-
tionships. In the event a dispute occurs, it should be managed carefully putting
in mind the financial and reputational implications. Therefore, organizations
need to take a proactive approach towards resolving issues, while considering
key future commercial relationships (Ivanov, 2021) [7].

When a pandemic strikes in the magnitude of COVID-19, the focus should be
first on understanding labor and employment law obligations in various coun-
tries around the world. As a result, the enterprise will focus on understanding all
the legal obligations in the various contractual obligations the company may
have entered with other external third parties. for instance, the company should
consider the legal impact of executing “force majeure” termination and related
clauses in some contracts will have on the company’s operations (Huang & Far-
boudi Jahromi, 2021) [11]. On the other hand, insurers need to be clear in
communication about coverages. The framework will also ensure that it works
with relevant stakeholders to protect the interests of the insured from a similar
occurrence in the future. While doing so, it will ensure that those affected will
have fair treatment (Bai, Quayson, & Sarkis, 2021) [10].

4. Conclusion

The COVID-19 pandemic has served as a wake-up call for many organizations
around the world, as it has led to the discontinuity of many businesses. None-
theless, it has also served as a new platform that an organization could use to
challenge their operations, especially the role that enterprise risk management
plays in business continuity and resilience. It is also important to have an agile
cost base, optimize the supply chain to mitigate risk, increase worker flexibility,
and enhance digitalization and automation which are protected by cybersecurity.
Technology will play a critical role in ensuring that the organization is resilient if
a similar pandemic occurs in the future. It is important to accelerate the adop-
tion of technology such as cloud computing, IoT, Bigdata, data science, business

intelligence, etc., while improving the resilience plan of the organization. In the
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event of a future occurrence, the management has to ensure that a recovery plan
is put in place which will begin by restarting production, ensuring that the cus-
tomers have access to products and services, reducing the costs, and streamlin-

ing structures.

5. Limitation and Recommendations for Further Research

5.1. The Role of Enterprise Risk Management in Business
Continuity and Resiliency

The COVID-19 pandemic has served as a wake-up call for many organizations
around the world, as it has led to the discontinuity of many businesses. A few of
the most prominent business continuity and resiliency solutions for private and
public sector entities include Avid, Ambari, Cloud Foundry, and others.
Preparing with a comprehensive understanding of what is happening around
true more tailored and industry-specific research will give a better handle on any
situation that may occur in an organization or even an individual team, thus
ensuring our success against any contingency. Enterprise risk management
(ERM)-business continuity-business resiliency-pandemic crisis-post-COVID-19
plays a significant role in mitigating the impact of such disasters by providing
highly effective solutions (including automation) to make sure that operations

are safe and sound during disaster situations.

5.2. Business Continuity and Resiliency Planning for COVID-19

Enterprise risk management is changing in several ways so is uncertainty in
business operations. While some of the changes we’ve seen are positive, others
may be far less so. In the last few months, an emerging field called “business
continuity and resiliency planning” (BCR). BCR involves identifying, analyzing,
and prioritizing risks and making decisions that might help to mitigate those
risks. It can have a profound effect on all aspects of business operations: from
operational efficiency to security, to the performance of products and services.
As such, organizations around the world need to understand what makes BCR
effective for which types of organizations through further research. The role that
enterprise risk management plays in BCR and what factors enterprises need to
consider for BCR to be effective. It will also be very important to research how
BCR can help organizations improve their resiliency capabilities in response to a

disaster or other crisis by integrating them with other disaster recovery tools.

5.3. The Role of Technology in Business Continuity and Resiliency

Business Continuity refers to an organization’s ability to recover from incidents
such as natural disasters or terrorist attacks that may cause significant disruption
to its operations, if not the destruction of infrastructure. Scenarios must be de-
veloped with evidence-based research on how business continuity helps organi-
zations keep running even when there are serious problems with their infra-

structure. Usually, they are unable to ensure their operational stability by them-
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selves. This means that IT security needs to be integrated into business continu-
ity. Some key technological approaches for achieving business continuity and re-
siliency using distributed systems, cloud computing, and digitalization at a large
scale using large-scale multi-cloud architectures—concepts that are not always
well understood by practitioners or decision-makers from organizations who do
not have large complex IT infrastructures at their disposal. Enterprise risk man-
agement can make an impact on both business continuity and resiliency in the
post-COVID world.

5.4. The Role of the Government in Business Continuity
and Resiliency

The post-COVID-19 event, which is widely viewed as a global pandemic, has
provided many organizations with the opportunity to evaluate and adopt new
approaches to business continuity and business resilience. Unfortunately, not all
organizations have had the opportunity to do so. Furthermore, many of these
organizations were operating in environments where there were insufficient re-
siliency tools, or where they were already starting with the wrong expectations
about resiliency.

The COVID-19 pandemic is a wake-up call for many organizations around
the world, as it has led to the discontinuity of many businesses. After the un-
precedented number of cases of H5N1 and another avian influenza in 2009,
which caused a large number of deaths and caused many businesses to suffer
extensive losses through business interruption, the World Health Organization
(WHO) issued an advisory warning all countries to update their enterprise risk
management (ERM) systems and exercise strict control over their ERM activi-
ties. This warning served as a wake-up call for many organizations around the
world, as it led to the discontinuity of many businesses. Many companies have
taken it upon themselves to update their ERM systems to incorporate this new
guidance from WHO. One such example is the companies we have worked
with during our time with MS and MSJL (such as Microsoft Research), who
upgraded their ERM systems to include an updated guideline on business con-
tinuity (BC).

There is a need for further research on the role of ERM in financial resilience,
operational resilience, digital resilience, technological resilience, and resilience
risk management in organizations. More importantly further studies on indus-
try-specific and company-specific resilience and how it affects small-, Micro-,
and medium-scale businesses and organizations. More importantly, ERM, BCR,
and Disaster recovery are viewed as the most important across regions and across
organizations that need to establish resilience, sustainability and business conti-
nuity as these areas need more research. FERMA said almost three-quarters of
the risk managers surveyed see a clear need for both improving risk culture and
more strongly integrating resilience in their organizations’ strategy (FERMA,
2021) [6].
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