Open Access Library Journal
2026, Volume 13, e15305
ISSN Online: 2333-9721

ISSN Print: 2333-9705

Factors Influencing Online Privacy Literacy in
Generative Al Contexts: A Multidimensional
Development Theory Perspective

Based on Undergraduate Students

in Zhejiang, China

Yuhan Xue, Luhao Wang, Yanqing Wang

School of Education, Zhejiang Normal University, Jinhua, China

Email: 2124329836@qq.com

How to cite this paper: Xue, Y.H., Wang,
L.H. and Wang, Y.Q. (2026) Factors
Influencing Online Privacy Literacy in
Generative Al Contexts: A
Multidimensional Development Theory
Perspective Based on Undergraduate
Students in Zhejiang, China. Open Access
Library Journal, 13: e15305.
https://doi.org/10.4236/0alib.1115305

Received: April 7, 2026
Accepted: May 23, 2026
Published: May 26, 2026

Copyright © 2026 by author(s) and Open
Access Library Inc.

This work is licensed under the Creative
Commons Attribution International
License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

(OROR oo s

Abstract

With the rapid diffusion of generative artificial intelligence (Gen AlI), its wide-
spread use among undergraduate students has introduced new privacy chal-
lenges. Drawing on multidimensional development theory (MDT), this study
examines the determinants of online privacy literacy in Gen AI contexts, using
Internet Users’ Information Privacy Concerns (IUIPC) as a proxy. Data from
224 undergraduate students in Zhejiang Province were analyzed using PLS-
SEM. The results show that risk aversion, information sensitivity, perceived
privacy protection measures, and social presence have significant positive ef-
fects on IUIPC, with risk aversion being the strongest predictor. In contrast,
familiarity with government privacy regulations, prior privacy invasion expe-
rience, internet knowledge, and perceived benefits of information disclosure
are not significant. These findings indicate that privacy concern formation in
Gen Al environments is context-dependent and differs from traditional online
settings. The study extends MDT to human-Al interaction contexts and pro-
vides implications for privacy education and platform design.
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1. Introduction

In recent years, Generative Artificial Intelligence (Gen Al) in China has developed
rapidly. Domestic large language models such as Qwen and DeepSeek have been in-
creasingly integrated into social life and are widely used by undergraduate students in
learning, practice, and academic research, thereby reshaping patterns of knowledge
production and learning. However, the widespread adoption of Gen Al has also raised
growing concerns regarding privacy and security, which are particularly prominent
among undergraduate populations. Due to their high acceptance and frequent use of
Gen Al undergraduate students face an elevated risk of privacy leakage.

Gen Al lacks explicit ethical norms and clearly defined privacy boundaries.
Combined with its highly anthropomorphic interaction style, users may become
less vigilant about privacy protection during use, leading to the unconscious dis-
closure of personal information. Therefore, examining the key factors influencing
privacy concerns among undergraduate students in the context of Gen Al is es-
sential for improving Al privacy governance, enhancing students’ privacy aware-
ness, and ensuring the healthy application of Gen Al in higher education settings.

Existing studies have mainly focused on online privacy concerns and infor-
mation disclosure. From the perspective of privacy calculus, individuals’ decisions
are viewed as a trade-off between perceived benefits and risks, and the privacy
paradox—the inconsistency between attitudes and behaviors—is widely observed.
The Antecedents-Privacy Concerns-Outcomes framework further suggests that
individual, contextual, and environmental factors jointly shape privacy concerns
and related behaviors. However, most studies have concentrated on traditional
social and e-commerce contexts, with limited attention to emerging human-AI
conversational environments.

The anthropomorphic interaction and personalization features of Gen Al re-
shape users’ perceptions and decision-making processes. Privacy disclosure is in-
creasingly influenced by trust and immersion, while personalization may exacerbate
users’ privacy vulnerability and lead to context-dependent behavioral differences
[1]. Nevertheless, the mechanisms underlying privacy concerns in Gen Al contexts
remain insufficiently integrated and lack comprehensive empirical evidence.

Accordingly, this study focuses on undergraduate students from Zhejiang Prov-
ince, China, to investigate the key factors and mechanisms influencing privacy
concerns in Gen Al usage. Theoretically, it integrates the IUIPC framework, the
privacy paradox, and multidimensional development theory to extend the explan-
atory power of privacy research in human-AI interaction contexts. Practically, it
provides implications for privacy education in universities and for optimizing pri-
vacy design in Gen Al platforms, aiming to balance technological advancement

and privacy protection.

2. Literature Review

2.1. Definition and Connotation of Online Privacy Literacy

Research on online privacy literacy can be traced back to Barnes’ proposal of the
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“Privacy Paradox”, which refers to the inconsistency between individuals’ privacy
attitudes and their actual behaviors [2]. On this basis, scholars have gradually in-
corporated privacy literacy into the framework of digital literacy, considering it a
core capability for individuals to understand, evaluate, and manage privacy infor-
mation in digital environments [3]. Further studies have refined this concept from
the perspective of knowledge structure, defining it as a combination of declarative
knowledge (awareness of privacy risks and rules) and procedural knowledge (the
ability to implement privacy protection behaviors) [4]. S. Trepte first introduced
the concept of “Online Privacy Literacy”, arguing that one of the reasons for the
inconsistency between users’ privacy protection behaviors and attitudes lies in the
lack of knowledge and skills related to privacy tools [5]. Weinberger et al further
categorized online privacy literacy into two dimensions: passive privacy literacy
and active privacy literacy [6]. Wissinger et al emphasized that the definition of
privacy literacy focuses on understanding the responsibilities and risks associated
with sharing information online [7]. Deng Shengli et al argued that online privacy
literacy refers to users’ mastery of knowledge and skills related to privacy protec-
tion [8].

2.2. Measurement of Online Privacy Literacy

In terms of measurement, existing studies have primarily drawn on classical mod-
els in information privacy research and have gradually developed multidimen-
sional measurement instruments. Among them, the Concern for Information Pri-
vacy (CFIP) [9] and the Internet Users’ Information Privacy Concerns (IUIPC) [10]
models have been widely applied. The former conceptualizes consumers’ privacy
concerns from the perspective of organizational behavior, attributing them to wor-
ries about improper organizational practices in data collection, errors, secondary
use, and unauthorized access. The latter, grounded in social contract theory, con-
sists of three dimensions: collection, control, and awareness. In addition, with the
advancement of privacy literacy research, scholars have begun to develop dedi-
cated measurement scales that operationalize online privacy literacy across di-
mensions such as knowledge, skills, and behaviors. Some studies have further in-
corporated variables such as risk perception and privacy management ability to

expand traditional measurement frameworks [3] [11]-[13].

2.3. Influencing Factors of Online Privacy Literacy

Regarding the influencing factors of online privacy literacy, existing studies have
not yet formed a unified theoretical framework, but a trend toward multi-theoret-
ical integration has emerged. On the one hand, research based on the Technology
Acceptance Model and Protection Motivation Theory emphasizes psychological
variables such as perceived usefulness, risk perception, and self-efficacy in influ-
encing privacy behaviors; on the other hand, Social Cognitive Theory and multi-
dimensional development theory explain the formation mechanism of privacy lit-

eracy from multiple perspectives, including individual experience, social environ-
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ment, and informational context. Empirical studies generally find that internet
usage experience and learning experience significantly promote privacy literacy
[14] [15], while demographic variables (such as gender and age) show inconsistent
effects across studies [12] [16] [17]. In addition, individual knowledge level, inter-
net usage experience, socioeconomic status, motivational factors, benefit factors,
and privacy concerns [8] are also influencing factors of online privacy literacy.
Overall, although current studies have identified multiple influencing factors, most
adopt a single-theory approach and lack a systematic integration of multidimen-

sional interaction mechanisms.

2.4. Research Model

In summary, existing research on online privacy literacy has made certain pro-
gress in conceptual definition, measurement methods, and identification of influ-
encing factors, but several limitations remain. First, at the theoretical level, most
studies rely on a single perspective such as the Technology Acceptance Model or
risk perception theory, lacking an integrated cross-theoretical framework, which
makes it difficult to fully explain privacy decision-making mechanisms in com-
plex contexts. Second, in terms of research perspective, related studies are mainly
grounded in social psychology or communication paradigms, with insufficient in-
terdisciplinary integration. Third, regarding research subjects, systematic studies
focusing on undergraduate populations remain limited, failing to fully capture
their emerging behavioral characteristics in generative artificial intelligence envi-
ronments. Although some studies have attempted to integrate perspectives such
as multidimensional development theory, they still remain largely within static
analytical frameworks and lack in-depth exploration of the dynamic evolution
mechanisms of privacy literacy and the interaction effects among multiple factors,

which also constitutes the entry point of this study.

3. Research Design

3.1. Measurement of Online Privacy Literacy

As a multidimensional construct, online privacy literacy currently lacks a unified
and well-established quantitative measurement instrument. Given that IUIPC can
systematically capture individuals’ cognition and concern regarding privacy issues
from three dimensions—collection, control, and awareness—and has been widely
applied in numerous privacy-related studies, this study adopts IUIPC as a proxy
operationalization of online privacy literacy. This approach can, to a certain ex-
tent, reflect individuals’ levels of concern and risk awareness when facing infor-
mation disclosure situations, thereby providing a feasible measurement basis for
analyzing the influence of multidimensional development factors on privacy cog-
nition.

Following this perspective, the present study focuses on the cognition-centered
dimension of online privacy literacy and operationalizes it through IUIPC in or-

der to examine how multidimensional developmental factors shape privacy-re-
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lated perceptions in generative Al usage.

3.2. Research Hypotheses

The multidimensional development theory (MDT) proposed by Laufer and Wolfe
provides a comprehensive description of the multidimensional factors that influ-
ence individuals® privacy perceptions and privacy violations [18]. According to
MDT, any privacy situation can be described from four dimensions: environmen-
tal, personal, information management, and interaction management. Compared
with other theories primarily based on privacy calculus concepts (such as utility
maximization theory), MDT enables a more comprehensive understanding of the
antecedents of privacy concerns [19]. The research hypotheses of this study are

presented in Figure 1.

| Environmental Dimension |

Familiarity with Information Management

Government Legislation

Individual Dimension

I
H1

Dimension

|
/|

Information Sensitivity

Previous Privacy Invasion ¢ H5 Benifit of Information
Experience [~ e Disclosure
H2 Internet Users' He
Risk Avoidance —H3>l Information Privacy | Interac]t)i(i)llll1 eI\I’lljlix(:f;xlgement
Concerns (IUIPC) H7
H4 ~
Internet Knowledge L 8 Privacy Protection

Social Presence

Figure 1. Research model.

1) Environmental Dimension

The environmental dimension refers to the elements that constitute the mean-
ing of privacy and the boundaries of user experience, which play a critical role in
shaping individuals’ perceptions, access, and ability to use available privacy op-
tions. Government regulations, industry self-regulation, and cultural values have
been identified as three major environmental factors influencing individuals’ per-
ceptions of online privacy literacy. In this study, industry and cultural values are not
included as research variables and are therefore excluded. As an important institu-
tional safeguard, government legislation can enhance individuals’ trust in privacy
protection and their level of awareness. Therefore, the higher an individual’s famil-
iarity with government legislation, the lower their level of privacy concerns.

H1: Familiarity with government legislation negatively affects individuals’
IUIPC.

2) Individual Dimension

This dimension refers to the influence of individuals’ developmental processes
on their privacy perceptions. Privacy perceptions are shaped and formed by each
individual in daily life based on their educational background, past experiences,

and psychological characteristics [20]. The individual dimension includes three
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categories: prior privacy invasion experiences, psychological and personality traits,
and demographic variables. Among them, previous privacy invasion experience
strengthen individuals’ sensitivity to privacy risks; risk avoidance reflects individ-
uals’ conservative psychological tendencies; and internet knowledge level affects
their ability to understand privacy-related issues, often leading to greater privacy
concerns and awareness. Based on this, we propose:

H2: Previous privacy invasion experience positively affects IUIPC.

H3: Risk avoidance positively affects IUIPC.

H4: Internet knowledge positively affects IUIPC.

3) Information Management Dimension

Information management refers to the management of information disclosure
through balancing benefits and risks, which largely reflects the concept of “privacy
calculus” discussed earlier [21]. It refers to the inherent trade-off between the ben-
efits obtained from disclosing personal information to a website and the risks of
privacy loss resulting from such disclosure. We argue that higher information sen-
sitivity leads to stronger individual concerns about privacy risks, while higher per-
ceived benefits of information disclosure reflect greater cognitive complexity in
privacy trade-offs:

HS5: Information sensitivity positively affects IUIPC.

H6: Perceived benefit of information disclosure positively affects IUIPC.

4) Interaction Management Dimension

This dimension reflects efforts to optimize exchange mechanisms so that indi-
viduals have greater control over information exchange situations and better ca-
pabilities for balancing benefits and risks [22]. In online environments, interac-
tion management can be achieved through direct approaches (e.g., providing pri-
vacy statements, privacy-enhancing technologies) or indirect approaches (e.g.,
improving website reputation). In this study context, well-developed privacy pro-
tection mechanisms can enhance individuals’ perceived control over information,
thereby reducing uncertainty and strengthening their concerns about privacy is-
sues. At the same time, higher social presence can enhance users’ sense of realism
during interaction, making them more attentive to potential risks associated with
personal information disclosure.

H?7: Privacy protection positively affects IUIPC.

HS8: Social presence positively affects IUIPC.

3.3. Methodology

This study adopts an empirical research method. Data are collected through a ques-
tionnaire survey, and Partial Least Squares Structural Equation Modeling (PLS-
SEM) is employed to test the research hypotheses. PLS-SEM is suitable for ana-
lyzing models that include multiple latent variables and complex path relation-
ships. It also imposes relatively low requirements on data distribution and can
effectively handle small sample sizes or non-normal data, making it appropriate

for testing the theoretical model in this study.
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The measurement variables in this study include two categories: independent
variables and dependent variables. All measurement scales are adapted from well-
established studies in both domestic and international literature and are appro-
priately adjusted to fit the research context. A five-point Likert scale is used for
measurement.

1) Dependent Variable

The dependent variable is Internet Users’ Information Privacy Concerns
(IUIPC), measured based on the scale developed by Malhotra ef al [10], covering
three dimensions: Collection, Control, and Awareness. The specific measurement

items are presented in Table 1.

Table 1. Measurement items adapted from IUIPC.

Dimension  Coding Items

COL1
Collection COL2

COL3

CON1

Control CON2

CON3

AWAL1

AWA2
Awareness

AWA3

It usually bothers me when Gen AI websites ask me for personal information
When Gen Al websites ask me for personal information, I sometimes think twice before providing it
I am concerned that Gen Al websites are collecting too much personal information about me Internet

It usually bothers me when I do not have control of the personal information that I provide to Gen AI
websites

It usually bothers me when I do not have control or autonomy over decisions about how my personal
information is collected, used, and shared by Gen AI websites

I am concerned when control is lost or unwillingly reduced as a result of a marketing transaction with
Gen Al websites

It usually bothers me when online privacy policy does not have a clear and conspicuous disclosure

It usually bothers me when I am not aware or knowledgeable about how my personal information will
be used by Gen Al websites

It usually bothers me when Gen AI websites seeking my information online do not disclose the way the
data are collected, processed, and used

2) Independent Variables

Based on the MDT, this study classifies the influencing factors into four dimen-
sions: environmental, individual, information management, and interaction man-
agement, which are operationalized into the following variables:

a) Environmental Dimension: Familiarity with Government Legislation (FAM-
LEG)

b) Individual Dimension: Previous Privacy Invasion Experience (PREEXP),
Risk Avoidance (RISK), and Internet Knowledge (KNOW)

¢) Information Management Dimension: Information Sensitivity (INFSEN)
and Benefit of Information Disclosure (INFBEN)

d) Interaction Management Dimension: Privacy Protection (PORT) and Social
Presence (SOC)

The measurement scales are adapted from the study by Hong et al [19], and

the specific items are presented in Table 2.
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Table 2. Measurement Items for MDT.

Aggregate
,gg g Secondary Dimensions Coding
Dimensions
Environmental Familiarity with

FAMLEG1

Dimension Government Legislation

FAMLEG2

Items

I am fully aware that the Chinese government has a Privacy Policy to
protect my privacy

I am familiar with the Privacy Policy issued by the Chinese government

How often have you personally experienced incidents whereby your

PREEXP1 personal information was used by some Gen AI websites without your
Previous Privacy authorization?
Invasion Experience
PREEXP2 How often have you personally been the victim of what you felt was an
improper invasion of privacy by Gen AI websites?
Individual RISK1 I would rather be safe than sorry
Dimension
Hnenst Risk Avoidance RISK2  Iam cautious in trying new or different things
RISK3  Iavoid risky things
KNOW1 I am knowledgeable about the Internet and its related privacy issues
Internet Knowledge KNOW2 I am knowledgeable about latest developments that address Internet
privacy issues
When I am required to provide personal information to websites in
INFSEN1 exchange of their services, the information that they ask for are usually
Information Sensitivity very sensitive personal information
Information INFSEN2 Gen Al websites tend to ask me for sensitive personal information in
Management order to obtain their services
Dimension INFBENI The benefits that I can obtain by providing my personal information to
Benefit of Information Gen Al websites are usually significant
Disclosure INFBEN2 I value the benefits that I can obtain by providing my personal
information to Gen Al websites
PORT1 In general, websites would ask for my authorization before collecting my
personal information
PORT2 In general, Gen AI websites would use privacy protection tools
Privacy Protection In general, Gen AI websites would include a privacy policy statement on
) PORT3 . .
Interaction their websites
Management
. 8 . In general, Gen Al websites would let me aware the purpose of collecting
Dimension PORT4 . .
my personal information
SOC1 There is a sense of human contact in Gen Al websites
Social Presence SOC2  There is a sense of personalness in Gen Al websites
SOC3  There is a sense of human warmth (or sensitivity) in Gen AI websites

3.4. Data Source and Sample Characteristics

This study collected data through an online questionnaire platform, targeting un-

dergraduate students in Zhejiang Province who have experience using Gen AL

Prior to the formal survey, a pilot test with 20 respondents was conducted to en-
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sure the clarity and comprehensibility of the measurement items. A total of 250
questionnaires were collected in the formal survey. To ensure data quality, re-
sponses were excluded if they were completed in an unreasonably short time, con-
tained substantial missing values, or exhibited highly repetitive answer patterns,
which are widely recognized indicators of invalid survey responses. After exclud-
ing invalid responses, 224 valid samples were obtained, yielding an effective re-
sponse rate of 89.6%.

Among the 224 undergraduate respondents, 99 were male, accounting for
44.2% of the valid sample, and 125 were female, accounting for 55.8%, indicating
a relatively balanced gender distribution.

In terms of grade level, respondents were mainly concentrated in the second
year (39.3%) and third year (26.3%), followed by first-year students (24.1%), with
fewer participants from other grades.

Regarding academic majors, students in Social Sciences accounted for the larg-
est proportion (44.64%), followed by Engineering and Applied Sciences (33.48%),
while Humanities (15.18%) and Natural Sciences (6.70%) accounted for smaller
proportions. The sample covers 12 major disciplinary categories in Chinese higher
education, indicating a certain degree of disciplinary diversity and enabling a rel-
atively comprehensive reflection of students’ use of generative artificial intelli-

gence and their privacy perceptions across different academic backgrounds.

4. Data Analysis

4.1. Descriptive Statistics

The study analyzed undergraduate respondents’ usage of Gen Al The results
show that all respondents have experience using Gen AI, among which 37.3% use
it daily and 36.9% use it 3 - 5 days per week, indicating that most students have
developed relatively frequent usage habits. In terms of usage purposes, respond-
ents mainly apply Gen Al to learning assistance (96.4%), academic writing sup-
port (83.1%), information search (69.8%), and improving work efficiency (62.2%),
reflecting its widespread application in academic and information acquisition
contexts. In addition, the duration of Gen Al use is mainly concentrated within 1
- 3 years (73.7%), which is generally consistent with the timeline of large-scale
adoption of generative Al technologies. In contrast, regarding willingness to dis-
close personal information, respondents overall exhibit a moderately cautious at-
titude. The proportions of high willingness (6.3%) and low willingness (6.7%) are
both relatively small, with most responses concentrated at a moderate level, indi-
cating that users maintain a certain level of privacy awareness while remaining
open to moderate information disclosure in specific contexts.

Descriptive statistical analysis of the IUIPC scale and its dimensions are shown
in Table 3, we can see that the mean values for Collection, Control, and Awareness
are 3.670, 3.488, and 3.513, respectively, with an overall mean of 3.557, indicating
that respondents’ overall level of privacy concern is moderately high. Among

them, the Collection Dimension has the highest score, suggesting that respond-
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ents are more concerned about excessive collection of personal information. The
standard deviations are all around 0.8, indicating a moderate level of data disper-
sion. The skewness values are all negative (ranging from —1.22 to —0.786), indi-
cating that respondents tend toward higher levels of privacy concern. The kurtosis
values are all positive, suggesting that the data distribution is relatively concen-
trated with a slightly peaked characteristic. Overall, the data distribution is rela-
tively stable and approximately follows a normal distribution, providing a solid

basis for further structural analysis.

Table 3. Descriptive statistics of [UIPC dimensions.

Collection Control Awareness IUIPC

Mean 3.670 3.488 3.513 3.557

SD 0.882 0.875 0.901 0.781
Skewness -1.03 -0.786 -1.044 -1.22
SE (Skewness) 0.163 0.163 0.163 0.163
Kurtosis 1.305 0.656 1.154 2.113
SE (Kurtosis) 0.324 0.324 0.324 0.324

4.2. Model Measurement Evaluation

1) Reliability Assessment of the Measurement Model

In this study, the reliability of the measurement scales was evaluated through
internal consistency tests of the measurement items. Internal consistency was as-
sessed using Composite Reliability (CR) and Cronbach’s Alpha. For exploratory
research, a CR value above 0.7 and a Cronbach’s Alpha coefficient above 0.6 are
considered acceptable. As shown in Table 4, all latent variables meet the required
thresholds for both Composite Reliability and Cronbach’s Alpha, indicating that

the measurement model demonstrates good reliability.

Table 4. Reliability and validity assessment of the measurement model.

Latent Cronbach’s Factor Dependent
. CR AVE . t-test .
Variable Alpha Loading Variable
0.948 19.434 FAMLEG1
FAMLEG 0.823 0.916 0.845
0.89 9.777 FAMLEG2
0.895 21.316 PREEXP1
PREEXP 0.842 0.924 0.859
0.957 23.689 PREEXP2
0.941 123.835 RISK1
RISK 0.917 0.947 0.857 0.966 168.204 RISK2
0.867 29.905 RISK3
0.949 59.338 KNOW1
KNOW 0.728 0.871 0.772
0.802 12.706 KNOW2
DOI: 10.4236/0alib.1115305 10 Open Access Library Journal
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Continued
0.949 109.996 INFSEN1
INFSEN 0.84 0.924 0.86
0.905 37.408 INFSEN2
0.909 9.04 INFBEN1
INFBEN 0.802 0.91 0.835
0.919 12.638 INFBEN2
0.869 15.882 PORT1
0.862 28.436 PORT2
PORT 0.783 0.864 0.62
0.825 16.722 PORT3
0.55 6.23 PORT4
0.66 3.403 SOC1
SOC 0.786 0.859 0.674 0.928 6.308 SOC2
0.851 5.641 SOC3
0.878 31.872 COL1
Collection 0.822 0.894 0.739 0.883 39.898 COL2
0.815 26.671 COL3
0.919 67.789 CON1
Control 0.921 0.95 0.864 0.957 125.962 CON2
0.912 55.372 CON3
0.941 96.178 AWA1
Awareness 0.943 0.963 0.898 0.961 121.438 AWA2
0.941 82.555 AWA3
0.89 46.027 Collection
IUIPC 0.857 0.913 0.778 0.861 23.05 Control
0.894 47.047 Awareness

2) Validity Assessment of the Measurement Model

Generally, factor loading greater than 0.5 are considered sufficient to reasona-
bly explain the latent variables. As shown in Table 5, all factor loadings in this
study meet the requirements for structural validity. In addition, convergent valid-
ity and discriminant validity in the PLS model are mainly assessed using the Av-
erage Variance Extracted (AVE). The AVE should exceed 0.5, and the square root
of AVE should be greater than the correlations between the latent variable and
other constructs [23]. The results indicate that the data satisfy these criteria, sug-
gesting that the observed variables exhibit a strong linear correspondence with the
latent variables and adequately explain them.

3) Evaluation of Model Predictive Power

The predictive power of the model is assessed using the coefficient of determi-
nation (R?) of the endogenous constructs. A higher R? value indicates stronger

explanatory power of the independent variables on the dependent variables. In
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Table 5. Discriminant validity (Fornell-Larcker Criterion).

FAMLEG PREEXP RISK KNOW INFSEN INFBEN PORT SOC IUIPC
FAMLEG 0.919
PREEXP -0.219 0.927
RISK 0.345 0.206 0.926
KNOW 0.596 0.171 0.448 0.879
INFSEN —-0.099 0.763 0.162 0.172 0.927
INFBEN -0.157 0.646 -0.039 0.154 0.56 0.914
PORT 0.335 0.264 0.4 0.365 0.271 0.272 0.788
SOC 0.185 -0.155 0.009 0.184 -0.083 -0.083 -0.188 0.821
IUIPC 0.244 0.354 0.547 0.411 0.399 0.251 0.45 0.168 0.882

this study, the significance of path coefficients was tested using the Bootstrap
method with 1000 resamples. The model explains 49.3% of the variance in IUIPC
(R? = 0.493), indicating a moderate level of explanatory power.

Furthermore, the results of the second-order construct IUIPC show that it is
composed of three dimensions: Collection, Control, and Awareness. All paths are
statistically significant (p < 0.001), indicating that the second-order structural model
demonstrates good construct validity. Overall, the measurement quality and struc-
tural relationships in the model meet the requirements of PLS-SEM analysis,

demonstrating satisfactory explanatory power and robustness.

4.3. Structural Model Explanation

Regarding the path relationships, as shown in Table 6 and Figure 2, Risk Avoid-
ance (B = 0.391, t = 4.16 > 1.96), Information Sensitivity (f = 0.228, t = 2.62 >
1.96), Privacy Protection (8 = 0.231, t = 3.30 > 1.96), and Social Presence (8 =
0.225, t = 3.63 > 1.96) all have significant positive effects on IUIPC. Among these

factors, Risk Avoidance exhibits the strongest effect.

Table 6. Hypothesis testing results.

Hypothesis Path s Bootstrap SD  t-value Result
H1 FAMLEG - IUIPC ~ -0.011 0.079 -0.14 Rejected
H2 PREEXP - IUIPC 0.012 0.085 0.14 Rejected
H3 RISK > IUIPC 0.391 0.094 4.16 Accepted
H4 KNOW - IUIPC 0.064 0.078 0.82 Rejected
H5 INFSEN - IUIPC 0.228 0.087 2.62 Accepted
Ho6 INFBEN - IUIPC 0.074 0.076 0.97 Rejected
H7 PORT - IUIPC 0.231 0.07 3.3 Accepted
H8 SOC » IUIPC 0.225 0.062 3.63 Accepted
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Individual Dimension

Environmental Dimension
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H1:-0.0011

Information Management
Dimension

Information Sensitivity

/!
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Figure 2. Hypotheses testing.

In contrast, Familiarity with Government Legislation, Previous Privacy Inva-
sion Experience, Internet Knowledge, and Benefit of Information Disclosure do

not show statistically significant effects on IUIPC.

5. Discussion
5.1. Core Characteristics of the Hypothesis Testing Results

This study constructs a model of factors influencing online privacy literacy among
undergraduate students in the context of Gen Al based on the MDT and empiri-
cally tests it using PLS-SEM. These findings highlight the differences in privacy
cognition mechanisms between Gen Al-mediated human-computer interaction
contexts and traditional online environments.

Further analysis shows that the overall level of IUIPC among undergraduate
students is moderately high, with the strongest concern observed in the dimension
of Information Collection. Meanwhile, their willingness to disclose personal in-
formation exhibits a moderately cautious tendency. In terms of usage behavior,
all respondents have experience using Gen Al, and more than 70% report usage
frequencies of at least three days per week, primarily for academic purposes such
as learning assistance and academic writing. This indicates that Gen AI has be-
come deeply embedded in undergraduate students’ learning and daily lives, and
privacy concerns have evolved into a practical issue.

However, although undergraduate students possess a basic awareness of privacy
protection, their privacy cognition systems have not yet fully adapted to the char-
acteristics of Gen Al technologies. In this context, some traditional determinants
of privacy concerns in conventional online environments appear to weaken or

even lose their explanatory power in Gen Al settings.

5.2. Mechanisms of Influencing Factors across Dimensions

Within the Individual Dimension, Risk Avoidance emerges as the core factor in-

fluencing undergraduate students’ privacy concerns (8 = 0.391), which is con-
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sistent with Social Cognitive Theory emphasizing the role of individual psycho-
logical traits in shaping privacy-related decision-making. As frequent users of
generative artificial intelligence (Gen AI), undergraduate students possess a cer-
tain level of digital competence; however, when faced with ambiguous privacy
boundaries and the irreversibility of information disclosure in Gen Al contexts,
their risk-averse tendencies significantly amplify concerns regarding information
collection, control, and awareness. In contrast, Previous Privacy invasion Experi-
ence and Internet Knowledge do not exhibits significant effects. This may be be-
cause such experiences are primarily rooted in traditional social networking and
e-commerce contexts and have limited relevance to the novel privacy risks asso-
ciated with Gen Al, thus hindering cross-contextual risk perception transfer.
Meanwhile, internet knowledge among students tends to focus on basic opera-
tional skills, lacking domain-specific privacy knowledge related to Gen Al, and
therefore cannot be effectively translated into privacy risk assessment capabilities.

With respect to the Information Management and Interaction Management Di-
mensions, the findings reveal distinct contextual characteristics of Gen Al envi-
ronments. In the Information Management Dimension, only Information Sensi-
tivity has a significant positive effect on IUIPC, whereas Benefits of Information
Disclosure are not significant. This result partially supports the applicability of
Privacy Calculus Theory while also highlighting its contextual limitations. Specif-
ically, students adjust their privacy concerns based on the sensitivity of the infor-
mation, with the disclosure of sensitive content—such as academic ideas and per-
sonal opinions—significantly increasing perceived risk. However, the benefits de-
rived from Gen Al usage are primarily intangible, such as improved learning effi-
ciency, which are often ambiguous and difficult to quantify. As a result, they can-
not form a clear trade-off with privacy risks, thereby weakening the explanatory
power of traditional privacy calculus mechanisms.

In the Interaction Management Dimension, both hypotheses are supported.
Notably, the significant positive effect of Privacy Protection measures on IUIPC
contrasts with prior research findings. This may be attributed to the complexity
of Gen Al technologies, which leads students to interpret privacy policies and per-
mission settings more as “risk cues” rather than “security assurances,” thereby
enhancing their awareness of potential risks. At the same time, the significant ef-
fect of social presence stems from the anthropomorphic interaction characteristics
of Gen AL A higher level of social presence enhances users’ sense of realistic in-
teraction, prompting them to transfer offline privacy perceptions into online hu-
man-AI interactions, which in turn increases their overall level of privacy con-
cern.

Within the Environmental Dimension, Familiarity with Government Legisla-
tion does not show a significant effect, reflecting the limited dissemination and
practical effectiveness of privacy regulations among university students. Students’
understanding of privacy regulations tends to remain at a superficial level and has

not developed into institutional trust regarding Gen Al-related privacy risks. Con-
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sequently, regulatory awareness fails to establish stable expectations of privacy
protection and does not effectively reduce privacy concerns.

In addition, the model explains 49.3% of the variance in IUIPC (R? = 0.493),
indicating a moderate level of explanatory power. This suggests that factors not
included in the model—such as privacy education in higher education, platform
ethical governance, and peer influence—may also play important roles in shaping
undergraduate students’ online privacy literacy, and future research should fur-

ther extend the analytical framework.

6. Conclusions
6.1. Key Findings

First, Gen Al has been deeply integrated into undergraduate students’ academic
and daily activities, with frequent usage primarily concentrated in learning assis-
tance and academic writing. The overall level of privacy concern is moderately
high, with the strongest concern observed in information collection. Students ex-
hibit a moderately cautious attitude toward privacy disclosure, suggesting a po-
tential inconsistency between privacy attitudes and behaviors, and highlighting
the urgency of addressing privacy risks.

Second, within the MDT framework, only four factors—Risk Avoidance, Infor-
mation Sensitivity, Privacy Protection, and Social Presence—have significant pos-
itive effects on IUIPC. Among these, Risk Avoidance exerts the strongest influ-
ence. These factors jointly shape privacy concerns from the perspectives of indi-
vidual psychology, information cognition, platform mechanisms, and interaction
experience.

Third, several key determinants of privacy concerns in traditional online con-
texts do not show significant effects in Gen Al environments. Familiarity with Gov-
ernment Legislation, Previous Privacy Invasion Experience, Internet Knowledge,
and Benefits of Information Disclosure are all insignificant, indicating the context-
specific nature of privacy concern formation in Gen Al settings and a mismatch
between students’ privacy cognition and technological development.

Fourth, the technological attributes and interaction features of Gen Al play a
critical role in reshaping privacy concern mechanisms. Anthropomorphic inter-
action enhances social presence, while platform privacy protection mechanisms
increase risk perception. Together, these factors disrupt traditional privacy cogni-

tion patterns and emerge as key drivers of privacy concerns in Gen Al contexts.

6.2. Limitations and Future Research

Despite its contributions, this study has several limitations. First, the sample is
limited to undergraduate students in Zhejiang Province, which may restrict the
universality of the findings. Second, IUIPC is used as a proxy for online privacy
literacy, which captures privacy concerns but does not fully reflect its multidimen-
sional nature, including knowledge, skills, and behaviors. Third, the use of cross-

sectional data limits the ability to examine the dynamic evolution of privacy literacy.
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Future research can be extended in several directions. First, expanding the sam-
ple to include diverse regions, educational levels, and occupational groups would
improve the universality of the model. Second, developing context-specific, mul-
tidimensional measurement scales for online privacy literacy in Gen Al environ-
ments would enhance measurement accuracy. Third, adopting longitudinal re-
search designs would enable the examination of the dynamic evolution of privacy
literacy over time, while incorporating factors such as privacy education, platform
governance, and social influence to further improve the explanatory power of the

model.
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