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Abstract

Communication Security Protocol for Most urban rail transit signaling systems use communication-based train op-
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eration control systems (CBTC). In order to ensure the safety of train opera-
tion, the safe communication between the vehicle and the trackside must meet

the safety and reliability index requirements. Therefore, this article starts from
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the perspective of safe vehicle-ground communication protocol design be-
tween the vehicle and the trackside, and adopts two technical methods: cus-

Published: August 7, 2025

Copyright © 2025 by author(s) and Open
Access Library Inc.

tomized network packet sequence method and cyclic redundancy check code
encryption to ensure the real-time performance of vehicle-ground information
transmission. Authentication and data security integrity verification. At the

This work is licensed under the Creative same time, this method also takes into account the efficiency of vehicle-to-
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ground communication and avoids the time-consuming shortcomings of com-
plex algorithms.

Subject Areas

Transportation Engineering

Keywords

Vehicle-to-Ground Communication, CRC32, Network Packet Sequence,
Safety

1. gtk

T OB SIS T R GERER R R B T8 S s AT R 4
(CBTC). A T PRIEFNZFISAT At FEid (F 0 AURIEH: B S 22 4 VA
FIEEME . Horp, 2 e ESRON HE AT INE AR, (R EEORIIE (S B e B,
ZAAPCTIMPTBGRINEE ST, AT B DA 5 W 3EH . D 72 51 %
IBATHSEPRESR, Al s ZRA mT FE0E, 3 G bR AR 4t ) Bk s T 3 21

DOI: 10.4236/0alib.1113938 Aug. 7, 2025 1 Open Access Library Journal


https://doi.org/10.4236/oalib.1113938
http://www.oalib.com/journal
https://doi.org/10.4236/oalib.1113938
http://creativecommons.org/licenses/by/4.0/

L. F. Chen

B R B F B ME R, (RIERE, mEftE, Prrit. ik, %
E I 2R A A CBTC RLMEE AL —.

MRMSFRSE (1] E NPT A R, i T BB EHTIEAR S CBTC
1559 RANFF A, 1 T CBTC RGERBAL L& T CBTC £4iAI CBTC
REPITIMER . BEZERITEI BB T, 7 —fxaidsE
AR o ATARFESE (31050 13T LTE BRI FEH LB E 1T % -
PR TS (4] B B B ER A R, PRl T SR HC B AL CBTC &
GL - Hh e BB R TT B

BT B SCR MRS, BT EHUB (S N R 2 e U T, A
Ub, ASCE TINS5 2 18] 1) 2 A R A5 VSO T R B 25 40 BT R
A I 22 AR 3R I

2. FIERRITHRE ST 4R

Gﬁcim@ﬁ%%1§$¢bﬁ% B, PSR MER &
PUEB > 4R [5] [6]. Wn 1 o, Ml fE 7 R SE(DCS) a2 il oh L Be g st
%mﬂ$mu§ WG, B BEEE RS R AT
H. DCS AL LTS ITAERI R, X5 TF G457 R G Z A AGE ML %2
IP i CHIME B 5e 4B, DCS TRV FAIEN R LENERFEL, HEHR

fH5HL

HAHL

— i
AR AT R

Vi |

p

DCS
BT RS

BT R4
L @wﬁﬂﬁn

ST R ZERE, AR LET RS,
i hl
ShL
R
U B
BTl

Wk 2 fron, FRaks X (RR ZC)Z 1Ak H] UDP (177 At A7l
fio MZAEBUREIBMEESR, ZC RIEFBMRE WA ESER, KIEGFHMN
MR SIS 2o W RN T2 6] A A R, B ™ EE A 1k
ey fig 2 T ECE OR A

Bk, 8 7 RE S B 24, ATRENIERL,  EOR MU RE RS
FMIEAWBEL A TIE, OEEARTHdER . i BUmiiEsE, #irfEE
FEAR R AR R RO E L SeBEPEAT AT FIE -

DOI: 10.4236/0alib.1113938

2 Open Access Library Journal


https://doi.org/10.4236/oalib.1113938

L. F. Chen

‘ 5%
L Dy (=]
T —

T

B2 ZE#H5 zCc zEWBEREE

3. FiBREREHUHARS R

ANPGRS BAR M R R, RIER %4 )R, B
TR ROE MR, BIREAOE T ERNSNER, S5k
JE T LA I o 1 P RIS BRSO AR S o TR B 55 EE I e 1 P
KB AT HIW, HARSCR B AR, O RTERN A, 25 HIUERmEHR,
A, Wtk IROCAEIRNT A5 ]

BRI, SRR R0E MR RIE TS, TESREE BOERAME,
AEHIRRIBAEE R, B2 AOR R IROGEATRHE, RN 2 k08—
RLEARSCE LSS, A LB R SROIF HEATROE . KHE 5 AR S
REFOEERRIC, e —HEE LR, BEEEEEMAR. &8
NRZERNEEFEH P& mEEEz, HEEkE.

WS EZ R 3 &5, BRIk, OCEMRM S BRI . 73
O EARER AR SCHIRZ L, ROCKRAR SR SEBR BN T RIEIR SC 2% 4 1%
ot RN ERTEATE BB, RIREATHERIINE R N TR OCE
gz g, AERSCEMR, ARV I Z B X, FRAE X%
BB 2 L a2 R A IR i S . B R 22 Al A5 P
AR ST R BN 1 .

® 1. EMREBENLEN

ok ZERKX i Pakitis 9=
6 7 <16 F <480 FT¥ 2 7

BT AR E AR T, AL EEERSCM LR85 p, RAMER
F7 I3 BT B PR TU AR50 (CRC) I A J5E R DR AIE 4 bt {5 1) 22 4 A1)
e

3.1. FBEMBRRFGENRT

Wk 3 Bow, WTEFAISH 4 D7 AOREE . e rER ST Rom 200
R T IR G, AT — RIRO0E,  #REDR G HT K R G L fa g
XET VRIS Bl . AR AR T RIS TAR R 70 I8 Tl Te, K54 30

DOI: 10.4236/0alib.1113938

3 Open Access Library Journal


https://doi.org/10.4236/oalib.1113938

L. F. Chen

SE N AL (R PRI Ta) IR R,  ACHEe 7 (0 AR F AT AR T - T [,
BT AR IR TSN Te - Trao FPFIS SN, DURICT Tea I 2051, XX
TR B G, AIRIVEIEFFI)S SNea, LIRERIE B U515 SN,
il 3 .

Bl Bl 515

SNF+1

3. AFRItREE

N T PRAIE 2 b3 5 B R SRR, m SRR AT R B ] WAL AS 31 38 3 (¥ SN
MR FPFs, i 7 HOE R, WA Gz [ EE WO, 2R
A AR KE R . F, MMESTURMESE, FHEE it
R A AR TR A RIS B S B o AR Te A1 T Z 18] AR 8] 22 (B T AR IS
[AME, BUAE G S e SR th A T 1, 2Rl Rl g, Moy %k
Z IR EAE ST .

N B A AR E I, SR EIREOBLA, RIS VR i % 4
RIS, AR, AR EFF VIO E, B, v TR SRR EdE Rk
B, R IEMIR A MREHE R, RN EAT IR (AR, A0 SR 4545
Yo IXFERT LARE S S B3 - B A5 W T IR B 5, SR RS AT A

T IXAE R A P BT 3, AT BUORIE 2 3t A5 J2 A S s (4 e 2 2k A
JOESENE, INTARIES B AT 22 4. RN AR 1 R 40— € fml .

3.2. CRC HiR#AR

FERHREARIERT, Rk e o HE AT CRCHEL, SAE AR R
RS MEREE b . BllonE R EIEdE )5, FidET CRCIHE, AR5
B HFAR B RS 5 B B R A 34T LB, LRI A AL F R 1R
XI5 TCRE O 0 OREICHE 1 e B VR ANAE R I . AL R BRI 32 A0l
CRC 5605, Z Wi (1),

Gy (x)=x7 +x2 +x7 +xZ x4+ x? +x" +x"0 +x¥ +x7 +x7

(1)

+xt+x2+x+1

DOI: 10.4236/0alib.1113938

4 Open Access Library Journal


https://doi.org/10.4236/oalib.1113938

L. F. Chen

TR E RIERIE B 208 m(x), AR i RSN P = 10000010011
33 M(x), H Mx)*F P fitbr 125, 32050 r(x) praf RFAGRY, BITTAR
i, PRI 32 A7 r(x) LRSI INE] m(x) 5, TER CRC Y V(x), 193K
JafRiEE R, HREAKXRKQ) PR,

V(x)z x32m(x)+r(x) (2)

CRC RIS HA M M sm Ik HE . LEERE ), I H LI g id AR AL 1) FL i
LA i o, RN T HADR K 1%, CRC HAA B @l St vk, T
DRI 21 58 2 KA (iR 65 . CRC ) Z N T ML IEIE . f7iE RGN b
w1, UK ) FCS 7Bt /e R CRC RS J5 1%

SGEMIEBEY R, WE 4 FoR. N T I BT CRC &5, 55Kk
TR MBI AR VRS, UEBIR A EON N SRR R AT 0 N
T PRRE 7 75 8 — B DME T /5 2 . fEAh i E 2 &40 5
M, FRGi2 AR HE AR K2 TN 32 7 CRC JUARFH T R4 81 54
IR 1 24

Bo5
CIX gl ) 28D

4. CRC K17 S

TERAE R e B 2 e R )5, ARAE A 8 e A AR 2 0 (1) F1
ARQ)WTTE, THHEAM CRC H, @I AL CRC {H 5 M4 L4 K
) CRC {H /& 5 AHSE, R HWT A 2 15 75 A% i P b g e

B, Eid BRI 2 FERZG, BRIIE TIRCCN A HERIS, WA TEME
i I R . T, EAIRRCSCRI NN T X AN 2 AR S R
MG RBP4 B e 4tk . IR, ZEAR4 AR it a] DURAIE 25 1
e/ NS R S & S § =R oy I ol - RPRINFI R A

DRI, 2 SCBET 10 75 138 A5 P WO Bb - A 25 bS8 A5 D%t Bt 2
B o

2. FMEEIIIRIRRILL AT

BEHE FEzeh RRTEE YRR

He G2 MBS MY AR
2SO B 28 M B i IR it it
4, &g

ASCMNGTT RT3 T s AEREAT A il Bt A, AR T 32

DOI: 10.4236/0alib.1113938

5 Open Access Library Journal


https://doi.org/10.4236/oalib.1113938

L. F. Chen

£ CRC #5610, AT —ERERE EARIE T 4R SCHITEENE, B 1ok B AN 22 45
#R MR TIE L. R, 7 RIS S R IEAE R AT A VIR ZEE
FEI, B ORI 8 (s A, AR SCBETHE 2R i A5 (3R SR I € SRR
SR TTE, PRIERE— RS B A RE IR ZEVE I Y, B R A B A R,
TRESI B AT % 4. (HAZ, ST 4 i 15 B il I 21 P 2 i) 2
BOAETAF, ] e 2 SN 2 3t 300 5 10 2003 A W7 2 b 15 S P <5 2256 2 AU (B F)
X, 7 A B R SE R I AT BRI AT o

BRI, a2 TR B AT B s B P SO AT R St
HBEAT IR UE AN S AT, DAE B AT AT VAT AT F

Conflicts of Interest

The author declares no conflicts of interest.

References

[1]  MRISFE, WEE88. Wi HUERE CBTC 139 R4 LA IB SR THRE RS
[J]. 4R HLIE N, 2023, 40(12): 306-307

2] JREE, SKOAR. —FhIE TP 4 i 2 4l 5 PhiCsE BT VR, B iEEES L
FEFEA, 2023, 20(1): 24-27+45.

[3] AL4kfH. LTE ZHb RS H7E R i PuE 2@ N (7], B ReIR T, 2021,
7(8): 7-8.

[4] 1&EF, E#7%E. HET LTE M(RSSP-1 28815 5 22403845 Py ) ) T il CBTC
RALEM L AIBAE T BT ). BT POE @B 7T, 2018, 21(12): 142-144+148.

[5] Eff, #HdE4e, AR & EFURHEERENERTTRRE L] W
TEAT BRI, 2019, 22(8): 141-143+147.

6] #ER HBRESRALLEGERITIRERTR]T]. BARS5TE, 2017,
24(2): 67-68.

DOI: 10.4236/0alib.1113938

6 Open Access Library Journal


https://doi.org/10.4236/oalib.1113938

L. F. Chen

Appendix (Abstract and Keywords in Chinese)
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