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Abstract 
The balance between individuals’ interest in protecting their private infor-
mation and the interests of other entities (other individuals, confidants, Inter-
net companies, corporations, and government agencies) has been disrupted in 
the age of ICTs [1]. To find new points of balance, I suggest the use of game 
theory models, which I will now describe in two models. 
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1. Introduction 
Why Use Game Theory Models 

In the age of ICTs, our personal information has become a commodity in the 
hands of players in the commodity market [2]. Those players use individuals’ per-
sonal information to maximize their profits. The said individuals, being nodes in 
the network, seemingly give out their private personal information for free; they 
provide it every time they make an online purchase, receive medical treatment, 
pay their taxes, search for information on Google, or browse the web for fun.  

There is a debate on whether it could present personal privacy as an economic 
issue. I would like to say that not everyone agrees that privacy is such a great mat-
ter of concern; some scholars believe the current preoccupation with privacy to be 
largely an expression of older Westerners’ paranoia, bringing as evidence the ease 
with which people share personal information on social media. According to Cal-
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vin Gottlieb, “most people, when other interests are at stake, do not care enough 
about privacy to value it” [3]. 

This state of events justifies using game theory models (exemplars) to under-
stand the rationale behind network players’ decisions to violate personal privacy. 

That understanding will allow us to develop alternatives that may affect the 
players’ considerations and lead to reduced violation of personal privacy [4]. For 
each model I present here, I will describe possible options that may be able to 
prevent or reduce personal privacy violations. 

2. Terms and Theorems 

The players are selfish and rational [5]: They act out of rational considerations of 
gain and loss. (The considerations of ethics and sensitivity to privacy violations 
are reflected in the payment that players agree to pay) and solely to maximize their 
payoff. 

Perfect information game: At every stage of the game, every player has full 
knowledge of all the stages of the game, of all the players’ previous moves, and of 
the strategies each player may use during the game. 

Non-cooperative game: A game in which players cannot form alliances or agree 
on solutions (equilibria). Each player is acting selfishly and rationally to maximize 
its payoff.  

2.1. Model I—Putting a Price on Customers’ Personal Information 

Let there be a market where a network app is being sold by a monopoly (e.g., Fa-
cebook). Let us assume (without loss of generality) that the app production cost 
for the monopoly is 01, and that the price customers are willing to pay for it is 
distributed uniformly between [0, 1]. Provided the monopoly does not know how 
much customers are willing to pay for the app (the value of the app for the cus-
tomers), it sets (with a probability of p) a price of p, giving us the following price 
function [3]: ( ) 21p p p p=⋅ − − . 

If we derive this function and set it to 0, to get the maximum value of p, we will  

get 1 – 2p = 0. This means that the set a price of 
1
2

 for a unit of the app, the 

monopoly’s cumulative profit is 
1
4

, and the upper median of customers gets cu-

mulative discounts at a value of 
1
8

. 

Now, let us assume that every customer possesses information that has a direct 
impact on the price they will be willing to pay for the app (e.g., a list of people they 
want to be Facebook friends with), and that the monopoly is willing to pay r ≥ 0 
to any customer who will share that information. Any customer i who shares the 
information will be offered the app at a customized price of pi. The rest of the 
customers will be offered the standard price p. 

 

 

1This is reasonable because once the app has been created, its replication and distribution costs are 
negligible. 
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Based on these assumptions and conditions, we can define a game whose play-
ers are the monopoly, customers who share their personal information, and cus-
tomers who do not share their personal information. It is a game with incomplete 
information and a common prior [3] [4], which means a game where each player 
has only partial knowledge of the game data. In our case, the customers do not 
know in advance what customized price they will be offered, and the monopoly 
does not know in advance the utility ui of each customer, but it does know the 
distribution of customer preferences. 

Description of the Game 
The monopoly offers customers a discount in exchange for sharing their information. 
Let it be di = r ∙ vi (vi  being the amount of information shared by customer i). 
• Every customer may decide whether to share personal information, and how 

much of it to share; 
• The monopoly offers a standard price p to any customer j who does not share 

personal information, and a customized price m
ip  to any customer i who 

does. 
Therefore, the payoff for customers who do not share personal information is -

p, and the payoff for the monopoly in this case is pm = p. 
Let the price offered by the monopoly to customers who share personal infor-

mation be ( )m
i i ip v v= ; now, there are two options of payoff: if r = 0, the payoff 

for the customer will be pi = vi. If r > 0, the payoff will be pi = vi + di. The payoff 
for the monopoly will be either ( )m

i i ip v v= , or ( )m
i i i ip v v d= − , respectively. 

This gives us the following game tree (See Figure 1). 
 

 

Figure 1. Game tree. 
 

Let us analyze this game according to the Harsanyi model [5]: 
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The customer possesses two pieces of information: whether r = 0 or r > 0, and 
their personal assessment of the utility of the app for them. 

The monopoly possesses two pieces of information: whether the customer is 
sharing their personal information, and the distribution of customer preferences 
(the distribution of v). It also knows that the customers who do not share their 
preferences know the vi prices, so, to protect the monopoly’s interest, it is neces-
sary that p ≥ vi. Therefore, we can determine that eventually pm = 1. 

Thus, we get the following payoff matrix (See Table 1 and Table 2). 
 

Table 1. For the customer. 

 
Monopoly 

r = 0 r > 0 

Customer 
Shares information −vi −vi + r × vi 

Does not share information −1 −1 
 

Table 2. For the monopoly. 

 
Monopoly 

r = 0 r > 0 

Customer 
Shares information vi vi − r × vi 

Does not share information 1 1 

 

This game has a Bayesian equilibrium, which in this case is equivalent to a Nash 
equilibrium [5]. For the customers, the best strategy is to share their information 
to secure a price of vi ≤ 1, which is lower than the monopoly price pm = 1. Knowing 
that, the monopoly will always choose r = 0 to make sure it gets paid at least vi > 
vi – r ∙ vi. This state of events reflects typical customer interaction with monopo-
listic Internet companies, where individual customers provide their personal in-
formation to the Internet companies for free. It also reflects the state of the market, 
where the monopolies (Internet companies) get all the surplus (more than 25% 
above what they would have earned without the partial knowledge of customer 
preferences), while the customers get no surplus at all and have to pay either the 
full price or the exact price they were willing to pay anyway. In this model, the 
sharing of personal information is good for the Internet companies and bad for 
the customers. Furthermore, today, the use of AI technology usually allows Inter-
net companies to obtain personal information without even having to ask for the 
individual’s permission. 

2.2. Model II—Commercializing Customers’ Personal Information 

An online advertiser has to align their product’s price with the customers’ prefer-
ences [5] [6]. Let v be the value of the advertised product unit, distributed uni-

formly v = [0, 1]. Let the advertiser’s matching function be ( )
2

2
xm x = , with x  
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standing for the cost of customer communication channels2. This means the  

advertiser’s profit from an advertised product is ( )
2

,
2
xf v x vx= − . 

Let there be a database manager who can provide the advertiser with the cus-
tomer data it needs for a price of p for each customer i whose personal data the 
advertiser wants to buy. If the advertiser can obtain the personal data it needs 
without buying it from the database manager, it can create a customized advertis-
ing package where *

ix v=  for every customer i, to achieve the optimal profit of  

( )
2 2

* *,
2 2
i i

i i i
v vf v x v v − =⋅= . 

For the rest of the customers, whose personal information is not in its posses-
sion, the advertiser has to set a standard price of x^. Now it has to pick a category 
of customers whose personal data it will buy from the database manager; other-
wise, it faces a risk of over-advertising or under-advertising. In a state of uniform  

distribution between [0, 1], the equilibrium strategy will be: 
1
2

v p= = 3. 

Because vi is unknown to the advertiser, it can charge customers the price of 
their data p.  

If the customer buys the product for p, the advertiser’s matching function  
will be ( ) 2

i im v v p= − .  

The break-even point is 2 0iv p− = , than 2
iv p=  thus iv p= . In this case, 

the equilibrium strategy will be: 

( )*   Buy the ad

  Do 
=

not buy the ad
i

i
i

v p
F v

v p

≥

<





 

The probability of a customer buying the product from the ad is (p – 1), based 
on the sealed-bid auction with entry fee model [1]. Thus, we will get: 

( )
( ) ( )*
1 4 1

3

p p p
F p

− ⋅ + +
=  

This is a concave function of p in which ( )* 10
3

F =  and ( )* 1 0F = . If we de-

rive it, we will get: 

( ) ( ) ( ) ( )3 21 4 1 3 4 3 6 1F p p p p p p p′ = − ⋅ + + + −
′  − ⋅ = =  

The maximum point of the function is 
1
4

p∗ = . Therefore, the price for cus-

tomers whose 
1
2iv <  will be: 

1 1 1 1
2 4 4 2

lp p∗ = − = = −  while the price for cus-

tomers whose 
1
2iv ≥  will be: 

3
4

hp = . 

In this state of events, the advertiser’s expected profit is: 

 

 

2Includes costs of website maintenance and online advertising (e.g., through Google Ads). 
3See justification in the previous section. 
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1 1 1 1 1 1 1 5 5 11 4 1
4 3 2 4 2 3 2 2 12 3

F    ⋅ − ⋅ ⋅ + + = ⋅  = ⋅ =


>   
   

 

This will make the database manager want to maximize p, based on  

( )1 2p p⋅ − ⋅ . If we derive this function, we will get: 1 6 p= ⋅ ; therefore, for 

the database manager 
1

36
dp = . 

This model shows that online advertising can guarantee advertisers an expected  

profit of 
1
3

> , and that database managers can secure a revenue of 
1

16
 for each  

customer whose personal data they sell. In other words, this model justifies sur-
veillance capitalism practices of making money by using the personal information 
of online customers, which has been obtained for zero or near-zero price. 

3. Conclusions 

To conclude, in this article, I described two game theory models which illustrate 
how our personal information can be (and is being) used to maximize the profits 
of Internet companies, which exploit it for purposes of targeted advertising and 
niche (long tail) production. 

The models discussed here show that Internet companies, which are practically 
monopolies, have the most to gain from violating our personal privacy.  

To improve this situation, either/or all of the following should happen: one pos-
sible solution is more severe fining of confidants and Internet companies who vi-
olate personal privacy; this is the purpose of the GDPR. However, this is not 
enough; the paradigm of personal privacy that is founded on consent and control 
should be replaced by a new one that would pass the responsibility for privacy 
protection from the individuals, who are expected to give consent and have con-
trol over their personal information, to the Internet companies and confidants, 
who should be held responsible and liable for fair and proper use of the said in-
formation. Another direction is putting, by regulation, a price tag on personal in-
formation and imposing the costs on Internet companies to restrain their uncon-
trollable appetite for using personal information as a free resource from which 
they can profit. That could be done by creating an economic model of Internet 
company taxation based on the amount of personal privacy information the com-
pany uses [1], similar to electricity and water payments. The model will measure 
privacy information in kilobytes of information from each category of privacy in-
formation – for example, how many kilobytes of medical or financial information 
Facebook has on a particular individual user or how many kilobytes of medical 
information in total it has about all its users4. 
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4The model may be progressive, like electricity and water consumption billing. 
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