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Abstract

Personal privacy, in various aspects, has occupied humanity since the dawn of
civilization, evolving and changing throughout human history. For the last two
decades, the privacy issue has persistently remained the focus of public atten-
tion. Privacy, especially different aspects of personal privacy', continues to be
at the center of public debate. This growing preoccupation with personal pri-
vacy stems from the great changes [1] that information and communication
technologies (ICTs) have brought about in all walks of life during the last
twenty years. The information revolution has made it possible to translate per-
sonal privacy into personal privacy information and, consequently, to discuss
personal privacy in terms of personal privacy information. According to Shan-
non’s information theory [2]. Information is measurable and quantifiable, so
discussing personal privacy information allows us to replace a qualitative dis-
cussion of the definitions and essence of personal privacy with a quantitative
discussion of the degree of one’s privacy in each state of affairs. In this article,
I will introduce a metric for quantifying and measuring personal privacy in
each situation. This metric is based on the concept of “social distance” [3],
which is equivalent to personal privacy. We will see how, with insights from
information theory and the technological capabilities of ICTs, the abstract con-
cept of social distance can be quantified and measured.
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'Personal privacy is the type of privacy that applies to individual humans, in contrast to general pri-
vacy, which also applies to organizations, corporations and agencies.
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1. Introduction

Many attempts have been made to redefine personal privacy. However, as Daniel
Solove shows [4] [5], none of these definitions are complete and exhaustive in
describing the phenomenon of personal privacy [6]-[9]. Several questions remain
unclear: What is privacy as a concept? Where and to what does it apply? Where
does the private sphere end and the public sphere begin? Where does privacy
stand in terms of other concepts, such as freedom, autonomy, and liberty? How
to balance individual human rights against the public’s right to know? Must a state
reveal potential threats to its security? And how should it all be regulated in this
age of information and communication technologies, which follow us wherever
we go and whatever we do? The failure to define personal privacy makes it very
difficult to formulate social norms or legal regulations that would protect it from
being violated by individuals, corporations, social organizations, and govern-
ments in this era of the information revolution.

In this article, I propose a way to overcome the inability to define privacy by
changing the approach and handling the issue of personal privacy using quantita-
tive tools. These tools may be able to provide a solution where qualitative and legal
tools fail.

I will begin by breaking personal privacy down to its basic components: body,
mind, private space, actions, property, external entities, relationships with exter-
nal entities, autonomy, identity, and anonymity. These basic components are re-
lated to each other, and their combination defines personal privacy as a whole.
Each of the basic components of privacy carries elements of information. To-
gether, the elements of information carried by all the basic components of privacy
make up all the personal information about us. Based on this, we can replace the
discussion of personal privacy with a discussion of personal privacy infor-
mation—a concept that is measurable and quantifiable, according to Claude
Shannon’s information theory [2]. The digitization of personal information is
what allows ICTs to store, process, analyze, and disseminate personal privacy in-
formation.

My metric for calculating the extent of non-knowledge of personal privacy in-
formation is based on the concept of social distance, described by Georg Simmel
as the effect of the information and knowledge people have about each other [3].

2. The Six Conceptions of Personal Privacy

According to Solove [10], six major conceptions capture the main ideas in the
discourse about privacy. These conceptions are closely related and sometimes
overlap, and together, they cover the notion of privacy in its modern Western lib-

eral interpretation. The six conceptions are as follows: 1) the right to be let alone
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[11] —Samuel Warren and Louis Brandeis’s famous formulation for the right to
privacy; 2) limited access to the self [12] —the ability to shield oneself from un-
wanted access by others; 3) secrecy [13] —the concealment of certain matters
from others; 4) control over personal information [14] —the ability to exercise
control over information about oneself; 5) personhood [13] —the protection of
one’s personality, individuality, and dignity; and 6) intimacy [15] —control over,

or limited access to, one’s intimate relationships or aspects of life [15].

3. The Basic Components of Personal Privacy

Out of the six conceptions of privacy discussed by Solove, I was able to extract the
following basic components of privacy [16]:

Private space: The physical and virtual areas where one has privacy. Private
space has a static physical aspect, which is one’s physical place of residence, and a
dynamic physical aspect, which can be envisioned as an envelope or bubble that
surrounds and follows one wherever one goes.

Body: One’s body, which includes physical characteristics such as appearance,
height, weight, strength, health, senses, and medical conditions, as well as the brain
and nervous system, which are often perceived as carriers of mental properties.

Mind: The abstract part of one’s person, which includes one’s thoughts, feel-
ings, desires, fears, self-perception, memories, and other mental and psychological
elements. Only in the modern era was the concept of personal privacy extended
to include the mental and psychological realm.

Actions: The things one does and the way one behaves in the world, including
things one says or writes, one’s physical movements, and one’s social and intimate
relationships (who one has social or intimate relations with, the nature, frequency
and intensity of the relationships, whether they include expression of feelings
and/or exchange of information, etc.). In other words, all of one’s lifelong behav-
iors and acts, including those related to other people. One’s actions and behaviors
are also a manifestation and realization of personal decisions, and, as such, are an
expression of individual autonomy, or lack thereof, if one is not acting of one’s
own free will.

Property: One is the sole owner of one’s body; one’s mind, one’s personal phys-
ical space in which one can do whatever one likes, and the abstract products of
one’s mind, such as thoughts and memories.

External entities: Other players in the system of balances between the protec-
tion and violation of one’s privacy. Such entities can be human—other individuals
or political, social or commercial organizations (e.g., commercial companies or
governments) —or they can be social networks, like Facebook or Google. Some of
them are one’s confidants who possess confidential private information about
one, for example, healthcare providers who possess information about one’s phys-
ical and mental health, lawyers who possess confidential legal information, banks
who possess confidential financial information, and intimate partners who pos-

sess intimate information about one.
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Relationships with external entities: The nature of one’s relationships with other
entities (whether the relationship is intimate, familial, economic, legal, work-related,
subordinate, professional or social), including the power relations between the
parties and the intensity of the relationships (the importance attributed to the re-
lationship by each of the parties, the emotional strength of the relationship, the
extent of mutuality, the amount of time invested in it, etc.).

Autonomy: An individual’s capacity for self-determination or self-governance,
the ability to decide for oneself, without any external interference, regarding one’s
own body and mind [16]. Philosophers make a distinction between personal au-
tonomy, moral autonomy, and political autonomy. Moral autonomy, usually
traced back to Kant, is the capacity to deliberate and to give oneself the moral law,
rather than merely heeding the injunctions of others; personal autonomy is the
capacity to decide for oneself and pursue a course of action in one’s life, often
regardless of any particular moral content; and political autonomy is the property
of having one’s decisions respected, honored, and heeded within a political con-
text. According to the liberal democratic approach, all three are part of an indi-
vidual’s privacy. The individual makes moral decisions for themself and is respon-
sible for their consequences—good or bad; that includes faith and religious prac-
tices, which in modern society are considered people’s private business. The indi-
vidual interacts with and affects reality as an independent and autonomous agent,
and representative democracy is based on this autonomy of individuals to be po-
litical agents who elect their representatives in a process of free and secret elections
to ensure the autonomy and authenticity of their choices.

Identity: The philosophical question of human identity has concerned human-
ity since the days of Plato [17]. It has been phrased in many ways, [18] such as
“Who am I?” or the Socratic “know thyself”, or Paul Gauguin’s “Where do we
come from? What are we? Where are we going?”.

Identity is a vague and complex concept. In this article, I make a distinction
between “selthood” and “identity”, which I define as the outer representation of
one’s inner self. According to the liberalist approach, selthood is a product of one’s
unique individuality [19], for even though every individual is made up of the same
universal building blocks [20] such as common human physiology, genetics® and
cognitive abilities, the combination of those, together with every person’s unique
history, is what creates each individual’s unique selthood. Therefore, a person’s
identity is also unique, as it represents that person’s unique selfhood. This does
not mean that identity is static and unchanging; it is only that it can always be
associated with one unique individual. An individual can have multiple identities,
each of which either represents a different part (or parts) of the same “core self”,
or an altogether different self or selves. The different identities are time- and con-
text-dependent, and not necessarily distinct from each other. Some of them may

coexist simultaneously, while others replace previous identities.

’Like the way every human’s DNA is made up of the same four basic units, but each person’s complete
genome is unique.
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The new category of identities that was born in the age of ICT's can be collec-
tively called “online identities”. Those are identities one creates or assumes in the
virtual world. Every person who is connected to the Internet has at least two iden-
tities at the same time: their offline identity and their online identity [17]. Online
identities can be divided into two sub-categories: identities one creates for oneself
on social media and in various Internet applications, and user identities (profiles)
created by large Internet companies to use as business aid. Online identities cre-
ated by Internet companies do match the choices, experiences, and actions of spe-
cific real-life individuals, and change as the Internet company collects more and
more information about the individual in question. Many times, e.g., on Tinder,
Amazon, Facebook, and other similar applications, they are added to the online
identity the individual themself knowingly created.

Even though an individual can have more than one online identity at the same
time, and that these may be very different from one another, they can still be as-
sociated with and traced back to one physical person with a continuous memory
and experience [21]. In the age of ICTs, this is done employing constant monitor-
ing of people through IoT technologies. Neither of those systems alone is adequate
for making the associations required to trace all the different identities back to a
specific person, but using several systems to cross-reference data can reveal the
one individual behind the multiple online identities.

Anonymity: As Michael Birnhack has noted, anonymity is a concept that can
be hard to define. The literal meaning of the word “anonymous” is “nameless”,
and it usually means doing something without identifying oneself [22]. Helen Nis-
senbaum describes anonymity as the inability to get to (or at) a person, Le. to
associate elements of information or actions manifested in the physical world with
a specific individual [23].

In the age of ICTs, the claim for anonymity has been extended to:

o Sending electronic messages (e.g., emails) without the sender’s (and some-
times also the addressee’s) name being revealed.

o DParticipating in virtual interactions (chat rooms, online gaming, online dating
services, e-commerce) without your real name being known to other participants.

o Purchasing goods and services online using virtual currency (e.g., bitcoin) and
without giving out your name.

o An ability to visit any website without having to divulge your identity.

In general, ICTs are making anonymity almost impossible [24]. The infor-
mation collected about us by every ICT we use is being aggregated in intercon-
nected databases and analyzed using advanced technology. This is an actual vio-
lation of personal privacy: biometric data pools add up physical and mental prop-
erties and characteristics, enabling the association of various online profiles with
specific people. Combined use of technological means of surveillance and moni-
toring eventually renders multiplicity of identity practices useless.

Table 1 illustrates the relationship between the six conceptions described by
Solove and the categories of information carried by the basic components of per-

sonal privacy.
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Table 1. The relationship between the six conceptions described by Solove and the categories of information.
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\4 v Directly 1
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\Y% \% \Y% \Y% Both 6
A \4 A A A Both 7
\4 v \4 \4 \4 Indirectly 8
\Y% \% \Y% \Y% Both 9
\% \Y% \Y% Both 10

4. Numeric Calculation of the Extent of Non-Knowledge of
Personal Privacy

According to Georg Simmel, social distance is the effect of the information and
knowledge people have about each other [25]. This is the formal definition of the
private sphere in terms of information and knowledge, which Alan Westin also
calls “social distance”. For this metric, I will replace the term “social distance” with
“extent of non-knowledge of personal information” to allow me to measure the
level of personal privacy in a given situation.

The metric is based on the basic categories of personal privacy information.
(See Table 2)
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Table 2. Information category vs Information elements.

Information category

Private space information

Body-related information

Mind-related information

Information about actions

Property information

Information about external entities

Information about relationships with
external entities

Autonomy information

Anonymity information

Identity-related information

Information elements Information index
Information related to our private space as defined by the 1
social norms and regulations.
Body appearance, physical characteristics, physical location, 5
“passport identity” information.
Character traits, mental properties, preferences (including 3
gender/sexual preferences).
Information about our habits, deeds, behavior and routine. 4
Information about our physical and/or intellectual property. 5
Information about other entities that are nodes in our p
network and have information about us.
Information about our relationships with other entities: the
existence of a relationship, the nature and intensity of the 7
relationship.
Information about what can diminish our autonomy, Ze.,
our ability to be the exclusive decision makers regarding our
own thoughts, feelings, actions, desires and relationships 8
with others (including relationships with government and
corporate entities).
Any piece or pieces of information that can - alone or when
combined - breach our anonymity, i.e., our ability to remain 9
unidentified in the public sphere.
Information about our various identities. 10

4.1. Metric Definitions

PI(Personal Information) —All the information you know about yourself.

SI (Social Information) —All the information about you that is known to the
public.

Based on these, the extent of non-knowledge of personal information (all the
information about you that is unknown to the public) is EP = P/ — SI.

This is the mathematical formulation of social distance.

The social distance of any given individual 7 consists of the following parame-
ters:

PI/ is the knowledge individual 7 has about themself regarding information
category j (e.g., /s knowledge about /s own body). Let its range be 0 < PI/ < 1.

The two extreme cases are PI/ = 1, ie., individual i knows everything about
their body (including physical flaws, complete health state, and latent genetic fea-
tures), and PI/ = 0, ie, individual i knows nothing about their body. Both are
very unlikely, though theoretically possible.

WP’ is the significance (weight) category jhas for individual i It is, of course,

subjective, varies from one individual to another, and depends on context and
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social norms; still, it can be assigned an exact value under given circumstances. Its
rangeis0< WP/ <1.

SI(1)/ is the knowledge another individual /or entity /has about individual i
regarding information category j (e.g., somebody else’s knowledge about individ-
ual /s body, including physical flaws, complete health state, and latent genetic fea-
tures). There can be two kinds of “others”: a confidant or a public organization/In-
ternet company. The range of this parameter is also 0 < S/ (/ )I’ < 1, the extreme
cases being SI(/ )tj = 1 (the other /has all the information about category ; of
individual /) and S7(/ )l’ = 0 (the other /has no information at all about category
j of individual J). Both are very unlikely, though theoretically possible. For sim-
plicity’s sake, the metric ignores the distinction between the two different kinds

of “others”.

4.2. The Metric

Based on the above definitions, we can calculate, for example, the extent of the
non-knowledge of Facebook (/ - other) about individual 7 using the following
formula:

10

£P (1) =2 (we i/ ~s1(0)])

Jj=1

Although the metric is well-defined, it may be difficult to use in practice. This
difficulty can be overcome by using an N-size representative sample of “others,”
which would include confidants, Internet companies, etc. V can be relatively
small, as long as it provides an accurate representation of the public and takes into
consideration the extent of knowledge held by dominant social entities, such as
government organizations and giant corporations like Google, Facebook, and
Amazon, which make use of people’s private information.

The M sample size should be big enough to be a representative sample of indi-
viduals with the given characteristics. It can be compiled from multiple suitable
big data pools. The sampled group’s average extent of non-knowledge should be

calculated as follows:
DJ:%(ZZE};J with i={1,2,---,M}, 1={1,2,---,N}
il

This will provide a numeric value that can serve as a metric for measuring in-
formation privacy level. The metric can be used by regulatory organs and legal
institutions to measure the extent to which Facebook, for example, meets the
GDPR requirements.

4.3. A Numerical Example

Let us assume, for simplicity’s sake, that every WP’ = 1 for every individual 7
and for every category j of personal privacy. S/(J) represents the knowledge the
Internet (e.g., social media, web applications, cloud databases) has about average

individual %
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The calculation is built from the bottom up: I divided each category of personal
privacy information into several subcategories and asked (prompted) ChatGPT
and Gemini to rank each on a scale of 0 - 1. Then, I made an average of the scores
obtained from the two sources. The intermediate calculations can be found in the
Excel file [26]. The ChatGPT prompts are described in the Appendix [27]. With-
out loss of generality, I assume the results are true for average individuals 7in the
US and the European Union.

The final results are presented in the two summary tables below [28]: one for
the US and one for the EU. The scores represent the extent of knowledge or non-

knowledge of personal privacy information. (See Table 3 and Table 4)

Table 3. The US summary table.

PI - Personal SI(J) - Social ,
jindex Information category EP’
information information
Private space
1 . . 0.48 0.65 —0.18
information
Body-related
2 . . 0.58 0.48 0.10
information
Mind-related
3 . . 0.77 0.69 0.08
information
Information about
4 . 0.62 0.84 -0.22
actions
5 Property information 0.69 0.78 -0.09

Information about
6 relationships with 0.65 0.82 -0.17
external entities
Information about

7 R 0.63 0.82 -0.19
external entities

Autonomy
8 . . 0.49 0.34 0.15
information
Anonymit
9 Snomymiy 0.51 0.66 ~0.15
information
Identity-related
10 . . 0.505 0.655 -0.15
information
Average 0.54 0.61 -0.07
Table 4. The EU summary table.
PI - Personal SI(J) - Social
jindex Information category EP’
information information
Private space
1 . . 0.58 0.43 0.15
information
DOI: 10.4236/0alib.1113554 9 Open Access Library Journal
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Continued
Body-related
2 . K 0.44 0.37 0.07
information
Mind-related
3 . K 0.75 0.58 0.17
information
Information about
4 . 0.72 0.70 0.02
actions
5 Property information 0.76 0.74 0.02

Information about
6 relationships with 0.73 0.75 —-0.02
external entities
Information about

7 - 0.70 0.79 -0.09
external entities

Autonomy

8 , _ 0.69 0.59 0.10
information
A .
9 Anonymity 0.46 0.61 ~0.15
information
Identity-related
10 . . 0.65 0.63 0.02
information
Average 0.65 0.62 0.03

From this Al-assisted ranking of the average degree of privacy in the US and

the EU, the following conclusions can be drawn:

The average personal privacy in Europe is 3%, while in the US, the average
personal privacy is —7%. That is, in the US, personal privacy is negative, which
means that the Internet (e.g., social media, web applications, and cloud data-
bases) has more information about the average individual than the individual
has about themself. In contrast, in the EU, the average personal privacy is pos-
itive, which means that the average individual knows more about themself
than the web knows about them. These differences are due to the differences
in privacy protection regulations between the US and the EU. In the EU, these
regulations are stronger than in the US. Moreover, the EU government is more
inclined to enforce the regulations by finding Internet companies and restrict-
ing governments’ ability to collect information about their citizens.

In the categories Information about relationships with external entities, In-
formation about external entities, and Anonymity information, both in the
US and in the EU, personal privacy is negative, which means that the Internet
has more information about the individuals themselves. It should be noted that
these are categories that contain, one way or another, information about the
individual’s relationship with others (other individuals or public and govern-
ment organizations). It is therefore natural that the privacy of information

from these categories is almost impossible to maintain in the age of ICTs.
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- In the categories Private space information, information about actions,
Property information, and Identity information, the personal privacy of the
average American individual is negative, which indicates the weakness of the
regulations whose role is to maintain legal privacy in the US, and/or the failure
of the legal system to implement those regulations.

- Although the overall level of personal privacy is very low both in the US and
in the EU, the category of Autonomy receives a positive score in both (15%
and 10% respectively), and is rated slightly higher than most of the other cat-
egories. This is a positive sign of the resilience of democracies, because it indi-
cates the degree of ineffectiveness of fake news that are being spread all over
the Internet and social media and shows us that the average individual in the
US and the EU manages to maintain their autonomy.

In general, in-depth surveys in focus groups are needed to confirm or refute
these findings. However, the workable and reliable measurement tool that has
been presented here makes it possible to measure in practice, in each state of af-
fairs, the general level of personal privacy or a specific component(s) of privacy.
This tool can also be useful for periodic assessment of trends (improvement or
deterioration) in the state of personal privacy in general or in a specific compo-

nent(s) of privacy.

5. Conclusions

In the ICT age, for the first time in history, personal privacy can be translated into
information. Information, by nature, is measurable and quantifiable [2]. These
characteristics of information make it possible to construct quantitative indicators
for a given state of affairs and thus transform the debate around personal privacy
from a qualitative discussion focused on the definitions of personal privacy to the
measurement of the level of personal privacy of an individual or a company.

In this article, I have introduced a metric that can help quantify and measure
the degree (level) of personal privacy. This metric is based on the concept of “so-
cial distance” and the idea that personal privacy can be broken down to its basic
components. The metric can be used by regulatory agencies to measure violation
of personal privacy by entities such as Internet companies or governments.

The example presented in this article numerically supports the common in-
tuition that in the age of ICTs, personal privacy as it is defined in the liberal
Western society is almost completely wiped out.

The metric presented here can help assess the degree of violation of a single
person’s privacy, a group of people, or an entire society, in general or about one

or more basic components of privacy.
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