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Abstract

Researches on artificial intelligence (AI) usage primarily pivot to its positive
utilization in different sectors while advanced Al tool like deepfake technology
generating nudity and sexual photos or videos, however, got nominal academic
attention. The study intends to address that vacuum examining the status of
sexual deepfake in national and international legal spheres with a view to ad-
vocating the criminalization and penalization of sexual deepfake as a distinct
offence. For portraying the importance of criminalizing sexual deepfake, the
authors analyzed various examples of Al induced sexual violence, existing laws
on deepfake, statutory actions for penalization, rationale behind criminaliza-
tion, its challenges and solutions. A systematic literature review is done on
deepfake, methods of deepfake detection and mitigation algorithms. The au-
thors found no specific law on sexual deepfake either nationally or internation-
ally. It is evident that existing cybersecurity, data protection or privacy laws are
significantly insufficient to confront the boggling expansion of sexual deep-
fake. This lawlessness signifies the emerging threats and vulnerability of the
victims of sexual deepfake. Formulating an International Covenant on the Pro-
tection from Artificial Intelligence Generated Violence would be one of the
best safety gears to minimize the legislative vacuum in the global scenario as
well as solving the statutory gaps of countries in determining the methods to
control deepfake usage. Also, establishing deepfake detection and pornography
detective website mechanism to check the sexual violence perpetuation might
be a great help for initiating national level counter measures. Also, in addition
to the regulatory mechanism, legal compliance, regulatory institutional estab-
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lishment and ethical standard, AI detection models using AI algorithm can be
an effectually trustable way to ensure AI deepfake detectability. By introducing
specified convention and statutory laws and adopting Al learning models as
detection weapon, deepfake criminalization can be expediated. Moreover, the
study aspires to promote further research in sexual deepfake criminalization
that can enhance statutory and judicial activism, execution of laws, regulatory
compliance to build a healthy safer cyberspace in digital earth.
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Law, International Human Rights Law
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Sexual Deepfake, Artificial Intelligence, Deepfake Pornography,
Criminalization, Digital Integrity, Privacy and Dignity

1. The Genesis of Deepfake Technology

In the era of digitalization, deepfake technology is a new Artificial Intelligence
(AI) weapon that generates sensory illusion and constant threat to individual free-
dom and dignity. Deepfake is raising modern doppelganger syndrome among
youths causing consistent technological violence resulting in identity deception,
severe violation of individual privacy rights, personal digital integrity, sexual def-
amation and cyber bullying. Deepfake is one of the buzzing Al specialized tech-
nologies recurrently used in making various virtual threats to defame individual
identity by dispersion of adulterated information in the form of identity scam [1],
national security threat [2], political statement manipulation [3] [4], financial
blackmailing, deceitful media coverage [5], social turbulence [6] and national se-
curity menace [7].

Deepfake technology can create fake image and represent a person’s image or
voice as his own with fraudulent use of artificial intelligence. By this Al tool, image
of face, part of body or even an entire body can be cut and added into another
image or video flawlessly that looks completely real and undistinguishable. These
activities can bring both blessings and disaster depending on the intention of the
user.

Originated from 2017 after a Reddit platform user sponsored Celebrity Sexual
Deepfake [8] many contends that previous deepfake platforms were associated
with computer or technical expertise or tech-skill development but later other fa-
mous deepfake porn site like MrDeepfake.com (MDEF) engaged in deepfake por-
nography circulation [9]. Goggle search traffic astoundingly increased in MDF
after that, with a monthly 17 million visitors [10]. Sexual deepfakes are the most
ferociously alarming usage of deepfake for committing sex crimes. More than 250

UK celebrities faced deepfake porn encounter [11].
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A Deepfake website named ClothOffio is an Al undressing website by Porn-
Dude.com that offers the service of undressing any woman’s image at free of cost.
96% Deepfake elements are non-consensual porn or porn-associated sexual con-
tent, mostly women-oriented and targeted [12]. Sexual deepfake content genera-
tion and imagery fraud rocketed to 400% in 2022-2023. An independent re-
searcher found 250,000 sexually explicit deepfakes on 35 of the most popular
deepfake pornographic websites in last seven years with 3,50,000 nude photos in
further 300 porn websites [13].

In 2023 alone 143,733 deepfake porn videos were uploaded to the 40 frequently
visited deepfake pornography websites [14]. Be it Taylor Swift or Rashmika Man-
dana’s image manipulation resulting in privacy disaster or Elon Musk’s Crypto-
currency fake plan rumor causing him striking financial loss, the demerits of shift-
ing Deepfake accessibility from professional experts to common public are clearly

visible now [15].

2. Literature Review

Research conducted over 16,000 survey participant behavioral response of 10
countries expounded that deepfake pornography is a treacherous disorder that
drastically destroy human mental faculty and even specified legislation on Non-
consensual Synthetic Intimate Imagery (NSII) is proven to be unsuccessful to stop
it [16]. The most valiant reason why sexual deepfake will be used more maliciously
than intellectually is that it can extract real image and voice that can instigate sex-
ual fantasy causing uncontrolled desire of sex enabling an outrage of digitally sex-
ual misconduct [17], female objectification [18], exacerbating image based sexual
violence (IBSV), deepfake pornography for blackmailing with fake porn [19], nor-
malization of pornographic content [20], child sexual abuse materials (CSAM)
through Deep Web [21], Online streaming of child sexual violence and misuse
[22] as well as revenge porn [23]. Researchers experimented 12 risks including
surveillance, cyber threat, misrepresentation, physiognomy, and objectionable ex-
posé [24]. Detection methods are mostly proven to be difficultly faulty in deepfake
identification [25]. However, some researchers suggest that deepfake cause no
trust issue [26]. Also, researchers have shown detection techniques through user
perception analysis on how automated and manually deepfake can be detected but
sadly found the tactics to be erroneous and unsuccessful too because users utilize
their mental faculty which is biased in most of the time [27]. Academic researches
purely on sexual deepfakes are noticeably insufficient, most deepfake studies con-
ducted are conceptual and danger-associate [28]. In addition, studies specifically
focused on legal aspects especially on promulgating an international legal code to
preach digital wellbeing, creating awareness, directing its contracting parties to
penalize sexual deepfake via national statutory legislation are significantly inade-
quate. Thus, this research aims to address this research gap portraying the neces-
sity of promulgating a universal convention and domestic legislations on sexual

deepfake in international and national legal arena for protecting the right to pri-
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vacy, right to cybersecurity, right to digital integrity, right to dignity ensuring

cyber protection.

3. Objectives of the Study

The primal motto of this study is to venture the dark side of deepfake technology
and to scientifically explore the fact whether sexual deepfakes are offence under
international or national laws and principles. The study attempts to assess the
rampant use of Al deepfake in committing crimes in cyberspace and digital plat-
forms by spreading the electronic version of violence in order to defame an indi-
vidual. In addition, the study recommends some possible ways to prevent the

deepfake violations.

4. Research Question

A) Are sexual deepfake contents specifically criminalized as a statutory offence
by any State?

B) What is the current regulatory status for sexual deepfake internationally?

5. Methodology of the Study

The paper is normative doctrinal research with statute-based, explorative, discus-
sive and regressive analysis. The authors explored Google Scholar, MDPI, and
PubMed for existing analyses on the artificial intelligence with the keywords—
Deepftake, Deeptfake as Al violence, Legal status of deepfake, Deepfake criminali-
zation, Deepfake pornography, Deepfake sexual terrorism. At first, we have dived
into the reasoning of criminalization with a short thematic brief on deepfake func-
tioning and the devastating impact when it becomes sexually motivated contain-
ing non-consensual sexual imagery. We have presented an analysis of the existing
laws exclusively on deepfake, laws that included deepfake as prohibited act or
made punishable and how no single laws are there to treat sexual deepfake as a
separate offence. Lastly, we have discussed the challenges of criminalization and
provided recommendation on how deepfake criminalization can be formulated
technically and technologically. Among the total 140 documents downloaded, 80
published documents i.e., journal articles, books, international reports, confer-
ence proceedings, working papers, statistical reports, thesis, newspaper articles
etc. were read, analyzed, cross checked in consistent with the research objectives
and utilized simultaneously. The authors used the term deepfake to indicate both
image, video and audio deepfakes including image based animated videos pro-
duced from deepfake technology.

6. Identity Deception and Technological Pretension:
How Deepfake Is Functioned

Deepfake is an artificially intelligent algorithm capable to procreate forged form
of both audio or video content by combination of several neuronal grid methods

inside smart automatized machine learning artificial intelligence. Autoencoder or
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the Generative Adversarial Networks (GAN) are making the faking system’s uni-
dentifiability, unrecognizability by human intelligence very intact and solid in one
hand while creating realistic portrayal of fake element on the other hand [29].
There used two neural networks acfor and critic. The actor imitates the actual
video or audio’s motions and expressions and the critic distinguishes true from
fraudulent content and both networks compete to confuse critics until they can’t
tell real from fake videos [30] [31].

Deepfake can believably picturize fake footage, fake voice, fake scheme, fake an-
nouncement which never occurred, told, done in real [32]. Machine learning and
deep learning combinational data distribution has created several deepfake Al tools
that will change the reality of human existence into an unrealistic non-existential
reality in futuristic view by publicizing information in the form of image, audio and
video which will not be possible to trace, stop, detect or control due to constant
technological development, functional upsurge, fluctuating algorithms and intensi-
fication in new models of data distribution generative models [33]. Deepfake is a
combination of different Al algorithms, Generative Adversarial Networks (GANs)
and Convolutional Neural Networks (CNNs) that produces Artificially Synthesized
Media (ASM) having damaging and degrading contents [34]. Sexual deepfakes are

just focused on online contents works to depreciate woman dignity.

7. Forms of Sexual Deepfakes

Deepfake arouses gender based sexual violence [35] as a digitalized version being
an added volume to the existing gender-based violence (GBV) [36]. Sexual deep-
fakes are fiercely utilized as a method to degrade woman mostly in order to extort
financial gain from various online platforms or directly from the targeted victims
by blackmailing. Apart from image based sexual blackmailing [37], there are other
forms of sexual deepfakes causing serious concern for women safety.

7.1. Cybercrime and Sextortion

Being an advanced computational intelligence, deepfake has ability to reason, re-
sponse, detect and has problem-solving skill like humans which makes it able to
commit cybercrimes indiscriminately [38]. Therefore, sextortion has become a
predominant source of financial blackmailing to male persons [39] because deep-

fake contents can acutely be used to sextort.

7.2. Deepfake Pornography

This is inflicted particularly targeting women resulting in sexual privacy violation,
close partner exploitation [40], acute attack upon personal dignity and reputation,

and unbearable psychological stress [41].

7.3. Deep Nude: Deep Disease with No Antidote?

Deep Nude app can make a clothed body naked and a naked as clothed with ef-
fortlessly skilled way that resembles to real picture of the person in the photo.
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Although developer of Deep Nude withdraws the app as soon as it creates bizarre
controversial depiction of images, dejectedly, an already circulated app in the in-

ternet world cannot be deleted permanently.

8. Criminalizing Deepfake

Criminalization of deepfake technology is highly dubious due to different cultural
and legal setting across countries. A fundamental problem is that creation of deep-
fake is not an offence; rather sharing deepfake is made punishable [42]. Here lies
the ultimate uncertainty for the Deepfake criminalization. Deepfake is basically
face forgery [43] website that targets Face for its content. This makes the technol-
ogy the scariest because face reveals the vital organ of human body and an incon-
vincibly strongest identity of human. Indiscriminate usage of face exchange ap-
plication like Face2face, Face swap, Magic Swap Puzzle, my Fake App and Deep
Face Lab is accelerating rapidly among youth as a podium of fun adventure and
entertainment. But the status of face as an inevitably fundamental part of a human
natural person’s body and physical appearance is requestioned by scholars as to
whether biological face replaced by digital face can be an issue of legal violation in
the sense that digital face is different from human face [44].

Deepfake is successfully used in cinematic development VFX [45], news an-
chorage substitution, gaming text to speech Al technology alternative to voice
over artist and budget saving for advertising commercials, photographic inven-
tiveness, in open distant learning as an educational tool, video conferencing or
research endeavors [46]. Entertainment industry has witnessed enormous suc-
cess in propelling unparallel visualization creativity and uniqueness in produc-
ing entertaining artistic expression in the art and film business [47]. Deepfake
therapeutic treatment to psychological moral injury patients has been beneficial
[48].

But the misuse of deepfake is alarmingly shocking [49] committing serious
criminal acts punishable under law [50]. Sexual deepfake causes acute cyber hu-
miliation by propagating hateful comments on social media platforms, extreme
privacy threat, wrongful media depiction, blackmailing, sextortion, slanderous li-
bel [51], social media disinformation spread [52] and other acts that destroy a
person’s dignity and freedom. These are vehement violation of constitutional and
legal right to privacy, digital wellbeing and integrity, online safety, dignity, liberty.
Also, it causes unnecessary sexual harassment and further criminal activities of
financial embezzlement or fraud. Hence, the criminalization of Sexual deepfake is
unhesitatingly mandatory.

Differences in jurisprudential understanding of legal personhood that liability
can only be borne by a natural human or legal enterprise and fundamental crimi-
nal element of mens reai.e., guilty intention, is absent in AI because Al tools can-
not be conclusively functioned to have natural psychological emotion [53]. But if
any act or omission required is not done or done anything prohibited by law or
any negligence using Al technology, the AI user can be held criminally responsible

which can ensure the deepfake criminal liability [54].
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9. Evidences on Inadequacy and Inefficiency of
Deepfake Legislation

As there is no uniform overtly consistent international legal mechanism for deep-
fake, more importantly, sexual deepfake, thus, countries started to promulgate
regulatory framework and penal laws to address the deepfake AI abuse. The Eu-
ropean Union Artificial Intelligence Act 2024 (EU AI Act) is so far the only inter-
national instrument addressing artificial intelligence misappropriation. It defines
Deepfake in its Article 3(60) as synthetic virtual data pretending to be authentic.
Regrettably, the Act fails to integrate the sexual abuse borne from deepfake. Nev-
ertheless, EU Digital Services Act (DSA) imposes fines to the websites and online
directories containing deepfake or other offensive or negative Al produced con-
tents for non-removal in due process and time [55].

For national legislation, the United States, the United Kingdom, China and
South Korea have so far promulgated specific legislation for deepfake but no laws
for particularly prohibiting sexual deepfake. United States federal legislation of
National Defense Authorization Act (NDAA) with six US provincial states ban-
ning deepfake misuse and three states particularly prohibiting nonconsensual
deepfake pornography with fines of up to 2,500 USD or rigorous prison of up to
12 months under Article 230 of the Communications Decency Act of 1996,
China’s Deep Synthesis Code of stringent restriction on deepfake content, United
Kingdom’s Online Safety Act 2023 punishing sharing deepfake porn and Criminal
Justice Bill 2024 are some of the current legislative attempts to curb deepfake
spread and label wrongful use of deepfake [56]. However, deepfake pornography
or other sexual deepfake just got nominal attention or legal redress and remains
unaddressed in larger extent. Whereas adult pornography control is itself a biggest
challenge for law enforcement, deepfake pornography is even more difficult to
trace. Basically, it is untraceable as to which adult contents are non-consensual
because it is not possible to distinguish whether the content is originally obtained
user consent, commercially exploited or produced as a part of revenge porn which
has no business involvement.

The European Union (EU) passed robust data protection statute called General
Data Protection Regulation (GDPR) that categorizes deepfake as privacy, anti-
harassment or cyber threat but not as a distinct offence considering it as a similar
offence like pornography [57]. The EU Acts did not primarily aim deepfake crim-
inalization rather presented stringent policies on privacy violation and also
pointed at the matter of unauthorized individual data usage [58]. Thus, scholars
are of the view that if deepfake and revenge porn is classified under pornography
Act rather deepfake legislation, it will be useless [57].

The Indonesia’s legislative approaches such Electronic Information and Trans-
actions (ITE) Law and other Personal Data Protection Law have failed to regulate
deepfake offences for which scholars have demanded legislating statutes on spec-
ified deepfake detection, Al ethics and global effort to minimize the rapid ever-

increasing blowout of deepfake [59].
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US has so far been the only federal country with explicit address to deepfake
porn by introducing federal laws like Malicious Deepfake Prohibition Act 2018,
Deepfake Accountability Act 2019 and Deepfake Report Act 2019 [6] and new
bills No Fakes Act, No Al Fraud Act etc., [60]. The Korea Communications Stand-
ards Commission (KOCSC) blocked many deepfake websites in 2023 making
nonconsensual sexual deepfake content punishable with five years in prison with
a $250,000,000 fine and commercial distribution with seven years in prison [61].
Nonetheless, these statutes are focused on deepfake pornography which is only
one category of sexual deepfake. Thus, a comprehensively inclusive punitive stat-
ute covering all genres of sexual deepfake including privacy, dignity, personal in-

tegrity, cyber safety and data protection is not formulated in any country till today.

10. Legislative Challenges of Imposing Legal Proscription on
Deepfake

a) International: Challenges of making international convention on deepfake
prohibition is concerned with the legality and non-consensual issues. The first
hurdle is however to define deepfake due to its unpredictability. Universal defini-
tion for deepfake is a tough chase as AI models can reach up to unimaginable
extent, nature, genre, forms like audio or video and classification which even can
be unknown to AI creators. Forming international consensus might be difficult
due to its unconventional nature and cultural aspect.

Promulgating a separate convention might be a good start, but nations might
not incorporate with the obligation to make specific national Acts on deepfake.
Next, is the issue of pornography which is itself an extremely unregulated offence
throughout the world due to the disputed and different approaches of States to-
wards it, some States legalizing porn while others condemning it is another mis-
nomer equally applicable for deepfake pornography as well. Cyber laws are yet
another cause of challenge for creating deepfake convention because cyber secu-
rity mechanism is not fully established yet as a reliable sector to chase online har-
assment across the world.

b) National: Challenges of implementing domestic legal restrictions are mostly
related to affordability and execution. The most glaring challenge for national leg-
islation for criminalizing deepfake is to fix the regulatory mechanism and provi-
sions on deepfake detection. Deepfake is functioned by high end AI algorithms
which needs separate process to be detected and regulated. For punishing deep-
fake creators, first strong regulatory mechanism is to be set up but many nations
either cannot afford to those technology that can trace deepfake or simply over-
look due to pornographic legality in their nations. States legalizing adult content
or allows adult industry to run legally will find it extremely difficult to identify
non-consensual deepfake pornography. Moreover, statutes particularly framed
for online safety of woman are rare, even if there is any statute for tackling online
harassment to women, it does not specify the sexual deepfake as a category of

online harassment. Furthermore, sexual deepfake is not even categorized as a
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mainstream offence and is not included as an offence under specific provision of
any penal law. These challenges put the criminalization of sexual deepfake under
utmost uncertainty risking millions of individuals privacy, dignity and integrity

into massive threats of blackmailing.

11. Sexual Deepfake Control: Scope for Resorting to
Criminalization

11.1. How Al Itself Is a Solution to Deepfake Detection

For deepfake detection and criminalization, a rigorous collaborative effort from
tech experts and media giants is needed for. It is fundamental to develop Al de-
tection mechanism before promulgating statutes criminalizing deepfake because
government must address how to identify deepfake. Without this, mere legal
criminalization will not bring any fruits. Very few countries are actively working
to control deepfake by setting laws and regulations inflicting higher penalties.
But rarely any State is working on deepfake circulation, publication and detection
mechanism—which are the foremost ways to stop deepfake maniacs. Deepfake
manipulation can be tackled by the very Al based Deepfake Detection System
(DDS) [62]. Deepfake controlling AI methods like Convolutional Neural Network
(CNN) or Long Short-Term Memory (LSTM) methods by extracting features of
the frame image of a video using a CNN, Eye blinking by LSTM etc. are some of
the earlier methods that were proposed as deepfake detection method [63]. None-
theless, a more reliable process of extracting layers of any modifications of frames
or the computer vision features of the digital content is proven to be more accurate
having 96% - 97% detection rate [64].

Scholars suggested blockchain method to detect deepfake content from internet
service providers [65] [66]. Another way to detect fake and fabricated deepfake
videos/images is the use of Ethereum smart contracts which identifies the history
of the content to its original source by tracking [67]. Blockchain-based federated
learning (BFL) and data normalization techniques are considered as effective in
tracing deep learning technology [68]. Interestingly, deepfake can not only be
traced but also be removed using Al technology. XAI-ART i.e., Explainable AI
(XAI) coupled with Adversarial Robustness Training (ART) is such Al technique
to combat deepfake ensuring its removal [69].

By applying machine learning models and tracking alterations anomaly in
larger dataset deepfake can be identified and controlled. Combining various Al
detection models is possibly the best strategy to cope with deepfake enigma [70].
Also, building technological surveillance on Al by establishing AI generation reg-
ulatory authority can be topnotch thought [71]. OpenAl implemented DALL-E to
detect deepfake image with proven 98% accuracy but with limitation that no video
content can be traced and only AI made by them can be checked by this software
application [72].

By regulating the incorporation of these Al technologies and the inventors to

instill moral methodical approach into the functionary part of these Al tools like
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deepfake can be a method to curb sexual deepfake [73]. One proven example is
the Thai AI Chatbot LAW-U developed by Natural Language Processing (NLP)
combining 182 Thai Supreme Court verdicts for suggesting sexual deepfake vic-
tims or survivors’ legal knowledge by referring appropriate judgements on sexual
violence. It gained 88% success making it capable for execution in addressing real
deepfake problems [74].

Sexual deepfake will be redressable by reinforcement of privacy, personal integ-
rity, dignity centric victim protection rights by executing penal law mechanism so
that any violation to a person’s dignity can strictly be handled under statutory
punishment. Al deepfake is an extremely complex computer algorithmic data sets
that are beyond perceptibility or captivation, even beyond the very human imag-
ination who have invented [75]. Therefore, for the AI deepfake perpetuating sex-
ual violence as an invisible identity miscreant, it is the very Al algorithm which
knows the way out how to mitigate the wrongful usage of deepfake and what data

sets will be useful to create user limitation or restricted accessibility [76].

11.2. Legislative Measures for Deepfake

After ensuring the technological support system and nationally backed up ar-
rangements such as deepfake prevention unit with cyber units, States must crim-
inalize deepfake by promulgating an Act particularly for sexual deepfake with
stringent punishment. The Act will define the nature of legal and illegal deepfake.
It will categorize the features of wrongful deepfakes and how an online content
will be considered illegal deepfake. It will mention different method and acts of
generating sexual deepfake and can compose a board to regulate a domestically
controlled deepfake detection system and implement the law. The Act will have
severe punishment according to the types of destruction the victim faced and can
enlist this as both criminal and civil law violation.

Like in most pornography statutes, pornographic contents are banned from be-
ing produced, marketized, stored, distributed, circulated, commercially used, up-
loaded in any online platform without consent or wrongfully for blackmailing,
sexual deepfake can be framed up in similar way while making deepfake prohibi-

tion laws.

11.3. Other Measures for Deepfake Prevention

AT technology monitoring system and psychological motivation for creating re-
sistance in the user mind for not committing crime [77], strong regulatory body
to limit and control deepfake technology and apps [56], blocking deepfake porn
websites, separate law for deepfake and tortious remedies for sexual privacy pro-
tection and corporate social governance [78], media literacy [79], AI detectability
by forensic experts for judicial trial [80], ensuring ethical healthy AI and deepfake
use [81] are some of the measures that are suggestible for all countries to maximize
deepfake detachment and minimize its misapplication. Europe has adopted a

unique right named “Right to be forgotten” (RTBF) which resembles the concept
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that any indecent information in the form of image, video or audio should be for-
gotten gradually as soon as it got released in the society [61]. The RTBF approach
was introduced as a social simulation policy to protect deepfake victims’ moral
right to be respected, to protect the victims from public bashing so that they do
not have to suffer from fame-shaming, name-shaming or body-shaming. Al ethics

is, therefore, tremendously imperative for controlling deepfake technology.

12. Findings

It is found that sexual deepfake is not considered as a separate offence, rather, few
laws consider it as a category of cybercrime or tech crime. There exists a latent
scarcity of national and international legal mechanism specifically designed to
monitor or mitigate sexual deepfake. Neither specific national regulatory laws, nor
any provisions on unauthorized or malicious use of deepfake is found. Intentional
deepfake usage has been banned in handful of countries or made punishable with
stricter penalty but in very few ones with immense limitation.

Banning by statutes will not come in rescue in case of sexual deepfake. These
laws are insufficient to cop up with variety of Al violation of different fields, are
not exclusive to sexual deepfakes and deepfake pornographic content, have no
specific regulatory process for privacy and sexual integrity violation via deepfake.
The remedy process is celebrity focused and not public oriented. Overall, the sex-
ual privacy protection is greatly missing in existing limited legislations. For that
firstly we need an International Convention on sexual deepfake for setting inter-
national attention and penalty rules for combating Al criminal usage challenges.
Countries must resort to tech-enhanced solutions before implying criminalization
of sexual deepfakes. It is because prosecuting criminal cases on sexual deepfake
will have the requirement of solid evidence whether the content of debate com-
mitted any crime using deepfake technology. For that, the victim needs to resort
to the technology which will prove the deepfake authentication for trial procedure.

Basically, it goes on both ways by criminalizing deepfake, government will have
to incorporate measures to implement deepfake detection. For that, existing leg-
islations needs to be revised in greater level to enhance privacy protection of vic-
tim of sexual deepfake crimes. Thus, the triangular effect needs to be under-
stood—laws on Al and deepfake needs to be promulgated and existing laws must
be strengthened. This will lead to better execution of judicial decision on victim
of crimes of sexual deepfake.

For formulating laws, the AI detection mechanisms must be established that can
work in full swing. Henceforth, it is pertinent to criminalize the deepfake utiliza-
tion on sexually motivated or targeted activities conducted to defame the dignity,
integrity and privacy of the endless victims across the world. Strong combination
of law and enforcement, judicial remedy and technological advancement can stop
this. For all these sectors to work out, we need an international measure that can
compel its contracting parties and create indirect pressure on States to adopt laws

on criminalization of sexual deepfake by differentiating the usage of deepfake in
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sexual and non-sexual purposes. The core problem is differentiating sexual deep-
fake from deepfake is not possible because not all deepfake contents are negative,
negatives are not always sexualized and the deepfake are circulated, generated and
publicized in gargantuan size through many authorized and unauthorized websites
and online platforms or social media applications. Thus, detecting, blocking, pe-
nalizing are the steps to stop sexual deepfakes. For this, we need to criminalize sex-
ual deepfakes not as an ancillary to pornography or revenge porn or privacy inva-

sion but as a specific offence having specific identification and penalty.

13. Recommendations

Sexual deepfake should be recognized as a distinct offence and it should be regu-
lated via national and international initiative. Deepfakes need to be addressed ac-
ademically and legislatively and judicially. The paper simply proposes a dual-
mode activism of strategic remedy as an all-out probable plan for expected con-
trolling of sexual deepfakes in order to facilitate the entire criminalization pro-
cess—a) Technological remedy b) Legislative and legal remedy. Firstly, for the
technological solution, the following approaches need to be established, enhanced,
reintroduced and strengthened:

i) Generating and developing strong Deepfake Detection System (DDS) by na-
tional level top technological companies including cyber units using methods like
machine learning, watermarking, blockchain technology,

ii) Establishing deepfake pornography detective Al website mechanism,

iii) Anti-deepfake technology for sexual deepfake,

iv) Advanced Al laboratory for tracing sexual Al picture rotation,

v) Developing software and algorithms to monitor the source, size, specificity
of sexual content,

vi) Capacity building by technological knowledge dissemination is to be done.

For the legal remedy, we are on the view of following the below mentioned tac-
tics and steps of legal approaches to properly execute the technological remedy:

i) Universal criminalization of malicious use of deepfake,

ii) Convention on Protection from Sexual Deepfake or Universal Sexual Deep-
fake Protection Covenant,

iii) Separate enactment for sexual deepfake such as nonconsensual deepfake
adult pornography, deepfake child pornography, nonconsensual counterfeit sex-
ual image-audio-video based depiction and child abuse,

iv) Specified artificial intelligence and deepfake provisions in the existing laws
on pornography,

v) Emphasizing tort laws for defamation and violation of personal reputation;

vi) National digital policy on sexual deepfake,

vii) Strengthening prevention of sexual e-crimes and cybercrimes,

viii) Robust information and communication technology, data protection, data
privacy, data integrity and cybersecurity,

ix) Operative social media regulation by establishing AI Deepfake Misuse Mon-
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itoring Authority for holding deepfake porn streamers or distributors, website
owners and deepfake criminals under laws with stringent penalty for deepfake
circulation and non-removal of deepfake content after proven misconduct; and

x) Distinct defamation statute for IBSV deepfakes. High tech Al laboratory and
AT expert professional developers to crosscheck Al deepfake authenticity for pun-
ishing criminals in judicial proceedings.

Government can implement these recommendations by setting liaison with dif-
ferent collaborators of ministries, policy makers, tech organizations, software
companies, online content distributors, media specialists, researchers and internet
service providers. For international convention, big States need to think about
deepfake on serious note with real intention to prevent deepfake, particularly sex-
ual deepfake. The legal system has to evolve with the technological development
to control the far-reaching adverse impact of sexual deepfake. For this, govern-
ment must head to policy making on deepfake detection, control, prevention
mechanisms and set up legal remedies by criminalizing deepfake. National policy
adoption on cybersecurity, privacy of child and woman including control of data
manipulation are some of the aspects State has to actively take initiative to make
policies. For implementing policies, legislators must promulgate a law on sexual
deepfake control and prevention, identifying nonconsensual content, blocking
deepfake porn sites, controlling internet service providers, making surveillance
rooms of cyber units for online platform or setting deepfake detection units as a
part of different cell of cyber security force. All these efforts will bring out success-
ful control of sexual deepfake if deepfake is criminalized with clearly statutory

provision and legally recognized as offence.

14. Conclusions

Sexual deepfake is a severe peril for public security, a serious threat to society. In
the name of entertainment or social media influence, this Al tool is creating un-
imaginable hazard for woman and girls in particular, which if not regulated by
law will cause an imagery epidemic for the right to dignity and freedom for the
female section of society.

Unfortunately, the illegality of deepfake is still debatable and no concrete laws
have been pronounced in criminalizing malicious usage of artificial intelligence
let alone deepfake as a statutory offence or as a violation of international laws.
Once we stepped into the artificiality as a replacement of human intelligence and
capacity to solve complex problems, it has already become an integral part of hu-
man life and will shape its future. The paper emphasizes the criminalization and
sufficient legal framework to suppress the application of sexual deepfake.

But criminalization, laws, regulatory bodies or whatsoever, is not the only cure
to sexual deepfake. Is promulgating an inclusive Deepfake Offence (Prevention,
Punishment and Protection) Act on country level will be a feasible solution? May
be, yes. But artificial intelligence requires more of a technological control than

legal control. Regulatory action cannot enhance a zero virtual harassment society
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and perhaps the ever increasingly tech-change will never bring back the real world
to the viewers of upcoming generation. Cumulative efforts from government,
computer scientists, tech researchers, Al specialists, intergovernmental organiza-
tions, civic society, awareness activists and advocacy groups should come forward
with a determination and scientifically implementable plan to stop the sexual im-
agery, animated or motion violence like deepfake with the help of law enforcement

organs.
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