X4

Journal of Materials Science and Chemical Engineering, 2025, 13(3), 44-78

X/

Scientific ] ; !
"‘: Research https.//www.surp.org/Journal/msce
94% Publishing ISSN Online: 2327-6053
¢ ISSN Print: 2327-6045

Standard Operating Procedures (SOPs) for
the Selection of Toxic Industrial Chemicals
(TICs) Handheld Detection Equipment for the
United Arab Emirates Civil Defense Forces:
Technologies versus Operations Integration

Khaled Al-Atrash

Civil Defense G.H.Q, Ministry of Interior, Abu Dhabi, United Arab Emirates

Email: atrash_khaled@yahoo.com

How to cite this paper: Al-Atrash, K. (2025)
Standard Operating Procedures (SOPs) for
the Selection of Toxic Industrial Chemicals
(TICs) Handheld Detection Equipment for
the United Arab Emirates Civil Defense
Forces: Technologies versus Operations In-
tegration. Journal of Materials Science and
Chemical Engineering, 13, 44-78.
https://doi.org/10.4236/msce.2025.133004

Received: November 30, 2024
Accepted: March 25, 2025
Published: March 28, 2025

Copyright © 2025 by author(s) and
Scientific Research Publishing Inc.

This work is licensed under the Creative
Commons Attribution International
License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

(OMONMY 0pe pcces:

Abstract

The necessity to ensure public safety has amplified the importance of reliable
detection of toxic industrial chemicals (TICs) across diverse environments,
with a focus on industrial and civilian contexts. While handheld detection de-
vices offer undeniable advantages in terms of portability and user-friendly op-
eration, the absence of comprehensive standard operating procedures (SOPs)
can potentially limit their efficacy and safety. The primary aim of this study is
to explore and devise well-defined SOPs for handheld TIC detection devices,
emphasizing their application in TIC identification. While acknowledging
their application for both TICs and chemical warfare agents (CWAs), this
study specifically illuminates the complexities of TICs, examining their unique
physical properties and the wide array of detection technologies. It also pro-
vides a focused analysis of the roles, responsibilities, and capabilities of civil
defence units, with special attention to the context of the United Arab Emir-
ates (UAE). This research further ventures into proposing robust selection
procedures and the development of dynamic SOPs for Chemical, Biological,
Radiological, and Nuclear (CBRN) equipment within various operational en-
vironments. The objective is to foster safer, more effective utilization of these
critical tools in the detection of TICs. Through comprehensive scrutiny of
TICs and the advancement of their detection processes, this study hopes to
extend the existing body of knowledge in this area. The ultimate aim is to fa-
cilitate innovative approaches that enhance public safety measures and the
management of industrial chemical threats, contributing significantly to the
broader discourse on CBRN threat management.
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1. Introduction

Detecting Toxic Industrial Chemicals (TICs) is crucial for public safety in both
industrial and civilian settings. The rise of portable handheld detection devices
has made their use more convenient, but their effectiveness and safety depend on
predefined Standard Operating Procedures (SOPs). This research reviews SOPs
for these devices, emphasizing their role in detecting Chemical Warfare Agents
(CWA5) in civilian contexts.

Chapter one highlights the importance of SOPs in standardizing TIC detection
tasks to reduce human error and equipment failure [1]. Chapter two examines the
characteristics and hazards of CWAs in civilian settings, stressing the importance
of effective detection [2]. Chapter three reviews TIC detection technologies, com-
paring handheld and stationary devices, and their application in diverse environ-
ments. Chapter four focuses on the UAE Civil Defence’s role, including tendering
and operational procedures for CBRN equipment. Chapter five outlines selection
procedures for handheld TIC devices, balancing technology, cost, and interoper-
ability, while chapter six emphasizes the need for consistent implementation of
SOPs in CBRN operations.

In conclusion, this research underscores the critical role of SOPs in the effective
use of handheld TIC detection devices, advocating for standardized practices to
ensure safety and efficiency. It provides actionable insights for policymakers,
emergency responders, and civil defence organizations, while also laying a foun-
dation for future studies on improving TIC detection equipment and SOP imple-

mentation.

2. Introduction to SOPs
2.1. Why SOPs Are Useful

Standard Operating Procedures (SOPs) form the foundation of operational frame-
works across sectors, ensuring tasks are performed consistently and effectively [3].
Their utility is exemplified by Apollo Hospitals, which highlighted in their 2017
Excellence Report how SOPs improve efficiency and safety in healthcare delivery,
a principle applicable across industries [4]. SOPs promote uniformity by stand-
ardizing operations, eliminating performance variability, and enhancing service
quality. They act as safeguards against errors, particularly in high-risk tasks, by
providing clear step-by-step guidelines. Additionally, SOPs are invaluable for
training and skill development, serving as a reference for new and existing staff,
thereby building a competent workforce. Their role in ensuring regulatory com-
pliance and accreditation further underscores their importance, as they provide

evidence of adherence to operational standards. Overall, SOPs are essential for
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promoting consistency, minimizing risks, supporting training, and achieving
compliance, contributing significantly to organizational effectiveness and quality

improvement.

2.2. Importance of SOPs in CBRN Detection

Standard Operating Procedures (SOPs) are crucial in Chemical, Biological, Radi-
ological, and Nuclear (CBRN) detection as they establish a structured, reproduci-
ble framework for managing diverse hazards [5]. The complexity of CBRN events,
involving various agents that require distinct methodologies, makes SOPs indis-
pensable.

They provide a unified and adaptable approach, accommodating specific pro-
tocols for threats such as biological and radiological agents [6]. SOPs also stand-
ardize the operation of complex detection technologies, such as handheld detec-
tors, ensuring consistent and accurate use while minimizing operator errors [7].
Beyond technology, SOPs enhance training and preparedness, fostering technical
proficiency and consistent application of best practices.

They also play a pivotal role in interagency collaboration, enabling coordinated
responses through standardized communication and shared protocols [8]. Ulti-
mately, SOPs are foundational to effective CBRN operations, guiding technology
use, training, and cross-agency coordination to address threats effectively.

2.3. Who Needs SOPs?

Standard Operating Procedures (SOPs) are crucial for selecting handheld detec-
tion devices for toxic industrial chemicals (TICs), offering a standardized ap-
proach to ensure devices meet essential standards of capability, reliability, and ac-
curacy [9]. These guidelines address key selection criteria, including sensitivity,
specificity, ease of use, maintenance needs, and durability under varying condi-
tions, enabling consistent evaluation of devices [9].

SOPs also define testing and evaluation procedures, ensuring devices align with
detection and identification standards while verifying reliability through reproduc-
ible results [9]. By mitigating risks associated with device selection errors, SOPs
safeguard personnel and public safety. Additionally, they provide guidance on de-
vice care and maintenance, preserving functionality and reliability over time [9].

In conclusion, SOPs are indispensable for the standardized selection, testing, and

upkeep of handheld TIC detection devices, ensuring their effectiveness and longevity.

3. Toxic Industrial Chemicals (TICs)

3.1. What Are Toxic Industrial Chemicals?

Toxic Industrial Chemicals, or TICs, constitute an array of substances produced
or utilized within various industrial operations. These substances can pose serious
health and environmental hazards upon exposure [10]. TICs are part of numerous
industry verticals, such as chemical manufacturing, oil and gas, pharmaceuticals,

and agriculture. Exposure to TICs can occur through accidental or intentional re-
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leases during their transportation, storage, or utilization, leading to potential ad-
verse health outcomes [10].

TICs are classified into distinct categories, each determined by its specific
chemical characteristics and level of toxicity. This categorization includes irri-
tants, which cause inflammation on contact. Corrosives, which inflict chemical
burns, asphyxiants, which disrupt oxygen intake, and systemic poisons, which can
affect specific organs or the entire body [10].

Examples of TICs encompass substances like ammonia, chlorine, sulfur diox-
ide, and hydrogen cyanide. These chemicals, extensively used in a variety of in-
dustries, can cause significant harm to human health, the environment, and prop-
erty upon uncontrolled release [10]. The occurrence of these chemicals in diverse
physical states, such as gases, vapors, liquids, or solids, demands unique detection
and response strategies for each.

The risk associated with TICs necessitates the establishment of robust detection
and identification systems. Rapid identification and quantification of TICs during
a release is crucial for effectively executing response strategies and mitigating
harm. Handheld detection devices serve this purpose as they offer portability, ease
of use, and instant results [10].

In essence, an in-depth understanding of TICs, their properties, associated
risks, and the importance of swift and accurate detection are fundamental in de-

vising appropriate emergency response and mitigation strategies.

3.2. Types of TIC

Toxic Industrial Chemicals (TICs) are widely used in industrial processes and
pose significant risks to human health and the environment when accidentally
released or intentionally misused. Based on classifications by OSHA [11], TICs
are categorized into distinct groups based on their chemical properties and poten-
tial impacts:

1. Volatile Organic Compounds (VOCs): Highly volatile substances such as
benzene and formaldehyde, commonly found in solvents and paints. Prolonged
exposure can cause respiratory and neurological issues, emphasizing the need for
rapid detection and control.

2. Chlorinated Solvents: Toxic chemicals like trichloroethylene and carbon tet-
rachloride, used in industrial processes, can harm the liver, kidneys, and central
nervous system, requiring immediate detection strategies.

3. Ammonia and Ammonia Compounds: Widely used in fertilizers and plastics,
ammonia exposure causes respiratory distress and reacts to form other toxic sub-
stances, necessitating robust monitoring systems.

4. Hydrogen Fluoride: Critical in producing aluminum and refrigerants, this
toxic gas can cause severe burns and systemic effects, highlighting the importance
of efficient detection and control.

5. Cyanide Compounds: Used in mining and metal cleaning, cyanides are

highly toxic and can cause rapid, severe health effects, including respiratory dis-
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tress and death, requiring urgent intervention.

6. Irritant and Corrosive Chemicals: Substances like acids and alkalis can dam-
age the skin, eyes, and respiratory tract, making immediate first aid and medical
attention vital.

7. Asphyxiating Chemicals: Gases such as carbon monoxide and hydrogen cy-
anide deprive oxygen, leading to unconsciousness or death, stressing the im-
portance of rapid detection.

Despite their diverse properties, all TICs present serious risks, making robust
detection, control systems, and emergency responses critical to minimizing harm

and protecting public and environmental health.

3.3. Physical Properties of TICs

Toxic Industrial Chemicals (TICs) are prevalent in diverse industrial processes
and carry the potential to harm human health and the environment if uninten-
tionally or deliberately released. The physical properties of TICs, such as their vol-
atility, solubility, and reactivity, greatly influence their behavior and associated
risks, thereby playing a significant role in their detection, management, and reg-
ulation. Therefore, comprehensive understanding and characterisation of these

properties are integral to formulating effective responses to TIC-related incidents.

3.3.1. Volatility

Volatility is a crucial physical property of TICs and defines a substance’s capacity
to transition from a liquid or solid state into a gaseous state (vaporise or evapo-
rate). Volatility is inversely related to boiling point; thus, chemicals with lower
boiling points are more volatile [10].

A TIC’s volatility directly impacts its dispersion in the air following a release
and its subsequent persistence in the environment. Highly volatile TICs, such as
ammonia and chlorine, can swiftly spread over a vast region, potentially affecting
a large number of individuals and systems. Conversely, TICs with low volatility,
including phosgene and sulfur mustard, tend to persist in the environment for
longer durations, raising prolonged exposure risks [10]. Thus, understanding a
TIC’s volatility assists in predicting its behaviour post-release and informs appro-

priate detection and response strategies.

3.3.2. Solubility

Solubility, another pivotal physical property, denotes a TIC’s ability to dissolve in
a specific solvent, typically water. The solubility of a TIC substantially affects its
distribution and persistence in various environmental compartments, including
air, water, and soil.

Highly soluble TICs, like hydrogen cyanide, can readily dissolve in water, pos-
sibly leading to rapid elimination from the air but causing water contamination
[10]. On the other hand, TICs with low solubility, for instance, phosgene, are likely
to remain airborne for extended periods, facilitating aerial detection but present-
ing inhalation risks. Hence, knowledge of a TIC’s solubility is fundamental in

shaping targeted detection and mitigation measures.
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Table 1. TICs physical properties.

3.3.3. Reactivity

Reactivity refers to a TIC’s propensity to undergo chemical changes or reactions
when exposed to certain substances or conditions. Highly reactive TICs can gen-
erate hazardous by-products, complicating detection efforts and exacerbating

risks. Table 1 explains TICs physical properties.

. . State at Molecular . Boiling
Toxic Industrial . . Density . .
o. . Appearance Room Weight Solubility in Water 5 Point Reactivity
Chemical (TIC) (g/cm?) o
Temperature (g/mol) (°C)
Stabl d
Water Colorless, o a e. under
0 . Liquid 18.015 Self 1.00 100 ordinary
(Reference) odorless liquid .
conditions
Colorless gas .
. . . Reacts with
1 Ammonia with pungent Gas 17.03 Highly soluble 0.00077 —33.34 . 1
acids, oxidizers
odor
Reacts with
Greenish-yellow many
2 Chlorine gas with pungent Gas 70.90 Soluble 0.003214 —34.04  substances,
odor especially
water
0.815
Colorless gas Reacts with
) . (formaldehyde L
3 Formaldehyde with pungent, Gas 30.03 Highly soluble . —-19.5  strong oxidiz-
. in water .
suffocating odor . ers, alkalis
solution)
Reacts with
Colorless liquid o . cactswi
4 Benzene . Liquid 78.11 Slightly soluble 0.8765 80.1 strong
with sweet odor L
oxidizers
Reacts with
Colorless gas L
Hydrogen . oxidizers,
5 with rotten egg Gas 34.08 Soluble 0.001363 —60.4
Sulfide halogens,
odor e
nitric acid
Reacts with
Carbon Colorless, . cacts wi
6 . Gas 28.01 Slightly soluble 0.001250 -191.5 strong
Monoxide odorless gas L
oxidizers
Stabl d
Bluish-white . 2 e. e
7 Lead Solid 207.2 Insoluble 11.34 1749 ordinary
metal "
conditions
. Insoluble (inorganic Reacts with
. Metallic grey . ] 615
8 Arsenic . Solid 74.92 forms are highly 5.72 . strong
solid (sublimes) L
soluble) oxidizers
. L Stable under
Silver, liquid L. . .
9 Mercury cal Liquid 200.59 Slightly soluble 13.534 356.73 ordinary
meta
conditions
Reacts with
] ) Insoluble (some eac .S e
. Silvery white . acids,
10 Cadmium Solid 1124 compounds are 8.65 767 .
metal selenium,
soluble)
sulfur
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For instance, some TICs, when exposed to water, undergo exothermic reactions
to form corrosive acids or bases, intensifying the threat they pose. Others may
interact with specific chemicals, leading to the production of toxic gases or the
instability of the TICs themselves, impacting their storage and handling [10].
Therefore, understanding reactivity can provide valuable insights into the poten-
tial hazards linked with specific TICs and the precautions required to safely handle
and store them.

In summary, the physical properties of TICs substantially dictate their environ-
mental behavior and detectability, underscoring their consideration in the selec-
tion of detection technologies and the development of Standard Operating Proce-
dures (SOPs). A robust understanding of these properties enables the implemen-
tation of suitable equipment, the accurate interpretation of detection data, and the
development of efficient response and mitigation strategies against TIC-related
threats.

3.4.CWA vs TICs and TIMs

Distinctions among Chemical Warfare Agents (CWA), Toxic Industrial Chemi-
cals (TICs), and Toxic Industrial Materials (TIMs)

Chemical Warfare Agents (CWAs), Toxic Industrial Chemicals (TICs), and
Toxic Industrial Materials (TIMs) are distinct categories of hazardous substances,
differentiated by their composition, usage, and associated risks. CWAs are specif-
ically developed for warfare, designed to incapacitate or kill, and include nerve,
blister, choking, and blood agents. These agents are highly potent, persistent, and
require specialized detection and decontamination measures [12].

TICs, on the other hand, are widely used in industrial processes, such as chlo-
rine and ammonia, and can become harmful if accidentally or intentionally re-
leased. While their toxicity varies, the health impacts of TICs can be as severe as
those of CWAs depending on the chemical and exposure dose [12]. TIMs, alt-
hough not inherently toxic, such as fuels or lubricants, can pose risks when re-
leased in significant quantities or under certain conditions.

The detection of these substances requires tailored technologies. Ion Mobility
Spectrometry (IMS) is preferred for CWAs due to its precision in identifying gas-
eous compounds at trace levels. Conversely, Fourier Transform Infrared (FTIR)
spectroscopy is effective for detecting TICs and TIMs by analyzing their unique
infrared absorption patterns [12].

Understanding these distinctions is critical for developing appropriate detec-
tion and response strategies. It ensures proper threat characterization, the selec-
tion of effective technologies, and the implementation of robust response proto-
cols, ultimately protecting human health and the environment from these inter-

connected hazards.

3.5. Hazards of TIC in Civilian Environments

Toxic Industrial Chemicals (TICs) present substantial risks to human health and
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the environment if accidentally released, with the severity depending on the chem-
ical type and concentration [13]. Health impacts include acute symptoms like res-
piratory distress, nausea, and chemical burns, as well as severe conditions like
Acute Respiratory Distress Syndrome (ARDS) caused by chemicals such as chlo-
rine and phosgene [14]. Chronic exposure can lead to long-term health issues,
including cancer, neurological disorders, and reproductive problems.
Environmental hazards include soil and water contamination, with Persistent
Organic Pollutants (POPs) like PCBs and dioxins accumulating in food chains
and causing enduring risks to ecosystems and human health [13]. The behavior
of TICs, influenced by their volatility, reactivity, and solubility, determines their
spread and persistence. Volatile TICs can quickly contaminate large areas, while
less volatile ones may result in prolonged contamination. Reactive TICs may form
secondary hazardous compounds, complicating mitigation efforts.
Understanding the health and environmental hazards of TICs, alongside robust
detection, response, and prevention strategies, is critical to reducing their impact

and safeguarding civilian environments.

4. Detection Equipment
4.1. What Is Detection?

In the realm of chemical, biological, radiological, nuclear, and explosive (CBRNe)
threats, including toxic industrial chemicals (TICs), understanding detection is
imperative for strategic response and risk mitigation. According to the National
Academies Press 1, detection entails identifying the presence of potentially harm-
ful substances by interpreting their unique signatures, which can be physical,
chemical, or even radiological [15].

Detection technologies and methodologies are a cornerstone of any compre-
hensive strategy to prevent or respond to CBRNe events. They serve as our first
line of defense against these threats, providing critical information that informs
decision-making processes about containment, mitigation, and decontamination
strategies. Without effective detection, it is impossible to know when and where a
CBRNe event has occurred, what agents are involved, or how to appropriately re-
spond [15].

While there are numerous detection technologies available, each has its
strengths, weaknesses, and areas of applicability depending on the nature of the
threats. Some detection methods can quickly identify the presence of a wide range
of agents but may lack the specificity to differentiate between them. Conversely,
other technologies offer high specificity but may not be as broad in their detection
capabilities.

For instance, optical detection systems, such as Raman spectroscopy and laser-
induced breakdown spectroscopy, are highly sensitive and can provide almost in-
stant results. They can identify and differentiate among a vast array of chemical
substances, including TICs, making them valuable for CBRNe responses. How-

ever, these systems are typically limited to detecting chemical threats and may not
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be as effective in identifying biological, radiological, or nuclear threats.

Similarly, biological detection systems, such as immunoassays and polymerase
chain reaction (PCR) techniques, are highly specific in identifying biological
agents. Yet, their application is limited to biological threats, and they require sig-
nificant time to deliver results, which might not be feasible in emergency scenar-
ios.

Radiation detection devices, on the other hand, are designed to identify and
measure radiological and nuclear threats. These systems often rely on technolo-
gies like ionization chambers, scintillation detectors, and semiconductor detec-
tors. They are capable of determining the type and intensity of radiation but are
limited to detecting radiological and nuclear threats.

Detection also extends to the recognition of explosive threats. Technologies like
ion mobility spectrometry and X-ray diffraction are commonly used for this pur-
pose, offering rapid detection and identification of various explosives.

While each of these technologies is highly valuable in specific contexts, none
alone provides a comprehensive solution to all CBRNe threats. This necessitates a
multifaceted approach to detection, employing a variety of technologies to cover
the broad spectrum of potential threats.

Moreover, detection does not occur in a vacuum. It is a part of a broader system
that includes information gathering, threat analysis, decision-making, and re-
sponse implementation. Effective detection systems must, therefore, be designed
with integration in mind. They need to be compatible with other technologies,
able to communicate critical information to decision-makers quickly, and robust
enough to operate under challenging conditions [15].

In conclusion, detection plays a vital role in preventing and mitigating CBRNe
threats. By leveraging a range of technologies and maintaining a systems-wide
perspective, we can improve our detection capabilities and enhance our readiness

to respond to these critical threats.

4.2. Detection vs Identification

Understanding the differences between detection and identification technologies
is crucial when dealing with chemical, biological, radiological, nuclear, and explo-
sive (CBRNe) threats, including toxic industrial chemicals (TICs). According to
[16] and [15], these terms denote different stages of threat recognition and re-
sponse, each carrying its own set of challenges and technological solutions.
Detection, as mentioned earlier, is the first line of defense against CBRNe
threats. It is the act of sensing the presence of potentially harmful agents by using
devices sensitive to their signatures. Detection technologies serve to alert us to the
existence of a threat, often by monitoring changes in the environment that indi-
cate the presence of potentially harmful substances. They can often sense a wide
range of agents but typically lack the ability to differentiate among them. This
initial process is crucial for early warning, enabling emergency services to respond

as swiftly as possible.
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Detection technologies in the CBRNe context can range from chemical detec-
tors like ion mobility spectrometers and flame photometers, biological detectors
like immunoassays and PCR techniques, to radiological and nuclear detectors like
Geiger-Muller counters and scintillators, and even explosive detectors using tech-
nologies like X-ray diffraction.

However, while detection is critical for initial response, it is often not enough
for a comprehensive understanding of the threat and determining an effective
mitigation strategy. That’s where identification comes in.

Identification refers to the process of determining precisely which agent or
agents are present. Unlike detection, which merely signals the presence of a threat,
identification allows us to discern the nature of that threat, offering information
about the specific agent or agents involved. This stage is critical for making in-
formed decisions about the necessary protective measures, the appropriate treat-
ment for those exposed, and the most effective decontamination strategies.

Identification technologies are usually more sophisticated and complex than
detection technologies, often requiring more time and resources to operate. They
aim to deliver a high level of specificity, which means they need to differentiate
among a wide variety of potential threats. In the CBRNe context, identification
technologies can include mass spectrometry for chemical threats, DNA sequenc-
ing for biological threats, gamma spectroscopy for radiological and nuclear
threats, and advanced imaging technologies for explosive threats.

It is worth noting that there is often a trade-off between detection and identifi-
cation in terms of speed, specificity, and breadth of application. Detection tech-
nologies are typically faster and capable of sensing a wider range of threats, but
they often lack specificity. Conversely, identification technologies offer high spec-
ificity but may be slower and less comprehensive in their applicability.

In summary, both detection and identification are vital components of any
comprehensive CBRNe response strategy. By employing a variety of technologies
for detection and identification and understanding the strengths and limitations
of each, we can better prepare for, respond to, and mitigate the effects of CBRNe

events.

4.3. Handheld Detection vs Fixed Detection

Chemical, Biological, Radiological, and Nuclear (CBRN) defense operations must
choose between two primary types of detection systems: handheld and fixed.
Handheld detection systems are portable devices operated by individual respond-
ers, while fixed detection systems are permanently installed at specific sites, deliv-

ering continuous monitoring [17].

4.3.1. Advantages and Disadvantages of Handheld Detection Systems

Handheld detection systems offer numerous benefits, most notably their high
portability. They can be easily transported to various locations, enabling their use
in diverse scenarios, especially where rapid deployment is crucial. Additionally,

compared to fixed systems, they are generally more economical as they circum-
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vent the high infrastructure and installation costs [17].

Nonetheless, handheld detection systems possess certain limitations. They may
lack the sensitivity of fixed systems and might struggle to detect certain types of
hazardous materials or lower concentrations of these substances. Moreover, these
portable systems generally necessitate more frequent calibration and mainte-

nance, which can be resource-intensive and time-consuming [17].

4.3.2. Advantages and Disadvantages of Fixed Detection Systems
On the other hand, fixed detection systems boast several advantages over
handheld systems. They typically offer greater sensitivity, detecting lower concen-
trations of hazardous materials. Given their stationary nature, they require less
frequent calibration and maintenance [17].

However, fixed detection systems are not without drawbacks. They are usually
more expensive than handheld systems, given their requirements for significant
infrastructure and installation. Their lack of portability may render them less suit-

able for scenarios where mobility and immediate deployment are key [17].

4.3.3. Making the Choice

The choice between handheld and fixed detection systems depends on the specific
demands of the CBRN defense operation. Considerations such as operational en-
vironment, the nature of the threat, budget constraints, and time requirements
can inform the decision. Handheld devices may be better suited to operations de-
manding real-time detection and high mobility, while fixed systems might be pre-
ferred for consistent monitoring of specific sites and detection of low-concentra-
tion threats.

Decisions on the most appropriate detection system significantly impact the
capacity to identify and respond to threats effectively. Thus, understanding the
strengths, weaknesses, and appropriate applications of both handheld and fixed
detection systems is critical.

4.4. Detection Technologies (Pros and Cons)

Toxic Industrial Chemicals (TICs), due to their widespread use and inherent haz-
ardous properties, pose a significant risk to public health and safety. The ability to
swiftly and accurately detect these substances is crucial in mitigating potential
hazards, making detection technologies an essential aspect of handling TICs.
However, no single detection technology can fully encompass all the requirements
for handling diverse TICs. Herein, we analyze the advantages and disadvantages
of several common detection technologies, primarily guided by two primary
sources: [15] and [16].

Please note, while these technologies have a wide range of applications, choos-
ing the right one depends on the specific needs of the task or situation. Therefore,
an understanding of the advantages and limitations of each technology is crucial.
Find below Table 2: shown comparison chart for various handheld detection tech-

nologies (pros & cons).
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Table 2. Comparison chart for various handheld detection technologies (pros & cons).

Handheld Detection
Technology

Pros Cons

PID (Photoionization
Detectors)

FTIR (Fourier-Transform
Infrared Spectroscopy)

1. High sensitivity to low VOC concentrations. 1. Reduced effectiveness in high VOC concentrations

2. Can identify a range of volatile organic 2. Performance affected by high humidity or low
compounds (VOCs). temperature.

3. Provides real-time monitoring. 3. Requires regular calibration.

4. Compact and portable. 4. Not selective, may give false readings.

5. Relatively low-cost. 5. Limited to detecting only ionisable chemicals

1. Able to identify and quantify multiple TICs 1. High cost.

simultaneously. 2. Requires specialized training for operation.

2. Non-destructive analysis. 3. Not suitable for all compound types.

3. High accuracy and precision. 4. Performance can be affected by environmental
4. Can analyse gases, liquids, and solids. conditions.

5. Generates immediate results. 5. Requires clean, dry samples for best results.

SERS (Surface-Enhanced
Raman Scattering)

4 Colorimetric Detection

IMS (Ion Mobility

1. High sensitivity and selectivity.

1. Perf be affected by t t d
2. Capable of detecting trace amounts of eriormance can be allected by temperature an

humidity.

hemicals.
chernica’s 2. Requires specialized knowledge to interpret results.

3. Can analyse multiple chemicals at once.

. . 3. Sample preparation may be complex.
4. Non-destructive analysis. . ) ) ) .
. . . . 4. Certain materials may interfere with analysis.
5. Works with both organic and inorganic . .
5. High cost of equipment.

compounds.
1. Simple and easy to use. 1. Limited sensitivity and selectivity.
2. Low cost 2. Interference from other chemicals.
3. No need for specialized training. 3. Limited to specific chemicals.
4. Portable and compact. 4. Single-use.

5. Results are easy to read and understand. 5. Can’t provide quantitative analysis.

1. Performance can be affected by environmental
factors like humidity
2. May not differentiate between chemicals with similar

1. High sensitivity and broad detection range.
2. Rapid detection and identification of chemicals
3. Capable of detecting low concentrations of

5 ion mobility.
Spectrometry) TICs. .1 Rb . .
. . 3. Requires regular calibration
4. Real-time analysis. o .
4. Limited selectivity.
5. Portable and easy to use. ,
5. High false-alarm rates.
1. Rapid detection and identification of chemical
ts.
agents . 1. Limited to specific chemical agents.
2. Portable and rugged design 2 M . librati
. May require calibration.
CAMs (Chemical Agent 3. Can provide both visual and auditory alerts. yreq L
6 . . . . 3. Can be affected by cross-contamination.
Monitors) 4. Can operate in a wide range of environmental o
. 4. False positives may occur.
conditions. 5. May require regular maintenance
5. Suitable for military and emergency response ¥ red & ’
applications.
. - 1. Expensive.
1. High sensitivity and accuracy. 2. Requires specialized training to operate
. u ini .
GC-MS (Gas 2. Capable of identifying complex mixtures. d . p g0 op
D > . 3. Not typically handheld, more often benchtop.
7 Chromatography-Mass 3. Quantitative and qualitative analysis. . ] .
] . 4. Sample preparation may be time-consuming.
Spectrometry) 4. Wide range of applications. 5

5. Can identify unknown compounds. . Not suitable for non-volatile or thermally unstable
compounds.
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Continued
1. Can detect and measure different types of 1. Can’t identify specific radioactive isotopes.
radiation. 2. Subject to false readings from background radiation.
o 2. Portable and lightweight. 3. Different detectors needed for alpha, beta, gamma,
8 Radiation Detectors . . . L
3. Can provide immediate readings. and neutron radiations.
4. Essential for safety in nuclear industries. 4. May require regular calibration.
5. Some models offer data logging. 5. Can be affected by environmental factors.
1. High sensitivity and selectivity. 1. Limited lifespan due to electrode degradation.
2. Capable of real-time detection. 2. Affected by environmental conditions.
9 Electrochemical Sensors 3. Low power consumption. 3. Interference from similar gases.
4. Suitable for detecting specific gases. 4. Requires calibration.
5. Compact and portable. 5. May not be suitable for all types of gases

4.5. Handheld Detection Equipment in the Market

The application of handheld detection technologies for toxic industrial chemicals
(TICs) is a critical component in situations demanding rapid and efficient identi-
fication of hazardous substances. These mobile instruments, because of their port-
ability, user-friendliness, and swift reaction, serve as valuable tools for on-field
personnel in potentially hazardous environments. This section provides an over-
view of several popular handheld detection tools available in the market, focusing

on their operational mechanisms, strengths, and drawbacks.

4.5.1. Photoionization Detectors (PID)

Photoionization Detectors (PIDs) have found a crucial role in numerous indus-
tries due to their unique ability to identify and measure volatile organic com-
pounds (VOCs), including but not limited to benzene, toluene, and xylene. They
operate by ionizing the target sample using high-energy ultraviolet light, which
generates an electrical charge. The concentration of VOCs can then be derived
from the ionization current [18]. See Figure 1 Photoionization Detector (PID).

Given their impressive sensitivity to low VOC concentrations, PIDs have been
widely adopted in industries such as petrochemicals, waste processing, and man-
ufacturing where VOCs are common. For instance, in the petrochemical industry,
VOC:s like benzene, toluene, and xylene are frequently encountered. These com-
pounds pose both health and environmental risks. PIDs provide real-time moni-
toring, thus enabling quick response to any potential leaks, spills, or exposure,
subsequently ensuring workplace safety and reducing environmental hazards.

In the environmental sector, PIDs are employed to monitor air quality and de-
tect the presence of harmful VOCs. They offer a way to quickly and accurately
detect any dangerous changes in VOC levels, making them essential tools for en-
vironmental monitoring and safety regulation enforcement [19].

Moreover, PIDs are also used in the emergency response sector. Incidents in-
volving chemical spills or leaks often require the immediate identification of the
substances involved to safeguard first responders and determine the appropriate
mitigation strategies. With their ability to quickly detect and measure VOCs, PIDs

provide crucial information that can guide effective incident response [18].
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Figure 1. Photoionization detector (PID) (Source: [20]).

However, despite their considerable benefits, PIDs do come with limitations.
Their effectiveness can decrease in environments with high VOC concentrations,
high humidity, or low temperatures due to potential saturation. Therefore, under-
standing these constraints and working to address them is necessary to ensure
optimal performance and accurate readings.

In conclusion, PIDs have emerged as vital tools for detecting and measuring
VOC:s in various industrial, environmental, and emergency contexts. While they
do have certain limitations, their benefits substantially outweigh these, particu-
larly in terms of enabling rapid and effective response to potential hazards [18]
[19].

4.5.2. Fourier-Transform Infrared Spectroscopy (FTIR)

Fourier-Transform Infrared Spectroscopy (FTIR) is an analytical technique that
utilizes the infrared region of the electromagnetic spectrum to identify and quan-
tify gases and vapours, based on their distinct infrared spectra. Check Figure 2
Principle of operation of FTIR (Fourier transform infrared) spectroscopy. This
high-resolution and highly accurate technique is primarily used in analytical
chemistry for the identification and quantification of a plethora of Toxic Indus-
trial Chemicals (TICs), making it a powerful tool in various industrial sectors and

for environmental monitoring [21].
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Figure 2. Principle of operation of FTIR (Fourier transform infrared) spectroscopy (Source: [21]).

For example, FTIR has been instrumental in the automotive industry. The
emission of exhaust gases from vehicles, particularly those using internal combus-
tion engines, is a significant contributor to environmental pollution. TICs such as
carbon monoxide, nitrogen oxides, and unburned hydrocarbons are some of the
key pollutants from vehicle exhaust that are of concern. FTIR devices provide real-
time detection and quantification of these TICs, contributing significantly to stud-
ies on vehicle emissions and the development of cleaner and more efficient engine
technologies [21].

Further, in the petrochemical industry, FTIR can detect and quantify gases like
benzene, toluene, and xylene that are commonly present. These compounds pose
potential health risks to workers and could have significant environmental im-
pacts if not adequately managed. FTIR offers a solution for real-time monitoring,
enabling quick responses to any leaks or spills, thus ensuring the safety of the
workplace and reducing environmental hazards.

Similarly, FTIR has found utility in the field of hazardous material response.
Emergencies involving chemical spills or leaks often require immediate and accu-
rate identification of the substances involved to protect first responders and de-
termine the appropriate mitigation strategies. FTIR detectors can identify a broad
range of TICs quickly and accurately, even in complex mixtures, providing crucial
data for the efficient management of hazardous material incidents.

However, it’s important to note that while FTIR devices are extremely versatile
and accurate, their high cost and the requirement of specialized training for their
operation limit their widespread usage. Therefore, strategies to decrease the cost
and simplify the operation of these detectors could lead to a broader implementa-
tion of this critical technology across multiple industries.

In conclusion, FTIR is a powerful tool for the detection and quantification of

TICs across various industries, from automotive and petrochemical to emergency
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response and environmental monitoring. Despite the limitations regarding cost
and operational complexity, its potential to significantly improve the management
of TICs in these fields is undeniable [21].

4.5.3. Surface-Enhanced Raman Scattering (SERS)

Surface-Enhanced Raman Scattering (SERS) detectors are key devices in the arse-
nal of detection equipment, with their unique functionality of amplifying Raman
scattering signals from samples via metallic nanoparticles. This technology allows
for the detection of trace amounts of chemicals, a capability that is especially use-
ful in multiple sectors of industry and research [22].

In the pharmaceutical industry, for example, SERS detectors can identify impu-
rities or contaminants in drugs. The high sensitivity and selectivity of these detec-
tors make them capable of detecting multiple chemicals concurrently, thus allow-
ing them to identify various types of harmful contaminants that could potentially
compromise the quality and safety of pharmaceutical products [23], as shown in

Figure 3 Surface Enhanced Raman.

Laser SERSs Signal

Analyte

e e X

Figure 3. Surface enhanced Raman (Source: [24]).

In the field of environmental monitoring, SERS detectors play a significant role.
They enable the detection of low-concentration pollutants in water or air, con-
tributing to a more effective and efficient monitoring process. Their ability to de-
tect multiple chemicals concurrently can prove particularly beneficial in circum-
stances where there are various pollutants present in a sample [23].

Moreover, SERS detectors are employed in the chemical industry, where a wide
variety of toxic industrial chemicals (TICs) are used. These TICs, which include
substances such as chlorine, ammonia, and formaldehyde, can pose significant
hazards to human health. SERS detectors can quickly and accurately identify these
TICs, thus contributing to enhanced workplace safety [22].

However, it’s important to bear in mind that the performance of SERS detectors

can be affected by environmental factors such as temperature and humidity. This
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susceptibility underlines the need for careful consideration and appropriate
measures to ensure accurate readings in different conditions [23].

In conclusion, SERS detectors offer a powerful tool in the identification and
detection of trace amounts of chemicals across multiple industries. Despite the
challenges related to environmental conditions, their high sensitivity, selectivity,
and capability to detect multiple chemicals concurrently make them an indispen-

sable asset in the detection and monitoring of TICs.

4.5.4. Colorimetric Detection
Colorimetric detection has emerged as a reliable, simple, and cost-effective
method for identifying specific chemicals, especially toxic industrial chemicals
(TICs). This technology operates by inducing a color change upon a chemical re-
action in the presence of a specific chemical, providing visual confirmation of its
presence [25]. Figure 4 Picture of the first gas detector tube explains all parts.
The advantages of colorimetric detection systems are manifold. For instance,
in industries such as food and beverage processing, colorimetric detectors can be
used to identify contaminants or adulterants. Given the simplicity of these detec-

tors, they can be conveniently used by personnel without specialized training,

(H) gas detector tube of CO; (K)
stopper; (F) detector tube fixing
tube (M) granular active charcoal;
(N) porous plug; (L) spring; (O)
rubber bulb.

Figure 4. Picture of the first gas
detector tube (Source: [27]).
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Sample

aiding in prompt identification of contaminants [25].

Similarly, in the petrochemical industry, TICs like hydrogen sulphide (H2S)
and sulphur dioxide (SO2) are common. Prolonged exposure to these chemicals
can have detrimental health effects, thereby making the monitoring of their pres-
ence in the work environment critical. Colorimetric detectors can quickly detect
such gases, helping to ensure workplace safety [26].

Despite its advantages, the colorimetric detection system does have limitations.
Its sensitivity and selectivity can be limited, meaning it may not detect chemicals
at very low concentrations and may struggle to differentiate between closely re-
lated substances. Additionally, the system’s readings can be influenced by other
chemicals in the sample, potentially leading to false results [26].

Overall, colorimetric detection offers a user-friendly, cost-effective solution for
identifying TICs in various industries. While it has its limitations, it is still an in-
valuable tool for prompt identification of specific chemicals, ultimately aiding in

maintaining safety standards.

4.5.5. Ion Mobility Spectrometry (IMS)

Figure 5 shows Ion Mobility Spectrometry (IMS) which is a powerful detection
technology that plays a vital role in identifying and quantifying Toxic Industrial
Chemicals (TICs) across various industries. This technique works by ionizing the
sample and measuring the ions’ travel time through a drift tube, a process that
allows the identification and concentration of the sample’s chemicals based on

their unique ion mobility characteristics [28].
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Figure 5. IMS schematic (Source: [29]).
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Industries utilizing complex chemical processes such as petrochemicals, min-
ing, or pharmaceuticals often deal with a plethora of TICs, including benzene,
toluene, sulphur dioxide, and ammonia. Their presence, especially in large quan-
tities, can pose significant health risks to workers and the surrounding environ-
ment. Therefore, it’s critical to have accurate, reliable, and rapid detection systems
like IMS in place to ensure safety.

For instance, in the petrochemical industry, benzene, a highly toxic and car-
cinogenic substance, is commonly used. An IMS detector can quickly and accu-
rately identify the presence and concentration of benzene, thereby facilitating im-
mediate response to any accidental spillage or leaks [28].

Similarly, in the pharmaceutical industry, IMS detectors can be used to monitor
the production environment for any harmful TICs used in drug synthesis, aiding
in maintaining workplace safety and ensuring the purity of the products.

One of the significant advantages of IMS detectors is their high sensitivity and
broad detection range, which allows for the identification of a wide variety of TICs
even at low concentrations. However, the performance of IMS detectors can be
influenced by environmental factors like humidity, which can affect ionization
and, consequently, the accuracy of detection. Therefore, when deploying these
systems, it is important to consider the environmental conditions of the applica-
tion area.

In conclusion, IMS detection technology provides a robust, sensitive, and ver-
satile tool for the identification and quantification of TICs across diverse indus-
tries. Its ability to provide real-time and accurate detection aids in enhancing

safety and mitigating potential risks associated with TICs exposure.

4.5.6. Chemical Agent Monitors (CAMs)

Chemical Agent Monitors (CAMs) are a significant part of the equipment used in
various industries and emergency response situations to identify and mitigate the
risks associated with exposure to toxic industrial chemicals (TICs). These
handheld devices use Ion Mobility Spectrometry (IMS) to rapidly identify and es-
timate the concentration of chemical warfare agents in real-time, offering a pow-
erful tool for monitoring potential exposure to hazardous substances [30].

CAMs are used extensively in industries involving the production, transporta-
tion, and storage of TICs. For example, in the petrochemical industry, where a
wide range of TICs such as benzene, toluene, xylene, and others are used, CAMs
can rapidly identify and quantify these chemicals’ presence in the environment,
alerting workers and management to potential risks.

In the context of emergency response, these devices have been used extensively
in situations such as chemical spills or leaks, industrial accidents, and terrorist
attacks involving chemical warfare agents. They can differentiate between nerve
gases and blister agents, providing vital information to first responders about the
hazards they may face and the appropriate protective measures and treatments.

However, CAMs do come with their set of limitations. While they are effective

at differentiating between nerve gases and blister agents, they can struggle to dis-
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tinguish between similar types of nerve or blister agents. This can limit their use-
fulness in situations where precise identification of a particular chemical agent is
critical. Additionally, they can be prone to false positives in the presence of certain
industrial chemicals, leading to unnecessary alerts and potential disruption of op-
erations.

Despite these limitations, the rapid detection capability of CAMs and their abil-
ity to identify a broad spectrum of TICs make them an invaluable tool for main-
taining safety and health in industries dealing with these chemicals and for emer-

gency response teams tasked with handling incidents involving such substances.

4.5.7. Gas Chromatography-Mass Spectrometry (GC-MS)

GC-MS, one of the most reliable technologies for chemical identification, com-
bines the separating power of Gas Chromatography with the detection features of
Mass Spectrometry. Although handheld GC-MS units tend to be bulkier than
other handheld detectors, they offer unrivalled identification and quantification
capabilities [31]. However, they are relatively expensive and require operator
training. As shown in Figure 6 Schematic plot of the main components of GC-

MS instruments.
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Figure 6. Schematic plot of the main components of GC-MS instruments (Source: [32]).

4.5.8. Radiation Detectors

Handheld radiation detectors, including Geiger-Muller counters and scintillation
detectors, are essential tools for detecting radioactive substances. These instru-
ments are cost-effective, user-friendly, and provide instant readings. However,
they might not differentiate between types of radiation or quantify the specific
isotopes present [33].

4.5.9. Electrochemical Sensors

These handheld detectors rely on the interaction between the target chemical and
a reactive electrode, producing an electrical signal proportional to the chemical
concentration. They are widely used due to their affordability, low power con-
sumption, and high sensitivity [16]. However, their performance can be affected

by environmental factors and they may require regular calibration.
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As the field of handheld detection equipment advances, developments are made
to reduce size, increase functionality, and improve accuracy. Key considerations
for the selection of a particular handheld device encompass the chemicals of in-
terest, desired sensitivity, selectivity, cost, environmental conditions, and user
training requirements. The choice of detection technology must be aligned with
the demands of the situation and a comprehensive understanding of each tech-
nology’s capabilities.

In conclusion, the selection of a specific handheld detection device is primarily
influenced by the application’s specific requirements, such as the type of chemi-
cals to be detected, the required sensitivity and selectivity, and the operational
conditions. Therefore, a comprehensive understanding of each technology’s

strengths and weaknesses is crucial in making an informed decision.

4.6. Civilian vs Military Detection

In the realm of Chemical, Biological, Radiological, and Nuclear (CBRN) threat
detection, a clear distinction is observed between the methodologies and equip-
ment employed by civilian and military entities. The unique requirements pre-
sented by their operational environments and the type of threats they confront
contribute significantly to these differences. While the ultimate goal is precise and
expedient detection for both sectors, the means to achieve it differ due to diver-
gent priorities and challenges [16].

Military detection systems are engineered for austere, often hostile, field envi-
ronments, necessitating a design that withstands extreme conditions while ensur-
ing accurate data delivery. These systems are robust, resistant to severe weather,
and cover a wide range of threats, including those unlikely to be encountered in a
civilian context, such as certain specialized warfare agents [34]. Given their com-
plexity and multi-functional nature, military detection equipment is primarily op-
erated by trained personnel with extensive knowledge on its usage and data inter-
pretation.

In contrast, civilian detection devices prioritize user-friendliness, portability,
and adaptability to various environments. Since civilian scenarios are less likely to
encounter the broad threat spectrum found in military situations, their detection
devices tend to be less intricate and are geared towards threats commonly encoun-
tered in everyday scenarios such as industrial chemicals and environmental pol-
lutants [34]. Designed for a range of operators, from emergency responders to
public health officials, these systems are compact and emphasize simplicity for
easy interpretation.

While distinct differences exist, a convergence of technology between military
and civilian detection systems is also apparent. Techniques foundational in mili-
tary threat detection, such as mass spectrometry and gas chromatography, are
equally crucial in civilian scenarios for environmental monitoring and threat de-
tection [16]. Certain equipment, like the Joint Chemical Agent Detector (JCAD),

has been designed to cater to both sectors, encapsulating the varied needs of each.
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Therefore, the choice of detection equipment is dependent on specific require-
ments and situational contexts. In high-risk environments with diverse threats—
typical in military scenario—comprehensive coverage provided by military sys-
tems is more appropriate. On the other hand, in urban or industrial environments,
the simplicity, portability, and adaptability of civilian systems offer the most suit-
able solution.

The continuous evolution of CBRN threats underscores the importance of rou-
tine updates to detection technologies, methodologies, and training to ensure pre-
paredness in both military and civilian sectors. Through effective collaboration
and information exchange, advancements in technology can be accelerated, fos-

tering a more unified response to CBRN threats.

5. Civil Defence United Arab Emirates
5.1. Civil Defence Mission

The UAE Civil Defense is a pivotal entity in the nation’s security framework, ded-
icated to safeguarding public safety and mitigating risks across various emergen-
cies [35]. Its role extends beyond disaster response, focusing on proactive disaster
management through preventive measures and mitigation strategies to minimize
the impact of natural and human-made crises such as floods, terrorist attacks, and
industrial accidents [35].

The organization follows a comprehensive disaster management approach en-
compassing pre-incident preparedness, immediate response, and post-incident
recovery, ensuring essential services continue and communities recover swiftly
[35]. A key focus is fostering public preparedness and resilience through educa-
tion, drills, and the provision of critical emergency services [36].

Inter-agency collaboration is central to the UAE Civil Defense’s strategy, en-
suring coordinated responses with law enforcement, military, and other agencies
to optimize resource use and reduce crisis management complexities [35].
Equipped with cutting-edge technology and advanced systems for detecting and
managing CBRN threats, as well as fire suppression and rescue operations, the
Civil Defense enhances its capabilities through state-of-the-art equipment and a
dedicated air wing [36]. By combining technology, inter-agency cooperation, and
public engagement, the UAE Civil Defense significantly strengthens national re-

silience and security, contributing to a safer, more prepared nation.

5.2. Civil Defence CBRN Capabilities and Responsibilities

The UAE Civil Defence plays a vital role in safeguarding civilians during Chemi-
cal, Biological, Radiological, and Nuclear (CBRN) crises, focusing on five key ar-
eas: preparedness, detection, decontamination, response, and recovery. Prepared-
ness involves developing emergency plans, conducting training drills, and main-
taining equipment readiness, supported by a dedicated CBRN unit [37]. Detection
capabilities include the use of advanced technologies such as handheld detectors,

stationary sensors, and drones for early identification of CBRN agents [38].
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Decontamination is a critical responsibility, with specialized units equipped for
large-scale operations [37]. The Civil Defence ensures an efficient response by col-
laborating with hospitals and medical services to provide essential treatment [38].
Post-incident recovery efforts include psychological support and rehabilitation
measures for affected individuals and communities [37].

Through these comprehensive strategies, the UAE Civil Defence enhances the
nation’s resilience and capacity to manage CBRN threats effectively, prioritizing

civilian safety and recovery.

5.3. Civil Defence Interoperability with Other UAE Agencies

The UAE demonstrates exemplary coordination and interoperability among gov-
ernment agencies in its emergency response framework, particularly during
Chemical, Biological, Radiological, and Nuclear (CBRN) incidents. The Ministry
of Interior leads these efforts, working closely with the National Emergency Crisis
and Disaster Management Authority (NCEMA), the UAE Armed Forces, and lo-
cal entities like the Dubai Municipality to ensure a unified response [39].

NCEMA plays a pivotal role as the central body for emergency planning and
coordination, reinforced by Decree No. (4) of 2021, which strengthened the na-
tion’s emergency management framework. It has developed an integrated crisis
and emergency management system, including comprehensive contingency plans
and regular inter-agency training for CBRN scenarios [39].

Civil defense agencies align their operations with NCEMA and other bodies,
ensuring an efficient, collaborative response to emergencies. This well-coordi-
nated system reflects the UAE’s commitment to interoperability, enabling quick
and effective action in managing CBRN incidents and enhancing the nation’s

emergency management capabilities [39].

5.4. Civil Defence Vision for CBRN

The UAE Civil Defence’s vision for addressing Chemical, Biological, Radiological,
and Nuclear (CBRN) incidents reflects a forward-looking and comprehensive
strategy. This vision emphasizes continuous capacity building, advanced detec-
tion capabilities, public education, and international cooperation ((4) Decree,
2021).

A cornerstone of the strategy is ongoing personnel training, ensuring that Civil
Defence teams remain equipped with the latest knowledge and skills to effectively
respond to evolving CBRN threats ((4) Decree, 2021). The organization is also
committed to enhancing its detection capabilities through cutting-edge technol-
ogy, enabling rapid and accurate identification of threats to minimize their impact
((4) Decree, 2021).

Public awareness and education are central to the vision, with initiatives aimed
at fostering a well-informed populace capable of contributing to effective CBRN
management [39]. On the international front, the Civil Defence actively partici-

pates in global CBRN exercises and conferences to strengthen knowledge ex-
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change and collaboration, recognizing the transboundary nature of these threats
[39].

Key initiatives supporting this vision include the implementation of the CBRN
Response Plan, the establishment of the National CBRN Centre, and collaboration
with the National Emergency Crisis and Disaster Management Authority [40].
Through these efforts, the UAE Civil Defence aims to bolster national resilience
and contribute to global CBRN preparedness, safeguarding the safety and security

of its citizens and residents.

5.5. Why CBRN Equipment Tenders Are Different?

The procurement of Chemical, Biological, Radiological, and Nuclear (CBRN)
equipment represents a unique challenge that distinguishes it from other tenders
due to the distinct technical and operational criteria they involve. The intricacies
of CBRN equipment acquisition are underscored by the profound consequences
of equipment failure in a CBRN incident.

European Commission (2023) outlines the need for a distinctive approach in
procurement due to the sensitive nature of the information associated with CBRN
equipmentl. These tenders necessitate a rigorous emphasis on confidentiality and
security given the potential misuse of such data. This can include aspects such as
the intended use, capacity, and operational functionality of the equipment. There-
fore, tendering processes must be crafted with an eye toward stringent data pro-
tection measures [41].

According to the NATO Standardization Agreement (STANAG) 2461 (2023),
specific technical requirements are indispensable for CBRN tenders. This includes
the capability to detect an extensive range of agents, sensitivity, specificity, selec-
tivity, and the ability to operate in various environmental conditions. These pa-
rameters are vital in assessing the efficiency and reliability of CBRN equipment
under diverse and potentially adverse circumstances [42].

CBRN tenders must provide comprehensive information about the manufac-
turer’s track record and expertise in producing and supplying CBRN equipment
[42]. These qualifications offer assurances of quality, reliability, and the manu-
facturer’s understanding of the high-stakes contexts in which such equipment
operates. Furthermore, manufacturers should demonstrate their capability to
offer ongoing technical support, maintenance, and training for the equipment—
a critical factor in ensuring the longevity and optimal performance of the equip-
ment [42].

The procurement process also involves rigorous testing and evaluation to as-
certain the equipment’s operational effectiveness and suitability for the intended
purpose. This includes assessing compatibility with other CBRN equipment and
the potential to integrate into existing CBRN detection and response systems. Rig-
orous testing and evaluation ensure the procured equipment aligns with existing
systems, thereby enhancing the overall operational efficiency of a CBRN response
[42].
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In sum, the procurement process for CBRN equipment requires an approach
that addresses unique technical and operational requirements, while emphasising
rigorous testing and evaluation. The potential consequences of equipment failure
underline the necessity of this detailed and cautious approach to the tender pro-
cess [42].

5.6. Why SOPs for CBRN Equipment?

The crucial role of Standard Operating Procedures (SOPs) in the management of
Chemical, Biological, Radiological, and Nuclear (CBRN) equipment cannot be
overstated. The utility of SOPs extends beyond establishing procedures for equip-
ment use; they serve as critical components in creating an organized, safe, and
effective response to CBRN incidents [43].

CBRN equipment SOPs embody a systematic roadmap that outlines detailed
instructions for equipment operation, calibration, maintenance, and performance
evaluation. SOPs ensure that equipment is deployed correctly, maintained effec-
tively, and performance is regularly evaluated, thereby preventing failure during
critical incidents [44].

Furthermore, the adoption of safety measures in the CBRN arena necessitates
well-crafted SOPs. An SOP delineates the safe utilization of Personal Protective
Equipment (PPE) and decontamination protocols, key elements in protecting
frontline responders and managing CBRN incidents [43].

Consistency in CBRN response across different agencies is pivotal for effective
interoperability. SOPs offer a structured guide to standardize equipment use and
procedures, which in turn fosters collaboration and operational synergy among
agenciesl. They help clarify roles and responsibilities and promote a coherent un-
derstanding of the CBRN incident response framework [43].

The dynamic nature of CBRN threats necessitates that SOPs remain adaptable
and be revised periodically to incorporate changes in equipment specifications,
procedures, and regulatory normsl12. Staying abreast of these changes ensures that
responders are prepared with the most recent and relevant knowledge and skills
[44].

The UAE’s National Emergency Crisis and Disaster Management Authority’s
(NCEMA) National Response Framework (NRF) also emphasizes the importance
of developing, implementing, and continuously updating SOPs1. The NRF pro-
vides guidance on a strategic and unified approach to disaster response, and SOPs
are integral to that framework [43].

The SOPs for CBRN equipment are crucial in ensuring an efficient, safe, and
effective response to CBRN incidents. These procedures not only guide the oper-
ation, maintenance, and evaluation of equipment but also ensure the safety of re-
sponders. By standardizing processes across agencies, SOPs enhance inter-agency
coordination and ensure that responders are up-to-date with the latest develop-
ments in CBRN response [43].

In a deeper sense, SOPs offer a significant advantage by providing an avenue
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for training and capacity building. The presence of well-structured SOPs not
only serve as a guide during actual responses but also as a comprehensive ref-
erence material for capacity building initiatives among responders12. It facili-
tates continuous learning and improvement by offering clear, concise, and de-
tailed instructions on CBRN equipment handling and response procedures
[43].

In a scenario of a CBRN incident, the speed and effectiveness of the response
often determine the magnitude of its consequences. Here, SOPs play an indispen-
sable role in minimizing the response time by eliminating any possible confusion
or lack of clarity regarding the procedures. It provides a step-by-step guide for
quick decision making, therefore accelerating the response time which is essential
in mitigating the impact of the incident [44].

Another critical area where SOPs contribute is in the management of resources.
Proper implementation of SOPs can lead to efficient utilization of resources, min-
imize wastage, and save costs. They guide the optimal use of CBRN equipment,
ensure its longevity through proper maintenance guidelines, and therefore con-
tribute to the effective management of resources [43].

Furthermore, SOPs act as a benchmark for the performance evaluation of both
responders and equipment. They help establish the standards of performance and
provide criteria against which the performance can be measured. This becomes
particularly important for the continuous improvement of CBRN response [44].

Lastly, SOPs help in the documentation and knowledge management of CBRN
responses. They form an integral part of the institutional memory of an organiza-
tion and contribute to the generation of new knowledge by capturing the learnings
from previous responses [43].

To sum up, the role of SOPs for CBRN equipment extends beyond the imme-
diate response to incidents. They act as tools for training, decision-making, re-
source management, performance evaluation, and knowledge management. They
ensure that the CBRN response is not just effective and safe, but also efficient,

standardized, and continuously improving [44].

6. Selection Procedures

6.1. Enhancing Selection Procedures: A Multi-Faceted Approach

Selecting appropriate Chemical, Biological, Radiological, and Nuclear (CBRN) de-
tection equipment is a multifaceted endeavor that demands a holistic assessment
of technical proficiency and operational feasibility. To enhance this intricate pro-

cess, a set of comprehensive suggestions are presented below.

6.1.1. Alignment of Technical Specifications with Intended Application

The initial stride in the selection journey involves a meticulous scrutiny of
whether the equipment’s technical specifications harmonize with the intended
use. This evaluation spans the equipment’s ability to identify a diverse array of

CBRN agents, its sensitivity, specificity, and its performance across varying envi-
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ronmental conditions (Department of Homeland Security [45]. It is essential to
acknowledge the equipment’s inherent limitations, such as its detection range and
response time, as these factors inherently influence its efficacy in real-world op-

erational scenarios.

6.1.2. Holistic Approach to Interoperability

A paramount consideration in the selection process revolves around the equip-
ment’s interoperability with existing CBRN detection and response systems. This
entails a thorough assessment of the device’s compatibility with the broader spec-
trum of tools employed by responders, facilitating seamless information exchange
and operational synergy [46]. The integration of equipment that cohesively inter-
acts with established systems empowers responders to harness a unified response
strategy while mitigating the risks of information gaps and communication dis-

crepancies.

6.1.3. Strategic Cost-Effectiveness Evaluation

Informed decision-making necessitates a comprehensive financial perspective
that extends beyond the initial purchase price. A comprehensive cost-effectiveness
analysis entails factoring in maintenance expenses, training costs, and the long-
term value that each equipment option offers [47]. This calculated approach
equips organizations with a panoramic understanding of the investment’s holistic

impact and ensures prudent allocation of resources.

6.1.4. Proficiency of the Manufacturer

A crucial determinant in equipment selection resides in the manufacturer’s profi-
ciency and track record. An in-depth assessment of the manufacturer’s history,
certifications, and customer feedback provides a nuanced understanding of their
competence in delivering CBRN equipment (Occupational Safety and Health Ad-
ministration) [11]. This evaluative step is pivotal in ensuring that the selected
equipment aligns with the industry’s standards and is accompanied by the requi-

site technical support, maintenance, and training mechanisms.

6.1.5. Multidisciplinary Expert Inclusion

The inclusion of a multidisciplinary team of experts amplifies the selection pro-
cess’s efficacy. Leveraging insights from experts spanning CBRN detection, emer-
gency response, procurement, and financial domains fosters a holistic evaluation
[48]. This collaborative approach amalgamates diverse perspectives, culminating
in a comprehensive assessment that transcends technical proficiency and encom-
passes operational, financial, and strategic considerations.

In synthesis, the selection of CBRN detection equipment pivots on a multi-fac-
eted approach that holistically analyzes technical specifications, interoperability,
cost-effectiveness, manufacturer expertise, and multidisciplinary insights. Em-
bracing these suggestions empowers decision-makers to procure equipment that
robustly aligns with operational requisites, maximizes cost-efficiency, and sub-

stantiates effective emergency response strategies.
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6.2. Sources of Selection

Selecting the appropriate CBRN detection equipment requires access to reliable
and up-to-date information on available equipment options. Several sources of
selection can be considered to assist in the selection process.

One source of selection is the manufacturer’s product information and tech-
nical specifications. Manufacturers provide detailed information on the technical
specifications and capabilities of their equipment, including detection range, re-
sponse time, sensitivity, and specificity. This information can be used to assess
whether the equipment meets the technical requirements for the intended use.

Another source of selection is independent evaluations and reviews of CBRN
detection equipment. Independent evaluations can provide unbiased and objec-
tive assessments of equipment performance, reliability, and usability. For exam-
ple, the US Department of Homeland Security has established a Science and Tech-
nology Directorate that conducts independent evaluations of CBRN detection
equipment and provides technical guidance to emergency responders.

Additionally, CBRN detection equipment can be procured through government
tenders and procurement procedures. Governments and international organiza-
tions often have established procurement procedures for the acquisition of CBRN
detection equipment. These procedures often involve detailed technical specifica-
tions and rigorous testing and evaluation to ensure that the equipment meets the
required standards.

Moreover, collaboration with other CBRN response organizations and experts
can provide valuable insights into the selection process. Collaboration can help
identify equipment options that have been successful in similar situations and can
provide guidance on interoperability and coordination among different organiza-
tions.

Finally, trade shows and exhibitions can provide opportunities to explore the
latest CBRN detection equipment options and learn about emerging technologies.
These events provide an opportunity to meet with equipment manufacturers, ask
questions, and see the equipment in action.

In summary, sources of selection for CBRN detection equipment include man-
ufacturer product information, independent evaluations and reviews, government
tenders and procurement procedures, collaboration with other CBRN response

organizations and experts, and trade shows and exhibitions.

6.3. Technology vs Prices vs Interoperability

When selecting CBRN detection equipment, it is important to balance the tech-
nical capabilities of the equipment with cost considerations and interoperability
with other systems. The following are some factors to consider when balancing
technology, price, and interoperability.

Technology: The technical capabilities of CBRN detection equipment are criti-
cal to ensure its effectiveness in detecting and identifying potential threats. This

includes factors such as sensitivity, specificity, response time, range of detection,
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and ease of use. Advanced technologies, such as molecular detection techniques,
can offer improved performance but may come at a higher cost.

Price: Cost is a major factor in the selection of CBRN detection equipment. The
initial purchase price, as well as the cost of maintenance, repair, and training,
should be considered. A cost-benefit analysis can help evaluate the long-term costs
and benefits of different equipment options.

Interoperability: CBRN detection equipment should be interoperable with
other systems used by responders to ensure effective coordination and communi-
cation during CBRN incidents. Interoperability can reduce duplication of effort
and minimize the potential for errors. Consideration should be given to the exist-
ing systems used by other response organizations and the need for interoperability
with those systems.

Furthermore, there is often a tradeoff between technology and price when se-
lecting CBRN detection equipment. More advanced technologies may provide im-
proved performance but may come at a higher cost. The selection process should
consider the potential benefits of advanced technologies, such as increased sensi-
tivity and specificity, versus the increased cost.

Additionally, interoperability can also be a factor in the selection of CBRN de-
tection equipment. Compatibility with existing equipment and systems used by
other responders can be critical for effective coordination and communication
during CBRN incidents. This can include factors such as the ability to share data
and information, as well as the ability to use common operating procedures and
terminology.

In summary, when selecting CBRN detection equipment, it is important to bal-
ance technical capabilities with cost considerations and interoperability with other
systems. The selection process should consider the potential benefits of advanced
technologies versus the increased cost, as well as the need for interoperability with

other response organizations and systems.

6.4. TIC Handheld Detection Equipment SOPs Charter

Standard operating procedures (SOPs) are critical for ensuring that TIC hand-
held detection equipment is used effectively and consistently. An SOPs charter for
TIC hand-held detection equipment can help to ensure that operators are trained
to use the equipment correctly and that the equipment is maintained and cali-
brated properly. The following are some key elements that should be included in
an SOPs charter for TIC hand-held detection equipment.

1. Equipment Operation and Maintenance: The SOPs charter should include
detailed instructions for operating and maintaining TIC hand-held detection
equipment. This should include procedures for turning the equipment on and off,
calibrating the equipment, and conducting routine maintenance and cleaning.

2. Safety Procedures: The SOPs charter should also include safety procedures to
ensure that operators are protected while using the equipment. This should in-

clude instructions for wearing appropriate personal protective equipment, such as

DOI: 10.4236/msce.2025.133004

72 Journal of Materials Science and Chemical Engineering


https://doi.org/10.4236/msce.2025.133004

K. Al-Atrash

gloves and respiratory protection, as well as procedures for responding to emer-
gencies.

3. Data Collection and Analysis: The SOPs charter should include procedures
for collecting and analyzing data collected by the TIC hand-held detection equip-
ment. This should include instructions for recording data and interpreting results,
as well as procedures for reporting results to the appropriate authorities.

4. Training and Certification: The SOPs charter should outline training require-
ments for operators of TIC hand-held detection equipment. This should include
initial training as well as ongoing refresher training to ensure that operators are
familiar with the equipment and its operation. Certification procedures should
also be included to ensure that operators have demonstrated proficiency in using
the equipment.

5. Quality Assurance: The SOPs charter should include procedures for quality
assurance to ensure that the TIC hand-held detection equipment is functioning
properly and is providing accurate results. This should include procedures for
conducting periodic equipment checks and calibration, as well as procedures for
responding to equipment malfunctions or failures.

In summary, an SOPs charter for TIC hand-held detection equipment should
include detailed procedures for equipment operation and maintenance, safety
procedures, data collection and analysis, training and certification, and quality as-
surance. Implementing such a charter can help to ensure that TIC hand-held de-
tection equipment is used effectively and consistently, improving the overall re-

sponse to potential TIC incidents.

7. Implementation
7.1. Integrating SOPs for Comprehensive CBRN Equipment Response

The integration of Standard Operating Procedures (SOPs) for various types of
Chemical, Biological, Radiological, and Nuclear (CBRN) equipment is paramount
to achieving a holistic and well-coordinated response to CBRN incidents. This
chapter delves into the significance of integrating SOPs for diverse CBRN equip-
ment types, addressing coordination, unified command structure, compatibility,

training, and continuous improvement.

7.2. Coordination and Collaboration: Establishing a Unified Front

Effective response to CBRN incidents demands seamless coordination and collab-
oration among different response teams and agencies, each managing distinct
CBRN equipment. SOPs should lay the groundwork for cohesive interaction, with
a clear delineation of roles, responsibilities, and communication channels. It is
pivotal to foster joint training, exercises, and drills, enabling personnel to under-
stand the functions of various equipment types and work harmoniously to tackle
complex scenarios (Department of Homeland Security [45]. Cohesive coordina-
tion ensures that all CBRN equipment operates in harmony to achieve the over-

arching goal of mitigating the incident’s impact.
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7.3. Unified Command Structure: Guiding Efficient Decision-Making

A unified command structure is indispensable for efficient decision-making dur-
ing CBRN incidents. The SOPs should delineate a clear chain of command, specify
the roles and responsibilities of key personnel, and establish a framework for in-
cident management. This structure ensures that individuals operating diverse
CBRN equipment collaborate harmoniously, leveraging a collective approach to
problem-solving and decision-making. A cohesive command structure stream-
lines operations, reduces confusion, and accelerates the response process, ulti-

mately enhancing the overall effectiveness of the response effort [45].

7.4. Compatibility and Interoperability: Fostering Seamless
Integration

The successful integration of SOPs for different CBRN equipment types relies on
addressing compatibility and interoperability challenges. SOPs should outline
protocols for data sharing, equipment integration, and cross-functional training.
The establishment of consistent communication protocols and data sharing
mechanisms enables the seamless exchange of critical information between differ-
ent CBRN equipment types, maximizing their collective effectiveness [45]. More-
over, cross-functional training allows personnel to become proficient in the oper-
ation of multiple equipment types, making them adaptable and versatile in dy-

namic response scenarios.

7.5. Training and Familiarization: Equipping Personnel with
Expertise

SOPs should stipulate comprehensive training requirements for personnel oper-
ating diverse CBRN equipment. These training programs encompass thorough
instruction on equipment operation, maintenance, troubleshooting, and cross-
training to bolster overall capabilities. Familiarity with the SOPs and the equip-
ment itself not only ensures safe and efficient utilization but also instills confi-
dence in personnel, enabling them to respond effectively to evolving situations
[45]. Cross-training empowers responders to switch between different equipment

seamlessly, minimizing disruptions during response efforts.

7.6. Continuous Improvement and Evaluation: Enhancing
Response Strategies

To ensure the continuous enhancement of CBRN equipment integration, SOPs
should incorporate mechanisms for ongoing evaluation and improvement. Feed-
back garnered from drills, exercises, and real-world incidents should be integrated
into the SOPs, facilitating a dynamic approach to response procedures. This iter-
ative process allows organizations to refine strategies, address emerging chal-
lenges, and harness lessons learned from prior incidents [45]. By consistently up-
dating SOPs based on experience and advancements in the field, organizations

can remain at the forefront of CBRN response capabilities.
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Incorporating SOPs for various CBRN equipment types into a unified frame-
work is a strategic imperative for enhancing coordination, interoperability, and
overall response effectiveness. By aligning the efforts of diverse response teams
and agencies, organizations can optimize resource utilization, streamline opera-
tions, and elevate their capacity to manage CBRN incidents with precision and

efficacy.

8. Conclusions

In conclusion, the standard operating procedures (SOPs) for handheld devices
used to detect toxic industrial chemicals (TICs) play a critical role in ensuring
effective and safe operations. The chapters covered various aspects of SOPs, in-
cluding their importance, the types of TICs, physical properties, hazards, and de-
tection technologies. Additionally, the chapters discussed the Civil Defense UAE’s
mission, CBRN capabilities, interoperability, and vision, as well as tenders and
selection procedures for CBRN equipment.

The integration of SOPs for CBRN equipment and other CBRN operations
equipment is crucial for enhancing coordination, interoperability, and response
effectiveness. By following standardized procedures, responders can minimize er-
rors, ensure the proper use and maintenance of equipment, and promote efficient
communication and collaboration.

Moreover, the selection procedures for CBRN equipment require careful con-
sideration of technical specifications, cost, interoperability, and other factors.
Through research, evaluation, and adherence to procurement regulations, organ-
izations can make informed decisions that lead to the acquisition of suitable and
effective CBRN detection equipment.

It is important to note that ongoing training, continuous improvement, and
evaluation are essential components of SOPs. By incorporating lessons learned
from exercises, drills, and real-world incidents, organizations can refine their pro-
cedures and enhance their response capabilities.

Overall, the implementation of comprehensive and well-defined SOPs for
handheld devices used to detect TICs is crucial for ensuring the safety of respond-
ers, effective detection of hazardous substances, and coordinated responses to
CBRN incidents.
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