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Abstract 
The protection of trade secrets is a more complex problem. Compared with 
the past, the difficulty of the protection of trade secrets in high-tech industry 
now has increased a lot. Based on the characteristics of high-tech industry, the 
practicability, confidentiality and economy of trade secrets, and combining 
with the current market environment in China, this article tries to put for-
ward the legal protection advice of trade secrets in line with the characteristics 
of high-tech industry in China, in order to provide some ideas for future re-
search. 
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1. Introduction 

In the past ten years, due to the development our country’s economic, the 
up-grading and transformation of corporate structure and the rapid develop-
ment of high-tech enterprises, the source of industrial technology has been com-
bined from imitation and technology introduction to technology introduction 
and independent research and development. The adjustment of economic 
structure and the development of high-tech enterprises are similar to biomedi-
cine, new materials and other new enterprises that urgently need the protection 
of effective laws and regulations. It is necessary to strengthen the protection of 
the trade secrets of high-tech enterprises by further improving my country's le-
gal protection system. On the other hand, business secrets of enterprises are one 
of the key core competitiveness of enterprises (Chen & Li, 2021). How to build 
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an appropriate institutional framework and how to improve the protection 
of commercial secrets for the transformation of scientific and technological 
achievements of high-tech enterprises is the key to increasing the enthusiasm for 
technological research and development and technological upgrading of 
high-tech enterprises in my country, which will help my country’s high-tech en-
terprises to achieve a qualitative leap. For a long time to come, high-tech enter-
prises should have the largest contribution to my country’s GDP growth. There-
fore, a sound legal protection system for high-tech enterprise secrets should be 
formulated (Zheng & Tang, 2021). 

With the leaping development of knowledge economy and the changing of 
high and new technology, the trade secret is blessed with its own special advan-
tages and the tacit understanding between high and new technology, so that the 
former escorts the latter. High technology content and large information content 
are the general characteristics of high-tech enterprises. In the era of high-speed 
information transmission, how to ensure that these technologies and informa-
tion are not disclosed or mastered by competitors is the key to the survival of 
high-tech (Wen, 2020a). Some technologies, such as inventions-creations, may 
be applied for patents and protected by the Patent Law; some technologies, such 
as software programming source code and documentation, are protected by 
copyright law. But more is not patented know-how or technical secrets, includ-
ing the design thoughts of software development, process, operation methods or 
mathematical concepts, technology products production technology, process, 
etc., and non-technical business information, including enterprise’s personnel 
information, sales information and management information, enterprises to 
protect commercial secrets legal protection is involved (Wen, 2020b). 

The purpose of writing this article is to analyze the current trade secret pro-
tection system in our country, point out the shortcomings of the high-tech in-
dustry trade secret legal protection, hope to appreciate the shortcomings of our 
country’s trade secret legal system, and finally put forward my own opinions. In 
the current system, I put forward my own suggestions to promote and improve 
the legal protection of business secrets in my country’s high-tech industries, and 
at the same time further improve the intellectual property protection system 
(Ren, 2020). 

2. The Importance of Protecting Trade Secrets in High-Tech  
Enterprises 

In the fierce market competition, if an enterprise wants to occupy a place, it 
must master the technology or other competitive information that other enter-
prises do not have. Therefore, trade secrets are very important for high-tech en-
terprises. Because it is not only because the enterprise has invested a lot of man-
power, energy and financial resources, but also because it is related to the foun-
dation of high-tech enterprises. Therefore, countries are paying more and more 
attention to the protection of trade secrets of high-tech enterprises for the fol-
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lowing reasons: 

2.1. Protecting the Trade Secrets of High-Tech Enterprises Is  
Beneficial to Encourage Technological Innovation 

Trade secrets are relatively secret information with economic value obtained by 
their owners by investing a large amount of people, property, or through 
long-term practice accumulation and summarization. Research and develop-
ment results are an important part of high-tech enterprise trade secrets. Trade 
secrets play an increasingly important role in social and economic life (Kelli & 
Mets, 2020). The protection of trade secrets by law is actually the protection of 
the fruits of labor of investors and developers, so as to encourage high-tech en-
terprises to invest in technology development, research and invention. In market 
competition, if the commercial secret theft behavior is widespread, the enterprise 
can easily gain by spy means the research achievements of others, or poach other 
employees of the enterprise with the advanced technology secrets, commercial 
secrets infringement cases make the holder not only on the economy suffered 
serious losses, and the enthusiasm of innovation, creation, competition also re-
ceived great damage. Then, no more companies will invest large amounts of 
capital and time in research, invention and development of new products. 
This will ultimately hinder the development of science and technology and 
hinder the progress of society. Therefore, only by strengthening the legal 
protection of trade secrets can enterprises be encouraged to actively research 
and develop new technologies and give full play to its role in promoting 
scientific and technological progress and improving management level (Jiao, 
2017). 

2.2. Protecting the Trade Secrets of High-Tech Enterprises Is  
Beneficial to Ensure the Order of Competition 

Competition is essential to a vibrant social economy. But economic competition 
must be fair and just, that is, competition must conform to competition rules. 
Otherwise, the whole social and economic order will be destroyed. The legal 
protection system of trade secrets of high-tech enterprises is an important sys-
tem to protect the fair and reasonable competition order (Sun, 2016). According 
to the China youth daily report, due to some high and new technology enterprise 
to occupy other commercial secrets of the enterprise, in order to “brain drain” as 
a cover to dig “corner” of other high and new technology enterprise, engaged in 
a “war for talent”, caused the disorder of talent flow, to suffer a high and new 
technology enterprise to bring immeasurable losses, seriously undermined the 
socialist market economic order. Germany, Japan and other countries have 
added provisions on the protection of commercial secrets when making relevant 
laws, aiming at prohibiting unfair competition and maintaining competition or-
der (Fang, 2014). Other countries use tort law, contract law, or special trade se-
cret law to protect trade secrets, the purpose is also to protect the fair and rea-
sonable competition order. 
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2.3. Protecting the Trade Secrets of High-Tech Enterprises Is  
Conducive to Maintain Business Ethics 

A good market economy order begins with effective legal norms, and is interna-
lized in the ethics of market economy participants. At the very beginning, eve-
rything needs a strong system to restrain and regulate, but when it develops to a 
certain extent, it needs economic participants to change their thinking, con-
sciously abide by the market order, and maintain market norms. This is condu-
cive to establishing a good market operation atmosphere, maintaining business 
ethics, and ultimately forming a good competitive atmosphere. During the Ro-
man period, there emerged the view that protecting trade secrets and maintain-
ing business ethics are one. For example, for slave owners who are tempted or 
threatened by slaves to perform actions that are not conducive to the slave own-
ers, the slave owners can file a lawsuit for the loss to protect their own interests 
and make up for their losses. It can be seen that the protection of trade secrets 
has existed since ancient times (Gao & Feng, 2013). Throughout the ages, pu-
nishments for stealing or destroying secrets have been for the purpose of main-
taining morality and establishing beliefs. In today’s society, the rapid develop-
ment of high-tech enterprises means that there are higher requirements for the 
protection of trade secrets. The advancement of science and technology is a 
double-edged sword, and it will also make the mourning of trade secrets easier. 

3. The Legal Risk of the Protection of Trade Secrets of  
High-Tech Enterprises 

High-tech industry is the pillar of knowledge-based economy. The characteris-
tics of high-tech make high-tech industry fundamentally different from tradi-
tional technology industry. The traditional intellectual property system, includ-
ing patent right, copyright and trademark right, is difficult to effectively protect 
high and new technology. In high-tech enterprises, trade secrets, as intangi-
ble property, contain huge economic value and are the basis of core competi-
tiveness and profit. In China, the protection system of trade secrets is not 
perfect, and there are many legal risks in the protection of trade secrets of 
high-tech enterprises. 

3.1. There Are Legal Risks Caused by Incomplete Understanding  
of the Scope of Trade Secrets of High-Tech Enterprises 

Trade secrets mainly include technical secrets and business secrets. The trade 
secrets of high and new technology enterprises are mainly technical secrets. Re-
cently, there is a trend of expanding to various forms including business secrets 
and management secrets. However, China’s provisions on the scope of technical 
secrets and business secrets are not uniform. For example, Paragraph 5 of Article 
2 of Provisions on the Prohibition of Infringement of Trade Secrets issued by the 
State Administration for Industry and Commerce says, “The technical informa-
tion and business information mentioned in these Provisions include informa-
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tion such as design, procedure, product formula, manufacturing technology, 
manufacturing method and management know-how. Article 1 of the Notice on 
Strengthening the Protection of Business Secrets of State-owned Enterprises is-
sued by the State Economic and Trade Commission reads: “Business secrets 
mainly refer to other technical and operational information such as production 
methods, technologies, formulas, data, procedures, customer lists, resource in-
formation and other information”. As well as some local laws and regulations 
and documents of relevant departments have stipulated the scope of trade se-
crets in the way of enumeration, it is difficult to reach a consensus. High-tech 
enterprises have difficulties in protecting themselves by using some unique ad-
vanced information or technology to gain competitive advantages. The unclear 
scope of trade secrets makes it impossible for enterprises to protect their legiti-
mate rights and interests, because there is no clear legal basis for the right holder 
to even protect anything. As a result, the large scope of protection leads to the 
increase of confidentiality costs, and the small scope of protection leads to the 
disclosure of trade secrets. As a result, the obligee is unable to carry out specific 
protection, and the trade secrets which are the lifeline of high-tech enterprises 
are in the risk of disclosure. 

3.2. Legal Risks of Trade Secrets Disclosure of High-Tech  
Enterprises in the Research and Development Stage 

The development of high and new technology has obvious stages, namely, four 
stages: topic selection, development and experiment, marketization and re-
placement. The attributes of the achievements in each stage are different, the 
possibility of being protected is very different, and the requirements for protec-
tion are also different. This phenomenon is most evident in the middle stages of 
technology development. Because the intermediate results are between basic re-
search and development research, their results cannot meet the requirements of 
practicality and cannot be protected by the patent law. In terms of the occur-
rence of protection effectiveness, the patent protection period starts from the 
application date, while the basic research cycle of high and new technology is 
long and the renewal cycle is short. For example, in the field of biological drugs, 
the development of a new drug takes about 8 - 10 years. If the patent is relied on, 
it may not be protected until at least 8 years after the topic selection, and then 
the key technologies in the development process, such as formula, material, 
process, pharmacological analysis, comparative data, animal experiment report 
and other items, cannot be protected by the patent law. Therefore, the technical 
secrets and intermediate achievements in the research and development process 
of high-tech enterprises can only be protected by trade secrets. However, due to 
the long period, long time and wide range of fields from research and develop-
ment to application of high-tech enterprises, there are too many links that may 
be disclosed. The protection of trade secrets is only determined by its confiden-
tiality. Once disclosed, legal protection cannot be obtained, so there are certain 
legal risks. 
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3.3. Legal Risks of Disclosure of Trade Secrets of High-Tech  
Enterprises in the Process of Patent Application 

When applying for a patent, the technical know-how must be disclosed. After an 
invention is patented, the right holder gets a monopoly for a long period of time, 
but the price of this monopoly is that the right holder must disclose his technol-
ogy thoroughly (Xiong, 2013). China’s patent application examination system 
adopts the principle of “early disclosure, delayed examination”. After the tech-
nical inventor submits an application to the patent administration department 
and meets the legal conditions, the Patent Office will disclose the invention 
technology. The disclosure standard is that “the specification shall provide a 
clear and complete description of the invention or utility model, to the extent 
that a person skilled in the field of technology is able to implement it.” As a re-
sult, the technology has been made public, but whether it can be patented has 
not been determined. If the application is not approved, the technology has be-
come public and cannot be protected for trade secrets, thus the applicant loses 
the competitive advantage. If the application is approved, the right holder has 
the technology monopoly, but the competition will also understand the technical 
details of the holder, and on the basis of further improvement, to develop more 
advanced technology, the competition not only save development costs and to 
obtain competitive advantage, cause the original holder of the commercial se-
crets of the legal risks. 

3.4. Legal Risks of Disclosure of Trade Secrets of High-Tech  
Enterprises in the Course of Business Cooperation and  
Inspection and Visit of Domestic and Foreign Partners 

In the process of operation, high-tech enterprises inevitably have to contact with 
customers, suppliers, distributors, agents and other types of partners. Due to the 
relationship of “cooperation”, they will also know some trade secrets of each 
other, which will become a risk area of “leakage”. In business activities, the 
partner will often become the most competitive rival of the former partner over 
a period of time. The main reason is that in the process of collaboration, the 
other party gradually grasps the business secrets of the partner by using the 
business relationship. Once the conditions are ripe, they will kick the partner out 
and start their own business. The trade secrets of the original partner were 
leaked and the competitive advantage was lost. In addition, in the reception, visit 
and internship process of high-tech enterprises, visitors may carry mobile 
phones, cameras and other shooting tools in violation of the regulations of the 
enterprise, and record the production process, resulting in the legal risk of trade 
secret disclosure. 

3.5. Legal Risks of Disclosure of Trade Secrets of High-Tech  
Enterprises before and after Signing the Contract 

High-tech enterprises often have technology rather than labor, and their value 
depends on the support of suppliers and subcontractors. In cooperation with 
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suppliers and subcontractors, before the contracting for a purpose to express the 
sincerity of cooperation, the contracting party may have mastered high technol-
ogy and new technology in exchange for enterprises for the condition but not to 
sign the contract after all, the other party still has the choice of space, for the fi-
nal of the contracting parties didn’t reach cooperation results, if the enterprise 
without access to relevant preventive measures before can cause leakage of busi-
ness secrets. This is a benign estimate. There are also some contracting parties 
who do not have the purpose of entering into agreements with others during 
negotiations. They may seek to obtain competitive advantages by defrauding the 
trade secrets of other high-tech enterprises under the guise of negotiation, thus 
causing the party that discloses the trade secrets to lose its competitive advan-
tage. If the contracting success, both sides became partners, in cooperation pe-
riod because of common interests and consciously keep business secrets, but af-
ter the cooperation, understand the commercial secrets of the other companies if 
fails to perform the relevant contractual obligation or business secret protection 
after the two sides on cooperation without agreement, specification, will reveal 
trade secrets to the partner of high and new technology enterprise is contracting. 
Before and after the legal risk of trade secret disclosure. 

3.6. Legal Risks of Disclosure of Trade Secrets of High-Tech  
Enterprises in Employee Turnover 

In August 2002, the salesman of HUAWEI group company found that a high- 
tech equipment produced by a company in Heilongjiang Jiamusi was the first 
technology developed by HUAWEI company. The company after the report, the 
investigation of the public security bureau Wang Zhijun 3 people such as the 
original in HUAWEI technologies co., LTD., participated in the research and 
development of the technology, using its work to steal the business secret, re-
spectively, to study abroad, such as an excuse to leave the company, after the 
collection and set up another company to Shanghai from HAUWEI poached 
more than 20 technical staff, to use the technology. For this reason, HAUWEI 
has suffered huge losses (Xie, 2006). From this typical case of infringement of 
trade secrets, it can be seen that the fate of high-tech enterprises is often tied up 
with a few key employees. This kind of over-concentration of scientific and 
technological innovation is a serious threat to high-tech industry companies. If 
these employees leave the enterprise and join the competition, the trade secrets 
of high-tech enterprises will often go with them, and the enterprise that brings in 
the technical secrets of other high-tech enterprises will obtain these technical se-
crets for its own use. Thus it can be seen that the turnover of these employees 
has caused the legal risk of the disclosure of trade secrets of high-tech enterpris-
es. 

3.7. Legal Risks Caused by Imperfect Internal Confidentiality  
System of High-Tech Enterprises 

New and high technology enterprises shall establish and improve relevant sys-
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tems for the protection of business secrets. If there is no internal confidentiality 
system or the confidentiality system is not perfect, such as: 1) internal staff is not 
strong awareness of confidentiality, lack of understanding of the definition of 
trade secrets, negligence leads to the disclosure of trade secrets; 2) Internal em-
ployees may take advantage of the loopholes in the enterprise confidentiality 
system to disclose business secrets to competitors; 3) If there is no monitoring 
system and anti-theft system in the departments or places where trade secrets are 
stored, employees may relax their consciousness of keeping trade secrets, leading 
to the disclosure of trade secrets. Therefore, the incomplete internal confiden-
tiality system of high-tech enterprises will also bring the legal risk of trade secret 
disclosure. 

To sum up, there are general legal risks in the protection of business secrets of 
high-tech enterprises in my country. Since trade secrets are very important to 
high-tech enterprises, enterprises should pay more attention to how to prevent 
them while recognizing and understanding these legal risks. In the high-tech 
industry, from the point of innovation to the experimental process to the expe-
rimental results, there will be legal risks of the disclosure of trade secrets. The 
relationship between these legal risks is in chronological order, but in the course 
of the experiment, this order is not so strict, and there may be overlaps among 
various legal risks. In addition, the risk of the leakage of business secrets in the 
high-tech industry is essentially a legal risk. The best protection for things is the 
legal provisions in black and white. However, the high-tech industry cannot 
completely use the traditional due to its special industrial nature. The protection 
of intellectual property rights requires the use of trade secrets to effectively pro-
tect them, and ultimately achieve the goal of protecting the healthy and rapid 
development of the country’s high-tech industries. 

4. Measures to Guard against Legal Risks of Trade Secrets of  
High-Tech Enterprises 

In view of the many legal risks existing in the protection of trade secrets of 
high-tech enterprises, there are mainly four preventive measures from the macro 
level. 

4.1. Strengthening the Consciousness of Protecting Trade Secrets  
of High-Tech Enterprises 

In order to protect their trade secrets effectively and realize their economic val-
ue, high-tech enterprises should first attach importance to trade secrets and their 
protection measures subjectively. With the development of market economy and 
the increasingly fierce competition among high-tech enterprises, more and more 
enterprises begin to realize the importance of trade secrets and actively take 
some effective measures to protect them. However, from the actual situation of 
trade secrets protection, the awareness of protecting trade secrets is still not suf-
ficient. To be specific, we can deepen our understanding from the following as-
pects: 1) strengthen the understanding of the economic value of trade secrets. 
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Only when we realize the actual and potential value of trade secrets in the mar-
ket economy, and realize the importance and necessity of protecting trade se-
crets, can we attach importance to it subjectively. 2) The enterprise leaders 
should be aware of the existence of the enterprise’s trade secrets, that is, those 
technical information and business information that bring huge economic bene-
fits to the enterprise can make it in a competitive advantage in the same indus-
try. 3) Strengthen the awareness of confidentiality publicity for the personnel 
who master and understand the business secrets of the enterprise. For example, 
internal informed personnel should be informed that the non-competition obli-
gation is a statutory mandatory obligation. 4) Strengthen the awareness of legal 
protection against the infringement of illegal disclosure or use of trade secrets. 5) 
Strengthen the awareness of good business ethics, and respect the business se-
crets of others while protecting their own business secrets, so as to maintain or-
derly market competition. 

4.2. Improving the Management System for Protecting Trade  
Secrets of High-Tech Enterprises 

In order to establish a good trade secret protection system, high-tech enterprises 
should formulate internal confidentiality rules and regulations. Specifically 
speaking, should pay attention to the following several aspects: 1) when hiring 
talents to close. The personnel department in the recruitment, should face the 
applicant from various aspects for a detailed investigation, check its honesty, 
moral standards, the purpose of the application. Before employment, the appli-
cant may be required to sign a confidentiality agreement and non-competition 
agreement. If the applicant does not sign, the enterprise may reject the employ-
ment. 2) close the door when the personnel are transferred. When the informed 
personnel are transferred out, the enterprise shall reconfirm the confidentiality 
obligation and non-competition obligation of the personnel who divulge infor-
mation, and handle the flow procedures according to the prescribed procedures. 
3) Strengthening the management of trade secret documents and materials. Lim-
it access to trade secrets. Set up a confidential area, prohibit or restrict access to 
the area, prohibit the entry of non-relevant personnel. 4) Improve the means of 
technical monitoring. High-tech enterprises should constantly optimize the se-
curity technology and improve the ability of technical prevention according to 
their actual situation. For example: strengthen the anti-theft technology, an-
ti-copying technology, anti-eavesdropping technology and so on, to form a 
set of strict confidentiality management system. In addition, it is necessary to 
develop a series of enterprise rules and regulations. For example, the classifi-
cation of trade secrets, the signing and management of confidentiality con-
tracts, the relief system and measures when trade secrets are infringed, etc. It 
is very important that the system be implemented in practice after it has been 
formulated. Therefore, there should be supervisory institutions and systems to 
ensure. 
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4.3. Formulating a Special Law on the Protection of Trade Secrets 

China’s Civil Law, Contract Law, Labor Law, Anti-Unfair Competition Law and 
Criminal Law all provide legal support for enterprises to use legal means to pre-
vent the disclosure of business secrets. These laws also apply to the prevention of 
the disclosure of technical secrets of high-tech enterprises. However, in these 
laws and regulations, the protection scope is different, the operability is poor, the 
lack of coordination and cooperation between each other, which brings many 
difficulties for the specific operation, and it is difficult to effectively protect the 
legitimate rights and interests of the right holder of trade secrets (Wang, 2001). 
Therefore, many scholars put forward more effective and more comprehensive 
measures of protecting commercial secrets is to develop a special business secret 
protection law, the law system of business secret protection scope and constitu-
tive requirements, tort relief, non-compete and trade secret litigation procedure, 
etc., to fill the current’s business secret legal protection system. Due to the cha-
racteristics of the high and new technology enterprise, its commercial secrets to 
the risks of enterprise is bigger than average company, so a high and new tech-
nology enterprise in addition to the general terms and conditions of use of the 
trade secret protection act to protect business secrets, and can also suggest the 
legislature in the work of a high and new technology enterprise pay attention to 
when making the business secret protection regulations of some special terms. 
For example, injunctive relief may be provided (Lin, 2010). Although, consider-
ing the interests of all parties, the injunctive relief is not used for the infringe-
ment of trade secrets of general enterprises, but the economic value of trade se-
crets of high-tech enterprises is great, so it is necessary to take such relief meas-
ures. Therefore, high-tech enterprises can obtain more effective and comprehen-
sive legal support for the protection of trade secrets. 

4.4. Strengthening Administrative Law Enforcement Measures 

At present, China’s laws and regulations on the protection of trade secrets are 
not lacking in quantity, but the administrative enforcement of trade secrets pro-
tection is not satisfactory. The reasons are as follows: first, the government at all 
levels in China is not aware enough, the judicial departments are not strict in 
enforcing the law, human factors interfere too much, and local protectionism is 
very serious in some places. At present, with the development of high and new 
technology, we should constantly improve the laws and regulations on the pro-
tection of trade secrets, and carry out the requirements of the socialist legal sys-
tem that “violators of the law shall be prosecuted and the law enforcement shall 
be strictly enforced”. Second, Article 25 of the Anti-Unfair Competition Law of 
China and Article 7 of the Several Provisions on the Prohibition of Infringement 
of Trade Secrets stipulate the administrative responsibility of infringing on trade 
secrets, that is, order to stop the illegal act and fine. We believe that these two 
administrative penalty measures are relatively light, are not conducive to the 
fight against infringement, and should be amended. We believe that the admin-
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istrative penalty measures of revocation of business licenses should be increased, 
and that the administrative penalty of revocation of business licenses should be 
imposed if the violation of trade secrets is serious. The revised Criminal Law 
stipulates the crime of trade secrets, and punishes the serious acts of infringing 
on trade secrets. However, for such acts, the administrative organs for industry 
and commerce cannot revoke the business license of the perpetrator. There is no 
legal basis for revoking the business license before the laws and rules of conduct 
are revised, which highlights the lag of the law. Should increase the economic 
penalty measures, no matter how serious the infringement, the highest penalty 
can only be 200 thousand yuan of fine, penalty intensity is too light, should draw 
lessons from other legal method experience, according to the infringement of the 
profits of 1 times more than 5 times the following penalty. 

4.5. Strengthening the Punishment for Infringement of Trade  
Secrets 

The current law of our country is too light to punish the infringement of trade 
secrets, and it is difficult to form a deterrent. Therefore, it is necessary to 
strengthen the punishment. To be specific, the following measures can be taken: 
1) Change the compensation standard for infringement of trade secrets, suggest 
to implement the compensation system based on the loss suffered by the victim, 
increase the cost of infringement of infringement, and effectively prevent the 
occurrence of infringement of trade secrets. 2) Establish a punitive compensa-
tion system. Punitive damages, commonly known as double damages or addi-
tional damages, refer to the compensation paid by the infringer to the victim in 
excess of his actual loss. The high compensation will increase the tort cost of the 
tortfeasor and help to improve his law-abiding consciousness. Once the infringer 
is aware of the infringement, he/she will bear huge compensation liability, that 
is, he/she will not only compensate the loss suffered by the right holder due to 
the infringement, but also bear the punitive damages far higher than his/her loss. 
The amount of compensation suffered by him/her due to the infringement is far 
more than the benefit he/she gained from the infringement, which has a huge 
deterrent effect. It can effectively reduce and prevent the infringement of trade 
secrets. 3) Increase punishments such as revoking business licenses and ordering 
public apologies. 4) Further clarify the judgment criteria for the crime of in-
fringing on trade secrets in the Criminal Law and its judicial interpretation. Ar-
ticle 219 of the Criminal Law of China stipulates the crime of infringing on 
commercial secrets and regards “causing great loss to the oblige” as an objective 
standard to distinguish crime from non-crime. However, in judicial practice, 
there is a lack of a reasonable judgment standard for “major loss”, and the legis-
lation and judicial interpretation have not made a clear stipulation on it, so 
judges are difficult to make an objective and unified judgment. Therefore, it 
needs to be further clarified in relevant legislation and judicial interpretation, 
and provide objective standards with operability. 5) In terms of labor law, since 
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labor mobility and part-time jobs are the main forms of infringing trade secrets 
at present, the provisions on “non-competition” should be clearly stipulated in 
the Labor Law to further improve the specific provisions on non-competition in 
the Labor Law. If it is stipulated that when senior management personnel and 
persons with knowledge of trade secrets of an enterprise leave the enterprise to 
find another job, they shall not, within a certain period of time, take a position in 
an enterprise or industry that is competitive with the enterprise to which they 
originally worked. Of course, during the period when the employee performs the 
confidentiality obligation, the unit shall also give corresponding compensation 
and pay certain confidentiality remuneration. 6) Emphasis should be placed on 
administrative protection of trade secrets while strengthening judicial protec-
tion. Compared with the judicial protection of trade secrets, administrative pro-
tection has unique advantages. Firstly, the predominance of administrative effec-
tiveness makes the administrative protection of trade secrets more timely and 
effective to protect the rights of the right holder. It has the characteristics of un-
ilateral and authoritative nature, and is more active and flexible than judicial 
protection. Secondly, the administrative protection of trade secrets can give full 
play to the professional advantages of administrative departments and highlight 
their comprehensiveness and professionalism. Finally, the administrative protec-
tion of trade secrets does not exclude the right holder’s choice of judicial protec-
tion in most cases. Therefore, it is suggested that corresponding provisions 
should be made on administrative protection of trade secrets and that adminis-
trative protection of trade secrets should be encouraged and strengthened when 
a unified trade secret protection law is formulated. Conclusion: the protection of 
trade secrets not only needs the efforts of enterprises themselves, but also cannot 
be separated from a good legal environment. At present, there are still many 
problems in the legal protection of trade secrets in our country. To construct a 
good legal environment for the protection of trade secrets, we need to learn from 
the advanced experience of foreign legislation, and at the same time, we should 
base on our national conditions. In particular, our country should formulate 
special as soon as possible the business secret protection law, perfect the proce-
dure of the commercial secret, make a clear definition of the tort of business se-
cret and responsibilities, reasonable expanding the scope of business secret pro-
tection, increase penalties for trade secret infringement, at the same time estab-
lish system of business secret rights reasonable restrictions and goodwill, strengthen 
the administrative protection of trade secrets. 

The protection of trade secrets not only needs the efforts of enterprises them-
selves, but also cannot be separated from a good legal environment. At present, 
there are still many problems in the legal protection of trade secrets in our 
country. To construct a good legal environment for the protection of trade se-
crets, we need to learn from the advanced experience of foreign legislation, and 
at the same time, we should base on our national conditions. In particular, our 
country should formulate special as soon as possible the business secret protec-
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tion law, perfect the procedure of the commercial secret, make a clear definition 
of the tort of business secret and responsibilities, reasonable expanding the scope 
of business secret protection, increase penalties for trade secret infringement, at 
the same time establish system of business secret rights reasonable restrictions 
and goodwill, Strengthen the administrative protection of trade secrets. 

5. Conclusion 

Regardless of whether it is a high-tech industry, trade secrets are the key to the 
success and survival of commercial entities. Because it provides business entities 
with competitive value relative to competitors. But it is not easy for any business 
entity to protect trade secrets, especially for current and former employees and 
competitors. The progress of technology not only promotes the progress and 
development of the society, but also brings more opportunities for commercial 
secret theft. As advanced technology makes it easy to steal information from in-
side and outside the enterprise, the task of protecting trade secrets has become a 
bit more difficult. 

The protection of trade secrets in the high-tech industry requires a compre-
hensive approach. Legal methods alone are not sufficient to protect trade secrets 
from employee theft and espionage by competitors. It must be combined with 
administrative measures and internal company measures to achieve comprehen-
sive and complete protection. Although the law lays a legal foundation for the 
high-tech industry to protect its trade secrets through contractual obligations, 
administrative actions will monitor compliance and compliance with their obli-
gations through codes of conduct and business ethics. This comprehensive ap-
proach will create a culture of confidentiality, compliance and respect for trade 
secrets within the high-tech industry, and promote healthy competition within 
the industry. 

As the fourth largest trade secret in the field of intellectual property rights, it 
has become an umbrella for the rapid development and growth of modern 
high-tech industries with its strong coverage, scalability and extremely flexible 
development. Based on the world’s technological development, in addition to 
educating domestic enterprises on the importance and necessity of trade secret 
protection and management, laws and regulations must also be accompanied by 
laws and regulations to improve the protection of trade secrets in high-tech in-
dustries. 

In summary, the protection of trade secrets in the development of high-tech 
industries must be something that high-tech industries can rely on. It is com-
mitted to being the cornerstone and umbrella of core technology development, 
ensuring that business competition is carried out in a fair and orderly environ-
ment, and at the same time encouraging enterprises. While making inventions 
while carrying out higher technological creations, at the same time, the goal of 
maintaining business ethics can be achieved, and finally a fair and good market 
competition order can be formed. 
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