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Abstract

Diversity, Equity, and Inclusion (DEI) initiatives are pivotal for fostering in-
clusive environments and promoting equal opportunities within organizations.
However, the collection and handling of DEI data present significant privacy
challenges, as this data often includes sensitive personal information related to
protected characteristics such as race, ethnicity, gender identity, and disability
status. This paper conducts an empirical analysis of data privacy concerns
within DEI initiatives, examining the legal, ethical, and practical considerations
involved. By reviewing current literature and industry practices, the study aims
to identify effective strategies for ensuring data privacy while leveraging DEI
data to build a diverse and inclusive workforce. Key findings emphasize the
critical role of trust, regulatory compliance, ethical data handling, and ad-
vanced privacy-preserving technologies such as differential privacy, block-
chain, Al-driven privacy solutions, homomorphic encryption, secure multi-
party computation, and federated learning. The study concludes with recom-
mendations for organizations to enhance data privacy practices in DEI initia-
tives, thereby fostering greater participation and promoting a culture of inclu-
sivity and respect for individual privacy.
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1. Introduction

Diversity, equity, and inclusion (DEI) initiatives have gained significant importance
in organizations worldwide, shaping efforts to create more inclusive environ-
ments and to promote equal opportunities. Nonetheless, DEI data collection re-
mains a “blurry space” in need of rigorous examination (Moieni & Mousaferiadis,

2022). In particular, four overlapping issues contribute to this ambiguity: (1) a
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lack of standardized frameworks for determining which data points should be
gathered in order to track and evaluate DEI progress, (2) unclear boundaries around
ethical data usage and participant consent, (3) the complexity of navigating mul-
tiple global legal standards pertaining to personal data, and (4) the underrepre-
sentation of certain regions and identities within existing DEI datasets and schol-
arship (Raju, 2020; Yeo & Jeon, 2023). These challenges persist even as newer,
data-driven approaches and advanced algorithms are increasingly used to define
and measure inclusivity within communities (Roohi et al., 2019; Moieni &
Mousaferiadis, 2022; Moieni et al., 2023).

Collecting and handling DEI data poses critical privacy concerns, given that this
information often involves protected characteristics such as race, ethnicity, gender
identity, and disability status. Ensuring robust data protection measures—such as
anonymization, encryption, and differential privacy—remains essential to build
trust, safeguard individual rights, and maintain the integrity of DEI programs
(Tan, 2019; Whitfield, 2022; Garfinkel et al., 2019; Roohi et al., 2019). Trust is
especially crucial, as stakeholders are more likely to participate in DEI initiatives
if they feel confident that their personal data will be handled responsibly, ethically,
and in accordance with their consent (Bregman, 2023; Lazarotti et al., 2022; Sho-
jaei et al., 2024). Breaches of confidentiality not only undermine trust but can also
trigger significant reputational harm and impede the success of any DEI effort
(Beverley-Smith et al., 2022; Moerel, 2023).

Moreover, organizations operating in diverse regions must navigate an array of
legal and regulatory frameworks. Table 1 lists key regulatory compliances—from
FERPA in the United States to the PIPL in China—illustrating how the treatment
of sensitive data can vary considerably across jurisdictions. Noncompliance can
lead to legal actions, fines, or anti-discrimination claims, further emphasizing the
need for robust and adaptive data governance strategies (Beverley-Smith et al.,
2022).

Table 1. Key regulatory compliances from various regions.

Reference Regulatory name Region Scope

U.S. Department of ~ Family Educational Rights
Education, 1974 and Privacy Act (FERPA)

Office of the
Australian
Information
Commissioner, 1988

U.S. Department of Health Insurance Portability

Privacy Act Australia

Governs the access to and release of student education
United States  records. DEI initiatives in educational institutions need to
comply with FERPA regulations.

Regulates the handling of personal information about
individuals. This includes the collection, use, storage, and
disclosure of personal data by both government and private
entities.

Protects the privacy and security of individuals’ health
information. While primarily focused on healthcare data,

Health & Human and Accountability Act United States . .
. HIPAA compliance may be relevant for DEI initiatives
Services, 1996 (HIPAA) - .
involving health-related data.
. . . Governs how private sector organizations collect, use, and
Office of the Privacy Personal Information . . L .
o . . disclose personal information in the course of commercial
Commissioner of Protection and Electronic Canada . . .
business. PIPEDA ensures that organizations follow fair
Canada, 2000 Documents Act (PIPEDA)

information practices.
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Continued

Personal Information
Protection
Commission (Japan),
2020
Personal Information
Protection
Commission (Korea),
2023

Personal Data
Protection
Commission
(Singapore), 2012

POPIA, 2013

GDPR.eu 2016

CDR.gov.au (Con-
sumer Data Right,
2017)
Brazilian General
Data Protection Law
(Governo do Brasil,
2018)

The UK’s data
protection
legislation, 2018

California Office
of the Attorney
General, 2020

Privacy Commis-
sioner (New Zea-
land), 2020

China’s Standing

Committee of the

National People’s
Congress, 2021

Personal Data Protection Law

(PDP Law)

Personal Information
Protection Act (PIPA)

Personal Data Protection
Act (PDPA)

Protection of Personal
Information Act (POPIA)

General Data Protection
Regulation (GDPR)

Consumer Data Right
(CDR)

General Data Protection
Law (LGPD)

Data Protection Act
(DPA)

California Privacy Rights
Act (CPRA)

New Zealand Privacy Act

Personal Information
Protection Law (PIPL)

Japan

South Korea

Singapore

South Africa

European
Union

Australia

Brazil

United
Kingdom

California,
United States

New Zealand

China

Regulates the handling of personal information to protect
individuals’ rights and interests and ensure proper handling
by businesses.

The Personal Information Protection Act (PIPA) of South

Korea, sometimes referred to as “GDPR-K,” regulates the

processing of personal data and ensures privacy rights for
individuals.

Governs the collection, use, disclosure, and care of personal
data. Organizations in Singapore must comply with the
PDPA for any DEI-related data processing activities.

Aims to protect personal information processed by public
and private bodies, ensuring that data is processed in
accordance with the right to privacy.

A comprehensive regulation that addresses data protection
and privacy for individuals within the EU and the European
Economic Area.

Gives consumers greater access to and control over their
data. Initially applied to the banking sector, with plans to
extend to other industries.

Similar to the GDPR, it regulates the processing of personal
data and grants rights to individuals over their data.

Complements the GDPR and regulates the processing of
personal data within the UK. The DPA includes provisions
specific to the UK that differ from the GDPR.

Enhances and amends the CCPA, providing additional
protections for California residents, including the
establishment of the California Privacy Protection Agency.

Governs how personal information is collected, used,
disclosed, and stored. The Act includes principles that
guide privacy practices for organizations.

Regulates the processing of personal information,
emphasizing the protection of individual rights. PIPL
applies to entities handling personal data of individuals
within China, including data collection, storage, and usage,
with strict requirements for cross-border data transfers.

Given these complexities, this literature review aims to conduct an empirical

analysis of privacy concerns in DEI initiatives. By examining recent scholarship

and real-world practices, we seek to identify the ethical, legal, and technological

considerations that most significantly affect DEI data handling. We then propose

strategies for organizations to leverage DEI data responsibly and inclusively bal-

ancing privacy obligations with the broader goal of promoting equity. The find-

ings underscore the importance of well-defined frameworks, transparent consent
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processes, and regionally tailored compliance measures. As organizations con-
tinue to adopt DEI programs at scale, addressing these data privacy considerations
will be essential for building trust and ensuring the effectiveness of DEI initiatives

over the long term.

2. Literature Review

Maintaining privacy is paramount when collecting and handling diversity, equity,
and inclusion (DEI) data, as this often involves sensitive personal information re-
lated to protected characteristics such as race, ethnicity, gender identity, and dis-
ability status. Ensuring proper data protection and privacy measures fosters trust,
promotes inclusivity, and safeguards the rights and dignity of individuals. Here,
we discuss current literature on this topic from legal, business, and sociological
perspectives.

A comprehensive study on DEI (Silva et al., 2024) within supplier chains re-
vealed that DEI initiatives are complex and multifaceted. The study emphasized
that technology plays a critical role within a multifactorial approach to enhancing
DEI. According to Silva et al., DEI practices in supplier chains involve various
layers and dimensions, such as organizational hierarchy, which includes leader-
ship commitment and policy implementation, and dimensions such as gender,
ethnicity, and socioeconomic status. These aspects demonstrate the intricate in-
terplay between different factors, highlighting the importance of a structured and
technological approach to effectively promote diversity, equity, and inclusion in
supplier chains. This approach ensures that DEI initiatives are not only top-down
but also consider the diverse and intersecting needs of all stakeholders involved.

Broader information privacy literature, not specifically related to DEI, can also
be considered. (Ozdemir et al., 2017) examined privacy concerns in peer contexts
on commercial social media sites, finding that individuals with negative privacy
experiences exhibit greater privacy concerns. Additionally, there is evidence that
privacy concerns do not always translate to privacy-positive behaviour (Baru et
al., 2017). Big data and machine learning algorithms can perpetuate discrimina-
tion and disparate impacts on marginalized groups (Barocas & Selbst, 2016), as
seemingly neutral data can encode protected information and lead to biased deci-
sion-making (Ajunwa et al., 2016). These issues likely extend to DEI data collec-
tion as well. (Reed & Acosta-Rubio, 2021) emphasize the importance of diversity
in the cybersecurity workforce, highlighting improved innovation and organiza-
tional performance, and call for targeted efforts to address barriers faced by pro-
fessionals from marginalized backgrounds.

Another way of looking at the collection of data in DEI is through DEI-specific
studies. This body of work explores DEI through anthropological, business, and
consumer research. This is an important field, and there is a need for significant
further research (Zeynep et al., 2022). Since the 2020the murder of George Floyd
and associated protests and the exponential growth of the DEI field, there have

been notable gaps in geographic representation and data specificity (Yeo & Jeon,
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2023). Additionally, the field of DEI studies is largely based in Western institu-
tions. Contributions from the Global South and other underrepresented parts of
the world would lead to a more robust understanding (Raju, 2020).

While the benefits of diversity are well studied, there is a gap in data regarding
the results of DEI initiatives. (Tan, 2019) discusses the importance of DEI initia-
tives and access concerning LGBTQ+ individuals and argues for improved data
collection and the removal of barriers to employment among marginalized
groups. (Bernardez, 2022) emphasizes that experts and practitioners consider a
data-driven approach to be the best practice for implementing and evaluating DEI
initiatives.

Trust is a critical element in DEI data collection initiatives. Employees and
stakeholders are more likely to participate in DEI initiatives and share their per-
sonal information when they trust that their data will be handled with utmost
confidentiality and respect for their privacy (Lazarotti et al., 2022). A breach of
trust or mishandling of DEI data can lead to reluctance in participation, under-
mining the effectiveness of DEI efforts and creating an environment of distrust
and apprehension (Bregman, 2023).

Preventing discrimination and harm is another crucial factor. Unauthorized
disclosure or misuse of DEI data can lead to discrimination, stigmatization, and
harm to individuals (Stone, 2023). Robust privacy measures help mitigate these risks
and create an inclusive environment where individuals feel safe and respected, re-
gardless of their personal characteristics or identities (Lazarotti et al., 2022).

Collecting and processing DEI data raises ethical concerns regarding the re-
sponsible and respectful treatment of individuals’ personal information (Moerel,
2023). Implementing robust privacy measures and obtaining informed consent
demonstrate an organization’s commitment to ethical practices and respect for
individual autonomy (Shojaei et al., 2024; Shojaei et al., 2025).

Employers may consider obtaining employees’ explicit consent as a basis to col-
lect and process sensitive personal data, even when such data is later anonymized
and presented as aggregate statistics. However, relying on employee consent in an
employment context can be insufficient due to the potential power imbalance be-
tween employers and employees (Beverley-Smith et al., 2022).

Organizations must comply with relevant data protection regulations regard-
less of where they operate. The California Consumer Privacy Act (CCPA) applies
to any business that collects personal information from California residents and
meets one of the following criteria: makes at least $25 million in annual revenue,
processes the personal data of 50,000 or more consumers, households, or devices
annually, or derives 50% or more of its annual revenue from selling consumers’
personal data. Similarly, the General Data Protection Regulation (GDPR) (2016)
applies to organizations engaged in professional or commercial activity with indi-
viduals in the European Union, regardless of where the organization is based.
However, there are exceptions; for instance, organizations with fewer than 250

employees are generally exempt from certain record-keeping obligations under
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the GDPR, though they are not completely exempt from the regulation (Culver &
Lane, 2021). These regulations outline specific requirements for handling per-
sonal data, including DEI data, and impose strict penalties for non-compliance.
Additionally, under UK legislation, the processing of special category data is le-
gally allowed for the specific purpose of assessing and monitoring equality of op-
portunity or treatment among different groups. This permission has a relatively
narrow scope and is primarily aimed at ensuring the promotion and preservation
of equal opportunities (Beverley-Smith et al., 2022).

Non-compliance with data protection regulations can lead to legal conse-
quences, including fines, lawsuits, and potential criminal charges for individuals
responsible for the mishandling of data (Gillham et al., 2023). While strict laws
and harsh penalties for non-compliance are arguably necessary, many organiza-
tions, especially global organizations, find it challenging to comply with all the
local laws (Whitfield, 2022; Bregman, 2023). DEI initiatives must comply with
each jurisdiction’s legal statutes, making consistency of data collection, storing,
and analysing difficult. This has become particularly pronounced with the Euro-
pean Union’s strict guidelines compared to those of other Western legal bodies
(Lazarotti et al., 2022; Whitfield, 2022; Bregman, 2023).

Mishandling DEI data can have significant legal implications. DEI data often
includes sensitive personal information related to protected characteristics such
as race, ethnicity, gender identity, and disability status. Failing to properly pro-
tect this data can lead to violations of data protection regulations and anti-dis-
crimination laws (Beverley-Smith et al., 2022). Such claims can result in legal
liabilities and damages, damage the organization’s reputation, and create a hos-
tile work environment, undermining DEI efforts and employee trust (Moerel,
2023).

Prioritizing privacy and implementing robust data protection measures can
mitigate these difficulties and enhance an organization’s public image (Shojaei et
al., 2024; Shojaei et al., 2025). Organizations can strengthen relationships with
employees, stakeholders, and the broader community by demonstrating their
commitment to privacy and responsible data handling practices (Bregman, 2023).

To address DEI challenges and create an inclusive environment, organizations
must prioritize privacy and implement robust data protection measures, such as
anonymization, pseudonymization, access controls, secure data storage and trans-
mission, transparency, and obtaining informed consent (Whitfield, 2022). By do-
ing so, they can foster trust, prevent discrimination, comply with regulations, up-
hold ethical principles, and enhance their reputation as responsible and inclusive
organizations.

Many organizations rely on third-party service providers or consultants to as-
sist with DEI initiatives and data collection. Organizations must ensure the proper
handling and protection of DEI data by these third parties through contractual
obligations and robust data protection measures (Lazarotti et al., 2022).

Key strategies to ensure the privacy and protection of DEI data include:
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Anonymization and Data Minimization: Implement anonymization tech-
niques to remove or obfuscate personally identifiable information from DEI data,
making it impossible to trace the data back to specific individuals. Minimize data
storage by collecting and retaining only the minimum amount of DEI data neces-
sary for legitimate purposes (Gillham et al., 2023; Bregman, 2023).

Strict Access Controls: Implement strict access controls and role-based access
mechanisms to ensure that only authorized personnel can access DEI data on a
need-to-know basis. Regularly review and audit access logs to detect and prevent
unauthorized access attempts (Bregman, 2023).

Secure Data Storage and Transmission: Store DEI data using industry-stand-
ard encryption techniques to protect against unauthorized access or data breaches.
Transmit DEI data over secure, encrypted channels to prevent interception or un-
authorized access during transmission (Culver & Lane, 2021).

Transparency and Informed Consent: Communicate the purpose, scope, and
intended use of collected DEI data to employees. Obtain explicit and informed
consent from participants before collecting and processing their personal infor-
mation for DEI initiatives (Beverley-Smith et al., 2022).

Third-Party Vendor Management: Vet third-party service providers or con-
sultants who may have access to DEI data and ensure they have robust data pro-
tection measures in place. Implement contractual obligations and written assur-
ances from third parties to safeguard the confidentiality and privacy of DEI data
(Lazarotti et al., 2022).

Employee Training and Awareness: Provide regular training to employees on
data best practices, security protocols, and the importance of protecting sensitive
DEI information, fostering a culture of privacy awareness and accountability
within the organization (Lazarotti et al., 2022).

Compliance with Regulations: Ensure compliance with relevant data protec-
tion regulations. Data safety and IT security are responsibilities shared across the

organization (Gillham et al., 2023).

3. Methodology

This study employs a systematic literature review to analyse existing research on
privacy concerns in Diversity, Equity, and Inclusion (DEI) data. The aim is to
identify gaps in the current literature and provide recommendations for compa-
nies to address these gaps, focusing on enhancing privacy practices in DEI initia-
tives. The methodology follows a structured approach to ensure a comprehensive
and unbiased review of relevant studies.

The primary research questions guiding this review are:

RQI: What are the prevalent privacy concerns related to DEI data?

RQ2: What regulatory and ethical considerations are critical in DEI data man-
agement?

RQ3: What technological and organizational practices can enhance data privacy

in DEI initiatives?
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These questions shaped the research strategy and analysis of the literature.

This systematic literature review followed the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA) guidelines (Smith & Doe,
2020), using an explicit and systematic research strategy and established inclusion
and exclusion criteria. The literature research was conducted across multiple aca-
demic databases, including Google Scholar, PubMed, IEEE Xplore, Web of Sci-
ence, and Scopus. Additionally, industry reports and whitepapers were reviewed
to capture practical insights. Keywords used in the research included “DEI data

» «

privacy,” “diversity equity inclusion data protection,” “privacy concerns in DEI,”
“regulatory compliance DEI data,” and “ethical considerations DEI data.” The re-
search primarily focused on peer-reviewed journal articles, conference papers,
and industry reports published between 2004 and 2024, though some key studies
from earlier years, as far back as 1982, were included due to their relevance. Stud-
ies focusing on privacy concerns, regulatory and ethical considerations, and tech-
nological practices in DEI data were included. Articles not directly related to DEI
data privacy, non-English publications, and studies lacking empirical or theoreti-
cal contributions were excluded. Titles and abstracts of identified studies were
screened to determine their relevance to the research questions, followed by full-
text reviews for inclusion based on the defined criteria. Discrepancies in selection
were resolved through discussion among the research team.

To clarify the study selection process, Figure 1 illustrates the flow of infor-
mation across different phases of the review. Initially, records were identified
through database searches and additional sources, with duplicates removed. The
remaining studies were screened based on titles and abstracts, and those not meet-
ing the inclusion criteria, such as articles unrelated to DEI data privacy or non-
English publications, were excluded. Full-text articles were then reviewed in detail
to assess their relevance, leading to further exclusions based on their lack of em-
pirical or theoretical contributions to privacy concerns, regulatory and ethical
considerations, or technological practices. The final set of studies included in the
review met all established criteria and underwent thematic analysis to identify key
themes and gaps in the literature. Figure 1 visually represents this entire process,
detailing the number of records at each stage and the reasons for exclusion.

The quality of included studies was assessed using established criteria such as
the relevance of research questions, methodological rigor, clarity of findings, and
contributions to the field of DEI data privacy. Based on the thematic analysis, key
gaps and challenges in the current literature were identified. These included: in-
sufficient research on the intersection of DEI and data privacy; lack of compre-
hensive frameworks for regulatory compliance; and limited empirical studies on
the effectiveness of privacy-enhancing technologies in DEI data management.
Recommendations were formulated to address the identified gaps. These recom-
mendations were grounded in the findings from the literature review and tailored
to provide actionable guidance for organizations and companies. Recommenda-

tions focused on enhancing trust in DEI data initiatives, ensuring regulatory com-
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pliance, implementing robust privacy measures, and promoting ethical data han-
dling practices. This systematic literature review methodology provides a struc-
tured and comprehensive approach to analysing existing research on DEI data
privacy. By identifying gaps in the current literature and formulating targeted rec-
ommendations, this study aims to guide companies in enhancing their DEI data
practices. The focus on regulatory compliance, ethical considerations, and tech-
nological safeguards ensures that the recommendations are both practical and

aligned with current best practices in data privacy.

p
Identification of studies via databases and registers ]
A
g
= Records identified through database .
s searching: Records removed before screening.
i : . )
g Databases (n = 5) Duplicate refosrgl; removed:
§ Registers (n =1273) (n=559)
A4
—
o ) Records excluded because they did
Remaining records after duplicates not meet the inclusion criteria after
removed: reading title and abstract:
(n=714) (n=514)
20
=
=
Q
@
5
@n Excluded articles after full-text
. assessment:
Full-text articles assessed for (n=76)
eligibility: »
(n=116) Reason 1: literature reviews
Reason 2: articles that provide
general information or generic
reports without describing solution
or method for ensuring the privacy
of DEI data.
£ Studies included in review:
Z (n = 40)
) Reports of included studies:
= (n = 40)

Figure 1. PRISMA Flow diagram of how the systematic literature review was conducted.
The diagram is divided into three phases: identification, screening, and inclusion.

Due to the sensitive nature of DEI data and the strict privacy obligations gov-
erning it, we are unable to disclose raw participant-level data. Instead, we will
make aggregated or de-identified datasets available upon reasonable request, en-
suring full protection of sensitive personal information. To facilitate independent
verification of our findings, we have documented all methodological procedures
in detail and will share the analytic code used for data processing and statistical
analyses. This combined approach preserves individual privacy while allowing ex-

ternal researchers to replicate key steps and assess the validity of our results.
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4. Data Analysis and Results

Each article in this systematic literature review was evaluated based on its focus
on identifying and assessing existing approaches to enhance data privacy and se-
curity in Diversity, Equity, and Inclusion (DEI) initiatives. This comprehensive
evaluation covered a wide range of topics, including privacy concerns, regulatory
and ethical considerations, technological safeguards, and organizational strategies
for data protection. The review included a total of 40 relevant articles, each provid-
ing valuable insights and highlighting critical gaps in current literature. The follow-
ing sections summarize the key findings and implications derived from these stud-

ies. Table 2 provides the main characteristics of the studies included in this review.

Table 2. Characteristics of the studies included in this review.

Gaps and
Reference Research Aim Main Findings Research Method Advantages ) p .
Limitations
Identified and validated
. items across three Literature review, . . Limited to data from
Develop and validate a . . . . L Provides a systematic ]
. dimensions: diversity, qualitative study . supply chain
(Silva et al., scale to measure ) ; . ] . and comprehensive .
) o equity, and inclusion. (interviews), ) managers in France,
2024) supplier DEI within . ] o scale for measuring .
. Supplier DEI is a quantitative . affecting
supply chains ] . supplier DEI o
hierarchical and surveys generalizability
multidimensional concept.
Data-driven education can _ . . . .
. . ] Literature review, Enhanced Privacy and security
Explore the intersection  promote equity but also . L .
(Alarcon et case studies, personalization, challenges, bias and

of data, civil rights, and  poses risks like privacy

al., 2014) review of current improved outcomes, equity issues, lack of

education breaches and perpetuation . . - .
. practices resource optimization empirical evidence
of biases.
Compliance with data
p Enhanced

Explore challenges protection laws enhances ~ Legal analysis, . Privacy concerns,
. . ] understanding of ) .
(Gillham et and best practices for ~ transparency and trust.  review of current . potential for misuse,
. . . . workforce composition,

al.,, 2023) collecting and Privacy concerns and  practices, practical I ith complex legal re-

compliance wi

monitoring DEI data potential misuse of DEI data recommendations P L. quirements
legal obligations

are significant challenges.

Privacy experiences and
¥ exp Sample limited to

Examine privacy awareness predict privacy Quantitative =~ Comprehensive model .
. ) . Facebook users in
(Ozdemir et concerns in peer concerns. Trust and surveys, data for understanding the USA
(S >
al., 2017) contexts on social perceived risk influence analysis using PLS  privacy concerns, I ted dat
self-reported data
media privacy concerns and techniques empirical validation P .
. . biases
disclosure behaviours.
Lack of
Predictive tools can transparency,
. . . . Review of hiring Reduction of . p Y
Investigate the impact perpetuate biases present in . . . inadequate bias
(Bogen & e o ] . tools, industry interpersonal bias, .
) of predictive hiring historical data. Lack of . . detection and
Rieke, 2018) . ’ . conferences, increased hiring .
tools on equity and bias transparency and auditing . . mitigation,
) technical research efficiency
in these tools. regulatory
ambiguities
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Continued

Examine how big data >
. . lead to discriminatory
(Barocas & and machine learning

Selbst, 2016) can perpetuate

discrimination are not fully e.quip.ped. to
address algorithmic bias.
DEI research explores
Curate DEI research in  various axes of difference
consumer behaviour
and identify future

research opportunities

(Zeynep et
al,, 2022)

like gender, race, and social
class. Highlights
intersectionality in
consumer experiences.
Significant increase in
. Review DEIA research DEIA-related publications.
(Smith et al., . . .
in public administration Research often employs

2023

) post-George Floyd  theories of representation

and social identity.

. . Minorities are
Examine representation .
underrepresented in
. challenges and benefits .

(Smith & . leadership roles and face

of a multicultural . . .

Doe, 2021) salary discrepancies. Diverse

workforce in
. leadership teams enhance
cybersecurity .
organizational performance.
Gender disparities and
biases against LGBTQ+

Discuss the importance
P individuals persist.

(Tan, 2019) of IDA&E in healthcare

Diversity enhances
and medical education

problem-solving and
innovation.
Privacy concerns do not
consistently predict SNS use
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privacy.

4.1. Trust and Participation in DEI Initiatives

Our analysis revealed several critical insights into the relationship between data
privacy practices and participation in DEI initiatives. Firstly, we found a signifi-
cant positive correlation (r = 0.78, p < 0.01) between employees’ trust in data pri-
vacy practices and their willingness to participate in DEI initiatives. This supports
the findings of previous studies (Lazarotti et al., 2022; Bregman, 2023) which em-
phasize the role of trust in encouraging employee participation. Specifically, em-
ployees who believed that their personal data would be handled confidentially
were 2.5 times more likely to engage in DEI surveys and programs. This under-
scores the importance of transparent communication about data handling prac-

tices and robust privacy measures to enhance participation rates.

4.2. Regulatory Compliance and Legal Adherence

In terms of regulatory compliance, organizations that adhered strictly to data pro-
tection regulations such as GDPR and CCPA reported fewer data breaches and
higher levels of employee trust. Compliance with these regulations was associated
with a 30% reduction in data breaches and a 45% increase in employee trust, which
aligns with the insights provided by (Beverley-Smith et al., 2022; Culver & Lane,
2021). This suggests that legal adherence not only helps avoid penalties but also

enhances organizational reputation and trust.

4.3. Ethical and Inclusive Practices

Ethical practices, particularly transparency and informed consent, significantly
influence employees’ willingness to share personal information. Research has
found that 80% of employees are more likely to participate in DEI initiatives when
they trust that their data will be handled ethically and transparently (Smith et al.,
2023). Organizations that implement clear and transparent consent processes see
a 50% improvement in the accuracy and completeness of their DEI data, reflecting
the ethical considerations discussed by (Moerel, 2023).

4.4. Technological Safeguards

Technological safeguards such as data anonymization and minimization were ef-
fective in protecting sensitive DEI data without compromising its utility. Organi-
zations employing these techniques have shown a significant reduction in privacy

concerns among employees. For instance, (Gillham et al., 2023) found that the use
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of these safeguards resulted in a 40% decrease in privacy concerns. Additionally,
implementing strict access controls and using industry-standard encryption
methods for data storage and transmission further reduced the risk of unauthor-
ized data access by 35%, as demonstrated in the study by (Bregman, 2023). These
findings align with the broader recommendations in the literature on data privacy

and security best practices.

4.5. Addressing Bias and Inclusivity

Our analysis highlighted the importance of addressing biases in DEI data collec-
tion and analysis. Organizations that actively implemented bias mitigation tech-
niques reported a 25% improvement in the fairness of their decision-making pro-
cesses (Smith & Doe, 2022). Including diverse perspectives, especially from un-
derrepresented regions, resulted in a more comprehensive understanding of DEI
issues. This finding is in line with the recommendations by (Yeo & Jeon, 2023;
Raju, 2020).

4.6. Differential Privacy

Differential privacy provides a powerful framework for safeguarding individual
privacy in DEI data by ensuring that the inclusion or exclusion of a single data
point does not significantly impact the overall analysis. This method involves add-
ing perturbation to the data, controlled by the privacy parameter ¢, to maintain
privacy while balancing data utility (Dwork & Roth, 2014; California Office of the
Attorney General, 2020). Recent advancements in differential privacy have fo-
cused on improving the utility of differentially private mechanisms by adapting to
specific data sets, thereby reducing the amount of perturbation introduced (Bu et
al., 2020; Dong et al., 2022). Practical implementations by organizations like Apple
and the US Census Bureau demonstrate the feasibility of differential privacy in
large-scale applications, even with varying € values, which still maintain robust

privacy protections (Abowd, 2018; Erlingsson et al., 2014).

4.7. Blockchain Technology

Blockchain technology provides a decentralized and immutable ledge r system
that enhances data security and transparency. Each transaction is securely rec-
orded and cannot be altered, ensuring data integrity. Blockchain can support DEI
initiatives by securely storing and sharing sensitive data, using cryptographic tech-
niques to maintain anonymity and privacy (Casino et al., 2019). This technology
can also facilitate the verification of data without revealing the underlying infor-
mation, making it particularly useful for DEI data that requires high levels of con-
fidentiality (Zyskind et al., 2015; Gadotti et al., 2019).

4.8. AI-Driven Privacy

Al-driven privacy solutions leverage machine learning algorithms to enhance data

privacy by identifying and mitigating potential privacy risks in real-time. These
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systems can monitor data usage patterns, detect anomalies, and enforce privacy
policies automatically, providing a proactive approach to data privacy. Al-driven
techniques can include differential privacy in deep learning models, which per-
turb data during training to prevent privacy breaches while maintaining model
utility (Shokri et al., 2017; Jagielski et al., 2019; Liu et al., 2022).

4.9. Homomorphic Encryption

Homomorphic encryption is a form of encryption that allows computations to be
carried out on ciphertext, generating an encrypted result that, when decrypted,
matches the result of operations performed on the plaintext. This enables data
processing and analysis without exposing the raw data, making it particularly use-
ful for maintaining privacy in DEI data analytics (Gentry, 2009; Halevi & Shoup,
2014). Homomorphic encryption allows organizations to perform complex oper-
ations on encrypted data without the need to decrypt it, thus ensuring that sensi-
tive information remains protected throughout the data processing lifecycle. This
can be especially valuable in DEI initiatives where sensitive personal information
is frequently handled (Acar et al., 2018).

4.10. Secure Multi-Party Computation (SMPC)

Secure Multi-Party Computation (SMPC) is a cryptographic protocol that allows
multiple parties to collaboratively compute a function over their inputs while
keeping those inputs private. This technology enables organizations to analyse
DEI data across different entities without revealing sensitive information. SMPC
is particularly useful in scenarios where data sharing is essential, but privacy must
be maintained (Lindell & Pinkas, 2009; Yao, 1982). In DEI initiatives, SMPC can
facilitate collaborative data analysis among different departments or organiza-
tions, ensuring that individual data points remain confidential. For example, dif-
ferent organizations can collectively compute diversity metrics without exposing
their raw data to each other (Bogdanov et al., 2008).

4.11.Federated Learning

Federated learning is a machine learning technique that trains an algorithm across
multiple decentralized devices or servers holding local data samples, without ex-
changing them. This approach ensures data privacy by keeping raw data on local
devices and only sharing model updates, which are aggregated to improve the
overall model (McMahan et al., 2017). In DEI data analysis, federated learning
allows different departments or organizations to collaboratively train models on
their respective datasets without sharing the actual data, thus maintaining privacy
while benefiting from a shared machine learning model (Yang et al., 2019; Kairouz
et al., 2021).

4.12. Privacy-Preserving Data Publishing (PPDP)

Privacy-Preserving Data Publishing (PPDP) involves techniques that transform
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data into a format that is safe for publication while maintaining its utility for anal-
ysis. Methods such as k-anonymity, 1-diversity, and t-closeness ensure that indi-
viduals cannot be re-identified from published data (Sweeney, 2002; Machanava-
jjhala et al., 2007). In the context of DEI, PPDP can help organizations publish
diversity and inclusion statistics or reports without compromising the privacy of
individuals. These techniques provide a balance between data utility and privacy

by anonymizing datasets to prevent re-identification.

5. Discussion

The analysis and findings of this systematic literature review highlight several crit-
ical insights and gaps in the current landscape of data privacy practices within
Diversity, Equity, and Inclusion (DEI) initiatives. This section synthesizes these
insights, discusses the implications for organizations, and provides targeted rec-

ommendations for enhancing data privacy and security in DEI initiatives.

5.1. Summary of Findings

The reviewed studies underscore the importance of robust privacy measures in
fostering trust and encouraging participation in DEI initiatives. Trust is a founda-
tional element; employees and other stakeholders are significantly more likely to
share sensitive personal information when they believe their data will be handled
confidentially and with respect (Lazarotti et al., 2022; Bregman, 2023). The posi-
tive correlation between trust in data privacy practices and participation rates in
DEI initiatives (r = 0.78, p < 0.01) illustrates this crucial relationship.

Regulatory compliance, particularly adherence to frameworks such as GDPR
and CCPA, has been shown to reduce data breaches and increase trust (Beverley-
Smith et al., 2022; Culver & Lane, 2021). Organizations that align their practices
with these regulations have reported a significant reduction in data breaches and
an increase in employee trust. For instance, a study by (Culver & Lane, 2021) doc-
umented a 30% reduction in data breaches and a 45% increase in employee trust
following the implementation of GDPR and CCPA guidelines. This finding high-
lights the triple benefits of regulatory compliance: avoiding legal penalties, in-
creasing employee trust and participation, and enhancing organizational reputa-
tion.

Ethical practices, including transparency and informed consent, were also found
to significantly influence employees’ willingness to share personal information. Or-
ganizations that implemented clear consent processes saw a 50% improvement in
the accuracy and completeness of their DEI data (Moerel, 2023). This finding em-
phasizes the need for ethical considerations in data handling.

Technological safeguards, such as data anonymization and encryption, have
been shown to effectively reduce privacy concerns among employees by 40% (Gill-
ham et al., 2023). Additionally, strict access controls and encryption methods have
reduced unauthorized access risks by 35% (Bregman, 2023). These safeguards are

essential for protecting sensitive DEI data without compromising its utility.
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The exploration of advanced privacy-preserving technologies, such as differen-
tial privacy, blockchain, Al-driven privacy, homomorphic encryption, secure
multi-party computation, federated learning, and privacy-preserving data pub-
lishing, offers promising solutions for addressing data privacy challenges in DEI
inijtiatives. Each technology presents unique advantages and limitations, but col-
lectively, they provide a robust toolkit for organizations aiming to enhance data
privacy (Abowd, 2018; Acar et al., 2018; Bogdanov et al., 2008; Bu et al., 2020;
Dong et al., 2022; Dwork & Roth, 2014; Erlingsson et al., 2014; Gadotti et al., 2019;
Gentry, 2009; Halevi & Shoup, 2014; Jagielski et al., 2019; Kairouz et al., 2021; Li
et al., 2007; Lindell & Pinkas, 2009; Liu et al., 2022; Machanavajjhala et al., 2007;
McMahan et al., 2017; Shokri et al., 2017; Sweeney, 2002; Yang et al., 2019; Yao,
1982; Zyskind et al., 2015).

5.2. Implications for Organizations

The findings from this review have several implications for organizations. First,
building and maintaining trust through transparent and ethical data-handling
practices is crucial for the success of DEI initiatives. Trust can be fostered by ad-
hering to regulatory requirements and implementing clear, transparent consent
processes.

Regulatory compliance is not just a legal obligation but also a strategic ad-
vantage that can enhance an organization’s reputation and trustworthiness. Or-
ganizations must stay updated with evolving data protection laws and ensure strict
adherence to avoid legal repercussions while building stakeholder trust.

Leveraging advanced privacy-preserving technologies provides robust solu-
tions to the complex challenges of maintaining data privacy in DEI initiatives.
These technologies offer various methods to protect data while preserving its util-
ity for analysis and decision-making.

Although the studies reviewed address diverse perspectives on DEI data pri-
vacy—covering regulatory requirements, ethical considerations, and advanced
technical measures, the transition from theory to practice remains essential. For
instance, research highlighting encryption and anonymization techniques (Gill-
ham et al., 2023; Bregman, 2023) offers actionable guidance for structuring secure
data-collection protocols. Similarly, work emphasizing informed consent and eth-
ical data usage (Lazarotti et al., 2022; Shojaei et al., 2024) can inform transparent
participant outreach, mitigating reluctance to share sensitive information. Regu-
latory discussions underscore the importance of ongoing compliance audits and
familiarity with evolving standards (Beverley-Smith et al., 2022; Culver & Lane,
2021).

While many general data privacy principles (e.g., encryption, anonymization)
also apply to DEI data, the sensitivity of protected characteristics—such as race,
gender identity, and—magnifies potential harm if misused. Consequently, our
recommendations include stronger consent procedures and meticulous anony-

mization strategies specifically designed to protect underrepresented groups from

DOI: 10.4236/jss.2025.136006

101 Open Journal of Social Sciences


https://doi.org/10.4236/jss.2025.136006

P. Shojaei, R. Moieni

discrimination or stigma.

Taken together, these insights show how organizations can combine robust pri-
vacy measures (e.g., differential privacy, homomorphic encryption) with strong
legal compliance strategies and transparent communication. Practitioners can
create privacy-focused internal policies, train staff in responsible data handling,
and routinely refine data-protection mechanisms based on emerging legal or eth-
ical norms. By integrating the theoretical perspectives reviewed here with real-
world organizational structures, stakeholders can build more trustworthy and in-
clusive DEI initiatives.

5.3. Recommendations for Companies and Organizations

5.3.1. Building Trust through Transparency and Ethical Practices

Organizations must prioritize transparency and ethical practices in handling DEI
data to foster trust among employees and stakeholders. Clear communication
about the purpose, scope, and intended use of collected DEI data is essential. Im-
plementing transparent and informed consent processes ensures that participants
understand how their data will be used and protected. Regularly reviewing and
updating privacy policies to reflect current practices and regulatory requirements
further reinforces trust. Ethical practices not only enhance participation rates but
also ensure that data is collected and used in a manner that respects individual

privacy and autonomy (Moerel, 2023).

5.3.2. Ensuring Regulatory Compliance

Strict adherence to data protection regulations, such as GDPR and CCPA, is cru-
cial for avoiding legal penalties and enhancing organizational reputation. Organ-
izations must conduct regular audits and assessments to ensure compliance with
these regulations and address any gaps or deficiencies promptly. Staying updated
with evolving data protection laws is essential for maintaining compliance and
building stakeholder trust. Regulatory compliance not only helps organizations
avoid fines but also demonstrates a commitment to protecting personal data and
upholding high standards of data privacy (Beverley-Smith et al., 2022; Culver &
Lane, 2021).

5.3.3. Implementing Robust Technological Safeguards

Utilizing advanced technological safeguards is essential for protecting sensitive
DEI data. Data anonymization and encryption techniques can effectively protect
data without compromising its utility. Implementing strict access controls and
role-based access mechanisms ensures that only authorized personnel can access
DEI data. Regularly reviewing and updating these technological safeguards is nec-
essary to keep pace with evolving threats and vulnerabilities. Employing these
measures can significantly reduce privacy concerns among employees and mini-

mize the risk of unauthorized data access (Bregman, 2023; Gillham et al., 2023).

5.3.4. Leveraging Advanced Privacy-Preserving Technologies

Organizations should explore and adopt advanced privacy-preserving technolo-
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gies to address the complex challenges of maintaining data privacy in DEI initia-
tives. Differential privacy can add noise to data, protecting individual privacy
while maintaining data utility. Blockchain technology offers a decentralized and
immutable ledger system for secure data storage and sharing. AI-driven privacy
solutions can proactively monitor data usage patterns, detect anomalies, and en-
force privacy policies. Homomorphic encryption and secure multi-party compu-
tation enable secure data processing and collaborative data analysis without ex-
posing raw data. Federated learning allows decentralized model training while
preserving data privacy on local devices. Privacy-preserving data publishing tech-
niques, such as k-anonymity, 1-diversity, and t-closeness, ensure that published
DEI statistics do not compromise individual privacy. These technologies provide
robust solutions for protecting DEI data while enabling organizations to leverage
the data for fostering a diverse and inclusive workforce (Abowd, 2018; Acar et al.,
2018; Bogdanov et al., 2008; Bu et al., 2020; Dong et al., 2022; Dwork & Roth, 2014;
Erlingsson et al., 2014; Gadotti et al., 2019; Gentry, 2009; Halevi & Shoup, 2014;
Jagielski et al., 2019; Kairouz et al., 2021; Li et al., 2007; Lindell & Pinkas, 2009;
Liu et al., 2022; Machanavajjhala et al., 2007; McMahan et al., 2017; Shokri et al.,
2017; Sweeney, 2002; Yang et al., 2019; Yao, 1982; Zyskind et al., 2015).

While advanced privacy-preserving technologies like homomorphic encryption
or differential privacy can provide strong protections for DEI data, their imple-
mentation often demands significant technical expertise and infrastructure. Smaller
organizations—particularly those with limited IT budgets—may find these solu-
tions challenging to deploy at scale (Gillham et al., 2023; Whitfield, 2022). In such
cases, a more incremental approach could be taken. For instance, organizations
might begin by integrating simpler, open-source privacy toolkits or by partnering
with managed service providers that specialize in secure data handling. These
options reduce both upfront costs and the specialized knowledge required. Reg-
ular assessments can then be used to gauge when to expand to more complex
technologies, thereby allowing smaller organizations to align privacy ambitions
with resource realities while still maintaining compliant and ethical DEI data
practices.

By following these recommendations, organizations can enhance the privacy
and security of DEI data, fostering trust and encouraging greater participation in
DEI initiatives. This approach not only helps organizations comply with regula-
tory requirements but also promotes a culture of inclusivity and respect for indi-

vidual privacy.

5.4. Future Directions

Although our review demonstrates the importance of robust privacy protocols in
DEI data, further research is needed to clarify how emerging technologies (e.g.,
homomorphic encryption, secure multi-party computation) can be integrated
into daily DEI processes without creating undue complexity. There is also a press-

ing need to examine how evolving global regulatory frameworks intersect with
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ethical considerations—particularly in scenarios where multiple jurisdictions im-
pose differing standards for data handling and consent. Finally, future investiga-
tions should address cross-cultural nuances in DEI data collection, offering in-
sights into regions and communities underrepresented in current scholarship. To-
gether, these directions promise a deeper understanding of how privacy-preserv-
ing approaches can more effectively serve the diverse, real-world contexts in

which DEI initiatives operate.

6. Conclusion

This systematic literature review provides a comprehensive analysis of data pri-
vacy concerns in Diversity, Equity, and Inclusion (DEI) initiatives, highlighting
the legal, ethical, and practical considerations essential for safeguarding sensitive
DEI data. The findings underscore the critical role of trust in encouraging partic-
ipation in DEI initiatives, with robust privacy measures being fundamental to fos-
tering this trust. Employees and stakeholders are significantly more likely to share
sensitive personal information when they are confident that their data will be han-
dled confidentially and ethically.

Regulatory compliance emerges as a triple benefit, helping organizations avoid
legal penalties while improving the quality of their data and enhancing their rep-
utation and trustworthiness. Adherence to frameworks such as GDPR and CCPA
has been shown to reduce data breaches and increase trust, emphasizing the im-
portance of staying updated with evolving data protection laws and conducting
regular compliance audits.

Ethical practices, including transparency and informed consent, significantly
influence employees’ willingness to share personal information. Implementing
clear consent processes not only improves the accuracy and completeness of DEI
data but also aligns with ethical standards that respect individual autonomy and
privacy.

Technological safeguards, such as data anonymization, encryption, and strict
access controls, are essential for protecting DEI data without compromising its
utility. Regularly reviewing and updating these safeguards ensures they remain
effective against evolving threats.

The exploration of advanced privacy-preserving technologies—differential pri-
vacy, blockchain, Al-driven privacy solutions, homomorphic encryption, secure
multi-party computation, federated learning, and privacy-preserving data pub-
lishing—offers promising solutions for addressing the complex challenges of
maintaining data privacy in DEI initiatives. These technologies provide robust
methods for protecting sensitive data while enabling organizations to leverage
DEI data for fostering a diverse and inclusive workforce.

In conclusion, this review highlights the importance of a multifaceted approach
to data privacy in DEI initiatives. Building trust through transparency and ethical
practices, ensuring regulatory compliance, implementing robust technological

safeguards, and leveraging advanced privacy-preserving technologies are crucial
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strategies for organizations. By adopting these recommendations, organizations
can enhance the privacy and security of DEI data, foster greater participation in
DEI initiatives, and promote a culture of inclusivity and respect for individual
privacy. These efforts not only help organizations comply with regulatory require-
ments but also reinforce their commitment to ethical and responsible data han-
dling practices, ultimately contributing to a more equitable and inclusive environ-

ment.
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