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Abstract

Risk is threats for firms’ future development, so effective risk oversight is im-
portant for firms. Board of directors plays a significant role in the risk oversight
process, but they are facing serious challenges and pressures in effective risk
oversight. Therefore, risk governance is becoming more and more important
for firms to effectively reduce their risks, develop a robust internal control sys-
tem and then become profitable. In addition, risk governance is not independ-
ent itself, and its improvements also promote the further development of cor-
porate governance and risk management, which are also important for the op-
eration of firms. But firms’ risk governance implementation also has some chal-
lenges with the development of the society; thus, this paper is aimed at provid-
ing recommendations for the better development of the risk governance.
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1. Introduction

Due to significant fail in some high-profile companies, many organizations are
aware of the risk governance importance, and risk oversight function has become
the primary objective for board (Drew et al., 2006). Recent years, the board risk
oversight function has been more and more driven by external forces, such as gov-
ernment and risk management experts (Brown et al., 2009). And these forces place
so many pressures on board directors to make them determine the most appro-
priate way to discharge their responsibilities in managing risks (Ittner & Keusch,
2015). Along with this situation, “risk governance theory” has been put forward
as the process to manage risks and also make coordination between risk oversight
outcomes and board’s objectives.

Risk governance is necessary for a firm in their development. Firstly, due to

more and more crisis occurrence of firms, improving risk governance and
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oversight has been a priority for many organizations (Brown et al., 2009). Sec-
ondly, as a major part in corporate governance, risk governance will help to build
complete corporate governance (Kumar & Sable, 2022). Thirdly, risk governance
can underpin effective risk management, and sound risk management is key in all
organisations (Lundqvist, 2015). However, the problem is that the practice of firms’
risk governance is also facing challenges, for example, the quick development of
the technology, interpersonal relationship and globalization bring opportunities
and threats at the same time. Therefore, it is very important to know how to con-
duct effective risk governance, and this paper aims at providing insights on the

better development of risk governance in practice.

2. Risk Oversight

Risk oversight is the term used by SEC (United States Securities and Exchange
Commission) rule on proxy disclosure enhancements. According to Fraser (2016),
risk oversight describes the role of the board directors in the risk management
process. Risk oversight is almost involved in all aspects of organizations (Goldberg
& Harsch, 2010).

2.1. Role of Borad of Directors in Risk Oversight

A firm’s board of directors plays a critical role in overseeing an enterprise-wide
approach to risk management (Wu & Wu, 2014). Following are six main roles of
them: oversight, monitoring, interaction with management, approve and review,
third-party review, independence and board composition.

First of all, the most obvious role of directors is oversight, through which the
board’s understanding and involvement in all matters concerning the strategy,
risk appetite, and conduct of the firm, and an understanding of the risks it faces
and its resiliency can reach (Goldberg & Harsch, 2010). Secondly, board directors
take charge of monitoring. This monitoring process need to comply with the
agreed strategy and risk appetite and with all applicable laws and regulations.
Meanwhile, Board directors” monitoring process can also help organization pro-
actively follow up on potential weaknesses or issues (Goldberg & Harsch, 2010).
Thirdly, as indicated by Committee of Sponsoring Organizations (COSO), direc-
tors should be responsible of interacting with management. This helps to create a
robust challenge to the management through a discussion of all strategic proposals,
key risk policies, and major operational issues. Fourthly, also as said by COSO,
directors are responsible for approve and review key policies, business objectives,
strategy and plans, risk appetite framework, appointment and performance re-
view/compensation of the CEO, senior management. Moreover, the Board is also
expected to approve the mandate, resources (amount and type) and budgets for
the oversight functions. Fifthly, Protiviti Global Business Consulting indicates
that directors need third-party review. Specifically, the board should occasionally
conduct a self-assessment with the assistance of independent external advisors to

assess the effectiveness of board and committee governance practices, including
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incorporating tools such as a competency matrix. Then, boards should also occa-
sionally conduct a benchmarking analysis of oversight functions with the assis-
tance of independent external advisors. In addition, according to Ernst & Young
(EY), directors should remain independent, which means roles of chair and CEO
should be separated. Furthermore, approval of director independence policy should
take into consideration the specific ownership structure of the institution. Where
appropriate, director tenure should also be factored into the independence policy.
Last but not least, Protiviti Global Business Consulting also shows that directors
are responsible for board composition like recruiting members who collectively
bring a balance of expertise, skills, experience, and perspectives and who exhibit

irreproachable independence of thought and action.

2.2. Challenges of Risk Oversight

Nowadays, with the quick development of the risk oversight, it has already become
a high priority and primary board objective for companies” board of directors
(Caldwell, 2012). However, at the same time, as indicated in International Risk
Governance Council (IRGC), the role of the board of directors in enterprise-wide
risk oversight has become increasingly challenging as expectations for board en-
gagement are always high.

Following are the challenges that are encountered by board in the risk oversight.
Firstly, most of the members in the board do not have professional training, skills
and experience on enterprise risk management (ERM). Although they are excel-
lent managers of firms, they are just based on their instinct. For example, they do
not know how to apply principles in managing firms’ risks with customers, em-
ployees and suppliers. Hence, it is eager for board members to possess the profes-
sional knowledge about the risk management (Fraser, 2016). Secondly, board mem-
bers are confused about what the risk is. Many risk management departments in
firms are only responsible for buying insurance for some identified risks and only
about 25% of the firms are really conducting risk management (Fraser, 2016).
Thirdly, board members do not have in-depth understandings about the risk, for
example, some high regulated industries are required to fill forms to demonstrate
compliance with regulations, thus, they do not really focus on the risks and con-
solidate the risks in the reality (Fraser, 2016). Finally, another challenge faced by
board is how to effectively oversee the organization’s enterprise-wide risk man-
agement in a way that balances managing risks while adding value to the organi-
zation (Goldberg & Harsch, 2010). Relevant survey indicated that there is still
room to improve risk oversight. To begin with, there are still financial service or-
ganizations that consider risk oversight as a full-board function and don’t have a
dedicated risk management committee. In addition, for efficiency, boards often
allocate oversight of specific risks to their board committees (Caldwell, 2012).
However, the survey shows a significant number of directors (37%) believe there
is no clear allocation of specific responsibilities for overseeing major risks among

the board and its committees (or are not sure whether there is any such
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allocation). Besides, many directors may understand the risks the company faces,
but they are not sure who on the board is supposed to oversee them (Caldwell,
2012). Lastly, as indicated by IRGC, this structural disconnect could prove trou-

blesome for companies in the long run.

3. Risk Governance

3.1. What is Risk Governance

In order to control the risk of firms, risk governance is necessary (Stein et al.,
2019). Wikipedia indicates that risk governance is defined as a translation of the
substance and core principles of governance to the context of risk and risk-related
decision making. According to Renn (2008), risk governance refers to activities
requiring consideration of legal, institutional, social and economic contexts in
which a risk is evaluated, and involvement of the actors and stakeholders who
represent them. According to IRGC, risk governance deals with the identification,
assessment, management and communication of risks in a broad context. It in-
cludes the totality of actors, rules, conventions, processes and mechanisms and is
concerned with how relevant risk information is collected, analysed and commu-
nicated, and how management decisions are taken. According to Wikipedia, risk
governance goes beyond traditional risk analysis to include the involvement and
participation of various stakeholders as well as considerations of the broader legal,
political, economic and social contexts in which a risk is evaluated and managed.
Moreover, scope of risk governance also encompasses public health and safety,
environment, old and new technologies, security, finance, and many other factors
as indicated in IRGC.

According to IRGC, good risk governance includes transparency, effectiveness
and efficiency, accountability, strategic focus, sustainability, equity and fairness,
respect for the rule of law and the need for the chosen solution to be politically
and legally feasible as well as ethically and publicly acceptable. In addition, good
risk governance also enables societies to benefit from change while minimising
the negative consequences of the associated risks because risk always accompanies
change. Furthermore, sound risk governance minimises the following issues: in-
equitable distribution of risks and benefits between countries, organisations and
social groups; differing approaches to assess and manage the same risk; excessive
focus on high profile risks, to the neglect of higher probability but lower profile
risks; inadequate consideration of risk trade-offs; failure to understand secondary
effects and linkages between issues; cost of inefficient regulations; decisions that
take inappropriate account of public perception; loss of public trust.

There are two important elements in risk governance: risk appetite and report-
ing. According to Wikipedia, risk appetite is the level of risk that an organization
is prepared to accept, before action is deemed necessary to reduce it. According
to Oterholm (2024), the definition of risk appetite is different across various sys-
tems and organizations, and ISO (2022) guide defines risk appetite as the amount

and type of risk that an organization is willing to pursue or retain. It represents a
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balance between the potential benefits of innovation and the threats that change
inevitably brings. As for reporting, Wikipedia indicates that it assesses the level,
quality and adequacy of risk information provided to the directors to ensure un-
derstanding of existing and emerging risks. Besides, it also assesses the robustness
of risk information technology systems and their ability to generate timely, com-
prehensive, cross-geography, cross-product information on exposures. risk re-
porting is the tool to communicate the value which risk function brings to a firm,
it enables proactive risk management when organisations take a proactive ap-
proach to managing risk by identifying and escalating issues as they arise or before
they are realised (PWC, 2011).

3.2. Risk Governance Frameworks

IRGC has developed a comprehensive framework for risk governance, and ac-
cording to IRGC, risk governance framework is a comprehensive approach to help
understand, analyse and manage important risk issues for which there are deficits
in risk governance structures and processes. The framework offers two major in-
novations to the risk field: the inclusion of the societal context and a new catego-
risation of risk-related knowledge. Besides, it also discusses wider governance is-
sues such as organisational capacity and regulatory styles.

Following are core of the IRGC Framework: five linked risk governance phases.
Phase 1 is pre-assessment. Risk governance framework can provide risk pre-as-
sessment. Specifically, it gives an early warning and framing of the risk, which can
help to provide a structured definition of the problem, of how it is framed by dif-
ferent stakeholders, and of how it may best be handled. Phase 2 is appraisal. Risk
governance framework offers risk appraisal. More specific, it combines a scientific
risk assessment (of the hazard and its probability) with a systematic concern as-
sessment (of public concerns and perceptions) and then provides the knowledge
base for subsequent decisions. Phase 3 is characterisation and evaluation. It helps
with characterisation and evaluation in which the scientific data and a thorough
understanding of societal values affected by the risk are used to evaluate the risk
as acceptable, tolerable (requiring mitigation), or intolerable (unacceptable). Phase
4 is management. Risk governance framework is helpful for risk management. It
tells companies the actions and remedies needed to avoid, reduce, transfer or just
retain the risk. Phase 5 is communication. It provides frameworks about risk com-
munication. For example, it tells organization how stakeholders and civil society
understand the risk and participate in the risk governance process.

Following are some benefits of adopting risk governance framework. Firstly,
the IRGC framework is innovative, comprehensive and flexible. Specifically, it of-
fers guidelines for identifying, understanding and addressing the essential ele-
ments of sound risk governance. Besides, it can help risk governance institutions
to structure their tasks. Moreover, it can assist in diagnosing deficits in the risk
governance process and provide suggestions for how to correct them. Internation-

ally, the framework can add to efforts to harmonise risk governance approaches
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and find common denominators for risk handling in a globalised and plural
world. Secondly, the framework can encourage people to raise the relevant ques-
tions, whose answers will help reduce uncertainty and increase the capacity to deal
with the unanticipated and the unknown. Thirdly, besides risk assessment, man-
agement and communication (standard elements of risk handling), the IRGC
framework also incorporates additional activities which reflect the need to deal
with risk in a way that fully accounts for the societal context of both the risk and
the decision that is reached. Fourthly, IRGC has emphasises on crucial role of
communication. This includes informing people of a risk and also establishing the
two-way dialogue needed at all stages of the risk handling process. Excellent com-
munication is particularly important for the involvement of stakeholders in par-
ticipative risk-related decision making and conflict resolution and for ensuring
that they can make informed choices about the risk, balancing factual knowledge
about it with their own interests, concerns, beliefs and resources. Fifthly, the
framework offers an interdisciplinary and multi-level governance approach. Most
notably, it urges risk governance institutions to gather not only knowledge about
the physical impacts of technologies, natural events or human activities but also
knowledge about the concerns that people associate with these and other causes
of risks. Finally, the framework is not intended as a recipe or a checklist which can
guarantee that all relevant aspects are considered when analysing a risk and its
governance process and structures. It cannot replace thinking or, for that matter,
creativity. However, by building into conventional risk analysis and management
such “soft” issues as societal values, concerns and perceptions of risk and by look-
ing into the interactions between the various actors involved in the process, the
IRGC risk governance framework can contribute to the development of more in-

clusive and effective risk governance strategies.

3.3. Necessity of Risk Governance

Risk governance is necessary because it does not only help to reduce firms’ risks
and it also facilitate the development of corporate governance and risk manage-
ment, which are also fundamental for firms’ development and survive (Khan,
2011).

3.3.1. Promotion of Risk Governance on Corporate Governance

According to Investopedia, corporate governance is defined as a system of rules,
practices and processes by which a company is directed and controlled, it is aimed
at balancing the interests of many stakeholders (shareholders, management, cus-
tomers, suppliers, financiers, government and the community) within the com-
pany. In a narrow term, corporate governance refers to the relationship between
a firm and its shareholders, whereas in a broader term, it means the relationship
between a firm and the whole society (Li et al., 2019). Furthermore, since corpo-
rate governance also offers the framework for attaining a companies’ objectives, it

encompasses almost every aspect of management: action plans, internal controls,
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performance measurement and corporate disclosure. Good corporate governance
is fundamental to the whole economies, and it also facilitates firms’ success (Khan,
2011).

Due to some significant accounting fraud bankrupted in high-profile compa-
nies such as Enron and WorldCom, corporate governance becomes a pressing is-
sue because most companies strive to have a high level of corporate governance
to avoid accounting fraud (Dorfman, 2004). These days, it is not enough for a
company to merely be profitable, company also needs to demonstrate good cor-
porate citizenship through environmental awareness, ethical behaviour and sound
corporate governance practices (Birch, 2017).

According to COSO, risk governance is one of the major parts and process in
corporate governance, risk governance will help to build complete corporate gov-
ernance. Thus, it is necessary and important to facilitate the development of risk

governance.

3.3.2. Promotion of Risk Governance on Risk Management

According to International Organization for Standardization, risk management is
the identification, assessment, and prioritization of risks followed by coordinated
and economical application of resources to minimize, monitor, and control the
probability and/or impact of unfortunate events or to maximize the realization of
opportunities. According to Wikipedia, objective of risk management is to assure
uncertainty does not deflect the endeavour from the business goals. As said in
Echelon, there are many strategies to manage risk such as transferring the risk to
another party, avoiding the risk, reducing the negative effect or probability of the
risk, or even accepting some or all of the potential or actual consequences of a
particular risk.

ISO 31000 is a family of standards relating to risk management codified by the
International Organization for Standardization. The purpose of ISO 31000 is to
provide principles, frameworks, process and generic guidelines on risk manage-
ment. ISO 31000 seeks to provide a universally recognised paradigm for practi-
tioners and companies employing risk management processes to replace the myr-
iads of existing standards, methodologies and paradigms that differed between
industries, subject matters and regions. ISO 31000 can be used by any organiza-
tion no matter what size, activity or sector, which help organizations to increase
the likelihood of achieving objectives, improve the identification of opportunities
and threats, effectively allocate and use resources for risk treatment, and provide
guidance for internal or external audit programmes. By using ISO 31000, firms
can compare their risk management practices with an internationally recognised
benchmark, providing sound principles for effective management.

According to Wikipedia, risk management is what management does, which
includes appropriate oversight and monitoring to ensure policies are carried out
and processes are executed in accordance with management’s selected perfor-
mance goals and risk tolerances. Thus, based on the above definition of risk man-

agement put forward by International Organization for Standardization, it can be
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seen that there are overlapping in the concepts between risk management and risk
governance, risk governance promotes the development of risk management.
Therefore, it is evident that the necessity of facilitating the development of risk
governance.

Based on the above analysis, it can be seen that it is necessary to conduct risk
governance since it can help to improve the development and establishment of the
corporate governance and risk management, which are both crucial for firms.
However, the risk governance is still impeded by some challenges as indicated fol-

lowing.

3.4. Challenges of Risk Governance

Move into 21* century, risk governance faces so many challenges. In the context
of globalisation, today’s world has some characteristics such as increasing inter-
connectedness, social networking and fast-paced technological change (Passaris,
2006). As indicated by IRGC, along these characteristics, there are also opportu-
nities which may potentially increase vulnerabilities and create new risks with
much larger scale impacts and over longer period. More specifically, because the
evolution of governance mechanisms occurs much more slowly than driving tech-
nological and social change process, several serious concerns and suspicions from
governments, the private sector, as well as the general public appear. They think
there are lack of governance mechanisms in terms of dealing with risks efficiently,
resolving trade-offs between diverse needs and interests, dealing with potential
risks from new technologies in the context of global trade. Therefore, policy mak-
ers have subsequently become increasingly conscious of the importance of risk
communication and try their best to meet public expectations regarding risk gov-

ernance.

4. Recommendations for Risk Governance

From above analysis, it can be seen that firms are still facing risk in their daily
operating, so the risk oversight is of great importance and the risk governance is
necessary. However, there are some challenges for risk governance, thus, this pa-
per put forwards some recommendations for firms’ better development of risk
governance.

According to ISO 31000, following are five attributes representing a high level
of performance in managing risk, which can assist organizations to improve risk
governance implementation. These attributes are recommended to help organi-
zation have a current, correct and comprehensive understanding of its risks and
make sure organization’s risks are within its risk criteria. Firstly, companies should
make continual improvement in risk governance by setting organizational perfor-
mance goals, measurement, and review. Besides, subsequent modification of pro-
cesses, systems, resources, capability and skills are also needed. For example, or-
ganization needs to measure organizations’ and individual manager’s perfor-

mance against explicit performance goals. Then, annual review of performance,
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revision of processes and the setting of revised performance objectives need to be
established. This performance assessment is very important because it is an inte-
gral part of the overall organization’s performance assessment and measurement
system for departments and individuals.

Secondly, companies should enhance risk governance through setting compre-
hensive, fully defined and fully accepted accountability for risks, controls and risk
treatment tasks. Specifically, designated individuals who fully accept accountabil-
ity are appropriately skilled and have adequate resources to check controls, mon-
itor risks, improve controls and communicate effectively about risks and their
management to external and internal stakeholders. For instance, all staffs within
an organization should be fully aware of the risks, controls and tasks that they are
accountable. Meanwhile, this information is recorded in job descriptions, data-
bases or information systems. Full accountability for risks is very important be-
cause accountabilities and responsibilities should be part of all the organizations’
induction programmes.

Thirdly, when companies make decisions, they should be aware of that all de-
cision making within the organization involve the explicit consideration of risks
and the application of risk governance to some appropriate degree no matter what
level of importance and significance. For example, records of meetings and deci-
sions can show that explicit discussions on risks take place. In addition, these rec-
ords also indicate that all components of risk governance are represented within
key processes for decision making in the organization. This attribute is of great
importance because soundly risk governance can be seen within the organization
as providing the basis for effective governance.

Fourthly, companies should enhance risk governance by continual communi-
cations with external and internal stakeholders. These continual communications
include comprehensive and frequent reporting of risk management performance.
Take communication with stakeholders an example, it is an integral and essential
component of risk governance. It also should be noted that this communication
is seen as a two-way process because through communications, not only properly
informed decisions can be made but also comprehensive risk criteria can be es-
tablished. Comprehensive and frequent external and internal reporting is very im-
portant because they all contribute to effective governance within an organization.

Finally, it is important for companies to know that risk governance is regarded
as central of the organization’s management processes, which means governance
structure and process are based on the governance of risk. Therefore, effective risk
governance is viewed as essential for the achievement of the organization’s objec-
tives. For example, managers’ language and important written materials in the
organization using the term “uncertainty” are always related to risks. Further-
more, this attribute is often reflected in the organization’s statements of policy,
especially those relating to risk governance. Normally, this attribute would be ver-
ified through interviews with managers and through the evidence of their actions

and statements.
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5. Conclusion

In conclusion, firms are gradually realizing the importance of risk oversight in the
daily operation because of the frequent exposure of the high-profile fraud like En-
ron and WorldCom. Board of directors in firms play significant role in risk over-
sight including oversight, monitoring, interaction with management, approve and
review, third-party review, independence and board composition, and they are
facing increasing challenges in this process. Thus, in order to maintain an effective
risk oversight within the firms, risk governance is necessary, and the implemen-
tation of risk governance also promotes the improvement of corporate governance
and risk management. However, nowadays firms’ risk governance is also facing
some challenges in the implementations. Therefore, five recommendations (mak-
ing continual improvement in risk governance by setting organizational perfor-
mance goals, measurement, and review; setting comprehensive, fully defined and
fully accepted accountability for risks, controls and risk treatment tasks; being
aware of that all decision making within the organization involves the explicit con-
sideration of risks; continual communications with external and internal stake-
holders; governance structure and process should be based on the governance of

risk) are put forward to make better development for firms’ risk governance.
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