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Abstract 
This study proposes a system architecture design for a Student Data Lake in-
tegrated with Jamii X-Change, Tanzania’s national interoperability platform, 
to improve educational assessment practices. With the growing volume and 
variety of student data across Tanzania’s education system ranging from ex-
amination records and attendance to digital learning footprints traditional si-
loed databases are no longer sufficient for timely and accurate assessment. The 
key design challenge lies in enabling secure, scalable, and real-time integration 
of disparate educational datasets from various ministries, agencies, and insti-
tutions while ensuring privacy, data governance, and interoperability. To ad-
dress this, the research adopts a secure by design approach and conceptualizes 
a data lake architecture that leverages X-Road protocols (underlying Jamii X-
Change) for federated access, metadata driven governance, and layered ana-
lytics. The system comprises four layers: data ingestion, data lake storage, se-
mantic integration, and analytics visualization. It also includes role-based ac-
cess control and encryption to ensure data privacy and compliance with Tan-
zanian legal frameworks. A mixed-methods research methodology was em-
ployed; quantitative and Qualitative techniques were carried out to assess fea-
sibility, usability, and security perceptions. Technical simulation of interoper-
ability was performed using pilot data in Morogoro. However, concerns around 
data privacy, institutional silos, and limited infrastructure remain critical. This 
proposed system offers a scalable, secure, and interoperable foundation for 
real-time educational assessment, teacher feedback loops, and evidence-based 
policy making. Further pilot implementations and stakeholder capacity-build-
ing are recommended to validate its operational viability.  
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1. Introduction 

The digital transformation of public service delivery is reshaping sectors world-
wide, with education emerging as one of the most profoundly impacted domains. 
Increasingly, digital technologies are being adopted not only to enhance opera-
tional efficiency but also to strengthen data security and promote inclusivity 
within education systems [1]-[3]. This transformation reflects a shift from the mere 
digitisation of processes to a fundamental rethinking of how educational data are 
collected, managed, and utilised to support evidence-based decision-making. Within 
this evolving context, the integration of digital platforms into educational assess-
ment has become a strategic priority, as it supports the development of systems 
that are equitable, transparent, and resilient in meeting the demands of twenty-
first-century education [4].  

In Tanzania, however, the educational assessment system continues to rely heav-
ily on manual, paper-based, and fragmented processes. Although initial efforts have 
been made to digitise specific functions, such as student registration, the broader 
assessment lifecycle from candidate verification to results processing and certifi-
cation remains inefficient and vulnerable to data inaccuracies. These inefficiencies 
disproportionately affect rural and underserved regions, where access to timely 
and reliable educational services is limited [5]. Furthermore, the absence of in-
teroperability between education systems and other key government sectors, in-
cluding civil registration, health, and social welfare, constrains seamless data ver-
ification and information sharing. This fragmented environment increases ad-
ministrative burdens, delays service delivery, and undermines the integrity of na-
tional educational statistics. 

To address these systemic challenges, Tanzania has initiated the deployment of 
Jamii X-Change, a national digital interoperability platform designed to enable 
secure, real-time data exchange across public institutions. Jamii X-Change facili-
tates efficient communication between schools, examination councils, and civil 
registration authorities by standardising data formats and authentication proto-
cols. Within the education sector, the platform plays a critical role in automating 
student identity verification, supporting accurate candidate registration, and en-
hancing the reliability of data used for planning and policy formulation [4] [6]. 
The operational structure and functionality of the platform, illustrated in Figure 
1, demonstrate how Jamii X-Change functions as a central hub linking student 
information systems, national identification databases, and examination manage-
ment systems into a unified and secure data flow. Through these integrations, Ja-
mii X-Change not only streamlines assessment processes but also establishes the 
foundation for a more integrated, responsive, and data-driven educational infra-
structure. 
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Figure 1. Jamii X-Change for education assessment. 
 

Building on this foundation, this study proposes the design of a student data 
lake architecture model that leverages the Jamii X-Change platform. A student 
data lake functions as a centralised and scalable repository capable of storing large 
volumes of raw, structured, and unstructured data from diverse sources, including 
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school records, national examination results, attendance logs, and demographic 
information. Unlike traditional relational databases that enforce fixed schemas at 
the point of data ingestion, data lakes support a schema-on-read approach, thereby 
enabling flexible analytics and real-time reporting [7]. 

The proposed architecture has the potential to strengthen Tanzania’s educa-
tional assessment ecosystem by enabling accurate and timely access to student 
records, reducing data duplication, streamlining examination processes, and sup-
porting dynamic reporting and evidence-based policy interventions. Nevertheless, 
the implementation of such an architecture presents several challenges, including 
the need for reliable digital infrastructure, robust data governance frameworks, 
and adequate technical capacity among stakeholders to manage and interpret data 
effectively. Moreover, successful deployment requires alignment with national ed-
ucation policies, as well as sustained collaboration among government agencies, 
educational institutions, technology providers, and civil society organisations. These 
considerations underscore the importance of a holistic, multi-stakeholder ap-
proach to ensure the sustainable adoption and long-term impact of the proposed 
system. 

Research Objective 
The main objective of this study is to design and evaluate a student data lake 

architecture model leveraging the Jamii X-Change platform, with the aim of en-
hancing the efficiency, security, and inclusivity of educational assessment pro-
cesses in Tanzania. 

Research Questions 
1) How can a student data lake architecture model, built on Jamii X-Change, 

improve the accuracy, efficiency, and security of educational assessment in Tan-
zania? 

2) What are the key architectural components and integration strategies neces-
sary for implementing a scalable and interoperable student data lake within Tan-
zania’s education sector? 

3) What infrastructural, technical, and governance challenges may arise in the 
deployment of a student data lake using Jamii X-Change, and how can these be 
mitigated? 

4) How do stakeholders-including educators, administrators, policymakers, 
and technical staff-perceive the benefits and limitations of a student data lake ar-
chitecture model for educational assessment? 

This research study addresses the challenges posed by fragmented, limited-an-
alytics, and non-interoperable educational assessment systems in Tanzania. The 
study systematically reviews relevant literature, identifies key research gaps, and 
outlines the research methodology, with findings and discussions organized around 
the study’s research questions. It further proposes a scalable and secure Student 
Data Lake architecture designed to improve the accuracy, efficiency, and reliabil-
ity of educational assessment processes. Moreover, the study examines the policy 
implications of implementing such a system in Tanzania and provides practical 
recommendations and concluding insights to support the development of a resil-
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ient, interoperable, and evidence-based digital assessment ecosystem. 

2. Literature Review 

Student data lakes have increasingly become essential as educational institutions 
seek scalable and flexible architectures for integrating and analysing large volumes 
of data from multiple, often fragmented, sources. A data lake serves as a central-
ised repository that stores both raw and processed data in diverse formats, thereby 
enabling advanced analytics, real-time reporting, and machine learning applica-
tions [8]. In the education sector, such architectures facilitate the consolidation of 
student records, assessment results, attendance information, and demographic 
data, empowering institutions and policymakers with timely and accurate insights 
to improve learning outcomes and optimise resource allocation [9]. The inherent 
flexibility of data lakes makes them more suitable than traditional data warehouses 
for national education systems characterised by heterogeneous data types and 
evolving reporting requirements. 

Several institutions have demonstrated the effectiveness of student data lake 
implementations. For instance, Ohio State University’s Reporting and Analytics 
Environment integrates diverse institutional datasets into a governed analytics 
platform accessible to faculty members, administrators, and researchers [10]. Sim-
ilarly, the New York City Department of Education employs a cloud-based data 
lake to integrate real-time school data, thereby enabling district-level monitoring 
and timely interventions [11]. These implementations illustrate how centralised 
and interoperable data environments enhance transparency and support evi-
dence-based decision-making in education. A critical enabler of such data lake 
functionality is the underlying interoperability framework, which ensures secure, 
standardised, and real-time data exchange between heterogeneous systems. 

Leveraging Jamii X-Change presents a strategic opportunity to consolidate frag-
mented education data sources, including student registration systems, examina-
tion boards, and teacher databases, into a unified repository. This integration sup-
ports longitudinal analysis, timely reporting, and improved credential verification 
across Tanzania’s education ecosystem. Importantly, it addresses persistent chal-
lenges within the country’s education system, such as manual data processing, lim-
ited system interoperability, and data accuracy issues that continue to constrain 
effective policy formulation and service delivery. 

Emerging empirical research supports the development of student data lakes 
tailored to the Tanzanian context. Existing studies emphasise the need for scalable 
and context-sensitive data architectures capable of accommodating diverse edu-
cational environments characterised by variable digital infrastructure and pro-
nounced rural-urban disparities [12]. Data lake architectures incorporating mod-
ular components, such as data ingestion pipelines, anonymisation modules, and 
analytics dashboards, enable phased implementation and functional flexibility, 
making them particularly suitable for resource-constrained environments [13]. 
Furthermore, the integration of Jamii X-Change Metrics enables real-time moni-
toring of data exchange health and service performance, which is essential for 
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maintaining stakeholder trust and ensuring long-term system reliability. 
Despite these insights, a notable gap remains in the academic literature regard-

ing the evaluation of student data lakes built on Jamii X-Change for improving 
educational assessment processes in Tanzania. Existing ICT research in the coun-
try has largely focused on infrastructure limitations, digital literacy, and isolated 
automation initiatives, without addressing comprehensive and interoperable data 
ecosystems that span the full assessment lifecycle. Moreover, the potential of Jamii 
X-Change to facilitate secure, real-time data interoperability has not been suffi-
ciently leveraged or empirically examined within the context of educational data 
lakes. International best practices underscore the importance of robust data gov-
ernance frameworks, security protocols, and sustained human capacity building 
in supporting successful digital transformation initiatives [3] [4]. Applying these 
principles to the design of a student data lake architecture underpinned by Jamii 
X-Change can help overcome existing challenges, reduce manual interventions, 
and provide policymakers and educators with reliable, actionable data. Accord-
ingly, this study seeks to address this research gap by developing and evaluating a 
scalable and secure student data lake model that leverages Jamii X-Change’s in-
teroperability features and metrics capabilities to enhance educational assessment 
and data-driven decision-making in Tanzania. 

3. Research Methodology 
3.1. Research Design 

This study adopted a mixed research methods design, integrating both quantita-
tive and qualitative approaches to provide a comprehensive evaluation of the Ja-
mii X-Change system within Tanzania’s educational assessment context. The 
quantitative component involved the analysis of system performance indicators 
and registration metrics, enabling an objective assessment of the system’s tech-
nical feasibility, operational efficiency, and reliability in supporting digital inte-
gration. The qualitative component comprised a documentary review of birth cer-
tificates issued by the Registration, Insolvency and Trusteeship Agency (RITA). 
These included typewritten birth certificates, older manually issued certificates, 
and newly issued digital birth certificates, which were examined to verify the con-
sistency and accuracy of registration records against the RITA electronic registra-
tion system and NECTA students’ registration systems, as well as other related 
documents presented during the pilot study.  

In addition, qualitative data were collected through field observations con-
ducted during the pilot study. This approach facilitated the collection of rich, con-
textual insights into user experiences, institutional preparedness, data quality 
challenges, and operational constraints associated with system implementation. 
The integration of quantitative and qualitative findings enabled data triangula-
tion, thereby enhancing the validity, reliability, and interpretive depth of the study 
results. Mixed-methods research designs are widely recognized for their ability to 
combine numerical evidence with contextual understanding, resulting in more 
robust and comprehensive research outcomes [14]. 
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3.2. Sampling Techniques 

A purposive sampling technique was employed to select participants for the pilot 
study who were directly involved in, or affected by, the Jamii X-Change system 
integration. Two schools in the Morogoro Region, namely Mafiga Primary School 
and Morogoro Secondary School, were selected based on predefined criteria, in-
cluding geographic accessibility, availability of ICT infrastructure, and adminis-
trative readiness to participate in the pilot study. These criteria ensured that the 
selected schools were representative of typical operational environments in which 
the system is intended to be deployed. 

The sampling units comprised multiple participant groups to capture diverse 
perspectives across the educational assessment and civil registration ecosystem. 
These included all Standard Two students (n = 193) and Form Two students (n = 
624) enrolled in the selected schools, as well as their parents or guardians, partic-
ularly those involved in birth certificate verification or digital certificate issuance 
processes. 

In addition, the pilot study involved key institutional stakeholders selected 
based on their regulatory, managerial, and technical roles in the system’s imple-
mentation. These included one registrar officer from the National Examinations 
Council of Tanzania (NECTA), one Regional Education Officer from the Morogoro 
Region, two District Education Officers from Morogoro Urban District, four reg-
istrar officers from the Registration, Insolvency and Trusteeship Agency (RITA), 
four RITA data entry officers, ten ICT officers from NECTA and RITA, two NECTA 
management officials, five RITA management officials, and eight management of-
ficials from the Ministry of Information and Communication Technologies. This 
multi-level purposive sampling approach ensured comprehensive stakeholder 
representation, which was essential for evaluating system performance and user 
experiences across policy, operational, and technical dimensions [15]. 

3.3. Data Collection Tools and Techniques 
3.3.1. Quantitative Tools 
Quantitative data collection involved extracting system log data and registration 
records. System logs from X-Road metrics and Jamii X-Change operational data-
bases were analyzed to measure data exchange volumes, success rates, request-
response times, and error incidences (e.g., error code ID 10702506125). These 
metrics provided objective indicators of system performance, reliability, and 
scalability during the pilot phase. Additionally, registration records from NECTA’s 
PReM/PReMS systems were reviewed to quantify registration outcomes, includ-
ing the proportion of students successfully registered, those issued new certifi-
cates, and cases excluded due to data inconsistencies or errors. 

3.3.2. Qualitative Tools 
Qualitative data were collected primarily through a documentary review con-
ducted during the pilot study. This review focused on examining Birth certificates 
issued by RITA including typewritten birth certificates, older manually issued cer-
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tificates, and newly issued digital birth certificates, with the aim of assessing data 
consistency, completeness, and accuracy when compared against records stored 
in the RITA electronic registration system and NECTA Students registrations sys-
tems. The documentary analysis enabled the identification of discrepancies, legacy 
data challenges, and procedural variations that could affect system interoperabil-
ity and data integrity. 

In addition, direct field observations were undertaken during onsite student 
registration, identity verification, and birth certificate issuance sessions. These ob-
servations systematically documented operational workflows, processing sequences, 
decision points, and stakeholder interactions among students, parents or guardi-
ans, school administrators, and registration officials. Particular attention was paid 
to identifying process bottlenecks, human-system interaction challenges, and de-
viations from standard operating procedures, which provided valuable insights 
into the practical realities of system implementation. 

The combination of documentary review and field observation facilitated a con-
text-sensitive understanding of institutional practices and user behaviour within 
real-world operational settings. This qualitative approach enabled the examina-
tion of institutional readiness, procedural efficiency, and implementation con-
straints that could not be fully captured through quantitative measures alone. 
Such methods are well established for generating in-depth contextual insights in 
applied information systems research and enhance the credibility and interpretive 
depth of the study findings [16]. 

3.4. Data Analysis Methods 
3.4.1. Quantitative Analysis 
Descriptive statistical techniques were employed to analyze student registration 
data, certificate issuance categories, and parental engagement metrics. System log 
data were also examined to evaluate technical parameters such as request sizes, 
latency periods, and frequency of request failures. These methods facilitated the 
assessment of the Jamii X-Change system’s operational performance and tech-
nical reliability during the pilot implementation. 

3.4.2. Qualitative Analysis 
Qualitative data obtained through the documentary review were analysed using a 
thematic classification approach. Birth certificates issued by RITA including type-
written certificates, manually issued certificates, and newly issued digital certifi-
cates were systematically catalogued and compared with corresponding records 
in the RITA electronic registration system (e-RITHA) and the NECTA student 
registration systems (PReM and PReMS). This analysis focused on assessing data 
consistency, completeness, and accuracy, while identified discrepancies and leg-
acy data challenges were categorised to evaluate their implications for system in-
teroperability and data integrity. 

Data collected from direct field observations were analysed through the system-
atic coding of observation notes, with particular emphasis on workflow sequences, 
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processing steps, stakeholder interactions, and decision points observed during 
onsite student registration and certificate issuance activities. Recurrent patterns 
related to process bottlenecks, human system interaction challenges, and devia-
tions from standard operating procedures were identified and synthesised [17]. 
Findings from the field observations were subsequently triangulated with docu-
mentary evidence to enhance the validity, reliability, and interpretive depth of the 
qualitative analysis. 

3.5. Ethical Considerations 

Ethical protocols were rigorously observed throughout the study. Informed con-
sent was obtained from all participants, including parents and school staff, ensur-
ing voluntary participation and awareness of the study’s objectives. Institutional 
approvals were secured from NECTA and RITA to access operational system data, 
reflecting adherence to governance and data stewardship policies. All collected 
data were anonymized during analysis and reporting phases to protect participant 
privacy and comply with Tanzania’s data protection regulations. These ethical 
safeguards align with international standards for research involving human sub-
jects and sensitive data [16]. 

3.6. Design of Student Data Lake Architecture Model 

The study involved the development of a student data lake architecture model for 
leveraging the Jamii X-Change platform integrated with X-Road Metrics. This ar-
chitecture aims to address the challenges of collecting, integrating, and analyzing 
student data across multiple educational institutions to support data-driven deci-
sion-making. The model for student data lake includes secure data exchange, real-
time monitoring, usage analytics, and governance controls to ensure data quality 
and privacy. This design was validated through expert review and scenario-based 
testing (Figure 2). 
 

 

Figure 2. Integration overview between two entities. 
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4. Results Findings and Discussion 
4.1. Implementation of Jamii X-Change Technology Affect the 

Accuracy and Efficiency of Educational Assessment 

RQ1: How does the implementation of Jamii X-Change technology affect the 
accuracy and efficiency of educational assessment processes in Tanzania? 

The results findings are as follows: 
Case 1: Pilot Integration of NECTA and RITA in Morogoro Schools: The pilot 

implementation of Jamii X-Change for integrating NECTA and RITA systems in 
two Morogoro schools; one primary and one secondary demonstrated significant 
improvements in the accuracy and efficiency of student registration. At Morogoro 
Secondary School, among 154 Form Two students who submitted their birth cer-
tificates, 78 students (51%) were successfully verified and registered in NECTA’s 
PReMS system through real-time data exchange with RITA. These findings high-
light how interoperable systems can streamline registration processes, reduce man-
ual data entry errors, and enhance data reliability. 

Case 2: log analysis of Jamii X-Change infrastructure showed efficient data ex-
change with typical request sizes between 1 KB and 4 KB, high success rates, and 
low latency. Occasional failed requests (e.g., ID 10702506125) pointed to connec-
tivity or sync issues, highlighting the importance of continuous system monitor-
ing. 

Discussion:  
These findings align with related studies emphasizing the critical role of in-

teroperable platforms in enhancing educational data accuracy and operational ef-
ficiency [4] [13]. The positive pilot outcomes mirror global experiences where in-
tegrated digital systems reduce manual errors and speed up processes [3]. How-
ever, persistent infrastructure challenges, especially in connectivity, underscore 
the need for ongoing investment and monitoring to sustain reliable service deliv-
ery in resource-constrained settings. 

4.2. Challenges Hindering the Effective Adoption of Jamii  
X-Change 

RQ2: What are the key infrastructural and technical challenges hindering the 
effective adoption of Jamii X-Change in Tanzania’s education sector? 

The results findings are as follows: 
Case 1-Institutional Readiness: The pilot exercise in Morogoro Region revealed 

encouraging signs of institutional capacity to implement Jamii X-Change. At Mafiga 
Primary School, 95 out of 193 students were registered using digital birth certifi-
cates, while at Morogoro Secondary School, 78 out of 154 students with digital 
certificates were successfully enrolled. Onsite issuance of new certificates further 
supported integration. However, challenges included outdated typewritten certif-
icates (319 students), limited parental response (125 parents), and the need for 
enhanced digital literacy among school staff. 

Case 2-Logs analysis for System Performance: Jamii X-Change infrastructure 
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demonstrated strong technical reliability, with high request success rates and sub-
500 ms response times. The platform efficiently enabled data exchange between 
NECTA’s PReM/PReMS and RITA’s eRITA systems. Few failed requests were 
linked to connectivity or data sync issues, indicating the importance of sustained 
monitoring and support. 

Discussion:  
These findings support phased digital transformation through piloting and 

stakeholder engagement, aligning with global insights [3] [4]. Like Estonia’s X-
Road model [13] [18] [19], Tanzania’s pilot shows that with targeted investments 
and capacity-building, foundational readiness can be converted into scalable dig-
ital infrastructure. The integration of Jamii X-Change demonstrated not only tech-
nical feasibility but also institutional willingness to adopt interoperable systems in 
education. 

4.3. Perception of the Benefits and Limitations of Jamii X-Change 
Technology in Educational Assessment 

RQ3: How do stakeholders including educators, administrators, and policy-
makers-perceive the benefits and limitations of Jamii X-Change technology in ed-
ucational assessment? 

Results findings: 
The pilot involving integration between NECTA and RITA through Jamii X-

Change case study in Morogoro region revealed positive stakeholder perceptions. 
Educators and administrators noted enhanced data accuracy and reduced admin-
istrative workload, which increased their confidence in the student information 
systems. Policymakers recognized the system’s potential to support data-driven 
planning and more efficient resource allocation. Despite these benefits, partici-
pants highlighted the need for continuous professional development, proactive 
technical support, and sustainable investment in infrastructure to ensure the sys-
tem’s effectiveness and scalability. 

Discussion:  
These findings align with similar studies emphasizing that interoperability plat-

forms improve data quality and administrative efficiency in education [3] [4]. 
Consistent with global experiences, stakeholder buy-in depends heavily on capac-
ity building and infrastructure readiness [13] [18] [19]. The pilot confirms that 
while technological solutions like Jamii X-Change enable real-time, accurate data 
exchange, the success of such digital transformations requires ongoing human 
and technical support, echoing lessons from Estonia’s e-Governance model [18] 
and other digital education initiatives. 

4.4. Sustainable Integration of Jamii X-Change Technology in 
Tanzania’s Educational Assessment System 

RQ4: What strategies and policy interventions are necessary to enhance stake-
holder capacity and ensure sustainable integration of Jamii X-Change technology 
in Tanzania’s educational assessment system? 
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Results Findings: The study identified critical strategies to support the sustain-
able integration of Jamii X-Change in Tanzania’s educational assessment system. 
Key recommendations include phased rollout starting with pilot regions, ongoing 
capacity building focused on digital skills and cybersecurity, infrastructure expan-
sion for improved connectivity and device access, and the development of govern-
ance frameworks for data privacy and usage. Metrics analysis of Jamii X-Change 
confirmed efficient data exchange with typical request sizes between 1 KB and 4 
KB, high success rates, and low latency. Nonetheless, some failed requests high-
lighted areas needing better client-server synchronization and infrastructure reli-
ability, emphasizing the need for continuous monitoring. 

Discussion:  
These findings align with recent research emphasizing the importance of incre-

mental implementation and capacity development in digital education initiatives 
[3] [4]. Infrastructure challenges and governance remain common barriers in low- 
and middle-income countries’ digital transformations [5]. The use of real-time 
operational metrics for system monitoring echoes best practices in interoperable 
digital ecosystems, as seen in Estonia’s e-Governance and similar African digital 
platforms [6] [19]. This study confirms that combining strategic policy interven-
tions with technical monitoring tools is vital to ensure effective and sustainable 
digital education reforms [20]. 

5. Proposed System Architecture Design for Student Data 
Lake Integrated with Jamii X-Change for Educational 
Assessment 

Based on the results findings and stakeholder feedback, a student data lake archi-
tecture is proposed (Figure 5) to further address the challenges of data fragmen-
tation and limited analytics capacity. The system design leverages Jamii X-Change 
for secure, interoperable data exchange and incorporates X-Road Metrics for op-
erational monitoring. The main modules are: 

1) Data Ingestion Module: Responsible to retrieve student data from Security 
Servers of NECTA, RITA, TCU, VETA, Loans Board, and other sources via Jamii 
X-change. The student data retrieved shall be inserted to the Mongo database. The 
execution of the collector module is performed automatically via a cron job task. 
The collector module needs HTTP-access to the Jamii X-change Central Server to 
get from global configuration list of members Security Servers. The collector mod-
ule needs HTTP-access to an X-Road Security Server that acts as an Operational 
Monitoring Client to get the data collected. The collector module needs access to 
the Mongo Database. 

2) Data corrector module: The Corrector module is responsible to clean the 
student data and derive monitoring metrics in a clean database collection. The 
execution of the corrector module is performed automatically via a service task. It 
is important to note that it can take up to 7 days for the Collector module to re-
ceive operational data from (all available) Security Server(s) and up to 3 days for 
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the Corrector module to clean the students raw data and derive monitoring met-
rics in a clean database collection. 

3) Anonymizer: Is responsible of preparing the operational monitoring data 
for publication through the Opendata module. Anonymizer configuration allows 
Jamii x-change Metrics extension administrator to set fine-grained rules for ex-
cluding whole operational monitoring data records or to modify selected data 
fields before the data is published. The anonymizer module uses the operational 
monitoring data that Corrector module has prepared and stored to MongoDb as 
input. The anonymizer processes the student data using the configured rule-set 
and stores the output to the open data PostgreSQL database for publication (Fig-
ure 3). 
 

 

Figure 3. Anonymizer module. 
 

MongoDb is used to store “non-anonymized” operational monitoring student 
data that should be accessible only by the Jamii X-Change Metrics administrators. 
Anonymized operational monitoring students’ data that can be published for dif-
ferent stakeholders is stored in the PostgreSQL. The Opendata UI needs access 
only to the PostgreSQL (Figure 3). To follow the “principal of least privilege” it is 
recommended to install Opendata UI on a dedicated host that has no access at all 
to MongoDb. However, the Anonymizer module needs access also to the “not-
public” data, so it should run on a host that has access to both MongoDb and 
PostgreSQL. 

4) Networking/Visualizer Module: The purpose of the Networking module is 
to visualize the networking activity between the Jamii X-Change members (Figure 
4). It consists of: 

Data preparation R script that queries the Open data PostgreSQL database, does 
relevant calculations (query counts between Jamii X-Change members) and writes 
a table file to be used in the visualization web application. 

Also networking module consists of RStudio Shiny-based web application to 
visualize the networking activity between X-change members in education sector. 

Periodic crony job run to execute data preparation script. This can be started 
with the following steps: Read configuration parameters from a settings file, Read 
instance specific complementary files; establish a connection to Open data 
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Figure 4. The general scheme of processes in the Networking module. 
 
PostgreSQL and queries the most recent date in field; querie the most recent data 
from Open data dating back to certain number of days (“interval” in settings file, 
default 30 days) from the most recent data. The script retrieves only succeeded = 
True logs. The script retrieves the following fields: Calculates the count of service 
calls between each unique combination of the fields: Add the following concate-
nate fields client, producer, and producer. Service using newline escape sequence 
as a separator: Parses member names from riha.json and adds the names to the 
output data, writes the resulting table to RDS-file (R-specific binary file) in the 
shiny application’s dynamic data directory. 

5) Reports module: Is responsible for creating monthly reports about subsys-
tems of X-Change members in education sector (datasets usage). The execution 
of the report’s module can be either performed automatically (via cron job) or 
manually. Overall system, its users and rights, processes and directories are de-
signed in a way, that all modules can reside in one server (different users but in 
same group “Jamii X-change-metrics”) but also in separate servers. Also, the Sys-
tem designed in a way, that allows to monitor data from different X-change in-
stances. However, the system designed in such a way that it can be used by all X-
change members in education sectors as well as for Member own monitoring (in-
cludes possibilities to monitor also members data exchange partners). The pro-
posed System architecture design for a Student Data Lake integrated with Jamii 
X-Change is presented in Figure 5. 

This architecture (Figure 5) is modular, scalable, and designed to support both 
current and future data analytics needs in Tanzania’s education sector. The pro-
posed design for a Student Data Lake integrated with Jamii X-Change provides a 
practical solution for managing and gradually phasing out outdated RITA  
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Figure 5. System architecture design for a Student Data Lake integrated with Jamii X-Change. 
 
typewritten birth certificates. It converts them into authoritative, digitally verifia-
ble identity records. Legacy birth certificate data can be digitised and ingested into 
the data lake through controlled capture processes. These processes standardise 
key attributes such as name, date of birth, registration number, place of birth, and 
issuing authority, and link them to student identifiers. Once ingested, the system 
can securely validate and reconcile these records against e-RITA registration and 
national identification systems. This reduces identity mismatches, duplicate rec-
ords, and delays associated with manual verification during examination registra-
tion and results processing. 

The architecture supports a phased deprecation approach, whereby legacy cer-
tificates remain accessible for audit purposes while new registrations rely on dig-
itally authenticated identity data. This enables RITA to progressively replace type-
written certificates with trusted, interoperable digital records, thereby enhancing 
accuracy, efficiency, and integrity across Tanzania’s educational assessment sys-
tem. The approach minimises disruption to existing workflows, allowing institu-
tions to maintain continuity during the transition. It also establishes a foundation 
for future integration with national digital identity systems, ensuring long-term 
scalability and compliance. 

Furthermore, as data from additional institutions such as TCU, NACTVET, 
VETA, TIE, HESLB, MoEST, PMO‑RALG, and higher learning institutions in 
Tanzania are integrated, a robust governance model ensures that data ownership 
remains with the originating institutions. At the same time, access rights and us-
age permissions are managed centrally through role‑based access controls and 
comprehensive audit logging, which reinforces accountability, security, and com-
pliance with national data policies, while supporting both day‑to‑day operational 
requirements and the long‑term sustainability of the system. 
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6. Policy Implications of Integrating a Student Data Lake 
with Jamii X-Change for Educational Assessment in 
Tanzania 

From a policy perspective, the adoption of a Jamii X-Change-enabled student data 
lake has significant implications for educational assessment in Tanzania. First, it 
provides an evidence-based foundation for targeted resource allocation, enabling 
the Ministry of Education to prioritise investments in ICT infrastructure for un-
derserved regions, particularly rural and hard-to-reach schools where data gaps 
are most pronounced. Real-time, integrated data on enrolment, assessment out-
comes, and teacher deployment can support more equitable distribution of learn-
ing materials, examination resources, and qualified educators, consistent with na-
tional goals for inclusive and equitable quality education [3] [21]. 

Second, the successful operationalisation of such a data lake necessitates delib-
erate policy commitment to digital literacy and capacity building, including con-
tinuous training for education officers, school administrators, and ICT personnel 
in data management, analytics, and information security. Empirical evidence sug-
gests that investments in digital skills are critical for translating ICT infrastructure 
into improved institutional performance and data-driven decision-making [4] 
[22]. Without parallel investments in human capital, the benefits of advanced data 
architectures may remain underutilised. Finally, embedding the student data lake 
within national education policy frameworks would strengthen data governance, 
interoperability standards, and accountability mechanisms, ensuring sustainabil-
ity and alignment with Tanzania’s broader digital government and education trans-
formation agendas, including e-Government and cross-sector data sharing initia-
tives [3]. 

7. Recommendations 

1) Phased Nationwide Rollout: Expand Jamii X-Change and the student data 
lake through staged pilots, starting in regions with varying infrastructure and scal-
ing up based on lessons learned. 

2) Capacity Building: Implement ongoing digital literacy and technical training 
for educators, administrators, and IT staff. 

3) Infrastructure Investment: Prioritize internet connectivity and device access, 
especially in rural and underserved areas. 

4) Robust Data Governance: Develop and enforce clear policies on data privacy, 
security, and access control. 

5) Continuous Monitoring: Use X-Road Metrics and regular audits to ensure 
system health, guide improvements, and maintain stakeholder trust. 

6) Stakeholder Engagement: Involve all relevant parties in design, implementa-
tion, and evaluation to ensure buy-in and address context-specific needs. 

8. Conclusion 

This study demonstrates that Jamii X-Change technology, when integrated with a 
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well-designed student data lake, can significantly enhance the efficiency, accuracy, 
and accessibility of educational assessment data in Tanzania. The pilot results and 
stakeholder feedback confirm that interoperability, automation, and centralized 
analytics are key to overcoming persistent challenges. The proposed architecture 
offers a scalable, secure solution that aligns with international best practices and 
supports evidence-based decision-making. For successful nationwide adoption, 
sustained investment in infrastructure, comprehensive training, and phased im-
plementation are essential. Future work should focus on expanding the data lake 
to include additional educational and social data sources, further enhancing ana-
lytics for policy and planning.  
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