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Abstract

As the volume of Cyber Threat Intelligence (CTI) reports from multiple sources
continues to rise, automated tools are essential for consistent and accurate
management of heterogeneous data. Existing methods, such as STIXnet and
aCTlon, require substantial human intervention, limiting their scalability.
This paper introduces STIXAgent, a multi-agent framework that automates
the conversion of unstructured CTI reports into STIX-compliant JSON struc-
tures. Our approach leverages LangGraph to orchestrate modular task execu-
tion, incorporating Large Language Models (LLMs) for information extraction,
structured validation, and error handling. This paper utilises 5 LLMs (GPT4o,
Gemini, Llama3 (8B), DeepseekR1-distilled Qwen32B, and LLama 70B) for
multiagentic LLM evaluation, introducing in the process a novel Bayesian sta-
tistical evaluation framework to assess model performance, offering probabil-
istic insights into content accuracy and structural consistency. We benchmark
STIXAgent across 10, 40, 100, and 400 reports from Microsoft and Talos, re-
spectively. The results demonstrate that STIXAgent not only enhances auto-
mation but also improves reliability through structured evaluation, setting a
new standard for scalable CTI processing.

Keywords

Cyber Threat Intelligence, Large Language Models (LLMs), Natural
Language Processing (NLP), Structured Threat Information Expression
(STIX)

1. Introduction

Cyber Threat Intelligence (CTI) serves a pivotal role in furnishing security pro-

fessionals with vital information necessary for protection against cyber threats and
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the formulation of response strategies. The Structured Threat Information Ex-
pression (STIX) standard, represented graphically and stored in JSON format, ef-
fectively captures critical threat information and their interrelationships. This
structured approach facilitates the use of CTI by automated tools, enhancing the
efficiency of search and analytical processes. Despite the prevalence of structured
data sources in CTI, such as IP blocklists and malware signatures conveyed through
STIX graphs, among other formats, a substantial portion of CTT exists in unstruc-
tured forms, including textual reports and articles. This unstructured information
holds significant value for security professionals, as it provides comprehensive in-
sights into threats, comprising details about adversaries, targets, methodologies,
employed tools, malware, and patterns of attack. Consequently, analysts invest a
considerable amount of effort in synthesizing these disparate information sources
into actionable intelligence.

This paper introduces STIXAgent, a multi-agent framework that automates the
transformation of unstructured CT1I reports into standardized STIX JSON struc-
tures. By leveraging LangGraph, STIXAgent orchestrates modular LLM-driven
agents to perform entity extraction, UUID generation, schema validation, and
missing information retrieval. A key contribution of this work is a Bayesian sta-
tistical evaluation framework, which provides probabilistic insights into the accu-
racy and consistency of LLM-generated STIX outputs. Through comparative bench-
marking across multiple LLMs (GPT-40, Gemini, Llama, Qwen, etc.), we demon-
strate STIXAgent’s effectiveness in enhancing automation, improving structural

compliance, and reducing reliance on manual intervention [1].

2. Background

2.1. Natural Language Processing

Efforts to turn natural language into some form of structured output are not
new. The field of Natural Language Processing (NLP) has explored this area, from
speech recognition (converting spoken language into text) to Part-Of-Speech
(POS) tagging (determining the grammatical role of words based on their context)
and Named Entity Recognition (NER), which identifies specific terms in a text as
entities of a particular type [2]. Among these, NER plays a significant role in In-
formation Extraction tasks that involve processing extensive textual data [3], such
as in medical applications [4], scientific research [5], and cybersecurity intelli-
gence [1].

Information Extraction also encompasses Relation Extraction, which involves
identifying and categorizing the semantic relationships between two or more to-
kens in a text [6]. This task often complements Entity Extraction, enabling the inte-
gration of extracted information into a cohesive structure. By combining these tech-
niques, textual data can be transformed into a knowledge graph, providing an in-
terconnected representation of the information [7].

In more recent years, the concept of Large Language Model (LLM) agents has
gained prominence with the development of models like GPT-3 in 2020, which
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showcased advanced language understanding and generation capabilities. This
progress led to the creation of autonomous Al agents such as AutoGPT in 2023,
where the model autonomously generated and executed plans based on user-de-
fined goals [8]. Another significant development was the “Generative Agents” frame-
work by Park et al in April 2023, which simulated human-like behaviors in inter-
active environments [9]. These innovations aimed to enhance AI’s ability to per-
form complex tasks with minimal human intervention.

Today, LLM agents function as intelligent entities that perceive their surround-
ings, make decisions, use their own tools, and execute actions. By simulating hu-
man-like collaboration and communication, LLM agents embody capabilities such
as self-action, mutual interaction, and evolution. Their modular framework, which
encompasses profile creation, environmental perception, self-learning, and inter-
agent communication, offers a structured way to enhance adaptability and scala-
bility in autonomous systems [9].

The promise of LLM agents lies in their ability to synthesize collective intelli-
gence while maintaining the unique expertise of individual agents. This capability
is a significant step towards achieving general artificial intelligence, as these agents
can reason, learn, and evolve dynamically in real-world scenarios. Applications
like multi-agent simulations and problem-solving have demonstrated their poten-
tial to optimize decision-making, facilitate teamwork, and improve the robustness
of autonomous systems [9]. Our paper leverages the promise that LLM agents pro-
vide and extends it to more traditional areas of information extraction and con-

version.

2.2. Cyber Threat Intelligence

Cyber Threat Intelligence (CTI) is frequently disseminated in unstructured for-
mats, such as those found on the dark web, industry reports, online listicles, and
government notices, among others. Due to the expansive volume of CT1I, analysts
invest considerable effort in aggregating these diverse information sources to sup-
port their research and analysis concerning these threats. This includes examining
the intentions of threat actors, the techniques they employ, and the tools and mal-
ware they utilize. Such analysis contributes to profiling malicious actors’ activities
and facilitates the formulation of more effective cyber defense strategies [10]-[12].

CTI encompasses various types of intelligence, tailored to be more or less tech-
nical depending on the intended audience. Each piece of intelligence adheres to a
defined lifecycle, spanning from planning and direction to dissemination and in-
tegration [11]. To ensure the efficient sharing and distribution of collected intel-
ligence, a standardized protocol is essential to minimize misunderstandings among
consuming teams. The STIX (Structured Threat Information eXpression) stand-
ard was developed to address this need [13]. In STIX, each report or bundle is es-
sentially a knowledge graph, with different entity and relation types. These entities
include Threat Actor, Malware, Vulnerability, and Attack Pattern, with different

uses and targets.
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3. Related Work
3.1. STIXnet

In developing STIXnet, the authors established a framework for the automated
extraction of entities and relationships that adhere to the STIX format from Cyber
Threat Intelligence (CTI) reports. The techniques of Named Entity Recognition
(NER) and Part-Of-Speech (POS) tagging were employed to discern key entities,
such as malware, threat actors, and tools, within the textual data. This framework
utilized a collection of modular entity extraction components functioning coop-
eratively to identify both pre-existing and novel entities. The components com-
prise an Indicators Of Compromise (IOCs) Finder, which employs regular expres-
sions for IOC extraction; a Knowledge Base extraction module, which utilizes ef-
ficient string-matching algorithms to recognize entities contained within a pre-
compiled database; an Entity Extraction module, deploying dependency parsing
and pattern recognition to identify newly discovered entities; and a TTP Extrac-
tion module, which implements machine learning techniques to extract tactics and
techniques as outlined in the MITRE ATT&CK framework [13] [14].

In addition to entity extraction, STIXnet introduces two complementary ap-
proaches for relation extraction, which are critical for understanding the relation-
ships between identified entities. The rule-based approach leverages the depend-
ency graphs generated during the entity extraction process, using graph theory
techniques to determine the shortest paths between entities. By analyzing the verbs
within these paths and comparing them with known STIX relationship types, the
system can classify relationships with a degree of confidence. However, this ap-
proach can be limited in its ability to capture relationships in more complex sen-
tences. To address this, the system also employs a deep learning-based approach
using Sentence-BERT (SBERT), a variation of the BERT model optimized for sen-
tence embeddings. This method computes the similarity between sentences and
predefined relationship types, allowing the system to capture more nuanced con-
nections between entities [15].

A principal attribute of STIXnet is its interactive Knowledge Base, which ex-
pands dynamically as new reports are processed. This adaptive database facilitates
the system’s incorporation of novel entities, thereby enhancing its extraction ac-
curacy without necessitating comprehensive model retraining. The framework’s
modularity permits users to tailor the system to their specific requirements, re-
sulting in a solution that is both scalable and adaptable for a variety of Information
Extraction tasks. By organizing its pipeline into well-defined modules, STIXnet
provides researchers and organizations with the capability to implement diverse
configurations of entity and relation extraction techniques, contingent upon the type
of CTI data being analyzed. Furthermore, the interactive nature of the Knowledge
Base has been demonstrated to be highly advantageous, allowing STIXnet to sustain
its performance over time, even as new entities and relationships emerge within

CTI reports.
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3.2.aCTlon

As part of their work for NEC Corporation, Siracusano et al (2023) proposed aC-
Tion, a structured approach for extracting CTI information. It leveraged Large
Language Models (LLMs) such as GPT-3.5 to automate CTI extraction from un-
structured data sources and improve the existing methods of converting CTI re-
ports into STIX format [16].

The methodologies employed in this study emphasize the development of a ro-
bust framework for information extraction. This encompasses the preprocessing
of CTI data to address input size limitations and mitigate the hallucinations fre-
quently associated with Large Language Models (LLMs). The procedure is bifur-
cated into two distinct phases: initially condensing the input text, followed by the
application of extraction and verification prompts for entity classification. Specif-
ically, the entity and relation extraction framework leveraged LLM-generated sum-
maries to efficiently process extensive CTI reports. Concurrently, another special-
ized pipeline concentrated on extracting attack patterns by employing a synthesis
of entity embeddings and LLM reasoning to discern patterns articulated across
sentences.

The paper also introduces an extensive benchmark dataset comprising 204 real-
world CTI reports converted into STIX bundles. The researchers designed the da-
taset to address the lack of large, open datasets for benchmarking structured
CTI extraction tools. They evaluate the effectiveness of aCTIon by comparing it
against ten baseline tools. The system outperformed these baselines in several
tasks, achieving notable improvements in F1-scores for entity and attack pattern
extraction [16].

Through the integration of large language model capabilities with specialized
cybersecurity data, the aCTIon tool enhances the automation process in the ex-
traction of structured cybersecurity threat intelligence. Nonetheless, the system
maintains a human-in-the-loop model to review the structured outputs, thereby

ensuring their accuracy.

4. Research Motivation
Research Gaps

While previous research has offered some promise in terms of automating CTI
extraction, there is still no known LLM multiagent solution to automate the end-
to-end conversion of STIX graphs into reports and vice versa. Current tools, such
as STIXnet, have offered some promise by partially automating CTT extraction in
a modular approach, but this makes it very dependent on the quality and com-
pleteness of the knowledge base [15]-[18]. If the knowledge base is not updated
frequently, or if there are gaps in the available data, this could result in missing or
misclassified entities. Meanwhile, while aCTion introduced an LLM model into
its pipeline for information extraction, it still requires extensive manual validation
(human in the loop) to avoid introducing errors into the knowledge base, which

may slow down the system’s long-term scalability. Ultimately, both STIXnet and
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aCTion rely extensively on human analysts for verification and synthesis when
combining outputs from their modular components.

Unlike STIXnet and aCTIon, STIXAgent employs a multi-agent workflow that
automates STIX conversion end-to-end, reducing human dependency. The self-
reasoning ability of a multi-agent system can provide a more adaptive and scalable
approach, ensuring efficient and accurate extraction and structuring of CTI data
[9]. Specifically, each individual agent not only gathers information but also stores
relevant details in a shared memory state, allowing them to pass knowledge to other
agents in the system. This shared memory enables seamless communication be-
tween agents, eliminating the need to reprocess information or duplicate efforts.
Additionally, tasks can be broken down into smaller components and assigned to
specialized agents best suited to handle them, optimizing efficiency and coordina-
tion across the system. Table 1 outlines the entities that are employed in STIXAgent

in comparison to other related works.

Table 1. Comparison of the types of entities extracted by STIXAgent.

g 3 5 3 g g 5 )
3 2 & < ] =
CTI Models E E‘) s %n . ::_f) g s 2o = £ =) =

A a 2 [T = > k7 = < < 2 o t: = 5 5
S £ 5 2 £ £ £ E § £ £ g g E g £ 5 £ E
-— () o -~ [ < [a% Q
8 S8 &= & EE S 2 2 2086 868 & £ & & =

Weerawardhana et al. [19] v v

Li et al [20] v v/ 4

Zhou (2022) et al. [21] v v/ v

Zhou (2023) et al. [22] v v/ v v

Ranade et al. [23] v v/ v v/ 4

Wang et al. [24] v v/ v v v/ v v v v/

Siracusano et al. [16] v v/ v v v/ v v v v/

Marchiori et al. [15] v v v v v v v o/ v o v v/

STIXAgent v v v v v S v o/ v v v v/

For STIXAgent, it is the prompt template that is crafted to generate a STIX 2.1-
compliant schema that adheres to the 19 standard STIX objects defined by OASIS.
However, the golden STIX schema, provided in the Appendix, extends this struc-
ture by incorporating MITRE ATT&CK-based techniques and procedures, as this
allows immediate applicability to this widely used ATP-based framework. The ad-
vantage of this approach is that it allows mapping to procedures and techniques
that may be used to detect these threats. This hybrid approach enhances extensi-
bility and aligns with modern Cyber Threat Intelligence (CTI) practices, as many
cybersecurity platforms-such as MISP, OpenCTI, and Threat-Connect-integrate
ATT&CK with STIX to provide deeper contextual analysis of threats.
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5. Proposed Approach

In response to the previously identified concerns, the current authors introduce
STIXAgent, an innovative framework leveraging LangGraph—a multi-agent sys-
tem designed to systematically orchestrate tasks across specialized agents—and
integrating multiple Large Language Models (LLMs). Specifically, GPT-40 and
Gemini represent proprietary models known for stable and robust performance,
while Llama 3 (8B), Qwen 32B, and Llama 70B (both DeepSeek-R1 distilled ver-
sions) represent open-source alternatives. DeepSeek-R1 distilled models, such as
Qwen 32B and Llama 70B, are lighter, optimized versions designed to reduce com-
putational overhead while maintaining competitive performance, thus offering
faster response times but potentially at the expense of some model accuracy or
consistency. STIXAgent interfaces with these LLMs through the Groq API, se-
lected explicitly to ensure rapid, low-latency access. Utilizing LangGraph’s mod-
ular approach, STIXAgent efficiently orchestrates sequential operations essential
for converting unstructured Cybersecurity Threat Intelligence (CTI) into struc-
tured, STIX-compliant JSON outputs, thus addressing the operational needs of cy-
bersecurity professionals effectively.

5.1. System Architecture

STIXAgent’s architecture leverages LangGraph and the aforementioned 5 LLMs
to structure and validate cybersecurity threat intelligence efficiently. The Lang-
Graph agentic framework was employed due to its capacity to orchestrate sequen-
tial operations through the utilization of modular nodes and predefined transi-
tions. In addition, bespoke tools were also specifically written as function calls to
address particular facets of the STIX format, such as entity extraction, UUID gen-
eration, and STIX validation. The modular nature of LangGraph permits the in-
terchangeability of LLMs within the workflow, thereby offering a framework that
accommodates diverse model inputs while maintaining consistency in output.

The workflow begins with an input dataset consisting of cybersecurity reports,
threat intelligence feeds, or structured data sources. This input is processed using
a prompt template designed to enforce a baseline JSON STIX format, ensuring
that the extracted information follows a standardized structure. By applying pre-
defined formatting rules at the outset, the system minimizes inconsistencies and
ensures that all extracted threat intelligence elements conform to industry stand-
ards.

Once the initial STIX-formatted output is generated, it progresses through a
series of LangGraph nodes, each responsible for verifying and refining different
aspects of the data. The first step focuses on entity extraction and structuring, where
key cybersecurity-related entities-such as vulnerabilities, malware, and attack tech-
niques-are identified and mapped to the appropriate STIX schema. This structured
representation ensures that threat intelligence data remains both machine-reada-
ble and actionable.

Following entity extraction, the workflow assigns Unique Identifiers (UUIDs)
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to each entity, enabling traceability throughout the processing pipeline. These
identifiers ensure that extracted elements remain consistent across different stages
and allow for efficient referencing in downstream analysis. The system then con-
ducts STIX compliance validation, where the structured intelligence is checked
for adherence to the STIX standard. This step ensures that all necessary fields are
populated correctly and that the data conforms to established schema require-
ments.

As the structured output moves further through the pipeline, the system incor-
porates an error-handling and iterative refinement mechanism. This step identi-
fies potential gaps, missing fields, or inconsistencies in the extracted data. If any
errors are detected, the system iterates over previous steps to correct and refine the
information, ensuring completeness and accuracy before finalization.

In the final stage, the system consolidates and validates the structured threat
intelligence, preparing it for export. The final output consists of a CSV file con-
taining unique entity identifiers and their corresponding classifications, ready for
further analysis or integration into cybersecurity workflows. By structuring the
intelligence processing pipeline within LangGraph, this system ensures that each
stage maintains STIX adherence while tracking transformations across different
nodes, minimizing errors and enhancing the reliability of extracted threat intelli-

gence.

5.2. Evaluating STIX JSON Output

For the purpose of evaluation, we will substitute the LLMs tasked with generating
JSON outputs with agents while maintaining the integrity of the existing agentic
framework and workflow. Each LLM agent, guided by the LangGraph-directed
workflow, autonomously produces JSON outputs designed to adhere to uniform
standards of STIX compliance. Furthermore, STIXAgent makes reference to a
prompt template within the analyze_report node. By standardizing the structure
and content mandated from each model, we preserve control over the variables,
thus facilitating a more objective assessment of each model’s efficacy in generating
STIX-compliant outputs. This arrangement enables a controlled evaluation across
a spectrum of models, thereby unveiling potential strengths or limitations in each
LLM’s capacity to encapsulate nuanced cybersecurity threat intelligence data.

To impartially assess the quality of JSON outputs generated by each LLM, we
propose a comprehensive evaluation framework based on content accuracy and
structural similarity. Content accuracy entails verifying that the values produced
by the LLM models align with those found in the reports, whereas structural con-
sistency is assessed based on conformity to a specified JSON schema. Content ac-
curacy can be evaluated by examining the presence and precision of specific Indi-
cators of Compromise (IoCs) and threat descriptors, with the accuracy of each
field contributing to a composite score that reflects the model’s compliance with
CTI requirements [15] [17]. Conversely, structural similarity can be measured

through schema-matching algorithms, ensuring that the LLMs do not merely gen-
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erate JSON in the correct format but also accurately represent the relationships

and attributes outlined in the prompt.

6. Detailed Implementation

6.1. Data Collection

The data acquisition process entailed the extraction of approximately 4000 reports
from two esteemed cybersecurity sources: Cisco Talos Intelligence and Microsoft’s
Security Blog. These sources are recognized for their comprehensive examination
of Threat Tactics, Techniques, and Procedures (TTPs), which offer essential in-
sights into emerging cyber threats and defensive strategies. While a larger dataset
could provide more extensive coverage, a compromise between scale and feasibil-
ity was necessary to ensure efficient model evaluation and interpretability. Four
hundred reports per source were chosen as an optimal subset, striking a balance
between data diversity and computational feasibility. This sample size ensures suf-
ficient variety in threat intelligence narratives while remaining manageable for
thorough model assessment within a reasonable timeframe. The selection of 400
reports provides broad coverage of attack techniques across multiple campaigns
and adversaries, ensuring the dataset remains comprehensive without being over-
whelmingly large. This approach allows for meaningful comparisons between mod-
els while retaining the depth and quality needed for accurate cybersecurity NLP
evaluations.

Rather than relying on a single dataset size, model evaluations were conducted
across 10, 40, 100, and 400 reports to examine how model performance scales with
increasing data. Testing with 10 reports highlights model robustness in low-data
conditions, where variance is high and outputs may be unstable. Evaluations on
40 and 100 reports allow us to observe when model performance stabilizes, indi-
cating whether a model generalizes well beyond a small subset. Finally, testing on
400 reports ensures that models maintain consistency across a substantial dataset,
revealing whether their performance trends hold when exposed to a diverse and
representative sample of real-world threat intelligence data. This multi-scale ap-
proach ensures a rigorous and scalable evaluation, capturing how models behave

under varying data availability conditions.

6.2. Custom Tool Selection

Several custom tools have been crafted to fulfill specific roles in the workflow, en-
suring precision in parsing, validation, and information retrieval (see Figure 1).
Key tools include:

1) CyberEntityExtractionTool: This tool extracts cybersecurity-specific enti-
ties (e.g., IP addresses, URLs, CVE IDs, etc.) from input text using regular expres-
sions. By isolating threat indicators directly from raw text, it reduces manual pre-
processing and enables precise entity identification for threat intelligence.

2) UUIDGeneratorTool: To maintain the STIX 2.1 standard, each entity re-

quires a unique identifier. This tool ensures consistent and reliable UUID gener-
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CTI
Reports

STIX
JSON

ation, which is critical for data integrity across various cybersecurity analyses.

3) STIXFormatValidatorTool: Verifying JSON structure adherence to the STIX
standard is crucial. This tool ensures the output aligns with the required format,
flagging any structural issues before data distribution.

4) analyze_report: This tool uses a custom prompt to guide the LLM in ana-
lyzing a report and structuring the data according to the STIX JSON format. The
prompt provides a robust template to ensure each element (indicator, malware,
relationship) adheres to STIX guidelines.

5) fetch_missing_info: This tool addresses gaps in extracted data by perform-
ing web searches (using the Serp API) to retrieve additional context. If critical fields
are missing, it allows the workflow to fill these gaps, enhancing the completeness

and utility of the final output.

| Langgraph Pipeline 1

- Serp API |
|

. Tools and Function Calls to Run Nodes )

|

N ) .

Fetch

CyberEntity Analyze uuID Missing 1

Extraction Report Generator

Information I
J

| I
L 1 p e ~ |

Entity STIX Field UuID Error .
: Extraction Population Assignment |—] Handling I
5 Node .
; L Node ) Node Mode L ) ,

| Summary 1

\

Node

Figure 1. STIXAgent architecture.

6.3. Agentic Workflow

The STIX Agent workflow, comprising interconnected nodes, orchestrates the trans-
formation of raw text into a STIX-compliant JSON report. Below is a breakdown
of each workflow step:

1) Entity Extraction: The workflow begins with the CyberEntityExtraction-
Tool, isolating relevant entities (e.g., IPs, URLs, CVEs). Extracted entities form
the foundational data to populate the STIX structure.

2) STIX Field Population: Using analyze_report, this node organizes extracted
data into the STIX JSON format, guided by a structured prompt template. This
step defines threat intelligence data within a standardized schema, making it usa-
ble for further analysis or sharing.

3) UUID Assignment: Each extracted entity is assigned a UUID via the UUID-
Generator-Tool to uniquely identify elements in the STIX bundle. This step en-
hances the traceability of each entity within the threat intelligence structure.

4) Validation: The STIXFormatValidatorTool then validates the JSON output
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against STIX 2.1 standards. If the JSON structure is non-compliant, it flags miss-
ing or incorrect fields for further review.

5) Error Handling and Data Enrichment: If validation reveals missing fields,
the workflow triggers fetch_missing info to retrieve additional context via web
searches. This step allows the workflow to augment missing details, ensuring com-
plete and accurate threat intelligence.

6) Final Summary: The final node provides a summary of actions, verifies suc-
cessful JSON generation, and identifies whether additional information was fetched.
It serves as a checkpoint to confirm the quality and completeness of the STIX out-

put.

7. Evaluation Results

The production of Cyber Threat Intelligence (CTI) artifacts in the Structured Threat
Information Expression (STIX) format through LLM agentic frameworks repre-
sents a novel methodology, accompanied by distinctive challenges that demand
the formulation of a robust evaluation framework to critically assess the efficacy
of LLMs. This research develops and implements a comprehensive multi-stage eval-
uation methodology that includes schema design, error analysis, and Bayesian sta-
tistical modeling to benchmark the performance of multiple LLMs, ensuring that

we can effectively model uncertainty with posterior distributions.

7.1. Content Accuracy

To assess the accuracy of the content between the report and the semantic repre-
sentations encapsulated by the STIX objects, a data manipulation methodology
was employed. Initially, we isolate particular fields within the STIX output column
formatted in JSON from datasets generated by the 5 LLMs (GPT4o0, Gemini,
Llama3 (8B), DeepseekR1-distilled Qwen32B & LLama 70B) as applied to Talos
and Microsoft reports. Each dataset row undergoes iterative processing to verify
that the STIX output field comprises valid JSON strings prior to parsing. Rows con-
taining data that are not strings or contain invalid JSON are omitted, and such er-
rors are documented for subsequent analysis. For rows maintaining valid JSON,
the array of objects within the STIX output is extracted, and fields such as “name”
and “type” are acquired for each object.

Following the initial extraction of the name and type fields from the JSON-for-
matted STIX output, this step involves verifying whether the extracted name val-
ues exist within the corresponding report content for the LLM-generated dataset.
To achieve this, a function is used to normalize the text by converting it to lower-
case, removing punctuation, and stripping whitespace. This ensures consistency
in comparisons by minimizing variations due to formatting differences.

Each name field undergoes normalization in conjunction with the report con-
tent against which it is evaluated. Subsequently, tokenized fuzzy matching is em-
ployed to assess the similarity between the extracted name and discrete tokens

from the normalized report content. The fuzzy matching score is determined uti-
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lizing the partial_ratio function from the fuzzywuzzy library. A threshold of 60,
which we found sufficient based on our testing, is established to ascertain the pres-
ence of the name within the report content, declaring it present if the maximum
fuzzy score meets or exceeds this threshold. This approach yields a binary out-
come (1 indicating presence, 0 indicating absence), thereby facilitating a system-
atic evaluation of content congruity.

For each row, diagnostic outputs provide the name, its highest fuzzy match score,
and its presence within the report content, accompanied by a content preview for
validation purposes. The outcomes, comprising the Row, Type, Name, original
content, and the binary existence indication, are compiled into a results list. Any
errors encountered during processing, such as absent content, are managed me-
thodically, and the row is recorded with a default “not found” status for the exist-
ence check. This method ensures that the extracted name fields from the STIX
output correspond with the report data, thereby affirming the semantic consistency

of the generated outputs.

7.2. Structural Similarity Tests

The second set of evaluations involved a more complicated approach. First, we
developed a custom JSON schema tailored to the nuanced requirements of STIX
outputs. The schema was constructed using human annotations of STIX graphs
by domain experts, leveraging handcrafted annotations to define field-level con-
straints, valid object types, and acceptable patterns. By doing so, there is now a
means to assess the structural validity of LLM-generated outputs, ensuring align-
ment with domain expectations and operational use cases.

Using the crafted schema, a comprehensive error detection process was applied
to LLM-generated STIX JSON outputs. Errors were categorized into three primary
types: Regex Match Errors, Enumeration Errors, and JSON Decode Errors, which
provided insight into the specific challenges faced by models in generating schema-
compliant outputs.

Regex Match Errors occur when specific fields in the generated STIX JSON do
not conform to predefined patterns or regular expressions that define acceptable
values. These patterns are crucial for maintaining consistency and machine read-
ability, especially for fields like “id” and “object” references, which must follow
STIX conventions.

Enumeration errors occur when a field that is expected to contain a value from
a predefined list of acceptable options instead contains an invalid or unrecognized
value. This is particularly relevant for fields like kill_chain_phases or phase_name,
which rely on controlled vocabularies defined by standards such as the MITRE
ATT & CK framework. For example, in the kill_chain_phases, phase_name field,
the expected values might include options like reconnaissance, weaponization, or
exploitation. An enumeration error arises if the model generates a value like ex-
ploring or leaves the field empty.

JSON Decode Errors occur when the generated output is not syntactically valid
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JSON. These errors can result from issues such as mismatched brackets, missing
commas, or improperly formatted strings. While these errors are less frequent,
they indicate a fundamental breakdown in structural adherence. For example, an
output might contain unclosed braces ({\”type\”: \”indicator\”) or invalid syntax
such as a missing comma between fields (\*id\”: \”indicator\u20131234abcd\”,
\"type\”: \”indicator\”).

The Kruskal-Wallis test, serving as a non-parametric alternative to ANOVA,
was employed to assess whether structural similarity errors differed significantly
across report sizes (10, 40, 100, and 400 reports). Kruskal-Wallis tests were con-
ducted separately for each LLM. Each test included observations of five types of
structural errors per report-size group. No statistically significant differences were
found for any of the evaluated language models:

o GPT-40: H(3) =3.929, p = 0.269
e Gemini: H(3)=1.841, p = 0.606
e Llama 3: H(3) =5.105, p=0.164
e Qwen 32B: H(3) = 3.892, p=0.273
o Llama 70B: H(3) = 6.539, p= 0.088
These results indicate that the report size did not significantly impact the struc-

tural compliance of the generated STIX JSON outputs.

7.3. Bayesian Analysis of LLM Performance Based on Structural
Similarity Scores

In accordance with a specified JSON schema, we calculate a comprehensive score
reflecting the degree of conformity of a JSON string to the given schema. This is
accomplished through the generation of a validation score, accompanied by a de-

tailed analysis of any discrepancies. The formula used is as follows:

Score = Matched.Flelds <100, (1)
Total Fields

The process of matching commences with an attempt to parse the JSON string
into a Python dictionary. Should the parsing process fail due to invalid JSON syn-
tax, the function subsequently assigns a score of 0 and outputs an error message
elucidating the issue. Upon successful parsing, the JSON data undergoes valida-
tion against the schema utilizing the Draft7Validator from the jsonschema library,
which detects any infringements of the schema’s structural or constraint-based
parameters. The function proceeds to compute the total number of fields present
in the schema, including those that are nested, by employing the count_schema_
fields helper function. Thereafter, the function ascertains the number of matched
fields by subtracting the number of validation errors from the total number of fields,
ensuring a non-negative result. The ultimate score is then derived as the percent-
age of matched fields in relation to the total number of fields, thus offering a quan-
titative assessment of schema compliance. In the exceptional event that the schema
lacks any fields, the score defaults to 0.

To assess the adherence of generated STIX structures to the expected schema,
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we employ Bayesian inference modeling, which enables a probabilistic estimation
of posterior distributions for LLM performance across different datasets. Table 3
presents the mean schema compliance scores alongside their corresponding vari-
ance estimates, providing a quantitative measure of both the accuracy and con-
sistency of structured outputs. The adoption of Bayesian modeling is attributed to
its capacity to produce posterior distributions that afford more comprehensive
insights into the spectrum of plausible values for each parameter. This approach
is essential in this context, as it transcends mere interest in the average perfor-
mance of each model to encompass the variability and uncertainty in their scores
across diverse datasets and scenarios. By employing Bayesian inference, the anal-
ysis adeptly captures the intrinsic uncertainty within the data, thereby providing
High-Density Intervals (HDIs) to articulate confidence in the resultant estimates.

A key advantage of this Bayesian approach lies in its ability to assess model con-
sistency, where lower variance values indicate greater stability in schema adher-
ence across different cybersecurity reports. Additionally, the mean compliance
scores serve as a benchmark for evaluating the overall reliability of each LLM in
generating syntactically and semantically valid STIX structures.

For this, we contrasted the model performance of all 5 LLMs for 10, 40, 100,
and 400 reports for Microsoft-based reports, then did the same for Talos reports.

This implementation uses standard uninformative priors, such as normal priors
centered at 50 for parameter u , with a large standard deviation, allowing data to
mainly influence outcomes. The likelihood function incorporates observed data,
producing posterior distributions for each model’s performance ( ) and varia-
bility (o ), offering a probabilistic view of performance and consistency while ac-

counting for uncertainty.

7.4. Model Performance on the Talos Dataset

Referencing Table 2, we assess the performance of the different language models
(GPT-40, Gemini, Llama 3, Qwen 32B, and Llama 70B) on the Talos dataset (10,
40, 100, and 400 reports), which highlights distinct patterns of model behavior.
Gemini consistently achieved the highest mean performance across all dataset
sizes (10, 40, 100, and 400 reports), notably excelling with smaller datasets with
98.360 for 10 reports and further improving to 98.951 at 400 reports, demonstrat-
ing exceptional generalizability and consistent adaptation. GPT-4o exhibited rel-
atively lower initial performance (mean = 82.402 at 10 reports), but quickly im-
proved with larger dataset sizes (mean = 96.758 at 40 reports, stabilizing around
96.528 at 400 reports), reflecting good scalability. In contrast, Llama 3 initially
struggled, particularly with smaller datasets (mean = 66.894 at 10 reports), accom-
panied by notable variability (SD = 8.913), highlighting initial challenges in adapt-
ing to complex tasks, although performance stabilized at larger sizes (mean =
96.802 at 400 reports). Qwen 32B demonstrated a similar trend, beginning with
modest performance (mean = 67.805 at 10 reports) and substantially improving
at larger scales (mean = 96.970 at 400 reports). Llama 70B initially struggled sig-
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nificantly (mean = 46.296 at 10 reports), indicating pronounced difficulty with
limited data, but notably improved its performance at larger dataset sizes, reach-
ing a mean of 96.770 at 400 reports. These findings underscore clear variations in
each model’s adaptability, with Gemini consistently outperforming others, GPT-
40 showing strong scalability, and the remaining models improving notably only

as dataset size increased.

Table 2. Talos report bayesian summary results.

Reports GPT-40 Gemini Llama3.2 Qwen-32B  Llama-70B
Mean|/ Std Dev

Reports 82.4/7.4 98.4/1.2 66.9/8.9 67.8/9.1 46.3/9.1

Reports 96.8/0.7 98.3/0.5 96.2/1.1 98.2/0.4 97.3/0.7

Reports 95.4/0.8 98.5/0.3 97.1/0.6 97.9/0.4 97.0/0.4

Reports 96.5/0.3 99.0/0.1 96.8/0.3 97.0/0.2 96.8/0.2

7.5. Model Performance on the Microsoft Dataset

Referencing Table 3, we assess the performance of the evaluated language models
(GPT-40, Gemini, Llama 3, Qwen 32B, and Llama 70B) across the Microsoft da-
taset at varying report sizes (10, 40, 100, and 400 reports). Gemini consistently
exhibited the highest mean performance, peaking at a mean score of 98.335 at 100
reports, showcasing robust stability and generalization capabilities across differ-
ent scales. GPT-40 maintained strong performance at smaller dataset sizes (mean
= 97.120 at 100 reports) but demonstrated a slight decrease in mean accuracy as
dataset sizes increased beyond 10 reports. Llama 3 and Llama 70B had comparable
intermediate performance scores, with means ranging from approximately 97.102
to 98.187, accompanied by consistent decreases in variability as dataset size grew
(e.g., Llama 70B’s variability decreased from 1.425 at 10 reports to 0.216 at 400
reports). Qwen 32B showed lower mean performance compared to Gemini and
GPT-4o, stabilizing at around 97.389 at 100 reports but exhibiting improved reli-
ability at larger scales (variability reduced from 1.254 at 10 reports to 0.187 at 400
reports). Collectively, these results indicate that Gemini is particularly effective
for structural accuracy across dataset sizes, GPT-40 demonstrates consistent reli-
ability, and models like Llama 3, Llama 70B, and Qwen 32B improve notably with

increased dataset size, stabilizing in performance with larger data inputs.

Table 3. Microsoft report bayesian summary results.

Reports GPT-40 Gemini Llama3.2 Qwen-32B  Llama-70B
Mean|/ Std Dev

Reports 99.4/0.4 97.6/0.8 97.1/1.3 97.7/1.3 98.1/1.4

Reports 97.8/0.4 98.6/0.4 98.2/0.4 97.3/0.5 98.1/0.5

Reports 97.1/0.4 98.3/0.2 97.1/0.5 97.4/0.4 97.5/0.4

Reports 96.6/0.3 98.7/0.1 97.4/0.2 97.4/0.2 97.5/0.2
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8. Comparison with Related Work

Contrary to preceding methodologies, including STIXnet and “Time for aCTIon”,
which necessitate substantial human supervision to maintain data fidelity, this multi-
agent LLM-driven framework offers a scalable and adaptable solution for auto-
mating the conversion of CTI reports into STIX-compliant formats.

At the outset, this framework utilizes a multi-agent configuration in which var-
ious Large Language Models (LLMs) are employed for the generation and assess-
ment of STIX JSON outputs. The incorporation of customized function calls along-
side a prompt template fosters adherence to the designated prompt template. More-
over, the implementation of a JSON schema as a benchmark underscores a work-
flow that can be readily expanded without requiring extensive alterations.

Secondly, despite the intrinsic risk posed by Large Language Models (LLMs) in
generating hallucinations, the STIXAgent incorporates comprehensive validation
mechanisms, particularly through validation procedures within the LangGraph
framework. These error-handling protocols meticulously assess each output for
conformity with the STIX schema and prompt template specifications, thereby
enabling the framework to detect and correct discrepancies at an early stage. Alt-
hough these procedures do not completely eradicate the potential for hallucina-
tions, they offer a robust safeguard that improves the reliability of outputs and
reduces the probability of erroneous data being integrated into the final STIX JSON
structure.

Furthermore, we have developed a novel multistage evaluation framework that
emphasizes both content accuracy and structural similarity, as opposed to exclu-
sively depending on conventional evaluation metrics grounded in machine learn-
ing. We propose that this framework offers a more precise evaluation of model
idiosyncrasies across various datasets and represents a more effective strategy
for future advancements in prompt engineering and modifications to the agentic

workflow.

9. Conclusion

This method, which employs a multi-agent LLM configuration, conducts struc-
tured correlation analyses and integrates robust validation mechanisms, present-
ing a scalable and comprehensive solution for automated STIX generation. It ad-
vances beyond previous models such as STIXnet by reducing the necessity for
manual oversight, systematically assessing model capabilities, and mitigating the
risks of hallucinations in an organized manner. A key contribution of this work is
the development of a multistage evaluation framework that redirects the emphasis
from exact semantic matches-which previously constituted the sole metrics (pre-
cision/recall/F1 scores) in past studies-to a framework that considers the variabil-
ity of STIX outputs as appraised by human annotators, and the generally dynamic
nature of CTI reporting. From the results, we note the potential of the GPT-40
model as it demonstrates the highest consistency, while Gemini achieves strong

schema adherence with some variability. Future work in this area can utilize this
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framework to explore other foundational models, whilst also extending the work
to larger datasets and more complex cybersecurity threat intelligence sources. Fu-
ture work should explore parallelized processing techniques to enhance compu-
tational efficiency and further validate the scalability and trustworthiness of LLM-

based threat intelligence automation.
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Appendix A. STIX Golden Template

Below is the STIX JSON schema that is used to reference the preferred output JSON
data structure.

Listing 1. Golden STIX schema.

golden_stix_schema = {
"$schema": "http://json-schema.org/draft-07/
schema#",
"type": "object",
"properties": {
"type": {"type": "string", "enum": ["
bundle"]},
"id": {"type": "string", "pattern": "~
bundle--[a-z0-9\\-]1+S$"},
"objects": {
"type": "array",
"items": {
"type": "object",
"properties": {
"type": {
"type": "string",
"enum": [
"indicator",
"malware",
"relationship",
"course-of-action",
"attack-pattern",
"intrusion-set",
"campaign",
"vulnerability",
"mitigation",
"identity",
"threat-actor",
"tool",
"report",
"vocabulary",
"technique",
"procedure"
]
by
midn: g
"type": "string",
"pattern": "~ ((indicator|
malware|relationship|course-of-actionl|attack-
pattern|intrusion-set|campaign|vulnerability|
mitigation|identity|threat-actor|tool|report|
vocabulary|technique |procedure)--[a-z0
-9\\-1+| [a—zA-Z0-9\\-]+)S"
by
"name": {"type": ["string", "
null"]},
"description": {"type": ["
string", "null"]},

"labels": {
"type": "array",
"items": {"type": "string
"y
by
"goals": {
"type": "array",
"items": {"type": "string
"y
by
"indicators_of_compromise": {
# Added field
"type": "array",
"items": {"type": "string

"
by
"malware": { # Added field
"type": "array",
"items": {"type": "string
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s
"resource_level": {"type": ["
string", "null"]},
"secondary_motivation": { #
Added field
"type": ["string", "array

", "null"],
"items": {"type": "string
"}
}I
"sophistication": { # Added
field
"type": ["string", "null"]
br
"tactics": { # Added field
"type": "array",
"items": {"type": "string
"}
}l
"techniques": { # Added field
"type" . "array",
"items": {"type": "string
"}
br
"motivation": {
"type": ["string", "array
", "null"] ,
"items": {"type": "string
"}
)l
"personal_motivation": {
"type": ["string", "array
", "null"],
"items": {"type": "string
"}
}l
"primary_motivation": {
"type": ["string", "array
", "null"],
"items": {"type": "string
"}
}l
"vulnerability_types": {
"type" : "array",
"items": {"type": "string
"}
}I
"mitigation_types": {
"type": "array",
"items": {"type": "string
ll}
}I
"indicator_types": {
"type": "array",
"items": {"type": "string
"},
"minTtems": 1
}I
"pattern": {"type": ["string",
"null"l},

"pattern_type": {"type": ["
string", "null"], "enum": ["stix", Nonel},
"valid_from": {"type": ["
string", "null"], "format": "date-time"},
"malware_types": {
"type": "array",
"items": {"type": "string
"},
"minItems": 1
)I
"is_family": {"type": ["
boolean", "null"]},
"kill_chain_phases": {
"type" H "array",
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"items": {
"type": "object",
"properties": {
"kill_chain_name":
{"type": "string"},
"phase_name": {
"type": "
string",
"enum": [
n
reconnaissance",
"resource-—
development",
"initial-
access",
"execution
" ,
"
persistence",
"privilege
—escalation",
"defense-
evasion",
"
credential-access",
"discovery
" ,
"lateral-
movement",
"
collection",
"command-—
and-control",
"
exfiltration",
"impact",
"espionage

"
’

establishing long-term access"

}
I
"required": ["
kill_chain_name", "phase_name"],
"additionalProperties
": False
}
}l
"relationship_type": {"type":
"string"},
"source_ref": {"type": "string
ll},
"target_ref": {"type": "string
"},
"action_type": {
"type": "array",
"items": {"type": "string

I
"external_ references": {
"type": "array",
"items": {
"type": "object",
"properties": {
"source_name": {"
type": "string"},
"external_id": {"
type": "string"}
I
"required": ["
source_name"],
"additionalProperties
": False
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"y,

}
)I
"aliases": {
"type": ||array"’
"items": {"type": "string

"minTtems": 1

}l
"identity_class": {"type": ["

string", "null"]},

",

"y,

"sector": {
"type": ["string", "array

"items": {"type": "string
"minItems": 1

}I
"first_seen": {"type": ["

string”, "null"], "format": "date-time"},

vv, "null") ,

"]I

"}I

"last_seen": {"type": ["string
"format": "date-time"},
"sectors": {
"type": ["string", "array

"items": {"type": "string
"minTtems": 1

}I
"created": {"type": ["string",

"null"], "format": "date-time"},

",o"aull") ,

"modified": {"type": ["string
"format": "date-time"},
"spec_version": {"type": ["

string”, "null"]l},

"y

",oovpull") ,

}

}!
"required":

"object_refs": {
"typell: ||array",
"items": {"type": "string

s

"published": {"type": ["string
"format": "date-time"}
}I
"required": ["type", "id"],
"additionalProperties": False

["type", nign, "objects"] ,

"additionalProperties": False
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Error Summary for All Models
Talos Reports

Table Al. Error summary for Talos 10.

Error Type GPT-40 Gemini Llama3  Qwen 32B Llama 70B
JSON Decode Error 0 0 0 0 0
Regex Match Error 0 0 3 6 2
Enumeration Error 18 6 7 10 2
Missing Value Error 0 0 0 0 0

Other 0 1 0 4 0

Table A2. Error summary for Talos 40.

Error Type GPT-40 Gemini Llama 3 Qwen 32B  Llama 70B
JSON Decode Error 2 0 1 1 1
Regex Match Error 0 0 19 18 22
Enumeration Error 31 23 27 9 24
Missing Value Error 0 0 0 0 0

Other 27 9 23 6 3

Table A3. Error summary for Talos 100.

Error Type GPT-40 Gemini Llama3  Qwen32B Llama 70B
JSON Decode Error 2 0 3 7 5
Regex Match Error 0 2 48 37 33
Enumeration Error 84 45 56 41 60
Missing Value Error 0 0 0 0 0

Other 131 24 29 17 42

Table A4. Error summary for Talos 400.

Error Type GPT-40 Gemini Llama3  Qwen32B Llama 70B
JSON Decode Error 3 4 4 8 6
Regex Match Error 3 0 48 37 33
Enumeration Error 306 154 280 265 284
Missing Value Error 0 0 0 0 0

Other 352 45 279 267 292
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Microsoft reports

Table A5. Error summary for Microsoft 10.

Error Type GPT-40
JSON Decode Error 0
Regex Match Error 0
Enumeration Error 3
Missing Value Error 0

Other 10

Gemini

0

Llama 3 Qwen 32B  Llama 70B

0 0 1
7 6 5
6 3 2
0 0 0
0 1 0

Table A6. Error summary for Microsoft 40.

Error Type GPT-40
JSON Decode Error 0
Regex Match Error 0
Enumeration Error 18
Missing Value Error 0

Other 24

Gemini

0

0

19

Llama 3 Qwen 32B  Llama 70B

5 0 0
15 31 18
10 20 14
0 0 0
5 1 4

Table A7. Error summary for Microsoft 100.

Error Type GPT-40
JSON Decode Error 1
Regex Match Error 0
Enumeration Error 57
Missing Value Error 0

Other 79

Gemini

2
0
52
0
26

Llama 3 Qwen 32B  Llama 70B

3 5 2
35 44 47
63 59 45

0 0 0
36 15 26

Table A8. Error summary for Microsoft 400.

Error Type GPT-40
JSON Decode Error 5
Regex Match Error 7
Enumeration Error 307
Missing Value Error 0

Other 331

Gemini
2
1
162

77

Llama 3 Qwen 32B  Llama 70B

13 22 11
180 190 195
204 197 170
0 0 0
100 82 105
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