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Abstract

The integration of augmented reality and hazard detection is poised to change
industrial safety. Employees receive visual alerts through augmented reality over-
lays that give immediate and clear information about safety threats. Supervi-
sors can quickly handle safety issues with augmented reality applications that
combine digital reporting and hazard detection. Training methods are also be-
ing transformed by augmented reality, allowing employees to practice through
real-world simulations in interactive environments. Challenges like low con-
nectivity or high latency can be tackled with edge computing techniques, where
data is processed and stored close to the user. The main topics of this study
include augmented reality, hazard detection, edge computing, safety monitor-
ing, and devices like the Microsoft HoloLens. These concepts are key to un-
derstanding the future of safety in the industry.

Keywords

Augmented Reality, Hazard Detection, Edge Computing, Safety Monitoring,
Microsoft HoloLens, Industrial Safety, Immersive Training, Digital
Reporting, Real-Time Overlays, User Adoption, Connectivity Challenges,
Machine Learning, Industrial Internet of Things, Remote Collaborative
Support, Integrating Augmented Reality and Edge Computing for Enhanced
Hazard Detection and Safety Monitoring

1. Introduction

Factories and construction sites are settings where hazards exist everywhere. The
use of Augmented Reality (AR) contact surfaces to depict threats offers a new out-

look on workplace safety in dangerous environments. Instead of depending on
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reports and static visuals of danger zones, AR overlays deliver information directly
within a worker’s line of sight. Systems like DAWS create an interactive environ-
ment where workers are constantly alerted to potential hazards and can process
the overlaid information in real time. This method helps individuals stay aware of
risky surroundings and enables them to make quick decisions without pausing to
interpret data. With the help of edge computing, information is processed instantly
at the source, removing the need for cloud-based processing and cutting response
times. This represents a new step forward in workplace safety technology. More-
over, these technologies form core components of the Industrial Internet of Things
(IIoT). By situating AR and edge devices within the IIoT paradigm, this study
highlights how hazard detection and safety monitoring are part of a broader inte-
grated system that links sensors, devices, and data flows to industrial decision-

making processes.

2. Augmented Reality in Hazard Detection

Augmented Reality (AR) has a tangible impact by providing immediate and intu-
itive warnings to users about threats in their environment. In unpredictable situ-
ations, users can view real-time data through overlays to reduce uncertainty and
make natural decisions [1]. More than just a warning system, AR allows employ-
ees to participate in realistic scenarios to prepare for stressful situations, helping
them gain experience in threat responses without facing real danger [2]. However,
like any technology, AR systems have limitations; overloaded users or missed de-
tails are possible outcomes. Ongoing improvements are necessary to include more
analytics and content updates, but continuous iterative testing can improve AR’s
reliability as a partner in user safety in the future. The significance of Augmented
Reality (AR) as a tool for enhancing occupational safety and health is highlighted.
By utilizing real-time visual overlays, AR significantly improves how potential
hazards in the workplace are communicated to users by providing them with im-
mediate access to critical safety information in their current environment. This
allows for quicker identification and response to risks. Akhmetov and Atak state
that AR warning systems are more effective than traditional occupational safety
methods, especially when operators are inattentive to their work tasks—a com-
mon cause of industrial injuries [2]. Additionally, the different types of AR warn-
ings showed high acceptance levels among employers when used together (audi-
tory, visual, and audiovisual), and their popularity among users was noted. The
key role of combining visual and auditory warnings in achieving the desired aware-
ness levels among users was emphasized as a strategy to improve safety, helping
to prevent accidents more effectively and enhance overall occupational safety

measures.

On-Demand Training and Reporting Integration

The integration of Augmented Reality (AR) technology into safety procedures al-

lows for immediate training by placing employees in virtually realistic environ-
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ments that mimic potential hazards. As participants perform safety drills in these
active settings, they build increased awareness and a better ability to detect poten-
tial dangers more quickly [2]. Additionally, AR improves digital reporting systems
by effectively collecting and sharing information from training activities, which can
be used to enhance processes further. Specifically, connecting AR with digital re-
porting enables supervisors to monitor employee progress and skills, as well as iden-
tify areas that need extra support. Overall, these advancements show that combin-
ing AR with digital reporting reduces safety process inefficiencies and encourages
a culture of ongoing learning and readiness.

Additionally, the implementation of Augmented Reality (AR) has proven to be
highly effective across various industries, especially in training and reporting. In
manufacturing, AR applications help workers visualize and understand complex
assembly techniques in real-time. It also improves accuracy and boosts produc-
tion efficiency by reducing waste [3]. Similar benefits are observed in the health
sector, where AR allows professionals to perform real-life simulations of complex
procedures during pre-operation training, increasing patient safety and encour-
aging skill development. The logistics industry also benefits from AR through real-
time information overlays used for inventory management and route tracking. These
diverse applications showcase AR’s versatility and its ability to support training
and innovative reporting, ultimately enhancing safety and skill levels in hazardous
environments. These examples demonstrate how AR’s flexibility can improve safety

and efficiency across different sectors.

3. Challenges and Solutions in AR Implementation

Similarly, like any new technology, AR presents challenges, and using augmented
reality for industrial safety is no different. This section outlines the internal and
external challenges of implementing AR technology in workplaces versus its ben-
efits and innovative opportunities. They will then learn about the main challenges
and how some organizations have creatively and strategically addressed them,
which will be discussed in detail. This section will end with a summary of how these
lessons can help develop safer and smarter worksites through AR technology.
Deploying AR in demanding industrial environments can be challenging. It is
also unpredictable—the network might go down, the system may slow down, etc.
Many enterprises are turning to edge computing, where data and processing hap-
pen at the source to reduce latency and save time. For example, wider use of edge
computing for autonomous coal mining has improved data collection and quick
response during adverse situations [4]. A recent study introduced fog-edge com-
puting to distribute tasks across the entire network to prevent overload [5]. This
ensures that safety alerts are sent in real-time without failure. This technology-
focused approach helps organizations overcome traditional barriers to safety

monitoring.

3.1. Connectivity and Processing Barriers

One of the main challenges for using Augmented Reality (AR) in industrial envi-

DOI: 10.4236/jis.2025.164026

519 Journal of Information Security


https://doi.org/10.4236/jis.2025.164026

R. Shawe

ronments depends on connectivity and processing. Such challenges arise from the
high demand for data processing and transmission by AR systems, which, com-
bined with their inherent requirements, make a stable and continuous internet
connection essential for their operation—something many scenarios cannot meet
due to limited infrastructure, especially in undeveloped and remote areas. Tech-
nological advances based on fog-edge computing offer a practical solution, as they
shift processing closer to the data source, reducing connectivity needs and improv-
ing response times [5]. This model decentralizes processing from a source or cloud
and addresses bandwidth issues, enabling AR applications to perform effectively
even with inconsistent connectivity and supporting broader deployment of the

technology across various scenarios, thereby enhancing safety.

3.2. Overcoming User Adoption Challenges

Getting people to adopt AR can be challenging. Adopting new technology can be
challenging, especially if the interface is awkward or does not integrate well into
daily routines. The most successful approaches involve companies guiding em-
ployees through the technology, demonstrating how it simplifies their tasks, and
actively listening to their input. Allowing workers to have a say in configuring AR
tools ensures the technology meets their real needs. In environments like coal mines,
edge computing has enhanced the reliability of AR systems, even in areas with weak
internet, thereby fostering trust [4].

Furthermore, promoting user-friendly interfaces and ongoing support systems
is essential for overcoming resistance to AR systems caused by their complexity.
Easy-to-use services can significantly simplify AR technology, lowering the learn-
ing curve and making it more accessible. Previous research shows that continuous
training through sessions and updates creates an environment where employees
are more likely to engage with the technology [4] actively. Additionally, user in-
terfaces should be designed with the understanding that users will need access to
common AR functions explicitly tailored for industry-related tasks. This approach
reduces resistance to AR technology and encourages a positive attitude toward its
adoption, making it easier for employees to adapt. Therefore, establishing and pro-
moting intuitive interfaces and ongoing support systems is crucial for helping em-
ployees transition from traditional processes and devices to AR systems. Greater
confidence and convenience will lead to higher adoption rates of AR in safety-

critical industries.

4. Leveraging Edge Computing for Safety

Edge computing is revolutionizing safety in ways that would have seemed impos-
sible just a few years ago. Delays in network connectivity can be particularly prob-
lematic—now imagine that happening right when you need a hazard alert imme-
diately. That is where edge computing comes in, processing information close to
where it is needed and reducing delays [5]. This approach not only boosts speed;

it also ensures safety systems keep working even if the internet drops out [6]. What
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makes this especially exciting is how AR and edge computing work together: AR
provides users with clear, instant information, while edge computing keeps data
current and fast. Of course, it is not all smooth sailing—integrating different sys-
tems, maintaining data security, and ensuring seamless performance can be chal-
lenging. However, with new technology on the horizon, like edge- AR systems that
can adapt instantly, the future of safety looks more connected and reliable than
ever. The growing partnership between AR and edge computing offers a glimpse

of what is possible when technology is both innovative and practical.

4.1. Advantages of Low Latency Processing

One of the main benefits of low-latency processing in edge computing systems is
improving real-time hazard detection and communication. This advantage arises
from processing data on or near edge devices, allowing for quick decision-making
and alert distribution. The DECIoT platform demonstrates an edge computing
system designed for locations where real-time hazard information transmission is
crucial [6]. This is achieved through the close proximity of data production and
action, ensuring rapid communication. Additionally, low-latency processing en-
hances public safety management by enabling timely communication and efficient
resource deployment, reducing reliance on centralized cloud systems. In short,
edge computing systems with low-latency capabilities help improve public safety,
especially in situations where reliable high-speed connectivity is lacking. There-
fore, implementing low-latency processing in edge computing increases its relia-

bility and overall effectiveness in hazard detection and communication.

4.2. Resilience to Connectivity Issues

The proposed use case illustrates that implementing edge computing in safety sys-
tems can improve the system’s resilience to connectivity disruptions. This means
that even when network issues occur, the system may still be able to monitor for
hazards. The reason is that edge computing enables data processing to happen
locally at the source of data generation, instead of sending all relevant data to a
cloud-based server elsewhere [7]. Consequently, the edge safety system can oper-
ate independently of the internet or other network connections [7]. Local pro-
cessing reduces dependence on connectivity and lowers the volume of data that
needs to be transmitted over potentially low-bandwidth links. Furthermore, edge
computing systems have demonstrated effectiveness in responding to unexpected
events such as outages and security breaches by adjusting their behavior to main-
tain essential functions after disturbances [7]. Therefore, since edge computing
systems can be adapted to operate under various conditions, edge computing is a
crucial technology that enhances safety systems against connectivity problems and
guarantees continuous hazard monitoring in industrial processes.

Similarly, innovations offered by edge computing in safety applications also
demonstrate promising results when tested in real-world scenarios. The Distrib-
uted Edge Computing IoT Platform (DECIoT), which integrates smart building
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sensing systems with edge computing technologies, helps speed up the response
to safety hazards in urban environments [6]. It enables real-time data processing
while reducing dependence on cloud-based infrastructures, enhancing the relia-
bility of critical communications during emergencies (ie., features of NG112 calls
like functions for detecting chemical precursors and related data). Edge compu-
ting applications for public safety in smart cities are similar, as this technology im-
proves local data management and also boosts the safety system’s resilience in case
of potential communication failures [6]. With the adoption of edge computing,
safety applications can maintain a high level of functionality and responsiveness
necessary for specific safety mechanisms and protocols to operate effectively, even

in the face of unstable communication links and other safety threats.

5. Implementing Edge Computing in Safety Systems

To ensure the effectiveness of edge computing in safety systems, hardware and
model parameters must be addressed. Hardware should meet the safety require-
ments of edge computing while also being energy-efficient to lower costs. Machine
learning algorithms, such as those used in the Industrial Internet of Things (IIoT)
for safety-related systems, need to accurately capture and process all videos on the
edge [8]. Regarding model optimization, this means it can operate with limited
computing resources. Therefore, it can be integrated with the cloud to enhance
data storage and processing efficiency. With these considerations, workplace safety
can be addressed more effectively since the technology aligns with workplace re-
quirements. Ultimately, combining edge computing and cloud solutions can make
monitoring and reporting safety in industrial settings more efficient, improving

workplace safety.

5.1. Hardware Selection Considerations

The hardware requirements for edge computing include ensuring efficient com-
munication and processing capabilities of edge devices during safety applications.
First, these devices need precise and accurate processing abilities for data analysis.
High computational power is necessary to enable quick processing of large data
sets during real-time hazard detection [8]. It is also important to emphasize the
need for energy-efficient devices in edge computing systems. These devices should
consume low energy. Next, connectivity features are crucial during safety edge
computing applications. Devices must be able to connect with other digital devices
and systems [8]. Edge devices are expected to communicate with cloud services to
send data readouts for analysis and reporting. Finally, the durability of the hard-
ware in edge devices is another key factor in safety applications. These devices
need to withstand industrial environments; therefore, their ability to endure var-

ious conditions is vital.

5.2. Optimizing Processing Models

A critical consideration is the trade-off between processing power, battery life, and
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device weight, as these factors directly influence usability and worker adoption.
Enhancing processing models is crucial for improving the effectiveness of edge
computing in safety systems. One method involves optimizing machine learning
algorithms to efficiently handle large datasets, which helps reduce latency and in-
creases the likelihood of detecting hazards and responding in real time. Using
neural networks on edge devices allows them to process video data for monitoring
safety compliance, such as verifying the use of protective equipment [8]. Another
approach is to customize algorithms based on hardware limitations, aiming to im-
prove resource efficiency by reducing power usage and operational costs. Addi-
tionally, streamlining communication protocols between edge devices and cloud
services can improve data transfer, enhancing safety system performance and
overall reliability [8]. Developing safety systems with advanced predictive capa-
bilities is more effective, as it boosts reliability and enables proactive actions. These
improvements will increase system efficiency by ensuring fast, precise hazard de-

tection and response.

6. Case Study: Microsoft HoloLens in Industrial Safety

Microsoft HoloLens should not be dismissed as just a “hobby” for the geeky tech-
nocrat, as it has potential applications on the shop floor. As described in the case
study report, assembly workers who used the HoloLens 2 worked at a training
bench where they learned how to assemble pneumatic cylinders. They reportedly
enjoyed increased interactivity through direct access to instructional content and
their performance data, and this interactivity seemed to impact their training [9]
positively. However, one must consider the learning curve associated with headset
equipment. Based on the reported features, the HoloLens might not be as easy for
all users, especially those who struggle with interface issues. Additionally, envi-
ronmental limitations may hinder the dissemination of best practices learned
through the device. Nonetheless, one implication of the case is that companies
employing widespread mixed reality technology can bridge the gap between the-
ory and practice in workplace training for specific fields. The company must be
willing to refine its practices and remain committed to implementation. Overall,
the case suggests that users’ specific needs will always influence how technology
is adopted [9].

6.1. Implementation Strategies

The strategies for training and device integration when deploying the HoloLens
in an industrial safety setting focus on delivering precise, immersive training and
engaging skills development for workers, using the device as an extension of them-
selves. In the training approach, integration involves combining the device’s fea-
tures to replicate the industrial environment. This means the HoloLens should
not disrupt or distract workers from their tasks but should be seamlessly inte-
grated into their workflow. For example, it should provide real-time alerts and be

used for hazard assessments. Research shows that AR solutions improve equip-
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ment diagnostics during safety inspections of industrial charge points [10]. Re-
garding device integration, user-device compatibility is achieved through repeated
immersive simulations where workers’ real-life skills are modeled through inter-
action with virtual objects. Importantly, feedback includes iterative features that
encourage repeated practice, helping to develop skills and ensure successful task
performance. In the long run, this integration allows both workers and the device
to operate confidently, supporting the safe use of the HoloLens and AR technology

to improve safety systems, including the safe disruption of workplace plans [10].

6.2. Outcomes and Observations

The findings from implementing mixed reality technology with Microsoft Ho-
loLens in industrial settings show that it can positively influence workplace effi-
ciency and safety. Using the augmented reality interfaces in the case study [9], par-
ticipants could visualize the assembly of components as a whole, leading to a 55%
reduction in training time and increased efficiency on the assembly line [9]. The
use of real-time data to track and record production time created greater pressure
for better scheduling and ensured materials were available and ready for assembly
[9]. Although these opportunities for using the technology were initially recog-
nized, they also fostered a sense of involvement during training, helping to de-
velop a safety-focused culture. This enabled individuals to identify hazards in the
workplace before work hours began. Overall, the case study’s findings on integrat-
ing mixed reality into workspace and training operations suggest it can lead to

lasting positive outcomes, especially regarding workplace efficiency and safety.

7. Training and Onboarding for AR and Edge Computing

Onboarding initiatives are crucial for effectively implementing edge computing
and AR solutions in daily operations. Giving AR devices to employees without ad-
ditional training does not yield the best results. The most successful organizations
employ immersive and hands-on training methods, allowing staff to operate in
virtual environments before encountering real hazards [3]. This strategy helps in-
dividuals build confidence and learn at a comfortable pace. Continuous feedback
is also vital, as onboarding processes can differ between teams. Incorporating and
adapting feedback into onboarding can significantly improve outcomes. Organi-
zations that develop onboarding activities that are interactive and customizable
are more likely to see employees adopt these solutions to enhance their safety and

that of their colleagues [3].

Comprehensive Onboarding Techniques

Similarly, onboarding programs to promote the use of AR and edge computing
should not rely on a one-size-fits-all checklist. A more tailored approach involves
using training simulations that closely mimic real-life scenarios, allowing employ-
ees to become comfortable with the technology in a safe environment before fac-

ing hazardous situations directly. Including interactive features in the training,
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such as eye tracking and spatial mapping, can increase engagement and help em-
ployees retain the training information [3]. Best practices also involve accommo-
dating different learning preferences and paces, as some employees may become
quick users of the technology, while others might need extra guidance before us-
ing it independently. Training modules should be adjusted based on employee
feedback or reports to enable continuous improvement. When organizations tai-
lor onboarding programs for AR and edge computing to meet employee needs, sup-

port and adoption of these technologies tend to grow across the workforce.

8. Remote Support and Collaborative AR Environments

Remote support systems and collaborative AR solutions have transformed how
organizations share information instantly to keep safety-focused teams connected.
For example, when a worker encounters a complex hazard, instead of waiting for
a specialist to arrive on-site, they can connect with a remote expert who views the
situation in real time. Challenges such as network connectivity problems, confi-
dentiality concerns regarding worker information, and information overload dur-
ing peak system activity may arise. However, the benefits are substantial: AR sys-
tems make assistance accessible regardless of distance, and expertise is no longer
limited by location. Organizations that adopt collaborative remote systems report
safer teams and less downtime when addressing issues. Implementing an effective
collaborative software system requires reliable networks, proper training, and
clear protocols for when and how to use remote support. As new technologies like
5G wireless and edge computing develop, the effectiveness of these systems is ex-

pected to improve even further.

9, Conclusion

Hazard detection and workplace safety have greatly advanced through the combi-
nation of Augmented Reality (AR) and edge computing technologies. The poten-
tial of merging AR and edge computing is still being explored. When these tech-
nologies are integrated, their alignment provides a strong strategy for enhanced
situational awareness and rapid on-site risk response. Additionally, this approach
enables the development of data-driven safety protocols that are both technology-
enabled and adaptable. Processing data at the edge helps organizations reduce re-
liance on a centralized network. Connectivity issues are lessened, systems can con-
tinue monitoring construction sites or workspaces, and this method aims to foster
a safety culture even in remote and complex environments. The Microsoft Ho-
loLens review highlights an innovative shift in AR solutions but also notes limita-
tions such as user adaptation challenges and the need for ongoing upgrades and
validation. Future research may focus on how these emerging platforms influence
safety culture, scalability across industries, and ethical concerns related to real-
time monitoring. As mobile and industrial environments develop, the evolving
relationship between AR and edge computing offers a more flexible and proactive

approach to risk management and safety innovation. The main challenge is en-
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suring this remains a priority. As workplaces and safety systems become more
effective at anticipating and responding, these advancements should not be driven
solely by productivity gains. Instead, the ethical use of these tools—employing
them inclusively for everyone and prioritizing worker well-being across environ-
ments and over time—must stay central to industrial practices. As technology
progresses, maintaining ethical standards, ensuring inclusivity, and focusing on
societal benefits will be essential. Continued research is necessary to assess long-
term impacts, promote equitable access, and address emerging ethical issues as
AR and edge computing evolve. To frame these ethical considerations, existing
frameworks such as the IEEE guidelines on ethics in autonomous and intelligent
systems [11] and scholarship on workplace surveillance [12] provide theoretical
anchors for evaluating the responsible use of AR and edge computing in monitor-

ing.
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