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Abstract

A vast amount of data (known as big data) may now be collected and stored
from a variety of data sources, including event logs, the internet, smart-
phones, databases, sensors, cloud computing, and Internet of Things (IoT)
devices. The term “big data security” refers to all the safeguards and instru-
ments used to protect both the data and analytics processes against intru-
sions, theft, and other hostile actions that could endanger or adversely influ-
ence them. Beyond being a high-value and desirable target, protecting Big
Data has particular difficulties. Big Data security does not fundamentally dif-
fer from conventional data security. Big Data security issues are caused by
extraneous distinctions rather than fundamental ones. This study meticu-
lously outlines the numerous security difficulties Large Data analytics now
faces and encourages additional joint research for reducing both big data se-
curity challenges utilizing Ontology Web Language (OWL). Although we fo-
cus on the Security Challenges of Big Data in this essay, we will also briefly
cover the broader Challenges of Big Data. The proposed classification of Big
Data security based on ontology web language resulting from the protégé
software has 32 classes and 45 subclasses.

Keywords

Big Data, Big Data Security, Information Security, Data Security, Ontology
Web Language, Protégé

1. Introduction

The ability to gather and store massive amounts of data (known as big data)
from various data sources, including event logs, the internet, smartphones, da-

tabases, sensors, IoT devices, etc., has been made possible by technological ad-
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vancements in recent years [1]. These data are gathered, studied, and compared
to one another to produce meaningful information that is frequently used in de-
cision-making.

Relational database management systems and desktop visualization/static
software are ineffective for handling big data; instead, massively parallel software
running on tens of thousands or even millions of servers is needed. The enorm-
ous attention big data is receiving is more due to the fact that analysis of just one
large set of related data can yield so much more information than analysis of
smaller separate sets with the same total amount of data, thus allowing correla-
tions to be found. This allows you to spot business trends, judge the caliber of
research, predict disease spread, prevent disease, fight crime, and so much more.

The term “big data security” refers to all the safeguards and instruments used
to protect both the data and analytics processes against intrusions, theft, and
other hostile actions that could endanger or adversely influence them. Beyond
being a high-value and desirable target, protecting Big Data has particular diffi-
culties. Big Data security is not essentially distinct from conventional data secu-
rity. Big Data security issues are caused by extraneous distinctions rather than
fundamental ones.

The typical definition of an ontology is a “explicit specification of a concep-
tion” [2]. This indicates that the specification representation offers a formal se-
mantic of the specification and that ontology permits the defining of concepts
and interactions between these concepts. Out of all the common models for
knowledge representation, ontologies have the highest level of semantic richness
[2]. Although none of these models achieves the level of semantic richness that
ontologies provide, they are based on models that will be explained in sequence
of increasing degree of semantic richness. Out of all the models listed above, a
glossary has the least amount of semantic richness. A glossary is a list of words
in alphabetical order with their definitions but no explanation of how these
words relate to one another. Taxonomy is a model for the nested classification of
words at the next level of semantic richness. It uses super- and sub-relations to
describe the relationships between words. These relations provide these concepts
an ordering of generality. A thesaurus is a taxonomy that has been expanded. A
thesaurus explains all possible word relationships. The model that most closely
resembles an ontology is a topic map. An abstract model and data format for the
creation of knowledge structures is a topic map. The relationships between var-
ious themes are described via associations, which are thesaurus-based. Addition-
ally, topic maps can contain external documents that have been embedded via
occurrences [3].

Although we focus on the security concerns of big data in this essay, we will

also quickly go through the general issues with large data.

1.1. Big Data Characteristics

Volume, Variety, Velocity, Veracity, Value, Variability, Exhaustive, Fine-grained
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and uniquely lexical, Relational, Extensional and Scalability are the traits that

best represent big data as shown in Figure 1.

1.2. Big Data Technologies

Several tools for evaluating big data exist, including A/B testing, machine learn-
ing, and natural language processing. Databases, cloud computing, business in-

formation, and visuals like graphs and charts as shown in Figure 2.
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1.3. Big Data Applications

Government, international development, healthcare, education, media, insur-
ance, internet of things, and information technology are the industries that use

big data the most, as shown in Figure 3.

1.4. Big Data Lifecycle

There are various stages of dealing with the data throughout the big data life
cycle. The following are these phases: Data integration, storage and administra-

tion, processing, and analysis of the data as shown in Figure 4.

2. Big Data Security Requirements

Managing information security while controlling vast and quick data streams is
one difficulty in the Big Data setting. Therefore, security technologies should be
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adaptable and simple to scale in order to facilitate the integration of future tech-
nological advancements and handle adjustments in application needs.

Finding a compromise between various security demands, privacy duties, sys-
tem efficiency, and quick dynamic analysis on various massive data sets is ne-

cessary (data in motion or static, private and public, local or shared, etc.).

3. Big Data Security Challenges

According to [3] [4], there are two primary components to security in the con-
text of big data: information security and data security as shown in Figure 5.

Big Data security generally seeks to provide real-time monitoring to identify
security risks, vulnerabilities, and aberrant behaviors; granular role-based access
control; robust protection of personal information; and the creation of security
performance indicators. In the event of a security incident, it promotes quick
decision-making. The difficulties in achieving these objectives are listed and ex-

plained in the following sections.

4. Securing Data of Big Data

Organizations are under pressure to find innovative ways to produce and deliver
value to customers through supply chain management because of the world
economy’s rapid growth and improvements in customers’ use of information
technology [4]. Businesses will be more successful if they collaborate with other
businesses to cut costs, manufacture high-quality goods, and maximize the value
added from service for their clients. Additionally, it has been argued that a com-
pany will be more competitive if it outsources some of its manufacturing to
companies that are unrelated to its main industry.

A service supply chain, according to Arlbjrn ef al [5], is a broad notion that
includes companies that deal with things like the provision of replacement parts,
third-party providers, finance, insurance, retail, and governmental services. The
definition of a service supply chain system is a network of suppliers, service pro-
viders, consumers, and other supporting units that carry out transactions in-
volving the resources needed to produce services, transform these resources into
support and core services, and provide these services to clients [6]. Finance, tele-
phony, internet service, mobile apps, and tourism are among the service industry
sectors represented in a service supply chain [7]. A service provider must be cre-
ative in developing offerings that set itself apart from its rivals [8]. By scanning
the business environment, a corporation can successfully execute a service
supply chain by understanding the business processes, supply chain networks,

and end-user needs and wants.
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In light of the fact that both internal and external elements have an impact on
a customer’s spending behavior, [9] defines scanning the environment as the
process of gathering and applying information about events, trends, and rela-
tionships in an organization’s internal and external environments. The status
quo, education, employment, and religion are a few examples of internal influ-
ences. External elements include the economy, environment, family, and friends
[10] [11]. A company must occasionally evaluate consumer data that has been
categorized into various segments to include both current and potential custom-
ers. A corporation must invest a lot of effort to accurately predict client desires
because market segmentation changes frequently [12]. In order to achieve lower
operational expenses, a service supply chain’s performance must be quick and
adaptable in response to customer demand [13]. Creating a framework for mea-
suring supply chain performance will have a big impact on identifying success
factors, bottlenecks, waste, operational problems, customer needs that must be
satisfied, efficient business procedures, factual decisions, tracking progress, and
making improvement suggestions [14] [15].

Gawankar ef al [16] asserts that further investigation is still required for supply
chain performance measurement to advance through study and application. As a
result, to compartmentalize market segmentation and demand forecasting via
supply chain innovation capabilities, service supply chain management requires
trustworthy technologies for data analysis [17]. Service firms have employed Big
Data analytics from structured and unstructured data to improve the performance
of the service supply chain and leverage firm performance in order to achieve
business optimization through innovation. In order to anticipate and satisfy the
wants of contemporary clients, big data technology has thus become an essential
component of corporate operations and strategy.

Increased flexibility, responsiveness, customer service, and reliability are just a
few of the benefits that big data analytics offer service providers [12]. Big Data
analytics adoption is crucial for logistics and supply chain operations because
better supply chain performance depends on timely, accurate supply chain choices.
The bullwhip effect in the supply chain, which results in inefficiencies among the
distribution channels, can be resolved through big data analytics. [18] asserts
that because Big Data predictive analytics’ capabilities is not clearly defined, its
potential impact on supply chain performance may be constrained.

There is a need for empirical publications that examine the Big Data analytics
that lower standard deviations (demand variance) and add a signaling aspect to
forecasting [19]. However, academics and business have started to pay attention
to how businesses are using big data analytics, particularly as concerns about
data security and privacy have arisen. Service providers have gathered informa-
tion in the form of video files, status updates, and likes, shares, follows, retweets,
and comments from social media feeds that are open sources.

Additionally, big data analytics can make use of information from customer

relationship management and enterprise resource planning systems. A signifi-
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cant volume of data obtained from many sources comes with privacy and secu-
rity threats as a result of the availability of data in both structured and unstruc-
tured formats. Most businesses have limitations on systematic approaches for
ensuring appropriate data access mechanisms, and existing non-Big Data secu-
rity solutions are frequently not designed to handle the scale, speed, variety, and
complexity of Big Data [20]. As a result, service companies lack the analytical
tools and techniques to generate useful insights from data to drive strategy and
improve service and business performance [21].

Despite the knowledge that Big Data analytics can aid in decision-making and
supply chain management processes, many businesses have had trouble imple-
menting the technology. There are various causes for this. One of the reasons
why businesses are hesitant to utilize big data is the shortage of workers with the
necessary expertise to conduct the analysis. Another is that there hasn’t been
much investigation into how supply chains may be impacted by Big Data appli-
cations (Waller and Fawcett [22]). The literature currently available on this sub-
ject is somewhat underemphasized [23], despite the fact that Big Data analytics
is helpful in supporting service organizations in generating new products and
services.

Big Data is also seen to carry substantial dangers for data security and privacy
if service providers are unable to use it properly.

The sparse development of theoretical knowledge on supply chain innovation
capacities has been facilitated by the paucity of literature on the relationship be-
tween Big Data analytics and data security issues and service supply chain per-
formance. A service organization needs creativity and innovation as competitive
weapons to enhance supply chain innovation capabilities. It is challenging to
quantify the traditional performance issue of service supply chain operations.
This is due to the difficulty in standardizing, visualizing, designing, and deliver-
ing services due to their nature [24]. The contribution and effort of the service
provider can affect the performance of the service as an independent entity.
Some of the best practices for services can be taken from the manufacturing sec-
tor, however in some cases, the service business needs particular service perfor-
mance outcomes [25].

Zhou et al. [26] provide a game theory-based secure incentive mechanism and
patient-optimized privacy-preserving packet forwarding algorithm that are re-
searched on the mobile health-care system. The patient-optimized privacy (POP)
technique of packet transmission uses the marriage idea to ensure the confiden-
tiality of protected health information. In m-health care, the identity (ID) of the
patients is employed for optimization.

Big data integrates healthcare data for analytics management, security, and
privacy for the well-known decision-making pattern. The author created a me-
thodical decision-making process. Social and economic characteristics are used
to identify cases of TB and the human immunodeficiency virus. Yang et al [27]

created smart IoT health-care big data storage and self-adaptive access control
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for privacy preservation. The paper employs dual access control for both routine
and urgent situations. The privilege to safeguard the historical data uses the
attribute secret key.

The researcher’s focus is drawn to the difficulties in cloud system security by
the rise of big data. Discussed are the fundamental ideas of big data architecture
and data risk assessment. Big data governance and security controls application
mechanisms, however, are not covered.

The cloud service providers face a significant problem in protecting cloud
systems from potential dangers. Insider and external attacks are the two catego-
ries that are recognized. Insider attack implementation is seen as the cloud secu-
rity’s bottleneck. It is suggested that a cybersecurity architecture be used to sup-
port insider attacks on cloud systems. The Hidden Markov model technology is
employed in this framework design to predict the behavior of the edge devices,
which are divided into four classes based on how they affect cloud security: legal,
sensitive, under-attacked, and compromised [28]. This framework moves the
edge devices to a virtual honeypot device, a cutting-edge innovation that identi-
fies malicious edge devices and allows for the future tracking, forecasting, and
prevention of attacker activity. The preventative measures, however, are never
discussed nor introduced.

The cloud security approach introduces the use of encryption tools like Secu-
rity Information and Event Management SIEM and Data Loss Prevention DLP
to safeguard sensitive data from potential hazards. But neither explicit big data
categorization techniques nor settings for crucial data indicators are offered,
which makes them challenging to put into practice.

Big data security threats from phishing are significant [29]. To demonstrate
how phishers might target large data by producing bogus emails to obtain their
important information, a case study is used. However, there is no phishing pre-
vention method used for bogus.

There are various levels of big data protection, including communications,
processing, authentication, and storage. This article presents a big data integrity
and access control technique that safeguards data while it is being processed and
stored. Researchers in have explained how to apply a data protection manage-
ment policy to massive amounts of data without degrading performance. How-
ever, the protection mechanism cannot be used because of the high time com-
plexity required. The suggested data protection solutions are also challenging to
put into practice because huge data resources vary and are governed by various
policies.

A security hardening technique [29] based on attribute relation graphs was
presented, focusing less on data protection and more on the value of data and
how to extract valuable information from data. To safeguard sensitive data, the
Computing on Masked Data (CMD) tool combines RND and DET cryptograph-
ic techniques. CMD approaches are intended to enhance the secrecy, integrity,

and availability of the cloud system. However, CMD approaches were unable to
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account for the overhead during the time-consuming masking procedure, and
the management of keys calls for effective solutions.

Sahafizadeh and Nematbakhsh [29] discuss a technique for deciding which
qualities should be safeguarded in order to secure huge data. Big data is seen as a
single item with unique features that are prioritized in accordance with their
significance. However, no ranking strategy can account for the characteristics of
unstructured huge data.

The difficulty of managing huge data across a range of scientific disciplines is
described in. Knowledge of the Map Reduce High Performance Computer Clus-
ter (HPCC).

Data sets are defined, and the necessary information is immediately extracted,
using data discovery and data mining techniques. In any case, huge data cannot
benefit by data mining techniques, a group of large data security traits.

To gather and stabilize various data kinds, as well as handle massive amounts
of rapidly changing data in real-time applications for security analysis, some au-
tomated techniques are used. However, no approach for overcoming security
concerns and privacy violations is presented, and there is no explanation of how
to safeguard massive data from many sources against potential dangers. In order
to attain data privacy, which has extra needs that could be strengthened by en-
cryption and concealed data access control systems, data confidentiality is thought
to be crucial [30].

But huge data cannot use confidentiality measures because they are too diffi-
cult to implement, such as access control and encryption. An intelligently po-
wered monitoring security model. This model uses a dynamic, self-adaptive
questionable user log system, as well as self-assuring software that includes a
package that incorporates the suspicious behavior keywords entered by users, to
increase security. The fishy user is labeled as a crucial user when their number of
deviant behaviors exceeds a certain threshold. To determine if the activity is a
dubious action or simply motivated by curiosity, a model analysis is used. The
self-assuring architecture also includes a library for identifying and archiving the
keywords of unusual user activities and associated crucial logs. Although there is
no definition of typical conduct and no security against data loss and data leaking.

In order to process large volumes of data from many sources, high perfor-
mance cryptography, data provenance, security visualization, and qualified em-
ployees are all suggested as novel threats detection techniques [31]. Threats to
information security are discussed in detail, as is the SIEM system. The proposed
approaches and tools, however, were unable to protect huge data and could not
adhere to standard practices in information security.

Big data security was separated into two categories by the big data research
[32]: access control and information security. The suggested security hardening
methodology made use of attribute relation graphs and put more emphasis on
the value of the data than the actual data. However, neither a definition nor a

description of the link between the protected attributes in the selection method
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is provided.

When real-time applications leverage the security of big data analytics tech-
niques to provide useful insight and important meanings from data streams, a
great requirement for cybersecurity setups arises. On local network-related data
sets, the suggested security analytics technique is evaluated with the goal of lo-
wering the false positive rate of a prediction model for fraudulent transactions.
However, local network-related data sets are insufficient to evaluate the predic-
tion model against large data that is produced from numerous sources and con-
tains a variety of data kinds. The Hadoop Ecosystem’s privacy and security vul-
nerabilities are described in [33]. Multiple encryption mechanisms must be used
since the Name Node and the Data Node have complete authority over the data.
This is necessary to stop unauthorized individuals from accessing the data. Any-
how, the high time complexity and cost of this security method render it useless.

The capacity of the suggested integrated classification and security method in
this study to address the confidentiality level of the file contents sets it apart
from competing methods. In fact, our suggested approach includes a data secu-
rity algorithm that was created particularly to reduce the dangers associated with
the aggregation and movement of enormous amounts of sensitive data.

Many academics have employed different cryptographic techniques to secure
data in cloud storage. To safeguard data security from a nosy cloud and achieve
secure data exchange, Xu et al devised a generic hybrid proxy re-encryption
(PRE) technique [34]. Then, in order to accomplish fine-grained data sharing
delegation, Zeng ef al devised a conditional PRE scheme.

To implement fine-grained access control over outsourced encrypted data,
attribute-based encryption was added to cloud computing [35]. Significant at-
tention has also been paid to the challenge of ensuring the secrecy of the en-
crypted data while allowing a semi-trusted cloud to compute between cipher-
texts. Homomorphic encryption was consequently introduced [36].

Another popular problem is how to securely search through encrypted data.
Searchable encryption has been suggested to achieve this goal. The searchable
symmetric encryption (SSE) system was first introduced by Song et al Using
dynamic searchable symmetric encryption, Kamara et a/ made SSE more useful
(DSSE). The usability and security of DSSE were then improved by Xu et al A
new structure for forward and backward private DSSE was recently developed by
Ghareh Chamani ef al [37], which lowers SSE leakage.

For a single keyword search, Boneh was the first to introduce the public-key
encryption with keyword search (PEKS) approach. Following the initial PEKS study,
some researchers worked hard to make PEKS adaptable. For instance, Boneh
and Waters provided a PEKS system that supports range, subset, and conjunc-
tive searches, while Shi offered a multi-dimensional range query strategy on ci-
phertexts. However, the low retrieval efficiency with linear retrieval complexity
presented a challenge for the PEKS methods. The structured PEKS approach was

first introduced in 2015 by Xu et al [38], who also achieved sub-linear retrieval
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complexity. The use of PEKS in IoT scenarios was then further investigated by
Xu et al [38], who also suggested a lightweight PEKS method for cloud-assisted
wireless sensor networks and a parallel keyword search scheme for the IoT. For
secure outsourcing storage, remote data integrity is a consideration in addition
to secrecy. In order to confirm the integrity of the cloud data, proof of data pos-
session and proof of data retrievability [38] were proposed.

Numerous security-related topics, including trusted devices, access control,
network security, and intrusion detection, are being researched. In an effort to
impose security isolation, Pettersen et al built a prototype using secure enclave
technology on edge devices.

In order to deploy policy enforcement components in mobile edge computing,
Vassilakis used a formal methodology. Pimentel presented a secure communica-
tion protocol for federated content networks to enable secure communication in
edge environments. A deep-learning-based model for mobile edge computing
was presented by Chen et al. [39] to identify harmful applications at the edge of
cellular networks.

The security of either cloud storage or edge storage is the only factor taken into
account in any of the aforementioned works. Therefore, there is hardly any research
on the security of collaborative cloud-edge storage. One of the closest works to sa-
feguard the data privacy of outsourced storage in the cloud-and-edge-assisted IoT
was proposed by Mollah ef al [40]. This work showed that it was possible to ex-
change and search outsourced data in the cloud-edge-collaborative model while
maintaining privacy by using searchable encryption (SE) and another crypto-
graphic technique. The system is insufficiently secure, though, as edges can get
all mobile object private keys. Since the data-search secret key is shared by all
edges, it is easily possible for any edge server to be compromised and subse-

quently used to compromise the security of the entire system.

5. Big Data Security Information

Readers today choose electronic literature resources over paper ones in the big
data era. The National Library of China reports that its electronic literary re-
sources are accessed more than 7 million times annually whereas only 200,000 to
80,000 people borrow its print resources [41]. Big data applications in libraries
face a challenging problem: how to manage and make use of literature resources.

Integration is crucial for literature sources used in papers. In order to inte-
grate and arrange these paper literature resources in a location that is simple for
readers to find, libraries can use sensor data to forecast which paper literature
resources will be most popular with readers. Other paper literature resources can
be removed from the bookcases or stacked compactly [41]. Libraries can also
compute the use rate from the borrow rate in order to incorporate the paper li-
terature resource. To satisfy the needs of the readers, paper literary resources are
integrated. Digitization is crucial for resources for electronic literature. In addi-

tion to combining physical and digital libraries, print and electronic literature
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resources, and paper and electronic literature resources, the digitization of lite-
rature resources must encourage the sharing of such resources.

Numerous industries, including insurance, telecommunication, social com-
munities, and others have looked into the issue of churn. To date, a variety of
methods have been put out to deal with the churn prediction issue. The primary
methods include decision trees 5, logistic regression 3, and support vector ma-
chines (SVM) 4. In order to predict the churner in prepaid mobile telephony,
Archaux et al. [41] used SVM, and the effectiveness of SVM and ANN (artificial
neural networks)6 was also evaluated. To solve the churn prediction problem,
Auet suggested a data mining system based on evolutionary learning. To predict
churners for telecom carriers, Idris et al [42] used random forest, rotation for-
est, RotBoost, and adorn ensembles.

In their study of three data mining methods for predicting churn in newspaper
services, Coussement and van den Poel found that the random forest method out-
performed logistic regression and SVM. These researches are all concerned with
employing data mining techniques to enhance the accuracy of prediction models,
but none of them take into account how social factors affect user turnover.

Another method of predicting user attrition is through social network analysis
(SNA) 7. Social network analysis can help to improve the current churn models
by looking at the user’s communication patterns. As an illustration, Ngonmang
created a reliable statistical model to calculate the likelihood that a user will quit
the social network based on the properties of the graph. In order to forecast
possible churners, Dasgupta et al [43] evaluated the likelihood of user churn
based on the neighbors who had already left the system. A form of SNA that can
also be considered is information propagation.

To improve the churn prediction performance, Phadke and Zhang et al [44]
adopted the receiver-centric propagation model and the sender-centric propaga-
tion model, respectively. Kusuma demonstrated, however, that the SNA tech-
nique is not usually applicable and that churn prediction in European prepaid
users cannot be effectively improved. Additionally, the studies in-depth examined
the influence and spread of information. Myers et al [45] investigated how in-
formation reaches the nodes in the social network and quantified the external
affects over time, whereas Gomez-Rodriguez focused on the issue of tracking
channels of diffusion and influence through networks. In contrast to other re-
search, our work presents a thorough paradigm for churn analysis that takes into
account both subscriber demographics and social influence. Our study can not
only identify subscribers with strong negative influences and important charac-
teristics connected to subscriber turnover, but it can also predict the likelihood
of subscriber churn. Our analysis is grounded in actual telecom big data, and the

outcomes are more thorough and convincing.

6. Conclusions

Big Data has established itself. By properly analyzing both streaming and static
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massive data sets, we can progress many fields of science and medicine and in-
crease the profitability of many businesses. It’s nearly impossible to envision the
next application without data consumption, data creation, and data-driven algo-
rithms. Security, access control, compression, encryption, and compliance present
issues that need to be handled methodically as computer environments become
more affordable, application environments become networked, and system and
analytics environments are shared over the cloud. In order to make Big Data
processing and computing infrastructure much safer, the most pressing Big Data
security issues have been outlined in this study. There are 32 classes and 45 sub-
classes in the suggested classification of Big Data security based on ontology web
language produced by the protégé program. This report will encourage the re-
search and development community to focus together on the challenges pre-
venting more security in Big Data platforms and upcoming projects.

In the future, we are going to extend the research by integrating the privacy of

Big Data to remark the ontology more comprehensive of Big Data era.
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