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Abstract

This paper provides an analysis of how the benefits of information segmenta-
tion can assist an organization to derive the appropriate amount to invest in
cybersecurity from a cost-benefit perspective. An analytical model based on
the framework of the Gordon-Loeb Model ([1]) is presented that provides a
set of sufficient conditions for information segmentation to lower the total
investments in cybersecurity and the expected loss from cybersecurity
breaches. A numerical example illustrating the insights gained from the mod-
el is also presented.
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1. Introduction

In today’s interconnected world of digital computer-based communication sys-
tems, a fundamental question confronting organizations is: How much should
an organization invest in cybersecurity related activities?* The answer to the
above question is far from straightforward. Indeed, deriving the appropriate
amount an organization should invest in cybersecurity is essentially a resource
allocation decision that is best resolved in terms of cost-benefit analysis.

The primary objective of this paper is to provide an analysis of how informa-
tion segmentation can assist an organization to derive the appropriate amount to

invest in cybersecurity from a cost-benefit perspective. While many benefits of

'Cybersecurity is concerned with protecting the confidentiality (C), integrity (I), and availability (A)
of information transmitted via the Internet or any other computer-based network. The above three
aspects of cybersecurity are often referred to as the CIA of cybersecurity, where authentication and
nonrepudiation are part of the A (availability).
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information segmentation have been well-documented (e.g., [2] [3] [4]), the
benefits of segmentation in selecting the appropriate amount to invest in cyber-
security have largely been unexplored. Wang [5] and Xu, Li and Fu [6] analyze
the cybersecurity investment decisions for given segments, but do not discuss or
analyze whether information segmentation is beneficial to the overall organiza-
tion’s cybersecurity investment decisions. The void in the literature raises two
questions that are addressed in this paper: 1) Can information segmentation as-
sist an organization in deriving the appropriate amount to invest in cybersecuri-
ty? 2) When does information segmentation result in reducing the overall or-
ganization’s cybersecurity investment expenditures and reducing the expected
losses from cybersecurity breaches? In addressing these two questions, we show
how the cost-benefit analysis framework underlying the Gordon-Loeb Model
(originally proposed in [1]) is well suited for incorporating information seg-
mentation into the decision process to derive the appropriate amount to invest
in cybersecurity.?

The remainder of this paper proceeds as follows. In the next (i.e., second) sec-
tion of the paper we provide a brief review of the literature on cybersecurity in-
vestments.’ In the third section of the paper we provide a discussion of informa-
tion segmentation, with an emphasis on the benefits of information segmenta-
tion in deriving the appropriate amount an organization should invest in cyber-
security related activities. The fourth section of the paper provides a model and
example that illustrates the use of the Gordon-Loeb Model for deriving the ap-
propriate amount to invest in cybersecurity related activities. The example is
based on an organization that has segmented its information into three subsets
of information. The fifth section of the paper provides some concluding com-

ments and suggestions for future research.

2. Literature Review on Cybersecurity Investments

Although cybersecurity is a fundamental concern for organizations, they cannot
devote all of their resources to cybersecurity. Indeed, as with all resource alloca-
tion decisions, investments in (e, expenditures on) cybersecurity related activi-
ties need to be viewed in the context of cost-benefit analysis.* That is, in ad-
dressing the fundamental question concerning the right amount to invest in cy-
bersecurity, organizations need to consider the costs and benefits associated with

such investments.

*Technically speaking, the Gordon-Loeb Model focuses on solving for the optimal amount to invest
in cybersecurity. Since the Model relies on various estimates (as discussed in the next section of the
paper), the focus in this paper is on solving for the appropriate amount to invest in cybersecurity
(i.e., an estimate of the optimal amount).

*The term cybersecurity investments, as used in this paper, refers to the internal investments made
by an organization to improve the firm’s cybersecurity. This view of the term should not be confused
with investments in the stock of individual firms that provide cybersecurity-related services or in-
vesting in a cybersecurity exchange-traded fund (ETF), such as CIBR (ie., First Trust Nasdaq Cy-
bersecurity ETF).

“In the accounting literature, a distinction is usually made between investments and expenditures.
For purposes of this paper, the terms investments and expenditures are considered interchangeable.
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There is a large, and growing, body of literature addressing issues related to
cybersecurity investments. The focus of this literature is, however, quite varied.
For example, one stream of this literature focuses on the trade-offs among dif-
ferent combinations of security related expenditures (e.g., expenditures on such
things as access controls, encryption, firewalls, employee training, intrusion
prevention and detection systems, computer hardware, etc.). Generally speaking,
this stream of literature is concerned with deciding on how to efficiently allocate
the funds that have been budgeted for cybersecurity related activities. Papers by
Bodin, Gordon and Loeb [7], Smeraldi and Malacaria [8], and Zhuo and Solak
[9] fall into this category.

A second stream of literature addressing issues related to cybersecurity in-
vestments focuses on expenditures related to cybersecurity insurance as a way of
transferring the risk associated with cybersecurity breaches. Of course, expendi-
tures on cybersecurity insurance are indirectly investments in cybersecurity. Pa-
pers by Gordon, Loeb and Sohail [10], Bohme and Schwartz [11], Herath and
Herath [12], Marotta, Martinelli, Nanni, Orlando and Yautsiukhin [13], the U.S.
Department of Homeland Security [14] and Bodin, Gordon, Loeb and Wang
[15] fall into this category.

A third stream of the literature addressing issues related to cybersecurity in-
vestments focuses on deriving the optimal amount an organization should invest
in cybersecurity activities. This stream of literature implicitly assumes the in-
vestment in cybersecurity related activities will be allocated in the most efficient
manner. Papers by Hoo [16], Gordon and Loeb [1], Cavusoglu, Mishra and
Raghunathan [17], Tanaka, Matsuura and Sudoh [18], Hausken [19], Huang, Hu
and Behara [20], Gordon, Loeb, Lucyshyn and Zhou [21] [22], Fielder, Panaou-
sis, Malacaria, Hankin and Smeraldi [23], Gordon, Loeb and Zhou [24] [25],
Wang [5] and Xu, Li and Fu [6] fall into this category. Section 6 of the paper by
Wang ([5], p. 9) examines the optimal cybersecurity investment allocations to
multiple segments of data assets. Xu, Li and Fu [6] also examine the optimal al-
location to segments, where the segments are the headquarters and the divisions
of a multidivisional firm. The papers by Wang [5] and Xu, Li and Fu [6], unlike
this paper, do not discuss or present a model demonstrating the benefits of in-
formation segmentation.

All of the above noted streams of literature have a bearing on answering the
question: How much should an organization invest in cybersecurity related ac-
tivities? However, the papers addressing issues related to the optimal amount an
organization should invest in cybersecurity are explicitly concerned with ans-
wering the above question. The most widely referenced economic model for de-
riving the optimal amount to invest in cybersecurity activities in the academic
literature is the Gordon-Loeb Model [1] (hereafter referred to as the GL Model).
The GL Model explicitly considers the costs and benefits associated with cyber-
security investments. Besides being widely referenced in the academic literature,
the GL Model is frequently mentioned in practitioner-oriented articles and fea-

tured in various news media outlets (e.g., The Wall Street Journal). Furthermore,
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various research reports refer to, and recommend the use of, the GL Model (e.g.,
[26]).° Most importantly for the purposes of this paper, the GL Model provides a
general framework that can assist organizations during the process of making
decisions concerning the derivation of the appropriate amount to spend on cy-
bersecurity related activities. As noted by the U.S. Council of Better Business
Bureaus, in its Report on the “2017 State of Cybersecurity Among Small Busi-

nesses in North America™

Since the threat of cybersecurity is real, and action is important, a funda-
mental question organizations answer is: How much should they invest in
cybersecurity? Gordon and Loeb developed a model based on cost-benefit
analysis to help answer this question. Their framework provides a useful
guide for organizations trying to find the right level of cybersecurity in-
vestment ([26], p. 20).

The general framework provided by the GL Model is based on three funda-
mental factors. These three factors are: 1) the value of the information being
protected, which represents the potential loss from a cybersecurity breach and is
denoted as Z, 2) the probability that the information will suffer a cybersecurity
breach, denoted as v (0 <v<1), and 3) the productivity of the investment in
cybersecurity activities, referred to as the security breach probability function
and denoted as S (z,v) , where Zz represents the investment. Note that
S(0,v)=V (ie, v represents the probability of a breach when z=0). Given
the above, the expected loss before an additional investment in cybersecurity ac-
tivities is equal to vZ. The productivity function for an investment, S(z,v),
provides a revised measure of the probability that an information set will be
breached after some level of investment in cybersecurity. The GL Model assumes
that the benefits from increasing cybersecurity investments are derived from de-
creasing the expected loss, S(z,v)L, associated with a cybersecurity breach.
The model also assumes that these benefits are increasing at a decreasing rate
(i.e, there are positive, but diminishing, returns to increasing cybersecurity in-
vestments). In other words, increased investments in cybersecurity reduce
S(z,v),andinturn S(z,v)L (ie, the expected loss), but this reduction in the
expected loss occurs at a decreasing rate. A convenient feature of the GL Model
is that it easily incorporates the information segmentation concept discussed
above. The GL Model is summarized in a set of equations provided in the Ap-

pendix to this paper.

*For a good discussion of the widespread use of the GL Model, see [27].

°The probability that a cybersecurity breach will occur can be thought of as the combination of the
information set’s vulnerability and the threat of attack to the information set. To be precise, the va-
riable V is the probability of a breach occurring conditional on the realization of a threat (ie.,
conditional on the probability of a threat equaling one). Equivalently, vL can be thought of as the
information set’s expected loss conditional on the realization of a threat. Following [1] (p. 442), we
assume that the threat probability remains constant and is unaffected by an organization’s invest-
ment in cybersecurity. For ease of exposition, we refer to v as the vulnerability of the information
set and as the probability that the information set will suffer a successful cyberattack.
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3. Information Segmentation

3.1. Basic Concept

Firms often have several segmented computer networks and multiple segmented
databases within a given network.” Both network segmentation and database
segmentation facilitate limiting the access of information to specific individuals.
Database segmentation and network segmentation result in what we refer to as
information segmentation (Ze., subsets of segmented information). Firewalls,
access controls, encryption, and dedicated computers are among the ways to fa-
cilitate information segmentation. Network segmentation is also a useful me-
chanism for keeping some information disconnected from the Internet, which is
a critical portal for cybersecurity breaches. Information segmentation could be
based on a variety of factors, including business functions (e.g., account-
ing/finance, production, marketing), business subunits (including wholly-owned
subsidiaries), customer characteristics, geographic location of sales and/or oper-
ations, government regulations, point of sales characteristics (e.g., retail store
sales, e-commerce sales), secret formulas, etc.

The amount a firm should be willing to invest in cybersecurity-related activi-
ties to protect a specific information segment should be directly related to the
potential benefits (ie., potential reduction in the expected loss) resulting from
the cybersecurity investment in the information segment. That is, decisions re-
garding the amount to invest in cybersecurity for a specific information segment
should be based on a segment-specific cost-benefit analysis. Based on the GL
Model, this means that the optimal amount (z;) to invest in a specific informa-
tion segment 7 depends on the value (L;) of the information contained in the 7
information segment, the vulnerability to cybersecurity breach of that informa-
tion segment (v, ), and the productivity of additional investments in cybersecur-
ity for that information segment, S;(z;,V;). Based on the assumption that addi-
tional investments in cybersecurity reduce the probability of incurring a cyber-
security breach, the benefits from such an additional investment can be derived
by multiplying the reduction in the probability of breach times the potential
benefits (ie., [vi -5, (Zi,vi )] L, ). To illustrate the above point, assume a firm
has a cybersecurity breach to an information segment that contains sensitive
customer information (e.g., credit card numbers, and/or social security num-
bers). Such a breach could result in a major loss to the firm due to its potential
negative impact on future revenues and potential class-action lawsuits. A large
investment in cybersecurity related activities to protect that information seg-
ment by reducing the probability of a breach to that information segment may
be warranted. In contrast, a cybersecurity breach to a publicly available segment
of information (e.g., a listing and description of government regulations used for

compliance purposes) is unlikely to result in a major loss to a firm. In this latter

"“A computer network is a digital telecommunications network which allows nodes to share re-
sources. In computer networks, computing devices exchange data with each other using connections
(data links) between nodes...The best-known computer network is the Internet”
(https://en.wikipedia.org/wiki/Computer network).
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case, a large investment in cybersecurity related activities to protect that infor-
mation segment seems unjustified.

In addition to the fact that different segments of information within a given
firm may have different values, the probability of a cybersecurity breach to dif-
ferent information segments would likely be an increasing function of the value
of the information being protected. Generally speaking, the more valuable an
information segment, the greater the amount of effort and dollars a hacker
would be willing to spend on illegally obtaining such information. That is, hack-
ers also conduct a cost-benefit analysis when targeting information to steal.®
Thus, there is a game-theoretic cost-benefit type of analysis going on between
those protecting an information segment and those trying to illegally gain access
to the same information segment. On the one hand, the owners of an informa-
tion segment consider the cost-benefit aspects of protecting the information. On
the other hand, potential hackers are considering the cost-benefit aspects of
conducting a successful hack of the information.

Achieving 100% cybersecurity is essentially impossible from a technical pers-
pective. Furthermore, from an economics perspective, an organization should
stop investing in cybersecurity activities once the incremental costs from an in-
cremental investment exceed the expected incremental benefits from such an
investment. The expected incremental benefits from increasing cybersecurity
investments are primarily derived from avoiding the costs (Ze., cost savings or
what some call cost avoidance) associated with cybersecurity breaches. In other
words, by avoiding a cybersecurity breach an organization saves the amount it
would have lost due to the breach.” The amount an organization would expect to
lose from a cybersecurity breach is based on the value of the information being
protected and the probability that a successful breach was to occur. Thus, the
expected incremental benefits from an incremental investment in cybersecurity
activities equal the expected loss from a cybersecurity breach that would be
avoided as a result of the additional cybersecurity investment. Assuming that
cybersecurity investments reduce the probability of a breach, these benefits
would equal the reduction in the probability of a breach due to the investment
multiplied by the value of the information being protected (see Equation [Al] in
the Appendix).

The four steps associated with implementing the GL Model, when multiple
segments (Ze., subsets) of information exist, are as follows:"

Step 1: Estimate the value, L, associated with each information segment i

8See [28].

°Although beyond the scope of this paper, it is possible for an organization to gain revenues (ie,
benefits) from cybersecurity expenditures by gaining market share due to improved security relative
to its competitors. Where such revenues occur, they would be added to the benefits derived from the
cost savings from investing in cybersecurity. These latter benefits, however, are generally not signif-
icant relative to the cost savings that result from cybersecurity investments.

“For purposes of this discussion, we ignore any externalities (see Appendix for a discussion of ex-
tending the GL Model to include externalities) associated with a cybersecurity breach in this discus-
sion of the four steps. For an entertaining three-minute video that describes the below four steps, see
https://www.youtube.com/watch?v=cd8dT0FuqQ4.
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being protected.

Step 2: Estimate the probability, V,, of a breach associated with each informa-
tion segment i As pointed out above, the probability of a breach would likely
vary for different information segments.

Step 3: Estimate the productivity of investments in cybersecurity [Si (z.v, )]
to protect each specific information segment.

Step 4: Derive the optimal investment level, z for each information segment
i (ie, z; minimizes [S,(z,v)L +z | ). The sum of the investments,

Z:eg =Yz is the optimal total investment level, under the assumption that the
I

information segments are independent of each other."

3.2. Benefits of Information Segmentation for Deriving
Cybersecurity Investments

By deriving the appropriate amount to invest in cybersecurity for each informa-
tion segment based on the GL Model, and aggregating these amounts, an organ-
ization is able to answer the question: How much should our organization invest
in cybersecurity related activities? More to the point, assuming independent in-
formation segments, the answer to the question is that the overall level of cyber-
security investment should be the sum of the amounts derived for each segment
(as shown in step 4 above).

There are at least seven potential benefits that information segmentation pro-
vides an organization concerning its cybersecurity investment level.'? First, in-
formation segmentation facilitates limiting the access of information to specific
individuals (internal, as well as external, to the organization), based on need and
security clearance. Thus, for a given cybersecurity investment level, there should
be an improvement in the overall security of the information contained within
an organization’s entire computer-based information system. Alternatively, for a
given level of overall cybersecurity, an organization should be able to invest less
than would be necessary in the absence of information segmentation.

Second, and closely related to the first benefit noted above, information seg-
mentation minimizes the cascading effect of a cybersecurity breach that actually
occurs within an organization. Minimizing the cascading effect is accomplished
by decoupling information into disconnected (ie., independent) segments or
strongly separated (e.g., via firewalls, access controls, encryption, etc.) informa-
tion segments. In other words, the goal is to minimize the connectivity of infor-

mation segments such that a cybersecurity breach to one segment of information

"1t should be noted, however, that for information segments that are interdependent, the total cost
of protecting the information segments may lower or higher than correcting a breach where the in-
formation segments are independent of each other depending on the interactive effects of the infor-
mation segments. Although beyond the scope of this paper, connectivity of information segments
requires an estimate of the connectivity in order to estimate the appropriate amount to invest in
protecting against a cybersecurity breach and the appropriate amount to invest for correcting a
breach that has occurred.

2The seven benefits to be discussed are benefits gross of the implementation costs of segmentation.
Of course, in order for segmentation to be economical, the benefits must exceed the implementation
costs.
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can be contained to that subset of information. Where connectivity among in-
formation segments exist, however, an estimate of the interactive effect needs to
be made. Here again, for a given level of overall cybersecurity, information seg-
mentation (especially where the information segments are independent from
one another) should facilitate an organization’s ability to invest less than would
be necessary in the absence of any information segmentation.

Third, the decoupling of information segments means that the effort, and in
turn investment, involved in detecting a cybersecurity breach should be much
lower than in a situation where the breach affects an organization’s entire in-
formation system. Furthermore, by focusing on specific segments of informa-
tion, once an actual cybersecurity breach is detected, the required investment to
recover from the breach should be more focused, and in turn lower, than the
required investment where a cybersecurity breach has affected the organization’s
entire information system.

Fourth, information segmentation also facilitates more focused policies and
decentralized accountability regarding the protection of an organization’s in-
formation. The decentralization of information accountability and more focused
policies concerning an organization’s cybersecurity is especially important for
large (e.g., multinational) organizations. More focused policies and decentralized
accountability should also facilitate a more efficient allocation of funds budgeted
for cybersecurity related activities. The above should translate into reducing cy-
bersecurity breaches and, in turn, the overall investment required for cyberse-
curity related activities.

Fifth, Information segmentation should also improve the reliability of the es-
timates of the value of information needing protection, the probability of a
breach to an information subset, and the productivity of investments in cyber-
security to protect the specific information subset. In other words, information
segmentation should improve the estimates required to implement the frame-
work underlying the GL Model for cybersecurity investments. This improve-
ment in estimates is accomplished by shifting the focus from a large heteroge-
neous computer-based information system to segments of information that are
more aligned with specific organizational tasks. Improved estimates should re-
sult in more cost-efficient cybersecurity investments.

Sixth, information segmentation should also improve the efficiency (Ze, per-
formance) of the overall information system by reducing congestion (Ze., the
problem associated with a network node inefficiently handling data). By im-
proving the overall efficiency of an organization’s information system, the in-
vestment required to secure the system at a particular level should also be re-
duced. Alternatively, for a given level of investment in cybersecurity, an organi-
zation should be able to achieve a higher overall level of cybersecurity than
possible in the absence of information segmentation.

Seventh, information segmentation should also improve the feedback control

process associated with cybersecurity investments. More specifically, cybersecur-
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ity investments are best thought of as part of an organization’s planning and
control process. The planning phase of the process begins by identifying oppor-
tunities and potential problems related to cybersecurity and developing a strate-
gy to improve the organization’s cybersecurity by taking advantage of these op-
portunities and addressing the potential problems. Implementation of the strat-
egy involves the actual investment (Ze., expenditures) to carry out the cyberse-
curity strategy. Decisions concerning the amount of cybersecurity investments
(expenditures) that should be included in an organization’s operating and capital
budgets are part of an organization’s overall financial planning process. The
control phase of the cybersecurity investment process begins by comparing the
actual investments with the budgeted (ie., planned) expenditures for cyberse-
curity activities. Any difference between the budgeted and actual cybersecurity
expenditures should be analyzed so as to improve future financial planning con-
cerning cybersecurity. In addition, the control phase of the cybersecurity in-
vestment process includes comparing the actual results (Ze., benefits) with the
anticipated results from the investments. In this latter regard, the following
question needs to be addressed: Did the investments in cybersecurity yield the
anticipated reduction in cybersecurity breaches? Analyzing the difference be-
tween the actual and planned investments on cybersecurity, as well as comparing
the actual results from the investments with the anticipated results, involves
what is usually referred to as a feedback control system. Information segmenta-
tion should help to facilitate this feedback control process in terms of focus, ac-
curacy, and timeliness. A well-designed feedback control system based on in-
formation segments, compared to an organization’s entire information system,
should improve the efficiency of future planning for cybersecurity investments.
Although our discussion treated each of the seven benefits derived from in-
formation segmentation as being independent of each other, in reality they will
likely interact with one and other. For example, increased clarity of an organiza-
tion’s policies and lines of accountability related to cybersecurity will clearly im-
pact the reliability of the estimates of the value of information needing protec-
tion (L), the probability of a breach to that information subset (V,), and the
productivity of investments in cybersecurity to protect the information subset
[Si (zi.,v;) L ] Figure 1 summarizes the seven benefits derived from informa-

tion segmentation.

4. Model and Numerical Example

In this section, we present an analytical model based on the framework of the
Gordon-Loeb Model to provide a set of sufficient conditions for information
segmentation to lower the total investments in cybersecurity and the expected
loss from cybersecurity breaches. The model examines the impact of information
segmentation on the optimal level of cybersecurity investments and the resulting
expected loss from cybersecurity breaches. A numerical example is also provided

in this section to illustrate the insights gained from the model.
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Figure 1. Benefis of information segmentation.

4.1. Model

As previously noted, the GL Model denotes an organization’s value of informa-
tion set as Z, the vulnerability of the information set as v, the investment in cy-
bersecurity as z and the security breach probability function as S(z,v). As
discussed in Gordon and Loeb (2002), before any additional cybersecurity in-
vestments, the security breach probability equals to the vulnerability of the in-
formation set ie, S (O,V) =v. In addition, the security breach probability

0S 2
function should satisfy conditions rh S,(z,v)<0 and Z—f =S, (z,v)>0.
z

That is, as the investment in cybersecurity increases, the probability of the or-
ganization being breached is reduced, but at a decreasing rate.

Suppose the organization’s information set can be divided into N segments.
For i=12,---,N, we denote the value of information in segment 7as L;, the
vulnerability of the segment 7 information set as v; (0 <V, <1), the cyberse-
curity investment in segment 7 as z; and the security breach probability for
segment 7as S, (Zi WV ) To focus on the impact of information segmentation on
cybersecurity investment decisions, we assume that information segmentation
does not change the organization’s value of information. That is, for the whole
organization, the total value of information with or without the information
segmentation is the same. Formally stated, we have

L= L, (1)

N
i=1

Since the organization’s information set is assumed to have been divided into
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N segments, we assume the expected loss from cybersecurity breaches (before
any additional cybersecurity investments) with segmentation to be no greater

than the expected loss without segmentation. That is,

35,(0.v,)L, <S(0.v)L, @)

i=1

ie,

ivi L <vL. (3)

To demonstrate the benefits of segmentation, we look at the case where there
is no initial benefit to segmentation. That is, at the initial investment levels, the
organization’s expected loss from breaches to the non-segmented information
equals the sum of the expected losses to all segments. Stated formally, we as-

sume:
N
vL=>vL,. (4)
i=1

Note that Equation (4) can be rewritten as

ZiN:lVi L

L

V=

)

In other words, the organization vulnerability without segmentation is a
weighted average of the vulnerability of individual segments. The weight on the
vulnerability of a segment is the ratio of the segment’s value of information to
that of the whole organization.

Since each information segment is only a subset of the organization’s infor-
mation set, we expect the same amount of cybersecurity investment will be more
effective in protecting a segment than protecting the whole information set. For
simplicity, we assume: 1) each segment’s security breach probability function
(i.e, the productivity of the investment in cybersecurity activities) takes the same
functional form as the organization’s breach probability function, and 2) the ef-
fectiveness of cybersecurity investment in a segment is inversely related to the
proportion of value of information in that segment to the organization’s total
value of information. Formally stated, the breach probability function for seg-

ment 7(i=12,---,N ) is assumed to be

Si(zi,vi)=S£L_Z—}L,viJ (6)

In this setup, the more valuable the segment’s information relative to the
whole information set, the more similar the segment’s security breach probabili-
ty function is to the organization’s breach probability function without informa-
tion segmentation. When there is no information segmentation (Ze, L;/L=1),
the above function reverts to S (Z,V) .

Without information segmentation, the organization invests in cybersecurity

activities to minimize the sum of the expected loss from cybersecurity breaches
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and the investment in cybersecurity for the single organizational wide informa-

tion set, ie.,
mzln[S(z,v)L+ z]. (7)
The optimal investment in cybersecurity (z") needs satisfy the first order con-
dition
s,(z.v)L+1=0. 8)

In addition, we denote security breach probability resulting from the optimal
investment as S" =S (z*,v) and the expected loss from cybersecurity breaches
as S'L= S(z*,v) L

With information segmentation, cybersecurity investments in each segment
are determined separately. Hence, each segment will minimize the segment’s to-

tal cybersecurity costs as below

mZiin[S[%/iL,vijLﬁzi}. 9)

The segment 7 optimal investment (z; ) can be solved using the following first

order condition:

1 (7 _
Li—/LSZ [Li—/L,Vi]Li-Fl—O, (10)
Le.,
g[E§[NJL+1:a (11)

Hence, for segment J the security breach probability resulting from the op-

*

timal investment is S, =S (— v, J and the expected loss from cybersecurity

Li/L
breachis S’L, =S 4 RVAR]
L/L
With information segmentation, the total investment in cybersecurity is

Z.N: ,Z » and the total expected losses from security breaches based on the op-
timal segmental investmentis > " S/L =" 1S{L T J

Based on the characteristics of the initial condition [Ze., Equation (4)] and the
characteristics of the security breach functions [ie, Equation (6)], we will
present two propositions that provide sufficient conditions for information seg-
mentation to reduce the optimal level of cybersecurity investments and lower the
expected loss from cybersecurity breaches for an organization. In the process of
proving each proposition, we will first state and prove a corresponding lemma.

Lemma 1: when all information segments in an organization have equal vul-
nerability, the sum of optimal investments in cybersecurity with information

segmentation is equal to the optimal investments in cybersecurity without in-
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formation segmentation. That is, if v, =v; forall /and j then Z.N:. =7
Proof: Based on first-order conditions (8) and (11), the optimal investments
in cybersecurity is a function of the vulnerability. In other words, we can write
the optimal investment in cybersecurity without information segmentation as
' (v), and optimal cybersecurity investment segment 7 as z; (V;). Given that

S, <0 and S,, >0, from Equation (11), we have

z (W)=—7— S (12)

N N 7" N 7"
ézf(vi):gz (\I/_')L':;Z (\IZ)L'ZZ*(V). (13)
QE.D.
Proposition 1: When an organization’s information set contains information
segments of different vulnerability, the sum of optimal investments in cyberse-
curity with information segmentation is less than the optimal investment in cy-
bersecurity without information segmentation if the optimal investment in cy-

bersecurity is concave in vulnerability. That is, when there exists two segments, 7
-

z <0.

6V2

. N * * .
and j, such that v; #v,, zizlzi <z if

Proof Let 6, =L,/L for i=12-,N.Notethat 0<¢ <1 and > " 6 =1.
This allows us to rewrite Equation (5) as
N
v=>6v,. (14)
i1
Based on Equation (12), we can write the total cybersecurity investment with

information segmentation as

N NZ(v)LN
RAEDD L =267 (v). (15)
i1 i1 i1
Since there exists two segments, 7and j, such that v, #V;, by Jensen’s Inequa-
-
lity and Equation (14), it follows that >'" 62" (v,) <z (v) if 0 ZZ <0.

QE.D.

The sufficient condition in Proposition 1 will hold if the optimal investment
in cybersecurity increases in vulnerability at a decreasing rate.

Lemma 2: When all information segments in an organization have equal vul-
nerability the sum of expected losses from cybersecurity breaches with informa-
tion segmentation is equal to the expected loss from cybersecurity breaches
without information segmentation. That is, if v, =v; for all 7 and j then

YsL=s"L.

Proof: Recall that the optimal investment in cybersecurity can be written as a

*

function of vulnerability, Ze, z (v) or z (V;). Hence, we can also write the
resulting expected loss from security breaches without segmentation as a func-

tion of the organization’s vulnerability, e, S =S [z* (v),v] L=S"(v)L.
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The expected loss from security breaches based on the optimal segmental cy-

snﬁ=s{ﬁlﬁlv]g. (16)

L/L’"

bersecurity investment is

Combined with Equation (12), we have S/L; = S[z* (vi),vi]Li, which can

also be written as a function of the segmental vulnerability, ie.,
S’L=S[z"(v).v L =S"(v)L. (17)

When v, =v; forall 7and j Vv; =V forall i Hence,

_Nzls*(vi )L = is*(v) L =S (v)La8) (18)
i iz
QE.D.

Proposition 2: When an organization’s information set contains information
segments of different vulnerability, the sum of expected losses from cybersecuri-
ty breaches with information segmentation is less than the expected loss from
cybersecurity breaches without information segmentation if the security breach
probability based on the optimal cybersecurity investment is concave in vulne-

rability. That is, when there exist two segments, 7 and j, such that v, =V,
pen

o e S
ZLag<SLifa

aVZ

<0.

Proof Given Equation (17), the total expected loss from cybersecurity
breaches with information segmentation is
N * N *

S’L=>5(v)L. (19)
=1 i=1

Since there exist two segments, 7and j; such that v; #V,, by Jensen’s Inequa-

lity and Equation (14), we have

35" (u) <5 (V) 20)

* *

0°S

aVZ

2
if 68\/—82<0.In other words, > " S™(v;)L; <S™(v)L if

<0.

QE.D.

The sufficient condition in Proposition 2 will hold if the security breach
probability resulting from the optimal investment in cybersecurity increases in
vulnerability at a decreasing rate.

Taken together, our model shows that for all information segments sharing a
broad class of security breach probability functions and when the information
segments do not have equal vulnerability, information segmentation results in a
reduction in both the optimal level of cybersecurity investments and the ex-

pected loss of cybersecurity breaches for an organization."?

Note that a class of security breach probability functions given by [1] (p. 446) in their Equation (5)
satisfies the conditions of Propositions 1 and 2.
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External
Users

Internal

Internal

Users

4.2. Numerical Example

We develop a hypothetical example for a small, publicly traded, US-based jewe-
lry firm called ZLG (hereafter referred to as ZLG). ZLG has annual revenues of
approximately $500 Million a year, and roughly 1100 employees. The ZLG con-
sists of 20 retail stores, each one located in a different Metropolitan area on the
East Coast of the U.S.

The computer-based information system for ZLG consists of wide area net-
works (WANs) that segment its information into the following three organiza-
tional functions: customers (including credit card information and other per-
sonal data related to customers), internal operations (including employee infor-
mation and financial information required for preparing financial statements
and meeting tax requirements), external operations (including advertising and
supply chain partners). The three information segments are physically separated
from one another via routers and switches, thus the segments are considered to
be independent of each other (ie., a cybersecurity breach to an information
segment is confined to that information segment).’* A schematic diagram of the

ZLG’s computer-based information system is provided in Figure 2.

===
== = =
TS T I
2 L1 1 14
[ s i pcurify
Router :
WAN Features
| I - | Customer
Customer Data Firewall Information
|
0 0
=i = i =
(11 1 1]
e ) s &
= = o B E B :
; I T (I T Security
== Switch Features
WAN 1 1 1 | External
Operation Data Firewall Operations
Information
J
_—
Security
Fearures
Internal
Operations

Figure 2. Schematic diagram of ZLG’s computer-based information system.

1Of course, each information segment can be further divided into various sub-categories (e.g., the
customer database is further segmented by the geographical location of each jewelry store). In this
example, we focus on the single layer segmentation of customers, internal operations and external
operations to demonstrate the impacts of information segmentation.

As indicated in Figure 2, a bridge is used to create a single aggregate network from the network
segments at ZLG.
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Up until this point in time, the CIO (Chief Information Officer) and her staff
(which includes a CISO [Chief Information Security Officer]) have taken care of
the firm’s cybersecurity related issues. Although ZLG has not had a cybersecuri-
ty breach (at least not one of which the firm is aware), the CIO and CISO have
become aware of an increasing number of cybersecurity breaches in small busi-
nesses in North America. Accordingly, the CIO and CISO, in cooperation with
the firm’s CFO (Chief Financial Officer), decided it was time to make an addi-
tional investment in cybersecurity activities. In order to get an estimate of the
amount of the new investment, the CIO, CISO and CFO decide that ZLG will
follow the U.S. Council of Better Business Bureaus’ recommendation and use the
framework underlying the GL Model for cybersecurity investments ([26], p.20).

The CIO and CFO of ZLG are fully aware of the fact that the net benefits from
any additional cybersecurity investment derived from the GL Model is best
viewed as an estimate. However, they believe that initially viewing the invest-
ment decision from a sound economics perspective is a good starting place be-
cause it forces the firm to consider the cost-benefit factors that underlie cyber-
security investment decisions. Ultimately, the investment amount derived based
on the GL Model will be modified based on the combined business judgment of
ZLG’s CIO, CISO and CFO.

As discussed in Section III of this paper, there are four basic steps that need to
be taken in deriving the additional amount that ZLG Jewelry should invest in
cybersecurity activities, based on the framework underlying the GL Model. The
first step is to estimate the value (ie., L;) for each of the three (ie., customers,
internal, and external) information segments being protected. The second step is
to estimate of the probability (ie., V,) that a cybersecurity breach will occur for
each of the three information segments, assuming no additional investment in
cybersecurity. The third step is to estimate the productivity of an additional in-
vestment in cybersecurity (S;[z,V;]) to protect each specific information subset.
The fourth step is to derive the optimal investment level for each information
segment. In other words, the L;, V;,and S;[z,v,] inthe GL Model need to be
estimated for each of the three (i.e., customers, internal, and external) informa-
tion segments. In essence, the plan is to estimate the optimal amount of addi-
tional investment in each of the three information segments and then sum these
amounts to arrive at an initial total estimate for additional cybersecurity invest-
ments by ZLG Jewelry.

Table 1 provides the data associated with the above noted estimates. As illu-
strated in Table 1, the CIO, CISO and CFO, after talking to the firm’s legal staff
concerning potential liabilities resulting from cybersecurity breaches, estimate
that the value of the information segments (i.e., the estimated cost to the firm if a
successful breach occurred to the information segments) to be $120,000,000,
$60,000,000, and $20,000,000, for the three information segments (Ze., custom-
ers information segment, the internal operations information segment, and the
external operations information segment, respectively). Hence, the total value of
information of the firm is $200,000,000. The CIO and CISO estimate that the
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Table 1. The Information segments of ZLG and cybersecurity investments®.

With Segmentation Economic
Without Benefits of
Internal External i i
Customers : . Total Segmentation Information
Operations Operations Segmentation
Value of
R $120,000,000 $60,000,000 $20,000,000 $200,000,000 $200,000,000
Information
Vulnerability 40% 20% 10% 31%
Expected

Loss Before
. $48,000,000 $12,000,000 $2,000,000 $62,000,000 $62,000,000
Additional

Investment

Optimal
ptima $2,280,000 $788,528 $180,000 $3,248,528 $3,321,363 $72,835
Investment
Expected
Loss with

. $2,400,000  $848,528 $200,000  $3,448,528  $3,521,363 $72,835
Optimal
Investment

Total
Cybersecurity  $4,680,000 $1,637,056  $380,000  $6,697,056  $6,842,726 $145,670
Costs

*The numbers of optimal investment, expected loss with optimal investment and total cybersecurity costs

are generated based on security breach probability function S(z,v)= 1/2% , where the optimal in-
+2

vestment is 2" =+/200000vL — 200000, and rounded to the nearest dollars.

current probability of a breach (ie., without an additional investment in cyber-
security activities) to be 40%, 20%, and 10%, respectively for the three informa-
tion segments.'® Without information segmentation, the vulnerability is 31%
(ie, the same as the weighted average of the vulnerability of all segments:
[($120000000 x 40% -+ $60000000 x 20% + $20000000x10% ) / $200000000] )-

The CIO and CISO together estimate the breach probability function for ZLG

without information segmentation would be S(Z,V) =+. With in-
1+ ——z2
200000
formation segmentation, breach probability functions for the three information
0 0 0
40% , 20% and 10% As
1 z 1 z 1 z
I+ —x— 1+—x— 1+———x—
200000 0.6 200000 0.3 200000 0.1
shown in Table 1, solving for the optimal investments for each information
segment, we get $2,280,000, $788,528 and $180,000 for the three information

segments, respectively. The total cybersecurity investment from all segments is

segments are

$3,248,528, which is less than the optimal investment in cybersecurity without
segmentation ($3,321,363). The total expected losses from cybersecurity breach-

!“The differences in the probability of a breach for the three information segments is due to the value
of the information to potential hackers (Ze., we assume that the value of an information segment is
positively associated with the motivation and effort a hacker is willing to expend on stealing such

information).
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es with segmentation are $3448.528, which is less than the expected loss from
cybersecurity breaches without segmentation ($3521.363). Thus, information
segmentation leads to both lower total optimal investments in cybersecurity and

lower expected losses from cybersecurity breaches.

5. Concluding Comments

Cybersecurity breaches have become a major concern to modern organizations
operating in today’s interconnected world of digital computer-based communi-
cation systems. In order to prevent, as well as recover, from these breaches, or-
ganizations need to invest in cybersecurity related activities. Given the exponen-
tial growth of developments related to the “Internet of Things (IoT),” the im-
portance of investing in cybersecurity will only increase over the foreseeable fu-
ture. Accordingly, a fundamental resource allocation question that needs to be
addressed is: How much should our organization invest in cybersecurity?

Unfortunately, a simple, unequivocal, answer to the above question does not
exist. Using cost-benefit analysis, however, is the best approach for determining
the appropriate amount to invest. The main arguments presented in this paper
have been that information segmentation can assist an organization derive the
appropriate amount to invest in cybersecurity from a cost-benefit perspective
and that the Gordon-Loeb Model provides a logical cost-benefit framework for
incorporating information segmentation into cybersecurity investment deci-
sions.

It is important for organizations to understand that investing in cybersecurity
is best viewed as a process that focuses on preventing breaches where possible
and minimizing the damage from breaches that occur. This process includes
identifying the cybersecurity risks, the potential losses that may occur as a result
of a breach and determining the appropriate actions and investments that are
most likely to minimize any damage that could result from cybersecurity
breaches. Since 100% security is unrealistic, especially from an economics pers-
pective, a part of cybersecurity investments should be devoted to a recovery plan.
Indeed, a critical component of an organization’s efficient cybersecurity invest-
ment plan should be its plan for recovering from potential cybersecurity breach-
es.

There are, of course, many issues not discussed in this paper that have an ef-
fect on deriving the right amount to invest in cybersecurity. For example, if a
company was doing business with the U.S. federal government, approaching cy-
bersecurity risk in a manner that is consistent with the NIST Cybersecurity
Framework ([29]) is essential [25]. Another issue that would directly affect the
required level of cybersecurity investments would be various international, fed-
eral, state, and municipal compliance regulations. In this latter regard, if an or-
ganization was involved in business in Europe, compliance with the European’s
GDPR (General Data Protection Regulation) would be required (see [30]). While

the model presented provided some insights concerning the benefits of informa-
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tion segmentation, a more comprehensive model of cybersecurity segmentation
investments awaits further research. For example, a more general model would
1) take into account that segmentation may directly affect the organization’s
value of information and the expected losses from cybersecurity breaches, 2) ex-
plicitly consider the costs of implementing the segmentation of data, 3) consider
the interactive effects among the segments due to their connectivity. Moreover, a
general model of information segmentation would not treat the segments as ex-
ogenous, but determine the specification of the segments endogenously. The
above limitations notwithstanding, we believe that the analysis and example
discussed in this paper provide valuable insights that can go a long way in as-
sisting organizations get a better handle on deriving the right amount to invest

in cybersecurity related activities.
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L. A. Gordon et al.

Appendix: Summary of Gordon-Loeb Model

The equations described below, and the description of the variables used in these
equations, are the same as those in the Gordon and Loeb (2002), and Gordon et
al (2016). The first equation is a representation of the expected benefits of an
investment in information security (Ze., cybersecurity), denoted as EBIS. The
firm’s EBIS results from reducing the probability of a breach based on the prod-

uctivity function for an investment, z as shown below:

EBIS(z)=[v-S(zv)]L. [A1]

Since vand L are parameters for a given information set, z is the firm’s only
decision variable, and EBIS is written above as a function of z The second equa-
tion represents the expected net benefits from an investment in information se-
curity, ENBIS, and equals EBIS less the amount of the cybersecurity investment,

2, as shown below:

ENBIS(z)=[v-S(z,v)]|L-z. [A2]

Denote z" =arg max{[v— S(zv)]L- z} =argmin[$(z,v)L+z]. That is, the
investment z° that maximizes ENBIS minimizes the total expected cost of a
cybersecurity breach (Ze, the revised measure of vafter investing z plus the plus
amount of the cybersecurity investment, z). The optimal investment, z* is cha-
racterized in Equation [A3], where the expected marginal benefits from invest-
ing in cybersecurity (i.e., left hand side of [A3]) is equal to the expected marginal
cost of the investment (right hand side of [A3])."”

-S, (2", v)L=1 [A3]

Gordon and Loeb (2002) proved (Proposition 3, p. 451) that for two broad
classes of security breach probability functions, the optimal level would be less
than or equal to vZ/e, or roughly 37% of the expected loss from a security
breach, as shown in Equation [A4] below:

Z'(v)< [lij. [A4]

e

The GL Model was extended to include externalities in Gordon et al (2014).
Let L7 represent the private costs to an organization from a cybersecurity
breach, LF represent the cost of externalities to other organizations and indi-
viduals from the firm’s cybersecurity breach, and L*® represent the total social
costs from the firm’s cybersecurity breach. Thus, L*° =L° +L". Gordon et al.
(2014, p. 8)) demonstrate the revised version of [A4] for the social optimal cy-
bersecurity level considering externalities, denoted as z°°, as shown in Equa-
tion [A5] below:

2% (v) < (1/e) [ 1+ (LF/L7) Jw? [A5]

There are no fixed costs in the GL Model’s analysis and z represents cybersecurity investment in
dollars. The price of each unit of z is equal to $1.
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