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Abstract

This review examines human vulnerabilities in cybersecurity within Micro-
finance Institutions, analyzing their impact on organizational resilience. Fo-
cusing on social engineering, inadequate security training, and weak internal
protocols, the study identifies key vulnerabilities exacerbating cyber threats to
MFIs. A literature review using databases like IEEE Xplore and Google Scholar
focused on studies from 2019 to 2023 addressing human factors in cybersecu-
rity specific to MFIs. Analysis of 57 studies reveals that phishing and insider
threats are predominant, with a 20% annual increase in phishing attempts.
Employee susceptibility to these attacks is heightened by insufficient training,
with entry-level employees showing the highest vulnerability rates. Further,
only 35% of MFIs offer regular cybersecurity training, significantly impacting
incident reduction. This paper recommends enhanced training frequency, ro-
bust internal controls, and a cybersecurity-aware culture to mitigate human-
induced cyber risks in MFIs.
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1. Introduction

1.1. Background Study

Microfinance Institutions (MFIs) are essential in advancing financial inclusion,

especially in developing nations [1]. They offer financial services to marginalized
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communities, allowing them to obtain credit, savings, and insurance options.
Nevertheless, with the growing use of digital technologies by MFIs to improve
service delivery, they are at a higher risk of cyber threats [2] [3].

The cyber security environment for MFIs is intricate, marked by an increasing
frequency of cyber-attacks that take advantage of human weaknesses like social
engineering and insider risks [4]. MFIs, along with other parts of the financial
industry, are a main focus for cybercriminals because of the sensitive information
they manage and the potential profits from successful breaches [5].

The cyber security landscape for MFIs is characterized by a unique set of chal-
lenges that stem from their operational frameworks [4] and the socio-economic
contexts [2] in which they operate. According to [4], MFIs often lack the financial
resources to invest in advanced cyber security measures, making them susceptible
to attacks such as data breaches and financial fraud [6] [7].

Furthermore, [4] indicates that limited awareness of cyber security protocols
among employees exacerbates these vulnerabilities, as staff members may not rec-
ognize the importance of adhering to security practices [8]. The increasing sophis-
tication of cyber threats, like social engineering attacks [9], poses significant risks
to the integrity and confidentiality of sensitive financial data held by MFIs [10]
[11]. Human vulnerabilities are often cited as the weakest link in cyber security
frameworks [12].

Employees may inadvertently compromise security through negligence or lack
of awareness, making it imperative for MFIs to address these vulnerabilities [13].
Research indicates that enhancing employee awareness and knowledge about
cyber security can significantly mitigate risks associated with human error [14].
Additionally, organizational culture within MFIs can either exacerbate or alleviate
these vulnerabilities, highlighting the need for a comprehensive approach to cyber

security that includes training and awareness programs.

1.2. Statement of the Problem

Although microfinance institutions (MFIs) play a crucial part in enhancing finan-
cial inclusion and economic growth, they are still at risk of multiple cyber security
threats, mainly because of human factors [14] [15]. Insufficient employee aware-
ness, social engineering attacks, and insider threats can result in serious data
breaches and financial losses, causing these vulnerabilities to occur [16].

Moreover, as mentioned by [10], a large number of MFIs work with restricted
resources, preventing them from being able to put in place strong cyber security
measures and properly educate their employees. Limited extensive research that
specifically looks at the human vulnerabilities that microfinance institutions face
in terms of cyber security is creating a crucial gap in understanding the distinct
challenges these institutions are up against [11] [17].

According to [13] [14], cyber security for MFIs is made more complex by the
changing cyber threats and regulatory requirements they must adhere to. This

scenario requires a prompt review of human weaknesses impacting cyber security
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in MFTIs, the difficulties caused by these weaknesses, and the successful strategies

that can be put in place to improve their security status.

1.3. Objectives of the Study

This review aims to explore the human vulnerabilities in cyber security specific to
MFIs. It seeks to identify the challenges posed by these vulnerabilities and propose
effective solutions. The specific objectives include:

1) Analyzing the current cyber security landscape within MFIs.

2) Identifying specific human vulnerabilities that contribute to cyber threats.

3) Evaluating the effectiveness of existing training and awareness programs.

2. Literature Review
2.1. Understanding the Role of Microfinance Institutions

As per [3] [18], MFIs are described as entities that offer financial services to low-
income individuals or those who do not have access to traditional banking ser-
vices. They go beyond just managing money; their goal is to promote economic
growth and reduce poverty [2]. As stated by [19], microfinance institutions cater
to a varied customer base, which includes small business owners and low-income
individuals [20] [21].

MFIs offer crucial financial services that give power to disadvantaged commu-
nities, providing services such as small loans, savings accounts, and programs to
improve financial knowledge [22]. The expansion of microfinance institutions in
developing nations has significantly grown due to the growing need for conven-
ient financial services, especially among women and marginalized groups [4] [23].
Nevertheless, as these organizations increase their online presence, they must also
address the growing risk of cyber security breaches that can disrupt their activities

and jeopardize customer confidence [7].

2.2. Cyber Security Landscape and Compliance Issues

The cyber security landscape for MFIs is fraught with challenges, including com-
pliance with regulatory frameworks that mandate the protection of sensitive cus-
tomer data [24]. The regulatory framework governing cyber security has been
evolving, with many governments and relevant authorities recognizing the need
for stronger protections against cyber threats [25]. In Kenya, for instance, the
Central Bank has established guidelines for financial institutions to enhance their
cyber security posture [26].

However, compliance with these regulations can be challenging for MFIs, par-
ticularly those with limited resources [27]. The lack of clear guidelines and sup-
port for implementing cyber security measures can hinder MFIs’ ability to protect
sensitive client information and maintain compliance with legal requirements
[25]. Furthermore, the dynamic nature of cyber threats necessitates ongoing vigi-
lance and adaptation, which can be difficult for resource-constrained institutions
[24] [28].
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2.3. Human Vulnerabilities in Cyber Security and MFI

Human vulnerabilities and weaknesses in cyber security are caused by human be-
havior, like lack of awareness, inadequate training, and vulnerability to manipu-
lation, which heavily result in data and financial breaches of microfinance insti-
tutions [15]. Different types of vulnerabilities, like social engineering attacks, in-
sider threats, and insufficient security practices, can emerge [27] [29].

Social engineering attacks use human psychology to trick people into sharing
sensitive information. These assaults are especially impactful in MFIs, as staff may
be less alert because of the intense work atmosphere [14] [25]. Insider threats oc-
cur when employees abuse their privilege to access important data, whether in-
tentionally or accidentally.

The absence of a strong security culture in MFIs can make this problem worse,
since employees may not completely grasp the consequences of their actions [25].
A major reason for human vulnerabilities is the inadequate awareness of cyber
security by employees [28]. Research indicates that companies with thorough

training programs encounter fewer security breaches [18] [30].

2.4. Factors Contributing to Human Vulnerabilities in MFIs

The culture of the organization within MFIs is crucial in influencing how employ-
ees view and act towards cyber security. Emphasizing security and promoting
transparent discussions about risks can greatly decrease human susceptibilities
[27] [30]. On the other hand, a culture that ignores the significance of cyber secu-
rity or does not offer sufficient training support can worsen weaknesses and raise
the chances of security breaches [6].

Training and education for employees are crucial elements of a successful cyber
security strategy [3]. Consistent training sessions, including phishing awareness,
password management, and data protection, can assist employees in identifying
and acting on potential threats [1] [6]. Nevertheless, numerous microfinance in-
stitutions find it challenging to dedicate adequate resources to training initiatives,
resulting in deficiencies in the knowledge and skills of their staff members [7] [18].

According to [3], continuous investment in training and education is crucial
for developing a workforce capable of adapting to the changing cyber security en-
vironment. The technology and systems employed by MFIs have the potential to
also expose individuals to risks. Obsolete software, insufficient security measures,
and system integration gaps can lead to vulnerabilities for cyber-attacks [28].

Additionally, if employees view the technology as burdensome or inefficient,
they may be less inclined to follow security protocols [19]. Updating and making
technology user-friendly can improve adherence to security protocols and lower
the chances of human mistakes [24] [25].

2.5. Challenges Faced by MFIs

Microfinance Institutions (MFIs) face substantial cyber security challenges largely

stemming from human vulnerabilities, which make them attractive targets for cy-
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bercriminals [24]. One key challenge is social engineering attacks, such as phish-
ing and spear-phishing [27]. These attacks exploit the lack of cyber security aware-
ness among employees, who may unwittingly disclose sensitive information or
download malicious software [30].

Since MFIs handle vast amounts of sensitive financial data, a single phishing
attack can lead to data breaches, financial theft, or unauthorized access to client
information [31]. This vulnerability is exacerbated by a reliance on digital com-
munication for transactions, making it easy for attackers to mimic legitimate re-
quests and gain employees’ trust.

Another critical human vulnerability challenge for MFIs is the threat posed by
insiders [15]. According to [26], insider threats occur when employees, contrac-
tors, or third-party collaborators misuse their access to sensitive information, ei-
ther intentionally or unintentionally. MFIs often operate in a high-stakes financial
environment, making them prone to internal security risks such as fraud, data
manipulation, or unauthorized access to client accounts [27].

This can stem from insufficient internal controls or ineffective monitoring
mechanisms, which fail to detect or prevent suspicious activities [25]. Addition-
ally, when employees are not properly vetted or cybersecurity policies are loosely
enforced, insiders become a severe risk to the organization’s cyber security, often
with more damaging consequences than external attacks.

The lack of comprehensive cyber security training and a culture of security
awareness among employees is another major course of cyber security threat in
MFIs [15] [25]. According to [24], many MFIs operate under constrained budgets,
which can limit investment in adequate cyber security training programs. As a
result, employees may lack essential knowledge of safe online practices, such as
identifying phishing attempts, securing passwords, or understanding data protec-
tion policies [19].

Without adequate training, employees are ill-equipped to recognize or prevent
cyber security threats, significantly increasing the likelihood of breaches. Building
a cyber-aware culture is also challenging in MFIs, as it requires continuous edu-
cation, regular policy updates, and engagement from management to embed se-
curity practices into daily operations [14] [25]. This gap in employee education
and cultural reinforcement presents a critical obstacle for MFIs aiming to strengthen

their cyber resilience.

2.6. Empirical Studies on Human Vulnerabilities vs Cyber Security
in MFIs

Studies show that social engineering attacks are among the most prevalent cyber
threats targeting financial institutions, including MFIs [13]. Research by Vishwanath,
Herath, and Chen [32] revealed that employees in financial institutions often fail
to recognize phishing emails, which are commonly used in social engineering at-
tacks. The study found that factors like workload, lack of training, and cognitive
biases increase susceptibility to these attacks. These findings suggest that improv-
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ing employee awareness and training is essential in reducing vulnerabilities to so-
cial engineering, a common challenge for MFIs operating with limited cyber se-
curity budgets [11] [12].

Empirical research conducted by Willison and Warkentin [16] focused on in-
sider threats within financial institutions, analyzing case studies to understand
how organizational culture and employee access control contribute to insider
risks. The study found that weak internal controls and lack of supervision create
opportunities for intentional and unintentional insider threats. MFIs, due to their
hierarchical structure and focus on accessibility, may struggle to enforce stringent
access controls, thus remaining vulnerable to insider threats [27]. This research
supports the need for MFIs to establish strict access control policies and regular
monitoring to mitigate insider risks [33] [34].

A study by Alavi, Islam, and Igbal [35] investigated the impact of cyber security
awareness training on reducing human errors in small financial institutions, in-
cluding MFIs. The study surveyed employees from various institutions and found
that tailored training programs significantly reduced the likelihood of cyber inci-
dents caused by human error. It also noted that regular training and engagement
from top management play a vital role in embedding a culture of cyber security.
For MFIs, this research underscores the importance of investing in continuous
training and developing a cyber-aware culture, even if resources are limited [17]
[36].

These studies collectively highlight the significant role human factors play in
cyber security vulnerabilities within MFIs. They emphasize the importance of tar-
geted employee training, robust internal controls, and awareness programs to mit-
igate risks. The findings from these empirical studies offer a foundational under-
standing for MFIs aiming to develop more effective strategies to protect against

cyber threats.

2.7. Research Gap

Despite valuable insights from existing empirical studies on human vulnerabilities
in financial institutions, there remains a research gap in understanding the spe-
cific cyber security challenges faced by Microfinance Institutions (MFIs). While
current studies touch on social engineering, insider threats, and training in finan-
cial contexts, they lack a focused examination of how these vulnerabilities impact
MFIs, which operate under unique constraints.

The literature often stresses the importance of employee training and aware-
ness, overlooking the resource constraints that limit MFIs’ ability to implement
effective programs. Unlike larger institutions, MFIs lack the funds for robust cyber
security initiatives, such as up-to-date awareness programs.

Additionally, there is limited research on how organizational culture, regional
regulations, and low digital literacy levels among MFI employees influence cyber
security risks. Understanding these factors and developing tailored solutions

could help MFIs enhance their cyber security posture within their operational re-
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alities. Research addressing scalable, cost-effective training and awareness strate-

gies is needed to bridge this gap.

3. Methodology

3.1. Literature Search and Selection

To conduct a comprehensive literature review, relevant academic databases such
as Google Scholar, IEEE Xplore, JSTOR, ScienceDirect, and Scopus were utilized.
The search focused on peer-reviewed articles, conference papers, reports, and case
studies published in the last five years that specifically address human vulnerabil-
ities in cyber security within the context of MFIs. The selection of databases was
guided by their relevance to the fields of cyber security, microfinance, and organ-
izational behavior. Each database was searched using specific keywords and
phrases related to the topic, ensuring a thorough exploration of the literature [30].

» «

Keywords such as “human factors in cyber security,” “cyber security vulnera-
bilities in MFIs,” and “social engineering attacks in microfinance” were employed
to identify relevant studies [6]. As an example, the following is the search used in
IEEE: TITLE-ABS-KEY (cyber AND security AND human OR vulnerability AND
security AND human OR employee AND behavior) AND (cyber AND security
AND behavior) AND PUBYEAR > 2019. To increase the precision of the searches,
title, abstract and keywords were used as a limiter in all the databases.

The inclusion criteria [37] focused on peer-reviewed sources that directly ad-
dressed the topic, while exclusion criteria eliminated non-peer-reviewed articles,
those not in English, and studies that did not specifically relate to human vulner-
abilities in cyber security within MFIs [38] [39]. The inclusion and exclusion cri-
teria were applied, and for this study, the following criteria are defined:

1) Exclusion criteria

Studies from organization reports, guidelines, technical opinion reports and re-
search design—exclude reviews, editorials and testimonials, as using secondary
data would make this review tertiary and non-research literature.

2) Inclusion criteria

Written in English; published in 2019-2023; original studies using theoretical
or empirical data; and studies published in Journals, Conference Proceedings and
books/book sections.

The focus on studies published between 2019 and 2023 was strategic to ensure
that the analysis incorporates the most recent developments and trends in cyber-
security threats and solutions relevant to Microfinance Institutions (MFIs). Cy-
bersecurity is a rapidly evolving field, and this timeframe captures advancements
in technology, emerging threats, and regulatory changes that are highly pertinent

to addressing human vulnerabilities in cybersecurity for MFIs.

3.2. Data Extraction and Analysis

The selected literature was reviewed and categorized based on themes, including

types of human vulnerabilities, challenges specific to MFIs, and solutions and best

DOI: 10.4236/jis.2025.161006

120 Journal of Information Security


https://doi.org/10.4236/jis.2025.161006

E. Waweru et al.

practices [6] [40]. Key findings, methodologies, and conclusions were summa-
rized, highlighting similarities, differences, and gaps in the literature [41]. The lit-
erature was categorized into distinct themes to facilitate a structured analysis of
the findings. This approach allowed for the identification of recurring patterns
and themes related to human vulnerabilities and cyber security challenges in MFIs
[6].

Each study’s key findings were summarized, emphasizing the methodologies
employed and the implications of the research for understanding human vulner-
abilities in cyber security [28]. A thematic analysis was conducted to identify com-
mon patterns and themes that emerged across the literature, providing a compre-
hensive understanding of the interplay between human factors and cyber security
in MFIs [19].

3.3. Critical Evaluation

The quality and rigor of the studies included in the review were evaluated using
criteria such as research design, sample size, and data collection methods [6]. This
assessment ensured that the findings presented in the review were based on robust
and reliable evidence [42]. Gaps in the current literature were identified, high-
lighting areas where further research is needed to advance the understanding of

human vulnerabilities in cyber security within MFIs [18].

3.4. Synthesis of Findings

An integrated framework was developed to combine insights from the literature,
addressing human vulnerabilities, challenges, and potential solutions in cyber se-
curity for MFIs [6] [31]. Visual representations, such as tables and conceptual di-
agrams, were utilized to illustrate key themes and relationships identified in the
literature [43].

4. Results
4.1. The Identification, Screening, Eligibility and Inclusion Phase

From the analysis, 1357 records were obtained in this study. Before conducting
any analysis, the initial step was to eliminate any duplicate entries [44]. A total of
1003 unique records were left after duplicates were removed. As suggested by
Weidt and Silva (2016), the initial step in analysis involves screening based on the
title and abstract. A total of 849 records were determined to be irrelevant for this
review, resulting in 154 articles for further screening.

The second evaluation involved analyzing the introduction and conclusion of
each article, depending on the number of articles. In the second screening stage,
an evaluation of the methodology section was also incorporated for this research.
This reduced the total to 57, with an additional 97 articles being eliminated due to
the absence of empirical data and lack of relevance to the topic under review, re-
sulting in a final count of 57 articles for thorough text analysis. Adapted from Page

et al. [45], the screening process is illustrated in Figure 1 below.
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Of the 57 selected articles, 38 were published in journals, and the remaining 9 in
conferences, or 66.67% and 33.33%, respectively as shown in Figure 2. The figure

also demonstrates the increased interest in the subject in the past two years.

4.3. Findings, Analysis and Discussions

Objective 1: Analyzing the current cyber security landscape within MFIs

Analysis of the current cybersecurity landscape in microfinance institutions
(MFIs) from the reviewed journals shows a significant prevalence of cyber threats,
as 80% of MFIs report having experienced attacks. Phishing and social engineer-
ing are the most common threats, recording significant increases of 65% and 40%
respectively from 2019 to 2023. Reviews pointed out that cybercriminals often fo-
cus on employees with limited cybersecurity knowledge and exploit their weak-
nesses.

From the 57-reviewed studies in this study, phishing attacks have been increas-
ing at the rate of 20% annually since 2019 and primarily affect inexperienced jun-
ior employees who lack knowledge of cybersecurity protocols. Additionally, ap-
proximately 15% of microfinance institutions have fallen victim to ransomware
attacks focused on accessing sensitive customer data, increasing the risk associ-
ated with these organizations. Approximately 70% of microfinance institutions
rely on basic antivirus software and firewalls to ensure their security.

Only 30% opt for more sophisticated measures such as multifactor authentica-
tion and threat detection systems as pointed out from the 57 review studies. Many
microfinance organizations face potential threats from both external and internal
sources due to varying levels of security knowledge. One of the studies examining
the correlation between implementation of security protocols and attack incidents
using regression analysis shows a strong inverse relationship (R* = 0.65), suggest-
ing that financial institutions with improved protocols are subject to fewer attacks.

Objective 2: Identifying specific human vulnerabilities that contribute to cyber
threats

In examining specific human vulnerabilities contributing to cyber threats within
MFIs, from the 57 reviewed studies for this research, several key issues emerged.
Social engineering was identified as the most prevalent vulnerability, with 74% of
studies highlighting employees’ susceptibility to these tactics. This vulnerability
encompasses various manipulative methods, including phishing and impersona-
tion attacks, which exploit employees’ trust or lack of awareness. Poor password
practices are also common, with about 60% of employees in MFIs reportedly re-
using passwords across different systems. The average employee reuses approxi-
mately 3.2 score on a scale of 1 to 5 passwords, amplifying the risk of credential-
based breaches.

Another significant vulnerability is the lack of adequate security training. A no-
table 65% of studies cited insufficient training as a contributing factor, with only
40% of MFIs conducting annual training sessions on cyber threats. This lack of

regular, focused training leaves many employees underprepared to recognize and
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Table 1. Summary of the findings.

respond to cyber risks effectively.

Vulnerabilities also vary significantly across employee levels. Entry-level em-
ployees, due to limited cybersecurity literacy, exhibit the highest vulnerability rate
at 78%. Mid-level employees display a 60% susceptibility to social engineering
techniques, while management-level employees are primarily vulnerable due to
inadequate secure data handling knowledge, with a vulnerability rate of 45%.

Objective 3: Evaluating the effectiveness of existing training and awareness
programs.

The evaluation of existing training and awareness programs within MFIs re-
veals varying levels of effectiveness based on the frequency, content, and imple-
mentation of these initiatives. Among the MFIs studied, only 35% offer quarterly
security training, while 65% either hold annual sessions or lack formal training
altogether. MFIs with quarterly training report a 35% lower rate of cyber incidents
than those offering only annual sessions, indicating the positive impact of regular
training. However, most programs (70%) focus on basic topics, such as password
management and phishing awareness, with only 30% covering advanced topics
like social engineering defense and incident response. This gap in content scope
limits the overall effectiveness of these programs.

In terms of changing employee behavior, frequent training appears to signifi-
cantly reduce vulnerability to phishing attacks. Employees participating in quar-
terly sessions showed a 50% decrease in phishing susceptibility, compared to only
a 20% reduction among those receiving annual training. Statistical analysis using
paired t-tests revealed a substantial reduction in cyber incidents post-training in
MFIs that implement frequent and comprehensive training programs (p < 0.01),
underscoring the value of regular, in-depth training as summarized in Table 1

below.

Objective Key Findings

Statistical Analysis

1. Analyzing the
Current Cyber

2019-2023).
Security Landscape ( :

2. Identifying
Specific Human
Vulnerabilities

is high (60%).

3. Evaluating
Effectiveness of
Training Programs

- 80% of MFIs reported cyber threats, with a 65% increase in
phishing and 40% increase in social engineering attacks

- 30% of MFIs use advanced security protocols.

- 74% of MFIs are vulnerable to social engineering; password reuse

- Entry-level employees have the highest vulnerability (78%),
mid-level (60%), management (45%).

- Only 35% of MFIs provide quarterly training; 65% conduct
annual training or none.

- Quarterly training reduces phishing susceptibility by 50% vs.
20% for annual training only.

- 20% annual increase in phishing
targeting employees.

- Regression analysis (R* = 0.65) shows
higher security adoption reduces attack
incidents significantly.

- ANOVA showed significant
vulnerability differences across employee
levels (p < 0.05).

- Paired t-test confirms significant
incident reduction post-training
(p <0.01).

Awareness program outcomes demonstrate mixed results in knowledge reten-
tion and application. From Table 1, while 60% of employees retained their train-

ing content well, only 45% consistently applied this knowledge in daily operations,
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indicating a disconnect between understanding cybersecurity concepts and prac-
ticing them in real scenarios. This gap highlights the need for more interactive,
simulation-based training sessions to reinforce practical application. Addition-
ally, cost-effectiveness studies show that MFIs save 1.5 times the cost of imple-
menting security measures per employee by mitigating vulnerabilities through ef-
fective training, emphasizing the financial benefit of investing in robust cyberse-

curity education.

5. Conclusions and Recommendations

5.1. Conclusions

The research indicates that insufficient resources in microfinance institutions
(MFIs) affect their capacity to offer thorough training and infrastructure, leading
to human vulnerabilities, which is a crucial aspect of cybersecurity risks. Newly
hired staff members are vulnerable to cyberattacks due to their lack of knowledge
about dangers like phishing and social engineering. Inadequate training prevents
the utilization of advanced security measures like multifactor authentication and
exposes MFIs to internal and external risks.

Limited funding hampers continued training and the establishment of a robust
cybersecurity system. If MFIs do not prioritize strategic training and resource uti-
lization, it could result in continued vulnerabilities in human resources, putting
sensitive client data at risk of cyber-attacks. The research emphasizes the im-
portance of enhancing cybersecurity education and funding proactive technolo-
gies to reduce risks effectively.

5.2. Recommendations

To build resilience, Microfinance Institutions (MFIs) should implement continu-
ous, cost-effective cybersecurity training tailored to their unique threat landscape.
Regular, short training sessions such as monthly or quarterly updates help rein-
force cybersecurity skills without overwhelming budgets. This training should fo-
cus on critical skills, like phishing awareness and password hygiene, and include
simulations to give employees practical experience in identifying threats.

A proactive security culture is equally important for MFIs, starting with lead-
ership support for cybersecurity initiatives and consistent communication about
their importance. Establishing open reporting channels for potential threats and
encouraging employees to report incidents without fear helps make cybersecurity
a shared responsibility. Incentives for good cybersecurity practices and integrating
secure habits such as multifactor authentication and routine password updates
into daily operations reinforce the mindset that cybersecurity is a fundamental

part of the organization’s mission.

5.2.1. Recommended Training Cycle and Scope of Proposed Solutions
Training Cycle: Quarterly training sessions are recommended, as MFIs conduct-
ing quarterly sessions showed a 35% lower incidence of cyberattacks compared to

those holding annual sessions. These sessions should focus on phishing aware-
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ness, password hygiene, and recognizing social engineering tactics.
Scope of Solutions
» Enhancing Staff Training Frequency: Regular, simulation-based training to re-
inforce employee response to phishing and other threats.
= Internal Control Improvements: Implementing robust access control policies,
routine monitoring, and multifactor authentication to mitigate insider risks

and reduce the scope for negligence.

5.2.2. Scope of Application for Recommendations beyond MFIs
The recommendations outlined for MFIs are highly relevant to small banks due
to their analogous operational challenges and resource constraints. Small banks
face similar resource constraints as MFIs, making them equally vulnerable to so-
cial engineering attacks and insider threats. Quarterly, simulation-based training
and robust internal controls can significantly enhance their cybersecurity resili-
ence. Emphasizing multifactor authentication and regular monitoring improves
adherence to protocols without high costs. These measures help mitigate human
vulnerabilities, reducing exposure to evolving cyber threats. Small banks can
adopt these strategies to strengthen security while balancing their limited budgets.
Similarly, credit unions and rural banks, which prioritize financial inclusion,
are increasingly exposed to cyber threats due to their reliance on digital platforms
and limited digital literacy. Tailored cybersecurity training programs and aware-
ness initiatives are essential to address these risks. Measures like multifactor au-
thentication and proactive cultural changes can protect sensitive client data and
maintain regulatory compliance. Regular staff assessments and practical training
simulations ensure improved cybersecurity practices. These recommendations

help such institutions manage cyber risks effectively while fostering client trust.

5.3. Future Studies

Further studies should explore scalable cybersecurity solutions tailored to re-
source-limited institutions, focusing on affordable training models and improved

internal controls to enhance MFI security resilience.

Expanding the Literature Database and Scope

While databases like IEEE Xplore and Google Scholar for this study provided rel-
evant studies, they might have missed interdisciplinary research from domains
such as behavioral psychology or organizational management, which could offer
additional insights into human factors in cybersecurity. Expanding the search to
databases like PubMed for psychological perspectives or Business Source Com-
plete for management studies could enhance the comprehensiveness of the review.

This would provide a more holistic view of vulnerabilities and potential solutions.
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