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Abstract

Small and Medium-sized Enterprises (SMEs) are considered the backbone of
global economy, but they often face cyberthreats which threaten their financial
stability and operational continuity. This work aims to offer a proactive cyber-
security approach to safeguard SMEs against these threats. Furthermore, to
mitigate these risks, we propose a comprehensive framework of practical and
scalable cybersecurity measurements/protocols specifically for SMEs. These
measures encompass a spectrum of solutions, from technological fortifications
to employee training initiatives and regulatory compliance strategies, in an ef-
fort to cultivate resilience and awareness among SMEs. Additionally, we in-
troduce a specially designed a Java-based questionnaire software tool in order
to provide an initial framework for essential cybersecurity measures and eval-
uation for SMEs. This tool covers crucial topics such as social engineering and
phishing attempts, implementing antimalware and ransomware defense
mechanisms, secure data management and backup strategies and methods for
preventing insider threats. By incorporating globally recognized frameworks
and standards like ISO/IEC 27001 and NIST guidelines, this questionnaire of-
fers a roadmap for establishing and enhancing cybersecurity measures.

Keywords

Cybersecurity, Cybercrime, SMEs (Small and Medium-Sized Enterprises),
Risk Management, Ransomware, Phishing, Social Engineering, Malware

1. Introduction

In an era dominated by digital advancements and interconnected technologies,

small and medium enterprises (SMEs) stand at the forefront of economic growth
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and innovation. These businesses are often referenced as the backbone of econo-
mies worldwide due to their contribution to job creation, wealth generation and
community development. The diversity of SMEs is vast, encompassing a wide ar-
ray of industries and business models, each with unique challenges and opportu-
nities. At one end of the spectrum, SMEs include local shops, family-owned busi-
nesses and retail stores-businesses that are deeply rooted in their communities
and focused on providing essential services. On the other end, there are highly
specialized SMEs such as defense industry contractors, innovative tech startups
and one-person cybersecurity consultancies, which operate in complex, highly
regulated environments and often serve specialized markets. This broad spectrum
highlights the versatility of SMEs, demonstrating their ability to thrive in various
sectors, from traditional trades to cutting-edge technology, each requiring differ-
ent approaches to management, growth, and, notably, cybersecurity.

According to the World Bank SMEs represent about 90% of businesses and
more than 50% of employment worldwide [1], and according to the Annual Re-
port on European SMEs for 2022, SMEs represent over 99% of enterprises in the
European Union. In accordance with EU Recommendation 2003/361, SMEs are
classified as micro, small and medium-sized enterprises based on staff headcount

and turnover or balance sheet total, as illustrated in Table 1 [2].

Table 1. Classification of SMEs.

Company Category Staff Headcount Turnover
Medium-sized <250 <€43 m
Small <50 <€10 m
Micro <10 <€2m

In 2023, the global average cost of a data breach was USD 4.45 million, marking
a 15% increase over the past three years. Consequently, 51% of organizations are
planning to increase their security investments, focusing on areas such as incident
response planning and testing, employee training, and threat detection and re-
sponse tools. Notably, organizations that extensively utilize security Al and auto-
mation save an average of USD 1.76 million compared to those that do not, high-
lighting the financial benefits of advanced cybersecurity measures [3].

However, as SMEs are in a continuous effort to exploit the power of technology
and expand their market reach, they often find themselves exposed to an escalat-
ing and complex web of cyber threats and cybersecurity challenges. Research in-
dicates a significant lack of cybersecurity awareness and resources among Small
and Medium Enterprises (SMEs), making them vulnerable to cyber threats [4].

Due to budget constraints, small and medium enterprises often lack specialized
departments such as those dedicated to social engineering, blue and red teams and
extensive I'T infrastructure, as seen in larger enterprises. It is crucial for these busi-
nesses to comprehend the risks associated with ineffective cybersecurity practices.
This paper aims to highlight not just the prevailing cybersecurity threats, includ-

ing social engineering, ransomware, BEC attacks, malware and insider threats, but
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also intends to provide a practical survival guide. This guide incorporates both
technical and non-technical measures, serving to assist enterprises in crafting a
robust risk management plan. Such a plan not only enhances their resilience
against cyber threats but also ensures compliance with ISO and data protection
standards. SMEs often struggle with limited budgets, insufficient expertise, and
inadequate security practices [5]. Key challenges include a lack of awareness of
cybersecurity risks, limited cybersecurity literacy, and constrained financial re-
sources [6].

SME:s face several common cybersecurity threats that can severely impact their
operations and reputation. These include network hacking, leading to data
breaches, data theft of sensitive information and malware, such as viruses, ran-
somware, and spyware, which disrupt operations and cause financial losses. Mo-
bile device compromise and phishing attacks, where employees are deceived into
revealing sensitive information, are also critical risks. These threats emphasize the
need for SMEs to adopt strong cybersecurity measures to protect their digital as-
sets and maintain customer trust [7] [8].

As SMEs grapple with evolving cyber threats and limited resources, next-gen-
eration solutions, including artificial intelligence (AI) and machine learning (ML),
present transformative opportunities. Al-driven tools offer advanced threat de-
tection, predictive analytics, and automated response capabilities, which can sig-
nificantly enhance cybersecurity posture without requiring extensive human
oversight. Machine learning algorithms can analyze vast amounts of data to iden-
tify patterns and anomalies that may indicate potential security breaches, enabling
SME:s to respond more swiftly and accurately. By integrating AI and machine
learning, SMEs can bridge some of the gaps caused by limited budgets and exper-
tise, effectively leveling the playing field with larger enterprises [9].

In this paper, our contribution is centered around addressing the critical cyber-
security challenges faced by small and medium-sized enterprises (SMEs). Recog-
nizing the unique vulnerabilities of SMEs—such as limited resources, lack of spe-
cialized expertise, and an increasing reliance on digital technologies—we present a
multifaceted approach aimed at bolstering their cybersecurity resilience. A key
component of this contribution is the development of a Java-based cybersecurity
evaluation tool, which is designed to offer an initial assessment of an SME’s cyber-
security posture. This tool, structured around a 30-question questionnaire, pro-
vides SMEs with an accessible, free resource to evaluate their cybersecurity readi-
ness and identify areas for improvement. The questions within the tool were care-
fully selected based on internationally recognized frameworks such as ISO/IEC
27001:2022, the NIST Cybersecurity Framework, and ISO/IEC 27701:2019, ensur-
ing that the tool adheres to best practices and industry standards.

Our work also includes a detailed analysis of both technical and non-technical
measures that SMEs can adopt to enhance their cybersecurity defenses. These
measures cover key areas such as malware protection, network security, data backup
and encryption, physical security, and regular policy reviews. By addressing these
fundamental aspects, we provide a practical guide for SMEs to strengthen their
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security practices in line with their operational needs and constraints.

In our research, a systematic search strategy was employed across various aca-
demic search engines, such as Google Scholar, Core, Scopus, etc., to conduct the
literature review (Figure 1). This search process is grounded in systematic litera-
ture review (SLR) methodologies, which emphasize transparency and replicabil-
ity. SLR methods are widely used in academic research to comprehensively ex-
plore existing literature, ensuring the inclusion of relevant studies and eliminating

biases in the review process.

Define research
1 criteria

2 Pilot search

3 Inclusion/exclusion

Research procedure

Methodology

usiing referenced

4 Additional search

work

K 5 Analysis of the results

Figure 1. Steps of the research methodology.

Following SLR principles, multiple keywords and key phrases such as “cyber-

» <«

“phishing attacks,

» <« » «

crime, social engineering,” “ransomware,” “malware,” “cyber-
threats for enterprises,” and “NIS directives” were used to retrieve pertinent stud-
ies. A pilot search was conducted, after which we implemented an inclusion/ex-
clusion procedure based on predefined criteria to ensure the selection of studies
directly relevant to our research objectives. Furthermore, we employed the snow-
ball sampling technique to identify additional relevant sources by exploring the
references of the initial studies selected.

Once the literature was gathered, we applied thematic analysis, a qualitative re-
search method that allows for the identification of patterns, themes, and concepts
within the data. This method helped categorize the literature into major themes
related to cyber threats, NIS directives, and enterprise security measures.

Subsequently, a critical evaluation was conducted, grounded in research meth-
ods, to assess the validity and reliability of the identified studies. This process in-
volved a thorough analysis of the methodologies, evidence bases, and theoretical
frameworks employed in each study, ensuring that only high-quality, credible
sources were included in our review.

While this methodology has been employed in various systematic literature

studies, it comes with certain constraints. One limitation is its capacity to narrow
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the scope of the review or study, possibly leaving readers with an incomplete grasp
of the subject matter. Moreover, our data collection was confined to just four sci-
entific search engines, which might restrict the range of publications included in
our review. Although these sources are deemed reliable, the limitation arises from
not exploring all potential sources to identify articles relevant to our study objec-

tives.

2. Main Cybersecurity Threats and Attacks against SMEs

Small and medium-sized enterprises are increasingly becoming prime targets for
cybercriminals, largely due to their often limited cybersecurity resources and de-
fenses. The rapidly evolving digital landscape exposes these businesses to a wide
range of cyber threats, including social engineering, phishing, malware, ransom-
ware, and insider attacks. These attacks exploit both technical vulnerabilities and
the human factor, leading to significant financial losses, operational disruptions,
and reputational damage. This section explores the main cybersecurity threats fac-
ing SMEs, analyzing their characteristics, attack methods, and the potential con-
sequences for businesses. By understanding the nature of these threats, SMEs can
better prepare and implement effective countermeasures to safeguard their digital

assets and ensure long-term security.

2.1. Social Engineering

According to ENISA (European Union Agency for Cybersecurity), the term social
engineering refers to “all the techniques aimed at talking a target into revealing
specific information or performing a specific action for illegitimate reasons” [10].
Social engineering doesn’t stop only at talking to a target in order to deceive him,
but it can also be combined with other techniques described in later chapters like
phishing attacks, ransomware attacks and others.

Social engineering is defined as the psychological manipulation of human be-
havior with the aim of influencing people to act in certain ways or to divulge con-
fidential information. It is a technique that exploits our cognitive biases and fun-
damental instincts, such as trust, authority, urgency, familiarity and others, in or-
der to gather information, deceive, or gain access to systems. Social engineering is
the “favorite” tool of cybercriminals, who, in several cases, use social networking
platforms and emails for its execution [11].

Executing social engineering successfully requires a detailed gathering of infor-
mation about the target, aiming to enhance the persuasiveness or deceitfulness of
the approach. This information-gathering process, referred to as doxing, is facili-
tated through a technique known as OSINT (Open-Source Intelligence). OSINT
encompasses both non-technical methods, such as observation skills, and tech-
nical methods involving the extraction of information from sources like social
media, search engines, websites and general data derived from both the visible
web and the dark web. It’s noteworthy that tools designed for this purpose are

increasingly accessible and user-friendly in the present day, exemplified by the
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likes of Kali Linux tools including Maltego, Social Engineering Toolkit (SET), Ra-
toll and others, meaning that social engineering doesn’t require expertise in tech-
nical skills and can be performed by any malicious actor with limited to high tech-
nical skills.

The next step after gathering information about the target is establishing an
emotional relationship with the victim through the following basic social engi-
neering principles:

o Claiming Authority: This technique is notably effective as individuals are
more prone to respond to figures of authority. Attackers may assert authority
through various means, such as verbal communication or email spoofing.

o Intimidation: Often stemming from authority, intimidation involves leverag-
ing authority, confidence, or even threats of harm to motivate a person to carry
out actions on behalf of the attacker.

« Consensus: Exploiting a person’s natural inclination to mimic the actions of
others or those perceived as having done something in the past characterizes the
consensus technique.

o Familiarity: This principle capitalizes on a person’s inherent trust in the fa-
miliar, meaning individuals are more inclined to trust someone with common
contacts or relationships, i.e., a known entity.

o Trust: As a social engineering principle, trust involves the effort an attacker
makes to cultivate a relationship with a victim.

o Urgency: This technique exerts pressure on the victim to act swiftly, denying
them the time needed for careful consideration of their actions.

« Phishing: A form of social engineering attack that focuses on stealing creden-
tials or identity information.

Salahdine et al [12] categorize social engineering techniques into three distinc-
tive categories:

1) Technical based: Technical based attacks can be launched remotely with the
use of malicious software like malware in email attachment or SMS. Characteristic
examples are phishing, smising, ransomware, etc.

2) Social based: Social based attacks are carried out via the internet, targeting
social networks and online service websites. These endeavors aim to collect spe-
cific information, such as passwords, credit card details, and other sensitive data.

3) Physical based: Physical based attacks are conducted with the physical pres-
ence of the attacker who tries to steal desired information and data by interacting
with the victim. Examples of this category include shoulder surfing, impersona-
tion, social engineering via phone, or gaining physical access to data within the
victim’s working environment.

Social engineering serves as the common factor in the majority of cyberattacks
on SMEs, as the gathering of information for a target and the application of key
psychological techniques are essential components of nearly every major cyberat-
tack scheme. The success of social engineering techniques lies in their exploitation

of the weakest link of all—the human factor.
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2.2. Phishing

One of the most prevalent threats that SMEs face is phishing attacks. These de-
ceptive tactics involve malicious actors posing as trustworthy entities to manipu-
late individuals into divulging sensitive information. SMEs, with their diverse
workforce and sometimes limited resources for extensive cybersecurity training,
can be particularly vulnerable to phishing schemes. A successful phishing attack
can lead to unauthorized access to critical systems, compromising sensitive data
and potentially causing irreparable damage to the business.

According to Hadnagy [13], phishing attacks can be classified into six catego-
ries:

o Spear Phishing: These attacks often involve extensive research on the target.
Spear phishing involves crafting highly personalized and convincing emails in or-
der to deceive the recipient and act on the attacker’s behalf.

o Whaling Phishing: A variation of spear phishing, this attack specifically tar-
gets high-profile individuals. In whaling phishing attacks, cybercriminals imper-
sonate a senior executive or trusted authority figure within the organization and
send fraudulent emails to employees, suppliers or business partners. These emails
typically request urgent action, such as wire transfers or the disclosure of sensitive
information. Whaling attacks are often sophisticated and carefully crafted to
mimic the communication style and authority of the targeted individual, thus
making them difficult to detect.

o Vishing Phishing: This term pertains to phone phishing, wherein phishing
attempts are conducted through voice communication. In these schemes, cyber-
criminals usually impersonate trusted entities like banks or government agencies,
exploiting social engineering tactics to manipulate victims.

« Smishing: Referring to phishing via SMS communication, this method is com-
monly employed to deliver malware to mobile devices or to steal credentials.
These messages often contain urgent requests or offers designed to prompt recip-
ients to click on malicious links, call fraudulent phone numbers or provide sensi-
tive information like account credentials or personal details.

« Interactive Voice Response Phishing (IVR): In IVR phishing attacks, victims
receive automated phone calls that impersonate legitimate organizations such as
banks, government agencies, or other enterprises. These calls typically prompt re-
cipients to follow voice orders in order to enter personal information such as ac-
count numbers, passwords, etc., using their smartphones.

o Business Email Compromise Phishing: This term encompasses scams that
typically involve the compromise of legitimate business email accounts. The aim
is to deceive the victim into authorizing unauthorized fund transfers, divulging
confidential information and, in some instances, installing malware such as
keyloggers. This kind of scheme often needs extensive research on an enterprise
communication system in order to effectively mimic the communication between
a high-profile individual—like a CEO or CFO—making urgent requests for wire

transfers or sensitive information to a department employer.
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2.3. Malware

Malware is defined as a software that is designed to create disturbances within a
computer, server, client, or computer network. Its malicious context usually pro-
ceeds to unauthorized acquisition of sensitive information, infiltration of infor-
mation systems or deliberate denial of access to critical data. This kind of software
poses a multifaceted threat, aiming to compromise digital security by not only
causing operational disruptions but also compromising the confidentiality and in-
tegrity of private information [14].

Saeed et al [15] characterized malware by its capacity for replication, propaga-
tion, self-execution and the ability to corrupt computer systems. The corruption
of a computer system can have far-reaching consequences, affecting the essential
aspects of data security. Replication stands out as a pivotal characteristic for most
malware, ensuring its sustained existence. In certain instances, the relentless rep-
lication of malware may lead to the depletion of critical computer resources, such
as hard disk space and RAM.

The property of invisibility is widely utilized by many types of malwares to
elude detection by anti-malware programs. This evasion is often achieved through
techniques like polymorphism or metamorphism. Polymorphic or metamorphic
malware can alter its code structure, making it challenging for traditional security
measures to recognize and combat it effectively.

The common method employed by malware to infect a system involves the
transfer of the malicious software from a compromised device to an uninfected
one. This transmission occurs through local or network filesystems, affecting data,
executable files or consuming network bandwidth. Operating system vulnerabili-
ties and software bugs serve as entry points for malware, exploiting the faults pre-
sent in a few software programs. Once planted, malware can initiate its lifecycle
on the same system or assume remote control, facilitating infection operations on
other systems. This intricate analysis underscores the multifaceted nature of mal-

ware and the diverse tactics it employs to compromise digital systems.

2.4. Ransomware

Ransomware is a type of malicious software that encrypts a user’s files and de-
mands payment for their release. According to statistics from OpenText, nearly
half of small and medium-sized businesses (SMBs) and enterprises of those sur-
veyed, fell victim to ransomware attacks in 2023 [16]. This alarming figure under-
scores the pervasive threat that ransomware poses to organizations of all sizes. Ran-
somware attacks can cause significant disruptions to business operations, leading
to financial losses, reputational damage, and even data breaches. As cybercriminals
continue to evolve their tactics and target more sophisticated victims, it becomes
increasingly crucial for businesses to invest in cybersecurity measures and em-
ployee training to mitigate the risk of falling prey to such attacks. The crippling
effects of a ransomware attack extend beyond financial losses, often disrupting reg-

ular business operations and corrupting customer trust. SMEs, with their reliance
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on interconnected systems and digital data and their low cybersecurity level are
attractive targets for ransomware operators seeking quick financial gains.

According to Aurangzeb ef al [17] a ransomware infiltrates the victim’s ma-
chine through malicious websites, email attachments and deceitful web links.
Upon infecting the system, it establishes communication with a Command and
Control (C&C) server. Subsequently, it commences the extraction of the victim’s
information, forwarding it to the attacker. Simultaneously, the attacker obtains a
randomly generated symmetric key from the C&C server. Following this, the ran-
somware initiates the encryption of files and folders using asymmetric (RSA) en-
cryption, wherein the key employed for encryption lacks the capacity to decrypt
the data. The RSA algorithm utilizes two distinct keys—an encryption key (public
key) and a decryption key (private key). Concurrently, the malware eradicates all
restore points, backup folders and shadow volume copies.

Shopho’s report for ransomware attacks [18] states that emails were identified
as the primary factor of cyber-attacks. Specifically, 18% were initiated from a ma-
licious email, 13% from phishing attempts, 3% from brute force attacks, a mere

1% from a downloaded source and 36% from exploited vulnerability (Figure 2).

Download Brute Force attack Phishing

Compromised Exploited
credentials Vulnerability

Figure 2. Shopho’s report for ransomware attacks [18].

2.5. Business Email Compromise (BEC) Phishing Attacks

The usefulness of email in our daily lives is undeniable, with an estimation of 333.2
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billion emails sent and received globally each day in 2022 [19]. While email is an
indispensable communication tool, its use has also given rise to an escalation in
cyber threats, notably exemplified in the form of Business Email Compromise
(BEC) attacks. BEC attacks are sophisticated scams involving email fraud where
attackers masquerade as trusted entities to manipulate employees into transfer-
ring money or sharing sensitive information. These attacks exploit the trust and
routine procedures within organizations, making them particularly dangerous
and effective.

Unlike typical phishing scams that may target anyone, BEC schemes are care-
fully tailored and researched, often involving reconnaissance of the targeted com-
pany and its employees. This level of personalization makes BEC attacks not just
challenging to detect but also more likely to succeed. Their significance lies in the
direct financial losses and potential data breaches they can cause, along with the
long-lasting damage to the reputation and trust within and outside the organiza-
tion. As BEC attacks continue to rise, both in frequency and sophistication, un-
derstanding their nature and the importance of vigilance and reporting becomes
paramount for businesses of all sizes [20].

In a typical BEC attack, the attacker usually assumes the identity of a legitimate
sender (trusted entity) to manipulate the recipient into divulging sensitive infor-
mation or transferring funds. This sophisticated scheme typically unfolds through
carefully designed steps. The attackers, with the use of open-source intelligence
techniques (OSINT) gather valuable information and by exploiting this intelli-
gence craft a deceptive email, skillfully adopting the identity of a trusted entity or
source.

Within the deceptive email, the attacker often employs social engineering tech-
niques, designed to manipulate, and force the recipient into taking actions that
ultimately serve the scammer’s interests. Alternatively, the email might bear ma-
licious payloads, such as viruses concealed in various attachments or deceptive
links. These actions serve a dual purpose: firstly, compromising the victim’s com-
munication channels, potentially enabling the interception of sensitive infor-
mation, and secondly, seeking to extract money or valuable data from the unsus-
pecting victim.

In essence, BEC attacks embody a cybersecurity threat that combines target
identification, information gathering through OSINT, persuasive impersonation
and deployment of malicious software or links. This calculated combination of
tactics enables perpetrators to achieve their illicit objectives, making BEC attacks
a potent and evolving threat in the realm of cybersecurity by exploiting both tech-
nical (malicious payloads) and non-technical (social engineering, OSINT) tech-

niques [21].

2.6. Insider Threats

Insider threats, which originate from employees and other insiders within an organ-

ization, represent a substantial security challenge. These threats can be particularly

DOI: 10.4236/jis.2025.161001

10 Journal of Information Security


https://doi.org/10.4236/jis.2025.161001

A. Papathanasiou et al.

hazardous because insiders possess intimate knowledge of the system and often
have access to sensitive data. Detecting and preventing insider threats can be chal-
lenging due to these factors. The consequences of insider incidents can be severe,
ranging from financial losses to jeopardizing national security. Hence, it is imper-
ative for organizations to establish policies, procedures, and tools specifically de-
signed to tackle insider threats effectively. By implementing comprehensive
measures, organizations can better safeguard their systems and sensitive infor-
mation from insider-related risks.

According to CISA [22] insider threat refers to the risk of an individual with
authorized access or knowledge within an organization utilizing that access or in-
formation to inflict harm on the organization. This harm may manifest through
intentional, negligent, or unwitting actions, all of which can have adverse effects
on the organization’s integrity, confidentiality and availability.

There are four categories of insider’s threat according to Hayden et al. [23]:

1) The group of people who have malevolent intent to cause damage to their
company (malicious insider threat).

2) The group of people who does not agree with the company’s policies and
instead they firmly believe that another policy must be enforced (malicious insider
threat).

3) The group of people who are characterized by excessive curiosity, frequently
breaching the principle of only knowing what is necessary (unintentional insider
threat).

4) The group of people who commit violations due to their ignorance (unin-
tentional insider threat).

While external threats are widely acknowledged, the danger posed by insider
threats within an organization is equally significant. Employees, whether inten-
tionally or unintentionally can become conduits for cyber threats. Unsecured ac-
cess credentials, accidental data leaks, or disgruntled employees with malicious

intent can compromise the security of SMEs from within [24].

3. Risk Management Strategies for Small and Medium
Enterprises (SMEs)

Risk management is a critical aspect of business operations for SMEs [25]. While
large enterprises often have dedicated risk management departments, SMEs often
oversee the need to integrate risk management into their overall business strategy
due to limited resources [26]. The fact that SMEs often operate with limited finan-
cial and technological resources, makes them attractive targets for cybercriminals
seeking vulnerabilities. Effective cybersecurity risk management allows these en-
terprises to prioritize their defenses, allocating resources strategically to safeguard
against the most pertinent threats. By identifying and mitigating cyber risks pro-
actively, SMEs can establish a security analysis and protocol within their opera-
tion.

Furthermore, as SMEs increasingly rely on digital platforms, cloud services and
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interconnected technologies, the attack surface for potential cyber threats ex-
pands. Risk management practices in cybersecurity ensure that SMEs comprehen-
sively assess their digital infrastructure, identifying vulnerabilities and potential
points of entry for malicious actors. This approach is crucial for minimizing the
risks associated with data breaches, ransomware attacks and other cyber threats
that could compromise sensitive information.

Moreover, compliance with data protection regulations like General Data Pro-
tection Regulation (GDPR) should be a major concern for SMEs, especially con-
sidering the evolving landscape of privacy laws globally. Effective cybersecurity
risk management and risk-based approach help SMEs align their digital practices
with regulatory requirements, reducing the risk of legal repercussions and finan-
cial penalties. This compliance not only ensures the security of sensitive data but
also enhances the trust of customers and partners who entrust their information
to an enterprise or organization.

Additionally, the interconnected nature of modern business ecosystems em-
phasizes the need for SMEs to consider third-party risks in their cybersecurity
posture. Effective risk management in this context involves evaluating and miti-
gating the cybersecurity risks associated with suppliers, service providers, and
partners. By extending risk management practices to the broader ecosystem,
SMEs can fortify their defenses against potential cyber threats that may originate
externally.

The following Risk Management Strategies for small and medium-sized enter-
prises (SMEs) are proposed through a structured and evidence-based approach.
This process involved several key steps, integrating both theoretical frameworks
and empirical insights from the literature, as well as practical considerations based
on the specific needs and constraints of SMEs.

The foundation of our proposed strategies lies in an extensive review of existing
risk management frameworks and guidelines for SMEs, including widely accepted
standards such as ISO 27001, NIST Cybersecurity Framework, and the EU NIS
Directive. Through the literature, we identified common cybersecurity risks faced
by SMEs and explored existing risk management approaches that have been suc-
cessfully implemented in comparable organizational contexts. Moreover, we con-
ducted an analysis to identify the most prevalent cybersecurity risks affecting
SMEs. This analysis considered not only technical vulnerabilities but also the re-
source and knowledge constraints typical of SMEs. We utilized risk categorization
methods such as the risk matrix to prioritize these risks according to their likeli-

hood and potential impact.

3.1. Key Considerations for Implementing Effective Risk
Management in SMEs (in Line with ISO/IEC 27005:2022)

ISO/IEC 27005:2022 provides a framework for managing information security
risks, tailored to the unique characteristics of Small and Medium Enterprises

(SMEs). For SMEs, establishing context involves customizing risk management
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processes to fit their specific needs, defining the scope and identifying key stake-
holders. This ensures a clear understanding of organizational risks within the
SME’s operational boundaries. Risk identification involves recognizing potential
security threats and vulnerabilities pertinent to the SME’s resources and technol-
ogies. Risk analysis prioritizes these risks based on their likelihood and impact,
ensuring the use of appropriate methodologies that fit the SME’s scale. Risk eval-
uation assesses the significance of identified risks, focusing on their impact on
confidentiality, integrity, and availability of information assets. Risk treatment in-
volves selecting and implementing measures to mitigate or manage these risks in
a cost-effective manner, aligning with the SME’s risk appetite. Documentation
processes should be streamlined, with a centralized repository for easy access and
organization of risk-related information. This approach helps SMEs maintain re-

silience and protect their information assets effectively.

3.1.1. Context Establishment for SMEs According to ISO 27005/2022

For SMEs following ISO/IEC 27005:2022 guidelines [27] for managing infor-
mation security risks, establishing context involves customizing the process to suit
the organization’s specific characteristics and requirements. This entails delineat-
ing the scope of risk management activities within the operational boundaries of
the SME and creating a streamlined framework with clear policies and processes
that mirror the scale and complexity of the business. Identifying key stakeholders,
which may entail more direct engagement with a limited team, ensures a focused
understanding of their concerns. Every SME should analyze its distinct organiza-
tional context, taking into account factors like size, industry, and regulatory envi-
ronment. It is essential to set practical risk criteria that align with the SME’s risk
tolerance. Given resource limitations in SMEs, choosing a practical risk assess-
ment methodology and succinctly documenting the established context are crucial
considerations. Regular reviews and updates should be seamlessly integrated into
the SME’s operational routine to uphold relevance and resilience in addressing

information security risks [28].

3.1.2. Risk Identification for SMEs According to ISO 27005/2022

For SMEs adhering to ISO/IEC 27005:2022 guidelines in the realm of information
security risk management, the process of identifying risks is customized to suit
the distinct characteristics of SMEs. SMEs must thoroughly pinpoint and evaluate
potential risks to their information security, considering the specific nuances of
their business operations, resources, and technologies. This involves staying at-
tuned to the evolving threat landscape, identifying vulnerabilities within the or-
ganization, and recognizing potential impacts on information assets. Given the
typically constrained resources of SMEs, adopting a pragmatic and targeted ap-
proach to risk identification is crucial, focusing on the most significant threats and
vulnerabilities. Directly involving key stakeholders engaged in the SME’s opera-
tions is essential for a precise and efficient identification process. Establishing

continuous monitoring and feedback mechanisms is vital to adapt to the dynamic
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nature of information security risks in the SME context. Regular reviews and up-
dates to the risk identification process empower SMEs to remain vigilant and re-

sponsive to emerging threats within the confines of their operational constraints.

3.1.3. Risk Analysis for SMEs According to ISO 27005/2022

In the context of SMEs adhering to ISO/IEC 27005:2022 for information security
risk management, risk analysis is a crucial step tailored to the specific constraints
of SMEs. SMEs should systematically evaluate the identified risks by considering
the likelihood of occurrence and the potential impact on their information assets.
Given resource limitations, a pragmatic and focused approach is essential, priori-
tizing risks based on their significance to the organization. SMEs should use an
appropriate risk analysis methodology that aligns with their operational scale and
complexity. Involving key stakeholders intimately familiar with the organization’s
processes and systems ensures a more accurate and relevant analysis. The output
of this analysis guides decision-making on risk treatment strategies, allowing
SME:s to allocate their resources effectively and manage information security risks
in a manner commensurate with their unique business context. Regular reviews
and adjustments to the risk analysis process enable SMEs to adapt to changing

circumstances and maintain an effective risk management posture.

3.1.4. Risk Evaluation for SMEs According to ISO 27005/2022

In line with ISO/IEC 27005:2022 for information security risk management, SMEs
undertake risk evaluation as a pivotal step customized to their specific circum-
stances. This process involves assessing the significance of identified risks in terms
of their potential impact on the confidentiality, integrity, and availability of infor-
mation assets within the SME. Considering the constraints typically faced by
SMEs, such as limited resources, a focused and pragmatic approach is crucial. The
evaluation encompasses determining the risk levels by weighing the likelihood of
occurrence against the potential consequences. SMEs should leverage risk criteria
established in the earlier stages of the risk management process, aligning them
with the organization’s risk appetite. This tailored risk evaluation enables SMEs
to prioritize and address the most critical information security risks within their
operational capacity. Regular reviews ensure the continued relevance of risk as-
sessments in the dynamic landscape of SMEs, fostering a resilient approach to

safeguarding information assets.

3.1.5. Risk Treatment for SMEs According to ISO 27005/2022

In accordance with ISO/IEC 27005:2022 guidelines for information security risk
management, SMEs engage in risk treatment as a strategic response to identified
risks. This involves selecting and implementing appropriate measures to address,
mitigate, transfer, or accept the risks based on the outcomes of risk evaluation
(Figure 3). Given the resource constraints typically encountered by SMEs, a prac-
tical and cost-effective approach to risk treatment is essential. SMEs should prior-
itize actions that align with their risk appetite, aiming to reduce the impact and

likelihood of significant risks within the limitations of their operational capacity.
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This might involve implementing security controls, enhancing employee aware-
ness, or considering risk transfer mechanisms such as insurance. The effectiveness
of risk treatment measures should be monitored and reassessed regularly to adapt
to changes in the threat landscape or the organization’s internal environment.
This dynamic approach enables SMEs to manage information security risks effec-

tively while optimizing the use of available resources.

Risk
Identification
for
SMEs

Risk
Treatment
for SMEs

Risk
Analysis
for SMEs

Figure 3. Information security risk management process for
SMEs according to ISO 27005/2022.

3.1.6. Documentation

To enhance efficiency and accessibility in documenting risk management activi-
ties and decisions, streamlined procedures should be established. These proce-
dures will ensure clarity and ease of access for stakeholders involved. A centralized
repository should also be implemented serving as a unified hub for all risk-related
documents. This repository will facilitate seamless storage and retrieval of essen-
tial information contributing to a more organized and cohesive approach to risk
management.

Moreover, recognizing the distinct characteristics of SMEs, a tailored risk man-
agement strategy is strongly encouraged to be developed. This strategy will be
practical and adaptable, aligning closely with the specific needs and challenges
faced by SMEs. By customizing the approach SMEs can bolster their resilience,
safeguard their assets and ultimately contribute to their long-term sustainability

and success in a dynamic business environment.

3.2. Risk Management Methodologies and Frameworks for SMEs

Various established methodologies exist for organizations seeking to formalize risk
management. Entities opt for a particular standard or framework based on diverse

factors. These include compliance obligations, such as regulatory or contractual
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mandates, alignment with the organization’s information risk program or overall
business objectives, or a preference for leveraging an established standard process

rather than developing one internally.

3.2.1.1SO/IEC 27005:2022 International Standard for Information
Security, Cybersecurity and Privacy Protection

ISO/IEC 27005:2022 is an international standard that defines a structured ap-
proach to risk assessments and risk management.

ISO/IEC 27001:2022, Information security, cybersecurity and privacy protec-
tion. Information Security Management Systems Requirements [29] recommends
that organizations and enterprises must establish a risk management process that
is appropriate for their context, implement controls to mitigate identified risk and
continually monitor and review the effectiveness of these controls.

ISO 27005 is part of the ISO 27000 family of standards, created by the Interna-
tional Organization for Standardization (ISO) and the International Electrotech-
nical Commission (IEC). It helps organizations and enterprises to create, monitor,
and continually improve an Information Security Management System (ISMS).
ISO 27005 focuses specifically on information security risk management. The in-
ternational standard provides an organized, systematic approach to identifying,
assessing, and managing risks related to information security. In October 2022,
ISO published an updated version of the standard: ISO 27005:2022. This update
replaces the previous version, ISO 27005:2018.

3.2.2. NIST Standards

The National Institute of Standards and Technology (NIST) is responsible for cre-
ating standards pertaining to various fields including information security. One
such standard, NIST Special Publication (SP) 800-39, outlines the overarching
process for managing information security risks by considering the organization’s
mission and the system’s perspective. Additionally, NIST SP 800-30, titled “Guide
for Conducting Risk Assessments,” offers a comprehensive and thorough frame-
work for conducting risk assessments, providing detailed steps to follow.

o NIST SP 800-39: The methodology described in NIST SP 800-39 consists of
multilevel risk management, at the information systems level, at the mission/busi-
ness process level, and at the overall organization level. Communications up and
down these levels ensure that risks are communicated upward for overall aware-
ness, while risk awareness and risk decisions are communicated downward for
overall awareness.

« NIST SP 800-30: NIST SP 800-30 provides an in-depth framework for con-
ducting risk assessments, offering structured techniques for the process. It entails
creating worksheets to systematically document threats, vulnerabilities, and their
respective probabilities of occurrence and potential impacts.

o RMEF: The Risk Management Framework (RMF) is a structured process that
helps organizations identify, assess, and prioritize risks to their information sys-
tems and data [30].
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3.2.3. Factor Analysis of Information Risk (FAIR)

Factor Analysis of Information Risk (FAIR) is an analytical approach aiding risk
managers in comprehending the elements influencing risk, the likelihood of threat
occurrences, and estimating potential losses.

This framework comprises Loss Event Frequency (LEF) and Probable Loss
Magnitude (PLM). It can be executed by utilizing data gathered through the
ISO/IEC 27005 communication framework. Loss Event Frequency takes into ac-
count Threat Event Frequency (TEF) and Vulnerability (Vuln). Meanwhile, Prob-
able Loss Magnitude considers both Primary and Secondary Loss Factors [31].

3.2.4. Operationally Critical Threat, Asset, and Vulnerability Evaluation
(OCTAVE) for Small and Medium Businesses

Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) is
a risk analysis methodology created by Carnegie Mellon University. The most re-
cent iteration, OCTAVE Allegro, is utilized to evaluate privacy and security risks,
enabling organizations to derive meaningful insights from their risk assessments.

The Software Engineering Institute’s Networked Systems Survivability (NSS)
Program created the Operationally Critical Threat, Asset, and Vulnerability Eval-
uation (OCTAVE) framework to outline a method for assessing information se-
curity risks. OCTAVE guides organizations through a series of steps to help them
identify and address their security risks effectively. By adhering to the OCTAVE
framework, organizations can conduct thorough evaluations that enable them to
recognize the critical information assets relevant to their objectives, identify po-
tential threats to those assets, and pinpoint vulnerabilities that could compromise
their security [32]-[35].

4. Cybersecurity Measurements and Controls for SMEs

4.1. Employee Training/Education

As highlighted in the Social Engineering section, the human element emerges as
the most vulnerable link, constituting a primary threat within the realm of cyber-
security. By recognizing this factor, it becomes essential for companies of all scales
(micro, small or medium-sized) to employ comprehensive education and training
for each employee, encompassing various aspects of cybersecurity and particularly
focusing on the features of social engineering techniques.

A range of studies have highlighted the importance of education and training
in cybersecurity. Ion et al [36] emphasize the need for a comprehensive approach
to cybersecurity education, covering both theoretical and practical aspects. Kweon
[37] provides empirical evidence of the effectiveness of security training in reduc-
ing the number of cybersecurity incidents in organizations. He et al. [38] further
explore the impact of different training methods on employees’ cybersecurity risk
perception and behavior, with evidence-based malware reports being identified as
particularly effective. Finally, Caulkins et al [39] underscores the importance of a
human-centric approach in cybersecurity education, with a focus on the National

Cybersecurity Workforce Framework and the Department of Homeland Security’s
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educational framework. These studies collectively highlight the need for ongoing,
comprehensive and human-centric education and training in cybersecurity.

To facilitate this crucial undertaking, we formed a guide outlining essential
steps for effective employee training and education in the realm of cybersecurity:

1) Identify Threats: employees should participate in ongoing workshops dedi-
cated to cybersecurity threats and potential vulnerabilities, with a particular em-
phasis on social engineering. Moreover, employees should undergo regular phish-
ing simulations to familiarize themselves with common phishing techniques. This
training aims to enable them to identify various tactics employed by attackers,
such as phishing, pretexting and baiting.

2) Training modules: Every enterprise is encouraged to develop training mod-
ules that are specified to every organization’s needs and the potential threats they
may encounter. This ensures that employees can relate the training to their daily
work.

3) Interactive learning: Enterprises are also encouraged to incorporate interac-
tive elements such as simulations and real-life scenarios to enhance engagement.
This helps employees grasp the practical aspects of cyber threats.

4) Basic cybersecurity awareness/education: Each member of a company’s
workforce should possess a fundamental understanding of essential cybersecurity
principles. Specifically, employees must understand the importance of strong,
unique passwords and the practice of regularly updating them. Moreover, they
should be able to identify suspicious emails, avoid clicking on unknown links and
report any phishing attempts. Finally, every enterprise should be educated on the
significance of keeping software and devices up-to-date to address potential vul-
nerabilities.

5) Areas of authorized access: It is of high importance for every company to
establish areas of authorized access. In many instances, employees are granted ac-
cess to sections of the company beyond their designated departments. It is imper-
ative that each staff member is limited to accessing only their specific department
to prevent any potential data corruption or theft, whether intentional or uninten-
tional.

6) Encourage Reporting: It is strongly recommended that enterprises should
establish a policy where employees ought to report any suspicious activity through
dedicated channels for reporting incidents. This policy should stress the need for
employees to have a fundamental understanding of the importance of reporting
promptly.

7) Cyber Security Gamification Training: A range of studies have explored the
use of gamification in cybersecurity training with positive results. Coull [40] de-
veloped virtual escape rooms and games to improve user engagement and
knowledge acquisition. Similarly, Gonzalez [41] and Steen [42] found that gami-
fication can enhance the learning process and improve attitudes, perceived behav-
ioral control, intentions and behavior. Malone [43] and Rieff [44] further demon-
strated the effectiveness of gamified learning platforms and a framework for gam-

ifying cybersecurity awareness training. Jelo [45] and Ashley [46] extended this
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work to the field of critical infrastructure, using gamified scenarios and game-

based learning to train facility operators in cybersecurity.

4.2. Antimalware Software

Antimalware software (also known as antivirus software) is a specialized software
designed to detect, prevent and remove malicious software (malware) from com-
puter systems and networks. Malware encompasses a broad category of harmful
software, including viruses, worms, trojans, ransomware, spyware and other types
of malicious code. Antimalware software employs several key mechanisms. One
primary method is signature-based detection, where the software maintains a da-
tabase of known malware signatures-distinctive patterns or characteristics associ-
ated with specific malicious entities. During routine scans or file access events, the
software compares these signatures while flagging files that exhibit a match for
further investigation. Additionally, antimalware software employs real-time mon-
itoring of the activities of programs and processes and suspicious behavior pat-
terns, such as deviations from normal operations or actions consistent with mal-
ware, trigger alerts or further examination. Finally, antimalware runs sets of algo-
rithms in an effort to identify new kinds of malware based on behavioral attributes
or code structures [47] [48].

In order to secure cybersecurity defenses, enterprises should always prioritize
the adoption and utilization of authentic, up-to-date antimalware software solu-
tions. The critical importance of this practice derives from the dynamic and evolv-
ing nature of cyber threats that businesses face daily. By employing original anti-
malware software, organizations can fortify their digital infrastructure against ma-
licious actors seeking to exploit vulnerabilities and compromise sensitive infor-

mation.

4.3. Updated and Original Software in SMEs

Micro, small, and medium-sized companies cannot compete with big enterprises
that have enough funds dedicated to cybersecurity. It has been observed that many
companies, in an effort to cut costs, choose not to invest in authentic software.
Furthermore, there is a tendency to overlook the importance of updating existing
software on multiple occasions.

The choice of original software ensures that your business leverages security
protocols designed and endorsed by the software’s legitimate developers. These
protocols are crafted to address emerging threats, providing a robust shield
against evolving cybersecurity challenges. On the other hand, the commitment of
software developers extends beyond the initial purchase. Choosing original soft-
ware guarantees continuous updates and patches, fortifying your systems against
vulnerabilities that may arise over time. This proactive approach is instrumental
in minimizing potential risks [49]-[51].

Malicious exploitation typically occurs when hackers identify outdated and pi-

rated software. In many instances, these hackers target vulnerabilities that have
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already been widely exploited and shared or sold on the darknet.

4.4. Network-Attached Storage (NAS) Server

A Network-Attached Storage (NAS) server is a specialized device or software that
provides centralized storage and file-sharing capabilities to multiple users and de-
vices within a network. Unlike a traditional server, a NAS is specifically designed
for storage-related tasks and is often a dedicated device with integrated storage
drives. As businesses increasingly adopt remote work practices, NAS servers often
provide secure remote access capabilities. This allows authorized personnel to ac-
cess critical business data securely from different locations, with proper encryp-
tion and authentication measures in place. The importance of a NAS server for
security in an SME lies in several key aspects [52] [53]:

1) Data Centralization: NAS allows for the centralization of data storage, mean-
ing that important files and data are stored in one secure location. This reduces
the risk of data loss and minimizes the risk of data theft and ransomware attacks.

2) Access Control: NAS devices often come with access control features. This
means administrators can regulate and restrict access to sensitive data, ensuring
that only authorized personnel can view, modify or delete specific files or directo-
ries. This helps prevent unauthorized access and potential data breaches.

3) Data Encryption: A NAS server can offer encryption features to secure data
during transmission and while at storage. Encryption is crucial for protecting sen-
sitive information from interception during data transfer or in the event of unau-
thorized physical access to the storage device. Data encryption is also essential for
a company in order to be compliant with data protection law like the General Data
Protection Regulation (EU GDPR).

4) Backup and Redundancy: NAS servers commonly support automated backup
processes, creating regular copies of data. This procedure is crucial for data recov-
ery in case of accidental deletion, hardware failure, etc. Having a reliable backup
strategy enhances data security by ensuring data integrity and availability. Finally,
regular backup offers protection against malware and ransomware attacks.

5) Virus and Malware Protection: NAS servers usually come with built-in anti-
virus and anti-malware features. These security measures add an extra layer of

protection against cyberattacks.

4.5. Website Security & Protection

In the business landscape, every enterprise depends on a website as a means to
promote and communicate its activities to the public. Depending on the nature of
the enterprise, a website serves not only as an informational platform but also as
a tool for various functions including e-commerce, warehouse management, com-
mercial operations, logistics, work distribution and more.

A website is composed of its domain, which is the name identifying the site, and
the platform built using various programming languages such as PHP (Hypertext

Preprocessor), CSS (Cascading Style Sheets), SQL (Structured Query Language),
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JavaScript, Python and others. Additionally, it incorporates plugins, which are
programs providing diverse functions on a website, such as managing cookie pol-
icies, facilitating e-commerce transactions, implementing CAPTCHA and more.

The protection of a domain is a critical aspect of cybersecurity as it is a crucial
component of a company’s online brand identity and unauthorized access or con-
trol over a domain can lead to the misuse of a brand’s reputation through fraud-
ulent activities or misleading content. Furthermore, domains are often linked to
various online services, including email and website hosting. Compromised do-
mains can serve as entry points for cybercriminals to access sensitive data, leading
to data breaches and other security incidents. Cybercriminals frequently employ
domain spoofing in phishing attacks to deceive users, and thus, protecting a do-
main helps prevent the creation of websites with similar names, reducing the risk
of falling victim to phishing schemes. For many businesses, a domain represents
intellectual property. Protecting the domain helps safeguard trademarks, brand
names and other proprietary information from being exploited by malicious ac-
tors [54].

Moreover, the necessity of regularly updating plugins and programming lan-
guages on a website is also critical for cybersecurity. Websites serve as vital inter-
faces for businesses and individuals, facilitating various online activities and for
that reason, plugins, which are additional software components that enhance a
website’s functionality, play a crucial role in extending features such as e-com-
merce capabilities, interactive forms and multimedia integration. Regular updates
to these plugins are essential as developers often release patches to address secu-
rity vulnerabilities. Failing to update plugins promptly can expose the website to
exploitation by malicious actors seeking to exploit known weaknesses [55]-[57].
Similarly, the programming language used to build a website requires regular up-
dates to address security vulnerabilities and improve overall performance. Out-
dated programming languages may contain known vulnerabilities that cybercrim-
inals can exploit to compromise the website’s integrity and gain unauthorized ac-
cess to sensitive data.

In summary, the need to keep plugins and programming languages up-to-date
and the need to protect the domain of an enterprise is more than ever essential for
cybersecurity. Cybercriminals actively exploit vulnerabilities in outdated software,
leading to potential compromises of data integrity, injection of malicious code,

and disruptions through various attacks.

4.6. Clean Desk and Clear Screen Policy of SMEs

Clear guidelines for the management of papers and removable storage media, as
well as rules for maintaining clear screens in information processing facilities, are
essential for SMEs. The organization should formulate and communicate a spe-
cific policy regarding clear desks and screens to all relevant parties involved. In
this way, unauthorized access and physical social engineering risk is minimized

[58]. More specifically, these guidelines should:
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1) Safely storing sensitive or crucial business information, whether in print or
electronic format, in a secure location such as a safe, cabinet, or other secure fur-
niture when not in use, especially when the office is empty.

2) Implementing security measures such as key locks to protect user endpoint
devices when not in use or left unattended.

3) Ensuring that user endpoint devices are either logged off or secured with a
screen and keyboard lock, controlled by a user authentication mechanism when
not attended. All computers and systems should be configured with a timeout or
automatic logout feature.

4) Print using machines with authentication features so that only the individu-
als who ordered the print can retrieve their printouts and only when physically
present at the printer.

5) Store in a secure way the documents and removable storage media contain-
ing sensitive information. Properly dispose of them using secure disposal methods
when no longer needed.

6) Establish and communicate rules and guidance for screen pop-ups, such as
turning off new email and messaging pop-ups during presentations and screen
sharing.

7) Clear sensitive or critical information from whiteboards and other displays

when no longer necessary.

4.7. Information Backup Policy for SMEs

SME:s should uphold a consistent and tested practice of maintaining backup cop-
ies of information, software and systems, aligning with a specific policy on backup.
This policy should be tailored to meet the organization’s data retention and infor-
mation security needs.

To ensure effective recovery following an incident, failure, or loss of storage
media, adequate backup facilities must be provided. Plans outlining how the or-
ganization will back up information, software and systems should be developed
and put into action, adhering to the established backup policy. When formulating
a backup plan, the following factors should be taken into account:

1) Generating accurate records and documented restoration procedures for
backup copies.

2) Aligning with business requirements, security standards and the criticality of
information in terms of the extent (e.g., full or differential backup) and frequency
of backups.

3) Safely storing backups in a remote location, at a sufficient distance to avoid
damage from disasters at the main site.

4) Providing an appropriate level of physical and environmental protection for
backup information.

5) Regularly testing backup media to ensure their reliability in emergency situ-
ations. Testing the restoration process on a separate system without overwriting

the original storage media in order to prevent irreparable data damage or loss in

DOI: 10.4236/jis.2025.161001

22 Journal of Information Security


https://doi.org/10.4236/jis.2025.161001

A. Papathanasiou et al.

case of failure.

6) Applying encryption to protect backups based on identified risks, especially
in situations where confidentiality is crucial.

7) Implementing measures to detect inadvertent data loss before the backup
process.

Operational procedures should actively monitor backup execution, addressing
any failures in scheduled backups to ensure compliance with the backup policy.
Regular testing of backup measures for individual systems and services is essential
to meet the objectives of incident response and business continuity plans. Critical
systems and services should have comprehensive backup measures covering all
necessary system information, applications and data for a complete recovery in

the event of a disaster, a data theft or a ransomware attack [59] [60].

4.8. Network Security of SMEs

Securing, managing and controlling networks and their devices is crucial for safe-
guarding information within SMEs systems and applications. To ensure network
security and protect connected services from unauthorized access, the following
aspects should be considered:

1) Assessing the information types and classification levels supported by the
network.

2) Defining responsibilities and procedures for managing networking equip-
ment and devices.

3) Keeping documentation up to date, including network diagrams and config-
uration files of devices such as routers and switches.

4) Separating operational responsibilities for networks from ICT system oper-
ations when necessary.

5) Implementing controls to ensure confidentiality and integrity of data over
public, third-party, or wireless networks with additional measures for maintaining
network service availability.

6) Logging and monitoring activities to record and detect actions relevant to
information security.

7) Coordinating network management activities for consistent control applica-
tion across the information processing infrastructure.

8) Authenticating systems on the network.

9) Restricting and filtering systems’ connection to the network using firewalls.

10) Detecting, restricting and authenticating the connection of equipment and
devices to the network.

11) Hardening network devices for increased security.

12) Segregating network administration channels from other network traffic.

13) Temporarily isolating critical subnetworks in case of network attacks.

14) Disabling vulnerable network protocols.

Every enterprise should apply appropriate security controls for virtualized net-
works, including software-defined networking (SDN, SD-WAN). Virtualized
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networks offer security benefits by allowing logical separation of communication
over physical networks, especially for systems using distributed computing [61].
Managing the security of large networks can involve dividing them into sepa-
rate domains, and isolating them from the public network (internet). Domains
can be based on trust levels, criticality, sensitivity, organizational units, or a com-
bination thereof. This segregation can be achieved through physically different

networks or different logical networks [62].

4.9. Use of Cryptography

SME:s should be encouraged to establish and enforce rules for the effective appli-
cation of cryptography, including cryptographic key management. The objective
is to ensure proper and efficient utilization of cryptography, aligning with busi-
ness and information security requirements while accounting for legal, regulatory
and contractual aspects related to cryptography [63]. When employing cryptog-
raphy, the following factors should be addressed:

1) Development and implementation of an organization-defined policy on
cryptography, outlining general principles for information protection. This spe-
cific policy is essential to maximize benefits, minimize risks and prevent inappro-
priate or incorrect cryptographic usage.

2) Determination of the required level of protection and information classifica-
tion, leading to the specification of the type, strength and quality of cryptographic
algorithms needed.

3) Utilization of cryptography for safeguarding information on mobile user
endpoint devices, storage media and during transmission over networks to such
devices or media.

4) Adoption of an approach to key management, encompassing methods for
generating and safeguarding cryptographic keys, along with recovery procedures
for encrypted information in case of key loss, compromise or damage.

5) Assignment of roles and responsibilities for implementing effective cryptog-
raphy rules and key management, including key generation.

6) Adoption of standards, cryptographic algorithms, cipher strength and cryp-
tographic solutions in line with organizational approvals or requirements.

7) Evaluation of the impact of using encrypted information on controls depend-
ent on content inspection such as malware detection or content filtering.

During the implementation of the organization’s cryptography rules, it’s crucial
to consider applicable regulations, national restrictions on cryptographic tech-
niques worldwide and address issues related to the trans-border flow of encrypted

information.

4.10. Use of Artificial Intelligence (AI)

Artificial intelligence (AI) has emerged as a critical tool in enhancing cybersecu-
rity for enterprises, particularly in the face of increasing cyber threats and the lim-
itations of traditional security systems. AI components such as machine learning,

data mining, in-depth learning and expert programs have been identified as key
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areas for improving cybersecurity. The use of Al in cybersecurity has been found
to offer several benefits, including improved threat detection and response, as well
as the ability to counter the evolving tactics of cyber attackers. However, it is im-
portant to note that the increasing volume and complexity of cyber-attacks re-
quire continuous advancements in Al. Despite the potential of Al in cybersecurity,
there are also challenges such as the need for intelligent cybersecurity measures
and the potential misuse of Al by cybercriminals. Overall, Al has the potential to
significantly enhance cybersecurity capabilities for enterprises, particularly in the
areas of threat detection, response and defense mechanisms [64].

The main fields that Al can help enterprises in the area of cybersecurity are:

o Advanced Threat Detection: AI-powered systems can analyze vast amounts
of data at an unprecedented speed, enabling them to identify patterns and anom-
alies that might indicate a security threat. Unlike traditional systems, which rely
on known threat signatures, Al algorithms can learn from data, allowing them to
detect new and evolving threats. This proactive approach to threat detection en-
sures that enterprises can respond to attacks more swiftly and effectively.

« Automated Response to Incidents: Once a threat is detected, the speed of re-
sponse is crucial. AI can automate certain response protocols, immediately isolat-
ing infected systems or blocking malicious activities. This not only reduces the
window of opportunity for attackers but also alleviates the burden on human se-
curity teams, allowing them to focus on more strategic tasks.

« Predictive Analytics: By leveraging machine learning models, AI can predict
potential vulnerabilities and threat vectors by analyzing historical data and cur-
rent trends. This predictive capability enables enterprises to fortify their defenses
before an attack occurs, shifting from a reactive to a proactive cybersecurity pos-
ture.

o Enhanced Risk Management: AI helps in quantifying and prioritizing risks
based on the likelihood and potential impact of threats. This prioritization allows
enterprises to allocate their resources more effectively, focusing their efforts on
areas of highest risk.

o Phishing Detection and Prevention: Phishing attacks are a common and ef-
fective tactic used by cybercriminals. AI can analyze emails and web content in
real-time to detect phishing attempts, identifying malicious links and attachments
or unusual sender behavior. This significantly reduces the chances of employees
inadvertently compromising enterprise security.

o Behavioral Analysis: Al systems can monitor user behavior within an organi-
zation’s network, learning normal patterns of behavior and flagging deviations
that could indicate insider threats or compromised accounts. This level of behav-
ioral analysis goes beyond simple access controls and into the nuanced detection
of potential security breaches.

« Streamlining Compliance: Al can also assist enterprises in maintaining com-
pliance with various regulatory requirements. By automating data protection pro-
tocols and monitoring compliance in real time, Al reduces the risk of costly vio-

lations and ensures that sensitive information remains secure.
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4.11. Best Security Practices for Remote Work

The organization/business must establish and support specific procedures for tel-
eworking. These procedures should consider the nature and severity of risks re-
garding the protection of personal data arising from remote work.

The organization should adequately inform, train, and assist employees in im-
plementing these procedures, considering that many users may not be familiar
with the technologies supporting telecommuting and related risks. The following
best security practices should be implemented for remote work:

o Ensure there is no possibility of insecure remote access to the organization’s
IT resources, such as internal network computers and files. Secure connection can
be achieved, for example, through a Virtual Private Network (VPN) with data en-
cryption and user authentication (e.g., IPSec VPN).

o Define and limit access to resources remotely based on the necessary tasks
performed by the telecommuter.

« Connect to the organization’s computing systems through a Remote Desktop
Protocol (RDP) service only via a secure VPN.

o Use secure WPA2 protocol with a strong password for Wi-Fi connections,
even when connecting to the organization’s network securely via VPN.

« Avoid storing files with personal data on online storage services (e.g., Drop-
box, OneDrive, Google Drive) unless adequate guarantees are provided, such as
services provided by the organization with appropriate security measures, or data
stored exclusively in appropriately encrypted format.

« Install and regularly update antivirus software and firewall on the device used
for telecommuting.

o Ensure the latest software and operating system updates are installed on em-
ployees’ devices.

o Use up-to-date web browsers (e.g., Firefox, Chrome) and clear browsing his-
tory or delete links related to telecommuting at the end of the work session.

« Separate files containing personal data related to work from personal files on
the employee’s device, using distinct folders with descriptive names. Use a virtual
machine exclusively for telecommuting where possible.

« Support appropriate encryption procedures for files containing personal data,
especially when stored on portable/removable storage media (e.g., USB stick).
Consider encrypting files on the primary device used for telecommuting (e.g., PC,
laptop), especially for high-risk data.

« For teleconferencing, the utilization of platforms supporting secure services
(encryption) and avoiding teleconferencing software that does not provide end-

to-end encryption is of the essence.

4.12. Physical & Environmental Security of SMEs

Appropriate measures must be taken to protect buildings, critical areas, computer
rooms, staff offices, IT equipment and physical file storage spaces from damages that

may result from natural disasters or malicious actions, such as floods, overheating,
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fire, earthquakes, explosions, water leaks, power outages, burglary/theft, vandal-
ism, etc.

Indicative measures in this direction include alarms, security doors and win-
dows, fire protection systems, relocating equipment away from water pipes and
dust sources, moisture and flood detectors, uninterrupted power supply through

stabilizers/generators, etc.

4.13. Security and Resilience—Business Continuity Management

The organization must have developed documented policies and implementation
procedures concerning ensuring business continuity and recovery from the dis-
ruption of critical information systems following an adverse event. In this context,
it should have identified its critical systems and functions and conducted an im-
pact assessment of potential adverse events (cyberattacks, natural disasters, etc.).

The organization should have developed and documented a detailed business
continuity plan aiming at the immediate restoration and continuity of critical
functions and services following an adverse event.

For the above process, it may be certified to apply, maintain, and improve a
management system based on which it prepares, responds, and recovers critical
functions and continues to provide products and services at an acceptable level in
the event of an adverse event. Such an international standard is ISO 22301:2019

Security and Resilience.

4.14. Tailoring Cybersecurity Measures Based on Budget
Constraints

Cybersecurity is a critical concern for all organizations, irrespective of their size.
For small and medium-sized enterprises (SMEs), implementing robust cyberse-
curity measures is essential to protect against a variety of threats. This unified ap-
proach addresses several key areas of cybersecurity relevant to SMEs, including
employee training, antimalware software, software updates, network-attached
storage (N'AS) security, website protection and more, but the implementation may
vary based on the size, budget and resources of each SME.

Employee training and education form the cornerstone of an effective cyberse-
curity strategy. SMEs must invest in comprehensive training programs to educate
employees about various cyber threats, including phishing and social engineering
tactics. Tailored training should cover fundamental principles such as the creation
of strong passwords, the identification of suspicious emails, and the importance of
software updates. For small SMEs, cost-effective training options, such as online
courses and phishing simulations, can be utilized, while medium-sized SMEs may
benefit from more advanced and interactive training modules. Regular updates
and ongoing education ensure that employees stay informed about the latest
threats and best practices.

Antimalware software is another critical component of cybersecurity. Both

small and medium-sized SMEs need reliable antimalware solutions to detect,
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prevent, and remove malicious software. This software should be regularly up-
dated to handle new threats and vulnerabilities. Small SMEs should focus on af-
fordable, reputable antimalware solutions, while medium-sized businesses may
invest in more comprehensive, enterprise-grade solutions that offer additional
features like real-time threat monitoring and advanced threat analytics.

Updated and original software is crucial for maintaining security. SMEs must
ensure that all software, including operating systems and applications, is kept up-
to-date with the latest patches and updates to protect against known vulnerabili-
ties. This practice not only prevents exploitation by attackers but also ensures
compatibility with other security measures. Small SMEs should prioritize regular
software updates as part of their basic security hygiene, while medium-sized en-
terprises can implement automated update management systems to streamline the
process.

Network-attached storage (NAS) servers require particular attention to safe-
guard critical data. For SMEs, securing NAS involves implementing strong access
controls, encrypting stored data, and regularly backing up data to prevent loss
from ransomware or other attacks. Small SMEs might opt for basic encryption
and access controls, while medium-sized enterprises can integrate advanced fea-
tures such as centralized management and multi-factor authentication.

Website security and protection are essential for SMEs with an online presence.
Implementing SSL/TLS certificates to secure data in transit, along with regular
vulnerability assessments and updates, helps protect against common web-based
attacks. Small SMEs can start with basic security practices like regular software
updates and secure login credentials, while medium-sized businesses might adopt
more sophisticated solutions such as Web Application Firewalls (WAFs) and
comprehensive security monitoring.

A clean desk and clear screen policy helps mitigate the risk of data breaches and
unauthorized access. SMEs should enforce policies requiring employees to lock
their screens when away from their desks and clear sensitive information from
their workspaces. For small SMEs, simple reminders and basic training can suf-
fice, while medium-sized enterprises might implement more formal procedures
and regular audits to ensure compliance.

Information backup policies are vital for data resilience. Regular backups of
critical information should be performed and stored securely, ideally offsite or in
a cloud environment. Small SMEs can use basic backup solutions, while medium-
sized businesses might invest in more sophisticated backup and recovery systems
that offer greater reliability and faster recovery times.

Network security is fundamental to protect against unauthorized access and
data breaches. SMEs should employ firewalls, intrusion detection systems, and
secure network configurations. Small businesses can implement basic firewall so-
lutions and secure Wi-Fi networks, while medium-sized enterprises might deploy
more advanced network security measures, including segmented networks and

intrusion prevention systems.
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The use of cryptography helps secure sensitive data both at rest and in transit.
SMEs should leverage encryption to protect data on devices, during transmission,
and in storage. Small SMEs can use basic encryption tools and services, while me-
dium-sized businesses might deploy enterprise-grade encryption solutions with
advanced features.

Artificial Intelligence (AI) can enhance cybersecurity by providing advanced
threat detection and response capabilities. AI-driven tools can analyze vast amounts
of data to identify patterns and potential threats that traditional methods might
miss. Small SMEs can explore Al solutions that offer essential threat detection and
response features, while medium-sized enterprises may integrate more sophisti-
cated Al systems for comprehensive security analysis and automated responses.

Best security practices for remote work** are increasingly relevant as remote
work becomes more common. SMEs should establish clear policies for secure re-
mote access, including the use of Virtual Private Networks (VPNs), secure au-
thentication methods, and regular security updates on remote devices. Small
SME:s can adopt basic remote work security measures, while medium-sized enter-
prises might implement more robust solutions, such as centralized endpoint man-
agement and advanced threat detection for remote work environments.

Physical and environmental security ensures that physical access to sensitive
areas and equipment is controlled. SMEs should implement access controls, sur-
veillance, and environmental monitoring to protect against physical threats. Small
businesses can focus on basic physical security measures, such as locked doors and
restricted access, while medium-sized enterprises might invest in more advanced
systems, including biometric access controls and comprehensive surveillance sys-
tems.

Finally, security and resilience through business continuity management are
critical for maintaining operations during and after a cyber incident. SMEs should
develop and regularly test business continuity plans to ensure rapid recovery from
disruptions. Small SMEs can start with basic continuity planning and testing,
while medium-sized businesses might adopt more detailed and formalized plans,
including comprehensive risk assessments and recovery strategies.

By addressing these key areas, SMEs can build a robust cybersecurity frame-

work that mitigates risks and ensures resilience against various cyber threats.

5. Information Security and Cybersecurity Frameworks for
SMEs

Although each organization possesses distinct missions, objectives and risk toler-
ances, they are not required to develop governance frameworks independently to
address security and privacy goals. Some organizations may already possess ap-
propriate control frameworks, while others may not. While opting for an indus-
try-standard control framework is not obligatory, it offers advantages. These
frameworks have a track record of implementation across numerous companies

and undergo regular updates to adapt to evolving business landscapes, emerging
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threats, and technological advancements.

5.1.1SO/IEC 27001:2022, Information Security, Cybersecurity and
Privacy Protection—Information Security Management
Systems

There are several standard security and privacy frameworks, but ISO/IEC 27001:2022
is of the most importance. More specifically:

1) ISO/IEC 27001:2022, Information security, cybersecurity and privacy pro-
tection—Information security management systems—Requirements, is the world’s
best-known standard for information security management systems (ISMS) and
defines requirements an ISMS must meet. This standard contains a requirements
section that outlines a properly functioning information security management
system (ISMS) and a comprehensive control framework.

2) ISO/IEC 27002:2022 Information security, cybersecurity and privacy protec-
tion—Information security controls standard is a collection of information secu-
rity management guidelines that are intended to help an organization implement,
maintain and improve its information security management system (ISMS). The
standard is published by the International Organization for Standardization (ISO)
and the International Electrotechnical Commission (IEC).

3) ISO 27002 is designed to work with ISO 27001 as a code of practice, which
provides the requirements for establishing, implementing, maintaining and im-
proving an ISMS. ISO 27002 provides guidelines, general principles and control
mechanisms for implementing, maintaining and improving information security

management in an organization.

5.2. NIST Standards & Cybersecurity Frameworks

NIST SP 800-53, Security and Privacy Controls for Federal Information Systems
and Organizations: is one of the most well-known and adopted security control
frameworks. NIST SP 800-53 many organizations that are not required to employ
the framework have utilized it, primarily because it is a high-quality control frame-
work with in-depth implementation guidance and because it is available without
cost.

NIST SP 800-53A, Assessing Security and Privacy Controls in Federal Infor-
mation Systems and Organizations: Building Effective Assessment Plans: is the
companion standard to NIST SP800-53 that defines techniques for auditing or
assessing each control in NIST SP 800-53.

NIST Cybersecurity Framework (CSF) 2.0: NIST Cybersecurity Framework 2.0:
is the latest revision (released in February 2024 in a set of procedures and guide-
lines developed to help organizations improve cybersecurity measures. The NIST
Cybersecurity Framework (CSF) 2.0 provides guidance to industry, government
agencies, and other organizations to manage cybersecurity risks. It offers a taxon-
omy of high-level cybersecurity outcomes that can be used by any organization—

regardless of its size, sector, or maturity—to better understand, assess, prioritize,
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and communicate its cybersecurity efforts.

5.3.ISO/IEC 27701:2019 Security Techniques—Extension to
ISO/IEC 27001 and ISO/IEC 27002 for Privacy Information
Management—Requirements and Guidelines

ISO/IEC 27701:2019, Security techniques—Extension to ISO/IEC 27001 and
ISO/IEC 27002 for privacy information management—Requirements and guide-
lines is an international standard that directs the formation and management of a
Privacy Information Management System (PIMS), including the controls and
processes to ensure privacy by design and proper ongoing monitoring and man-
agement of personal information. The first version of this standard was published
in August 2019.

5.4. CIS Critical Security Controls (CIS Controls)

The CIS Critical Security Controls (CIS Controls) offer a straightforward and pri-
oritized set of best practices for enhancing cybersecurity resilience. These controls
are widely utilized by cybersecurity professionals globally, with contributions from
a diverse community.

They serve as safeguards against common cyber-attacks, often referred to as the
“SANS 20 Critical Security Controls.”

5.5. Payment Card Industry Data Security Standard (PCI DSS)

The Payment Card Industry Data Security Standard (PCI DSS) is an internation-
ally recognized information security standard mandated by major credit card
brands and administered by the Payment Card Industry Security Standards Coun-
cil. It provides a control framework specifically designed to safeguard credit card
information during storage, processing, and transmission across organizational
networks. Compliance with PCI DSS is compulsory for entities handling credit
card data, with larger volume organizations subject to annual onsite audits. Many
organizations extend PCI DSS principles to protect various types of financial and

personal data beyond credit card information.

6. Proposed Tool for Initial Cybersecurity Assessment for
SMEs

As described before, cybersecurity is paramount for organizations of all sizes, but
small and medium-sized enterprises (SMEs) often face unique challenges due to
limited resources and expertise. To address these challenges, we have developed a
Java-based tool designed to provide an initial cybersecurity evaluation for SMEs
based on the measurements and policies described in earlier chapters. This tool
employs a 30-question questionnaire (Appendix A) aimed at assessing the cyber-
security posture of SMEs and identifying areas for improvement. The tool can be

accessed and downloaded in the following Github repository:

https://github.com/ZoirosN/SMEs-Questonnaire. More specifically, the above-
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mentioned tool focuses on the following areas:

o Comprehensive Policy and Procedures Assessment: The tool begins by evalu-
ating the organization’s documentation and implementation of policies and pro-
cedures. It examines whether the organization has established appropriate policies
for staff training and awareness of information security and cybersecurity issues.
By ensuring regular and role-specific cybersecurity awareness training, the tool
helps organizations cultivate a culture of security.

« Malware Protection and Management: A significant portion of the question-
naire focuses on the organization’s defenses against malware. It checks if the or-
ganization uses centrally managed, regularly updated anti-malware software on
all workstations and servers. Additionally, it assesses the implementation of auto-
matic malware scans on portable storage devices, ensuring these entry points are
not neglected.

o Network Security and Configuration: The tool scrutinizes the organization’s
network security policies, including the secure configuration of equipment, oper-
ating systems and applications. It checks for adherence to internationally accepted
standards and guidelines and evaluates whether the organization uses the latest
versions of critical applications. Network segmentation and traffic filtering are
also reviewed to ensure sensitive areas are adequately protected.

o Data Backup and Encryption: Ensuring data integrity and availability is criti-
cal. The questionnaire investigates the organization’s backup policies and proce-
dures, including prioritization, data criticality, and retention requirements. It en-
sures that backups are automated, encrypted during transit, and subject to peri-
odic integrity checks and restoration tests. Additionally, the tool evaluates the use
of cryptography to protect sensitive data both in transit and at rest.

« Physical Security and Access Control: The tool also addresses the physical se-
curity of the premises hosting the organization’s information systems. It checks
for control mechanisms at the external perimeter of the computer room, such as
barriers, locks, and alarms, to prevent unauthorized physical access. The mainte-
nance of a list of authorized individuals with access to these areas is also evaluated.

o Regular Reviews and Updates: To maintain a cybersecurity posture, the tool
ensures that the organization has mechanisms to regularly review and update user
access to systems and data. This helps prevent unauthorized access and ensures
that only authorized personnel can access critical systems and information.

Navigating the program, the user answers the questionnaire step-by-step. If a
response is negative, the program provides an explanatory message detailing the
importance of the measure and the necessary actions to address it. At the end of
the questionnaire, a score is displayed on the screen, categorized into success rates:
0% - 20%, 21% - 40%, 41% - 60%, 61% - 80%, and 81% - 100%. Additionally, upon
completing the questionnaire, a comprehensive report is generated, evaluating the
SME’s cybersecurity level and offering general recommendations for improve-
ments and further technical measures.

The selection of the 30 questions for the proposed Java-based cybersecurity

DOI: 10.4236/jis.2025.161001

32 Journal of Information Security


https://doi.org/10.4236/jis.2025.161001

A. Papathanasiou et al.

assessment tool was guided by a thorough analysis of well-established information
security and cybersecurity frameworks, as detailed in Section 6. These questions
were carefully chosen to align with the Basic Controls of Information Security and
adhere to widely recognized standards such as ISO/IEC 27001:2022, the NIST Cy-
bersecurity Framework, and ISO/IEC 27701:2019, among others. By drawing
from these internationally accepted frameworks, the questions are designed to as-
sess key areas of cybersecurity posture, including policy development, risk man-
agement, data protection and incident response. This approach ensures that the
tool provides a comprehensive evaluation based on industry best practices, allow-
ing SMEs to benchmark their security measures against globally recognized stand-
ards.

Our Java-based evaluation tool is a vital and free resource for SMEs looking to
assess and enhance their cybersecurity measures. By covering a wide range of es-
sential areas—from staff training and malware protection to data encryption and
physical security—the tool provides a detailed and actionable assessment. This
enables SMEs to identify vulnerabilities, strengthen their defenses, and ensure the
security of their information systems. With this tool, SMEs can take proactive
steps to safeguard their digital assets, protect sensitive data and maintain trust
with their stakeholders.

7. Discussion and Limitations

The study employs a stratified sampling method aimed at ensuring representa-
tiveness across different types of SMEs. SMEs are highly diverse, ranging from
micro-enterprises with fewer than 10 employees to medium-sized enterprises with
up to 250 employees. This broad range is reflected in the participant pool, which
was stratified based on the classification outlined by the European Union’s SME
definition (as presented in Table 1 of the paper). This stratification ensures that
the study captures responses from micro, small, and medium-sized enterprises,
thereby addressing the varied cybersecurity needs and challenges across different
business sizes. The questionnaire, structured around fundamental cybersecurity
standards like ISO/IEC 27001:2022 and the NIST Cybersecurity Framework, al-
lows the tool to adapt its evaluation according to the specific profile and resources
of each SME type. By stratifying participants this way, the study can more accu-
rately identify how cybersecurity practices and awareness differ among various
SME categories.

In evaluating the results of the study, the tool provided a comparative analysis
of the cybersecurity posture of different categories of SMEs.

Among the 10 SMEs that completed the questionnaire, the breakdown of results
by size category is as follows:

Micro Enterprises (4 SMEs): Of the 4 micro-enterprises, one scored between
0% - 20%, indicating very limited cybersecurity measures. Two of the micro-en-
terprises scored between 21% - 40%, showing slightly better preparedness, while

the final micro-enterprise scored in the 41% - 60% range, reflecting a moderate
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level of cybersecurity implementation.

Small Enterprises (4 SMEs): In the small enterprise category, one business
scored between 0% - 20%, demonstrating minimal cybersecurity measures. The
other three small enterprises, however, scored within the 41% - 60% range, sug-
gesting a noticeable improvement in their cybersecurity efforts compared to the
micro-enterprises.

Medium Enterprises (2 SMEs): Both medium-sized enterprises scored within
the 61% - 80% range, indicating a higher level of cybersecurity readiness and more
robust implementation of protective measures.

Micro-enterprises generally scored lower on the cybersecurity maturity scale
(0% - 20%) due to limited financial and human resources. These businesses often
lack formal cybersecurity policies, centralized management of malware protec-
tion, and robust backup and encryption strategies. Small enterprises, which typi-
cally have some dedicated IT resources, displayed moderate improvement in areas
such as malware protection, network security, and data backup, often scoring
within the 41% - 60% range. However, they still showed gaps in comprehensive
policy implementation and encryption measures. Medium-sized enterprises gen-
erally performed better, often scoring in the 61% - 80% range. These organizations
were more likely to have established formal cybersecurity policies, invested in en-
cryption technologies, and implemented comprehensive network security config-
urations. Medium-sized SMEs also demonstrated greater adherence to interna-
tional cybersecurity standards and a stronger overall cybersecurity posture due to
their ability to allocate more resources to cybersecurity. Despite these higher
scores, gaps were still observed in areas like regular reviews and updates, especially
concerning access control and physical security, indicating room for improve-
ment even among the larger participants.

This comparative analysis underscores the diverse needs and capabilities of
SME:s across different sizes and emphasizes the importance of tailored cybersecu-
rity strategies that reflect the specific challenges faced by different types of enter-
prises.

While our Java-based cybersecurity evaluation tool offers a significant step for-
ward in assisting SMEs with their cybersecurity needs, it does have several limita-
tions that should be acknowledged. Firstly, the tool provides an initial assessment
based on a predefined 30-question questionnaire, which, although comprehen-
sive, may not fully capture the security requirements of every SME. This limitation
arises from the inherent complexity and variability in cybersecurity needs across
different industries and business models. While the tool covers key areas such as
policy assessment, malware protection, network security, data backup, encryp-
tion, physical security, and access control, it may not address all the unique threats
or compliance requirements specific to certain sectors.

Another notable limitation is the tool’s reliance on self-reported data. The ef-
fectiveness of the assessment largely depends on the accuracy and honesty of the

responses provided by users. Given that the tool does not include real-time
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validation or auditing capabilities, there is a risk that organizations may overesti-
mate their security posture or underreport their vulnerabilities. This limitation
underscores the need for SMEs to complement the tool’s findings with more de-
tailed internal audits or external expert evaluations.

Additionally, while the tool provides detailed feedback and recommendations
based on user responses, it may not always offer tailored solutions or in-depth
technical guidance. The recommendations are designed to be general and appli-
cable to a broad range of SMEs, which means that organizations with more com-
plex or specialized needs might find the advice less actionable. This could be par-
ticularly challenging for SMEs in highly regulated industries or those with ad-
vanced cybersecurity requirements.

Furthermore, while the tool is designed to be user-friendly and accessible, it
may still pose challenges for SMEs with limited technical expertise. The complex-
ity of some cybersecurity concepts and the necessity for periodic reviews and up-
dates might be daunting for users who are not well-versed in the field. This limi-
tation highlights the need for supplementary educational resources or support ser-
vices to help SME:s effectively interpret and act on the tool’s findings.

Lastly, the tool’s effectiveness in addressing emerging cybersecurity threats is
constrained by its static nature. As the cybersecurity threat landscape evolves, the
tool’s content and assessment criteria may need to be updated regularly to reflect
new threats and best practices. While the tool provides a valuable snapshot of an
SME’s current security posture, it may not fully account for the dynamic nature
of cyber threats and the corresponding need for continuous adaptation.

In conclusion, while our Java-based tool represents a significant advance in
providing SMEs with a structured approach to evaluating their cybersecurity
measures, it is important to recognize its limitations. The tool serves as a valuable
starting point for assessing and improving cybersecurity practices but should be
used in conjunction with other resources, expert consultations, and ongoing vig-

ilance to ensure comprehensive and effective security management.

8. Conclusions

Small and Medium-sized Enterprises are considered the backbone of the global
economy, and for good reason, as they occupy about 90% of businesses and more
than 50% of employment worldwide. However, SMEs often lack the necessary re-
sources to address cybersecurity aspects, especially in comparison with large en-
terprises, which makes them increasingly targeted by cybercriminals.

In this work, we examined key cyber threats such as social engineering, ran-
somware, malware, BEC attacks, and insider threats to guide SMEs on the multi-
faceted nature of cybersecurity challenges they may face.

To combat these threats, several measures have been identified as critical, such
as implementing comprehensive employee training programs on cybersecurity
awareness to counteract social engineering tactics, adopting and regularly updating

software to protect against malicious software threats, ensuring timely backups of
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critical data to minimize damage from ransomware attacks, applying strict access
controls and monitoring to mitigate insider threats, establishing cybersecurity
frameworks and standards such as ISO/IEC 27001 and NIST guidelines, and
adopting innovative technologies.

Beyond preventative measures, SMEs must develop cyber resilience strategies
to ensure business continuity in the event of a cyber incident. This involves plan-
ning for incident response, recovery, and adaptation in the face of evolving cyber
threats. Ultimately, fostering a culture of cybersecurity within SMEs, focused on
education, compliance, and resilience, is essential for safeguarding their future
and, by extension, the global economy.

We proposed a comprehensive cybersecurity questionnaire intended to provide
SMEs with a valuable tool to assess and enhance their cybersecurity level. The
questionnaire is designed to guide users through critical areas such as social engi-
neering, antimalware strategies, data management, and insider threat prevention.
The detailed feedback and scoring system aim to highlight areas of strength, iden-
tify vulnerabilities, and provide actionable recommendations for improvement.
By aligning with globally recognized guidelines like ISO/IEC 27001 and NIST
standards, the tool offers a structured and scalable approach to cybersecurity that
is both practical and effective.

However, it is important to note that the effectiveness of the questionnaire is
currently based on its design principles and theoretical alignment with established
standards. Its real-world efficacy has yet to be validated through empirical re-
search. As such, while the tool provides a valuable first look at potential vulnera-
bilities and strengths, SMEs are encouraged to consult with a cybersecurity task
force for a more in-depth analysis and tailored solutions.

In future work, we plan to integrate an Al module that can deliver real-time
updates and responses, tailoring its recommendations to the specific cybersecurity
needs of each company. This enhancement will enable SME:s to receive continu-
ous, customized guidance, helping them to strengthen their defenses against
evolving cyber threats. Additionally, we aim to collect feedback and gather statis-
tical data from SMEs that utilize the questionnaire. This data will be crucial for
refining the tool, providing improvements based on real-world usage, and ena-
bling a comprehensive statistical analysis of cybersecurity trends and challenges
within the SME sector.
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Appendix A

Table Al. Detailed questionnaire with 30 cybersecurity-related questions for small- and
medium-sized Enterprises (SMEs).

1. Has the organization developed an appropriate documented policy and
implementation procedures for the necessary training and awareness of staff on
information security and cybersecurity issues?

2. How does the organization recognize social engineering attacks such as phishing
emails, impersonation phone calls, etc.?

3. Have good authentication practices been developed such as creating strong passwords
and multi-factor authentication?

4. Does the organization periodically conduct a cybersecurity awareness training
program for staff based on distinct roles such as active & experiential learning?

5. Does the organization periodically conduct cybersecurity incident simulation exercises
and tests to simulate phishing incidents and their consequences?

6. Has the organization developed a documented policy and implementation procedures
on the security and protection of its information systems against malware infection?

7. Does the organization implement technologies to protect against spam at all entry and
exit points of its infrastructure?

8. Has the organization developed a documented policy including implementation
procedures on the secure configuration of equipment, operating systems, and
applications?

9. Does the organization implement an approved secure configuration procedure based
on internationally accepted standards and guidelines?

10. Does the organization have an approved procedure for the disposal of equipment,
operating systems, and applications for which support has expired?

11. Does the organization use only the latest and most up-to-date versions for critical
customer applications?

12. Has the organization developed a documented policy as well as implementation
procedures regarding the secure architecture of its networks?

13. Has the organization divided its internal network into distinct sub-networks based
on the level of sensitivity of its business areas (network segmentation)?

14. Does the organization apply traffic filtering between subnets to limit the flow of
information to that which is strictly necessary for its business needs?

15. Does the organization ensure that remote users access its internal network via VPN
(Virtual Private Network) using two-factor authentication and the latest encryption
algorithms?
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Continued

16. Is there a recorded Clean Desk Policy and clear screen?

17. Has the organization developed a documented policy as well as implementation
procedures regarding the backup of its information systems?

18. Has the organization ensured that backups are obtained in an automated manner
from all its major information systems daily?

19. Has the organization ensured that the received backups are protected by encryption
in transit?

20. Does the Organization conduct a periodic integrity check of the backups?

21. Does the Organization conduct a periodic data restoration test with the aim of
validating that the backup taking process works correctly?

22. Has the Organization developed a recorded policy as well as implementation
procedures concerning the use of cryptography in its information systems?

23. Does the Organization ensure that data classified as critical/sensitive are encrypted
during their transmission (encryption in transit)?

24. Does the Organization ensure that data classified as critical/sensitive are encrypted
during their storage (encryption at rest)?

25. Does the organization ensure that the VPNs and firewalls have the latest version of
operating systems, are kept up to date, and receive security updates and software
upgrades at regular intervals in an automated manner?

26. Has the Agency developed a documented policy including implementation
procedures on the physical security of the premises hosting its information systems?

27. Has the organization ensured that the building facilities hosting its servers have
control mechanisms at the external perimeter for protection against unauthorized
physical access?

28. Does the organization keep a list of individuals with authorization for access to the
computer room?

29. Are there measures in place for tracking and recording user activities across the
organization’s network to ensure accountability?

30. Does the organization have procedures for regularly reviewing and updating its
cybersecurity policies and systems?
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