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Abstract 
This study addresses security and ethical challenges in LLM-based Multi-
Agent Systems, as exemplified in a blockchain fraud detection case study. Lev-
eraging blockchain’s secure architecture, the framework involves specialized 
LLM Agents—ContractMining, Investigative, Ethics, and PerformanceMoni-
tor, coordinated by a ManagerAgent. Baseline LLM models achieved 30% ac-
curacy with a threshold method and 94% accuracy with a random-forest 
method. The Claude 3.5-powered LLM system reached an accuracy of 92%. 
Ethical evaluations revealed biases, highlighting the need for fairness-focused 
refinements. Our approach aims to develop trustworthy and reliable networks 
of agents capable of functioning even in adversarial environments. To our 
knowledge, no existing systems employ ethical LLM agents specifically de-
signed to detect fraud, making this a novel contribution. Future work will fo-
cus on refining ethical frameworks, scaling the system, and benchmarking it 
against traditional methods to establish a robust, adaptable, and ethically 
grounded solution for blockchain fraud detection. 
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1. Introduction 

As LLM multi-agent systems become more advanced, ensuring they remain 
aligned with human values is crucial. However, agent-agent dependencies in LLM 
multi-agent systems can lead to various security issues Figure 1. These include 
unintended information leakage, where sensitive data might be shared inappro-
priately between agents. The interconnected nature of these systems can result in 
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cascading failures and rapid propagation of attacks. To mitigate these risks, robust 
security measures and careful design of agent interactions are essential, including 
encryption, authentication, anomaly detection, and careful design of agent inter-
actions and permissions. Typically, agents autonomously gather, process, and an-
alyze large amounts of data in research, offering valuable insights without human 
intervention. They are also effective in real-time applications like financial trad-
ing, making split-second decisions based on market conditions. However, little 
has been done to examine agents’ interaction framework design [1], which can 
potentially lead to data leakage, or misinformation. This will not only cause a se-
curity and privacy risk but also violate the ethical rules since humans tend to over-
reliance and overly trust the output from LLM models [2]. The threat among 
agents of interaction can be categorized into two types: competitive interaction 
threats and cooperative interaction threats. Agent-to-agent competitive behavior 
may lead to untrustworthy interactions and ethical concerns, as seen with Meta’s 
AI Cicero learning deception. Balancing effective competition and ethical behav-
ior in AI agents remains a significant challenge requiring further research [1]. On 
the other hand, cooperative multi-LLM agent systems boost efficiency [3] but face 
threats like secret collusion leading to bias [4], amplification of errors or halluci-
nations, rapid spread of misinformation, and attacks exploiting agent connectiv-
ity. However, they also enhance security by defending against jailbreak attacks (as 
demonstrated by AutoDefense) and improving software security and accountabil-
ity by detecting and controlling irreversible code execution [5]. For this reason, 
this study selected the cooperative framework with ethics rules to examine fraud 
detection.  

 

 

Figure 1. Security, risks, and vulnerabilities within LLM multi-agent systems (red dash line represents this 
study focus area).  

 
Blockchain technology, with its decentralized structure, distributed ledgers, 

hash encryption, and consensus protocols, offers a solution to these issues by 
providing transparency, immutability, and secure verification mechanisms that 
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enhance trust, information integrity, and authority within multi-LLM agent sys-
tems. Smart contracts in blockchain techniques can automate processes, ensuring 
transaction authenticity and removing the need for a central authority. While in-
tegrating blockchain technology with multi-LLM agent systems can enhance trust, 
it also raises ethical concerns, particularly regarding privacy, the immutability of 
records, and the need for transparency and explainability in smart contracts [6] 
[7]. 

Thus, the main goals for this study are: 1) Investigate fraud within the cooper-
ative multi-LLM agent systems, and 2) Design a series of ethics rules to avoid bias 
and collusion from the multi-LLM agent systems output based on smart contracts 
in blockchain datasets. To accomplish these goals, we will explore how coopera-
tive agent interactions raise ethical concerns, such as bias. In addition, we will 
develop a series of ethical rules that enhance fairness. This proposed solution will 
balance efficiency and ethical behavior while addressing risks like fraud and data 
leakage among LLM agents. 

2. Related Work 

This work relates to three main areas of related research work, which we discuss 
in this section: 1) identify fraud based on blockchain technology, 2) multi-LLM 
agent system, and 3) ethical rules for reducing bias and collusion within multi-
LLM agent systems.  

2.1. Fraud Detection in Blockchain 

Fraud detection in blockchain technology is an emerging research area, especially 
with the growing adoption of smart contracts on platforms like Ethereum. Block-
chain’s immutability poses challenges, as vulnerabilities in smart contracts cannot 
be updated. Notable studies include [8], who used graph neural networks to detect 
vulnerabilities in contract code, and [9], who developed a Heterogeneous Graph 
Transformer Network (S_HGTNs) to analyze transaction and code data for im-
proved anomaly detection. Additionally, [10] proposed Deep Blockchain-Enabled 
Collaborative Anomaly Detection (DBC-CAD) to address IoT security challenges 
through blockchain and deep learning. 

Recent advancements in multi-LLM agent systems often lack secure and decen-
tralized transaction recording, a gap blockchain can address. However, abstract 
concepts like asset ownership remain challenging for blockchain alone. Integrat-
ing blockchain with multi-LLM agents and artificial institutions enhances trans-
action reliability by combining decentralized trust with consistent concept man-
agement [11]. To date, no such integration exists for using smart contracts and 
multi-LLM agents in fraud detection, which is a primary goal of this study. 

2.2. Multi-LLM Agent System 

However, recent advancements include the development of autonomous AI 
agents for fraud detection, such as: 1) Network agents: Monitor and respond to 
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potential threats in real-time. 2) Knowledge agents: Serve as repositories of infor-
mation and assist in decision-making. 3) Root Cause Analysis (RCA) agents: In-
vestigate causes of fraudulent activity surges. These autonomous agents can work 
together in an agent network, providing a more comprehensive and cooperative 
approach to fraud detection and risk management [12]. In addition, [13] utilizes 
a collaborative network of LLM based AI agents, each specialized in distinct tasks 
such as data conversion, expert analysis, cross-checking, and report generation to 
enhance anomaly detection in financial markets, specifically focusing on automat-
ing the validation process for anomaly alerts. Although these multi-LLM agent 
systems have been built in either a traditional competitive framework or a modern 
cooperative interaction framework, little has been examined regarding ethical be-
havior in the interaction process. For this reason, we will build a multi-LLM agent 
system under the modern cooperative framework for fraud detection cases, but 
with extra safety and ethics considerations by applying performance and ethics 
metrics. 

2.3. Ethical Rules in Multi-Agent System 

Multi-LLM agent systems can be prone to increase users’ vulnerability to misin-
formation, as people may trust them too readily and rely on them as accurate 
sources. Additionally, these systems might deliver biased or partial information to 
align with user expectations, potentially reinforcing ideologies and undermining 
political debate. They may also degrade societal trust in shared knowledge by 
spreading large amounts of plausible but low-quality information. These issues 
can occur when AI agents are designed to prioritize their users’ interests. A key 
issue is within the cooperative multi-LLM agent systems, where the best outcomes 
occur when all AI agents cooperate. However, individual AI agents may choose to 
act selfishly, benefiting their users while others cooperate, leading to worse overall 
outcomes [14].  

Thus, it is critical to implement ethical rules, such as fairness and bias metrics, 
as well as transparency. Previous studies have addressed model framework fair-
ness and how bias can emerge from data used to train AI systems, as well as in 
their outputs. For example, work by [15] on facial recognition audits points out 
challenges in mitigating bias in real-world applications. Also, [16] indicated that 
transparency is a critical factor in ensuring accountability in AI systems. Their 
work explores how a lack of transparency can erode public trust and emphasizes 
the need for AI systems to provide clear and interpretable outputs. Finally, [14] 
discussed how AI behavior impacts society, particularly in unintended harm or 
misuse scenarios. According to these approaches, this study will implement fair-
ness, bias, and transparency within multi-LLM agent systems. 

3. Data and Methods 

This study presents a new form of agent interaction architecture to manage the 
risk of fraud and ethics based on the blockchain database. The first set of data used 
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in this project was collected in a manner like [17] gathered their data. This work 
generates a labeled dataset of malicious contracts by fetching transaction data 
from Etherscan.io using its API, computing detailed address-specific features 
(e.g., transaction counts, Ether balances, contract interactions), and creating bal-
anced datasets with specified proportions of hacked and non-hacked addresses. 
We first designed a sample agent, including the sampling function, to collect the 
malicious contract dataset. The dataset used in this study includes key features 
such as the number of transactions (sent and received), Ether values (min, max, 
average), contract creation interactions, unique sender and receiver addresses, 
and time intervals between transactions. Our system is designed to utilize these 
common features for generalizability, ensuring it can be applied to a real-time 
Ethereum-based database. 

To test the scalability of the proposed LLM agent framework, we leverage the 
second set of data: Malicious Smart Contract Dataset, available on Hugging Face, 
which provides a comprehensive resource for analyzing and identifying malicious 
behavior in blockchain smart contracts. This dataset includes labeled data catego-
rized into benign and malicious contracts based on patterns of fraudulent activi-
ties, vulnerabilities, and exploitation techniques. It serves as a valuable tool for 
researchers and developers focused on blockchain security, enabling the develop-
ment of machine learning models to detect and mitigate risks associated with 
smart contract vulnerabilities. By integrating this dataset with Forta’s predictive 
machine learning models, which analyze vast amounts of on-chain data to detect 
anomalous patterns and predict attacks before exploitation, we aim to enhance 
blockchain security. This combination of advanced ML techniques and robust da-
tasets fosters real-time risk mitigation, safeguarding decentralized applications 
and preventing losses, thereby advancing the trust and scalability of blockchain 
ecosystems. 

Here, we first use a couple of baseline models (threshold based and random 
forest model) for detecting suspicious activity in smart contracts involving moni-
toring new wallet connections and flagging unusual behavior.  

The threshold-based model implemented here detects suspicious activities in 
smart contracts by leveraging an entity-link approach. Specifically, it monitors 
wallet connection activities using a key metric, such as the average transaction 
value received. A predefined threshold, such as 0.8 in this case, is set as a cutoff 
point for flagging suspicious behavior. Wallets exceeding this threshold are la-
beled as suspicious. This approach is simple, interpretable, and computationally 
efficient, making it suitable for preliminary anomaly detection. However, its reli-
ance on a static threshold may result in a lack of flexibility when facing dynamic 
or evolving behavior patterns. In addition, the random forest model leverages his-
torical data and multiple decision trees to classify wallet activities as suspicious or 
benign. Features like wallet connection patterns and transaction details are used 
to train the model. Each tree independently evaluates these features, and their out-
puts are aggregated for final predictions. As implemented, this model demon-
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strates strong robustness to overfitting, adaptability to complex behaviors, and 
improved detection accuracy compared to simpler threshold-based methods, 
making it suitable for identifying sophisticated fraudulent activities. 

Second, we use a multi-LLM agent cooperative system to identify fraud and/or 
misinformation contracts. In general, this process involves identifying fraudulent 
contracts within Ethereum transactions. This information is then processed and 
stored in a format that can be used for evaluation from the output of both baseline 
and LLM based multi-agent system framework. The overall workflow is shown in 
Figure 2: 

 

 

Figure 2. Overall workflow for this study. 
 

In this study, the first baseline model is a threshold-based approach that uses 
the average received value as a feature to classify Ethereum addresses as hacked or 
non-hacked. The dataset is split into training and testing sets using stratified sam-
pling to ensure a balanced representation. The model’s performance is evaluated 
using metrics such as the classification report, providing insights into its accuracy 
and overall effectiveness. Additionally, the second baseline model employs a more 
advanced machine learning approach with a Random Forest Classifier to detect 
fraudulent Ethereum addresses. It splits the dataset into training and testing sets, 
trains the model, and evaluates its performance using metrics such as accuracy, 
precision, recall, and F1 score. It also includes an optional feature importance 
analysis to identify the most significant contributors to the classification process, 
offering valuable insights into the factors driving the model’s predictions. 

We propose a multi-LLM agent collaborative system where agents represent 
different parties interacting with smart contracts (e.g., contract mining agents, 
fraud detection agents, and investigative agents) to detect and mitigate fraudu-
lent activities. The LLM model was applied to test the framework: OpenAI GPT 
4o (https://platform.openai.com/docs/models#gpt-4o), and Anthropic Claude 
3.5 sonnet. This collaborative interaction among agents is driven by rewards tied 
to contract mining, fraud detection, and evasion. The system can be imple-
mented as a hierarchical process within the CrewAI LLM agentic framework 
(https://www.crewai.com/). The design is described below and illustrated in Fig-
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ure 3: 
 

 

Figure 3. Multi-LLM agents (hierarchical process). 
 

The system integrates a hierarchical process to perform tasks such as contract 
mining, fraud detection, ethical evaluation, and performance monitoring, ensur-
ing an efficient and adaptive approach to fraud detection in blockchain ecosys-
tems. The key agents include: 

1) ContractMining Agent: This role involves mining fraudulent contracts 
from blockchain explorers like Etherscan.io in real-time, alongside retrieving nor-
mal contract data to create a combined dataset. Responsibilities include managing 
the fraud-to-normal contract ratio to enable dynamic dataset difficulty adjust-
ments and challenging investigative agents to adapt by balancing the proportions 
of fraudulent and normal contracts effectively. 

2) Investigative Agents (1, 2, and 3): Employ various detection algorithms (A, 
B, and C) to identify fraudulent contracts. This role involves using diverse detec-
tion algorithms, such as random forest classifiers and isolation forest models, to 
identify fraudulent contracts with precision. Key responsibilities include early and 
accurate fraud detection, adapting dynamically to dataset changes to minimize 
false negatives, and effectively identifying rare fraud instances. Success relies on 
exploring and leveraging dataset properties to refine detection accuracy while 
maintaining a balanced approach. 

3) Ethics Agent: This role ensures fairness and mitigates bias in fraud detection 
processes, fostering ethical and equitable outcomes. Responsibilities include mon-
itoring the outcomes of Investigative Agents’ algorithms (A, B, and C) to identify 
disparities in detection rates across contract types or groups. Fairness is quantified 
using metrics such as demographic parity, also called statistical parity or group 
fairness [18] 

 ( ) ( )P Flagged as Fraudulent Group A P Flagged as Fraudulent Group B=   (1) 

and equalized odds: this requires that the prediction outcomes be conditionally 
independent of protected groups given the actual outcome. This metric ensures 
fairness across groups for true positive and false positive rates [19] 

 ( ) ( )P True Positive Fraudulent P True Positive Non Fraudulent=   (2).  
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Bias is measured through false positive rates and false negative rates across con-
tract categories [20].  

 False PositivesFPR
False Positives True Negatives

=
+

   (3) 

 False NegativesFNR
False Negatives True Positives

=
+

   (4) 

Bias mitigation strategies involve identifying sources of algorithmic bias, such 
as over-representation of certain protocols flagged as fraudulent, and recom-
mending adjustments to detection thresholds or reweighting training datasets to 
ensure equitable treatment. Ethical oversight prevents unfair targeting or dispro-
portionate flagging of specific groups, promoting balanced detection strategies 
that maximize fairness and accuracy. The role also generates and reports fairness 
and bias metrics, ensuring transparency and guiding agents and stakeholders in 
refining detection processes. 

1) PerformanceMonitor Agent: This role involves tracking and evaluating the 
performance of Investigative Agents to drive continuous improvement. Respon-
sibilities include recording key performance metrics such as accuracy, precision, 
recall, and efficacy, and providing feedback to the ContractMining Agent to dy-
namically adjust dataset difficulty. This creates a feedback loop to refine detection 
models and enhance overall effectiveness. 

2) Manager Agent: This role focuses on coordinating workflows and fostering 
seamless collaboration between agents. Responsibilities include overseeing the hi-
erarchical system to align agent activities with overarching goals, while facilitating 
real-time communication and data sharing to ensure adaptive and efficient fraud 
detection processes. 

This adaptive and collaborative system leverages real-time data, dynamic feed-
back loops, and ethical oversight to enhance fraud detection while ensuring fair-
ness and reducing biases in blockchain ecosystems. 

4. Empirical Evaluation  

The results for identifying malicious contracts from the 1st dataset and 2nd da-
taset using Baseline Models 1 and 2 show accuracies of (0.3, 0.5) and (0.94, 0.5), 
respectively. Baseline Model 2 (random forest classifier) also highlighted that the 
top features in Ether transaction dynamics are Total Ether Received and Time 
Difference Between First and Last Transactions. Key factors include diversity 
(Unique Received From Addresses), timing patterns (Avg Min Between Trans-
actions), and value indicators (Max Value Received and Total Ether Balance). 
These features effectively capture activity, diversity, and value retention. 

Furthermore, the multi-LLM agent system with GPT-4 achieves from 1st and 
2nd datasets providing an accuracy range of (0.8 - 0.9), (0.78 - 0.9) among Inves-
tigate Agents 1 - 3, while the system with Claude 3.5 achieves a higher accuracy 
range of (0.88 - 0.92), (0.78 - 0.9). A comparison of accuracy values for Baseline 
Models 1 and 2, as well as the two multi-LLM agent frameworks, is shown in Table 
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1. In our comparison, the Random Forest model (Baseline 2) demonstrated the 
highest accuracy values in the 1st dataset, which only collected 1000 samples, 
showcasing its capability to effectively classify suspicious activities. However, 
there is evidence to suggest that the model may have overfitted the dataset, poten-
tially limiting its generalizability to new or unseen data. In contrast, the multi-
LLM agent framework, utilizing Claude 3.5, achieved slightly lower accuracy val-
ues in the range of 0.88 to 0.92 for the 1st dataset with 1000 samples, and in the 
range of 0.78 to 0.9 for the 2nd dataset with 139,600 samples. Despite this, it pro-
vided invaluable insights into model fairness and bias, aspects that are critical for 
ensuring ethical and reliable decision-making in real-world applications. Ulti-
mately, the multi-LLM agent framework with Claude 3.5 emerged as the optimal 
solution in this study, balancing strong predictive performance with enhanced in-
terpretability and fairness analysis. 

 
Table 1. The results of model accuracy values from two sets of smart contract datasets.  

 Baseline 1 Baseline 2 GPT 4o Claude 3.5 

1st dataset 0.3 0.94 0.8 - 0.9 0.88 - 0.92 

2nd dataset 0.5 0.5 0.78 - 0.9 0.78 - 0.9 

 
The summary from the multi-LLM agent system with Claude 3.5 for the 1st 

dataset and the 2nd dataset are as follows: 
1) 1st dataset:  
A dataset of 1000 contracts was generated using the ContractMinerTool, con-

sisting of 995 normal contracts (99.5%) and 5 fraud contracts (0.5%). The da-
taset includes key features such as Address, Flag, Total Ether Received, and Total 
Ether Balance, which are stored in CSV format to facilitate analysis. For fraud 
detection, Algorithm A successfully identified all 5 fraud contracts with 100% 
accuracy, effectively covering the expected cases. However, Algorithm B ex-
panded on this by detecting 6 fraud contracts, adding one additional contract 
(ID: 7890) not flagged by Algorithm A. Taking it further, Algorithm C identified 
7 fraud contracts, incorporating two new IDs (7890 and 9012) beyond those 
flagged by Algorithm A. 

The EthicsCheckerTool highlighted critical fairness and bias issues, including 
incomplete data provided by Specialist B, biases in Algorithm A (which tended 
to favor larger contract values), and Algorithm C (which exhibited sector-specific 
bias). To address these concerns, recommendations include improving data com-
pleteness, standardizing reporting processes to ensure consistency, and refining 
detection criteria to reduce bias and promote fairness across all algorithms. 

Performance evaluation revealed strengths and limitations across agents. Agent 
A achieved 92% accuracy and 85% efficiency, excelling in detecting complex 
fraud cases but demonstrating a noticeable bias toward large contract values. 
Agent B offered a more balanced approach with 88% accuracy and 78% effi-
ciency but underperformed compared to Agent A. Meanwhile, Agent C demon-
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strated strong capabilities in time-series analysis, achieving 90% accuracy and 
82% efficiency, but exhibited sector-specific biases that require further mitiga-
tion. 

To enhance both performance and fairness, a set of actionable recommenda-
tions has been proposed. First, conduct cross-training among agents to share 
their unique strengths, such as Agent A’s expertise in complex fraud detection and 
Agent C’s proficiency in time-series analysis. Second, refine all algorithms to mit-
igate observed biases and further improve accuracy. Third, implement a hybrid 
detection system that integrates the strengths of all agents to create a robust and 
unbiased solution capable of addressing diverse fraud scenarios. Lastly, establish 
a framework for regular audits and performance reviews, complemented by ad-
ditional training sessions focused on ethical considerations, to ensure fairness, ac-
countability, and continuous improvement across the detection system. 

2) 2nd dataset 
A dataset of 139,600 contracts was collected and used in the ContractMiner-

Tool, comprising 139,451 normal contracts (99.9%) and 149 fraud contracts 
(0.1%). The dataset includes attributes like Contract Address, Creation Date, Cre-
ator Address, Balance, Transaction Count, Code Size, and a fraud indicator. Three 
algorithms (A, B, and C) were applied to detect fraudulent contracts in the dataset. 
Algorithm A detected 149 fraudulent contracts, achieving a fraud detection rate 
of 0.107%, which was significantly lower than the expected 10%. Similarly, Algo-
rithm B identified the same number of fraudulent contracts as Algorithm A, 
maintaining consistency. Algorithm C also confirmed similar results, with a de-
tection rate of 0.1068%. 

This consistency across algorithms highlights their accuracy and reliability, 
with minor discrepancies likely due to rounding or subtle refinements in detection 
methods. The detected fraud rate closely matches the expected 0.1%, demonstrat-
ing strong alignment with dataset expectations. However, the dataset’s low fraud 
rate reflects real-world challenges in detecting subtle fraud patterns, suggesting 
the need for further validation, such as reviewing flagged and non-flagged con-
tracts, and refining algorithms to enhance detection rates. These findings provide 
a robust starting point for fraud analysis while underscoring the importance of 
continuously improving detection tools to address evolving fraud strategies. 

The EthicsCheckerTool was utilized to assess the fairness of the algorithms. 
Algorithm A exhibited moderate bias, with higher false positive rates for minority 
groups, despite achieving an accuracy of 85%. Algorithm B demonstrated re-
duced bias, maintaining consistent false positive rates across demographic groups, 
with an accuracy of 82%. Algorithm C emerged as the least biased, with consistent 
accuracy and fairness across groups, though its overall accuracy was slightly lower 
at 80%. Bias in false positive rates and accuracy variations revealed disparities 
likely caused by the underrepresentation of certain demographics in the training 
data. These disparities highlight the importance of ensuring diverse and repre-
sentative datasets to improve algorithmic fairness. 
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The performance agents are responsible for evaluating the implementation of 
tasks based on these algorithms. Agent A achieved an accuracy of 85% but re-
quired significant improvements in time management, demonstrating consistent 
accuracy but lacking efficiency. Agent B showed commendable effort but needed 
enhancements in both accuracy (78%) and efficiency, performing below its coun-
terparts. Agent C outperformed the others, excelling in both metrics with a 90% 
accuracy rate and high efficiency. To address these performance variations, rec-
ommendations included implementing mentoring programs led by Agent C to 
share best practices, providing time management training for the other agents to 
boost efficiency, and engaging in continuous algorithm refinement to enhance 
overall accuracy and performance. 

In this study, the optimal multi-LLM agent fraud detection system has demon-
strated significant potential, leveraging diverse algorithms and specialized agents 
to identify fraudulent contracts with high accuracy. The inclusion of fairness eval-
uations and performance monitoring has provided critical insights into both 
strengths and areas for improvement. While the system achieves robust results, 
several challenges must be addressed to enhance its reliability, fairness, and adapt-
ability. The fraud detection system excelled, with Algorithm C showing the high-
est sensitivity and Agents A, B, and C demonstrating strengths in complexity, bal-
ance, and time-series analysis, respectively. Improvements are needed to address 
biases, enhance transparency, and optimize efficiency. A hybrid model combining 
agent strengths, along with continuous monitoring and training, is recommended 
to ensure robust, ethical, and adaptive detection. 

Path Forward: By addressing these areas of improvement, the system can 
evolve into a more fair, accurate, and adaptable fraud detection framework. This 
holistic approach will enhance trust in the system, making it a reliable tool for 
high-stakes applications in blockchain ecosystems and beyond. Continuous col-
laboration among agents and a commitment to ethical principles will ensure the 
system remains aligned with evolving challenges in fraud detection. 

5. Summary and Future Work  

This work explores a novel framework leveraging multi-LLM agent networks ca-
pable of cooperation to address fraud detection in blockchain systems. By intro-
ducing roles such as manager agents, ethical agents, investigative agents, contract 
mining agents, and fraud detective agents, the framework showcases how agents 
can function effectively even when some are malicious. A test case demonstrates 
the system’s potential: fraud detective agents recognize malicious contracts from 
the blockchain datasets, while ethical agents assess fairness and bias in these trans-
actions. This approach aims to establish a trustworthy and reliable multi-LLM 
agent network that surpasses traditional non-agent methods, even in adversarial 
scenarios. The proposed framework is in its early stages, with no prior systems of 
ethical LLM agents for fraud detection to serve as a reference. Furthermore, the 
effectiveness of agent cooperation and the robustness of the system in highly ad-
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versarial settings require further validation. The potential computational over-
head of managing large networks of agents remains a challenge. 

Future efforts will focus on implementing and testing the framework to evaluate 
its efficacy in detecting and mitigating fraud on blockchain platforms. In conclu-
sion, this work includes comparative studies against baseline non-agent ap-
proaches to quantify the system’s advantages. Additionally, refining the interac-
tion between ethical advisors and malicious agents will enhance robustness, pav-
ing the way for broader applications in fraud detection and beyond. 
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