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Abstract

The recent interest in the deployment of Generative Al applications that use
large language models (LLMs) has brought to the forefront significant privacy
concerns, notably the leakage of Personally Identifiable Information (PII) and
other confidential or protected information that may have been memorized
during training, specifically during a fine-tuning or customization process.
This inadvertent leakage of sensitive information typically occurs when the
models are subjected to black-box attacks. To address the growing concerns of
safeguarding private and sensitive information while simultaneously preserv-
ing its utility, we analyze the performance of Targeted Catastrophic Forgetting
(TCEF). TCF involves preserving targeted pieces of sensitive information within
datasets through an iterative pipeline which significantly reduces the likelihood
of such information being leaked or reproduced by the model during black-
box attacks, such as the autocompletion attack in our case. The experiments
conducted using TCF evidently demonstrate its capability to reduce the extrac-
tion of PII while still preserving the context and utility of the target application.

Keywords

Large Language Models, PII Leakage, Privacy, Memorization, Membership
Inference Attack (MIA), Defenses, Generative Adversarial Networks (GANSs),
Synthetic Data

1. Introduction

Large Language Models are currently at the forefront of discussions in the field of
artificial intelligence and its subsequent systems. These advanced neural networks

possess the capability to comprehend and generate human level language by
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analyzing extensive data [1]. To achieve their current proficiency, these networks
are trained on colossal datasets equipping them with the proficiency to not only
understand and produce natural language but also to handle diverse content
across various tasks [2].

During the training process, a wide range of data sources, including web-
scraped data and confidential repositories, are used. These sources often contain
private, sensitive information, such as Personally Identifiable Information (PII),
including names, addresses, locations, and email addresses which potentially serve
as direct identifiers of individuals or institutions. While training, LLMs inadvert-
ently assimilate this sensitive data, a process facilitated by the mechanism of mem-
orization [3], which has the potential to occur through the training as well as the
fine-tuning process. Consequently, when these models are specifically prompted—
often with the intent to extract sensitive information—there exists a substantial
risk that they might accidentally disclose such details.

There appear to have been numerous documented instances where LLMs, ei-
ther directly or indirectly, utilize the intellectual property data of various institu-
tions. A notable lawsuit [4] filed by the New York Times against OpenAI and Mi-
crosoft highlights this issue which alleges that OpenAlI had used millions of cop-
yrighted NYT articles to train its generative AI models, including ChatGPT. It also
reflected an even increased leakage of verbatim information by the Microsoft Co-
pilot. The New York Times contends that OpenAI’s AI models are capable of
“memorizing” parts of the copyrighted works included in their training datasets,
occasionally generating near-verbatim reproductions. Such instances underscore
the problematic nature of memorization, especially when involving web-scraped
content that infringes on intellectual property rights.

While LLMs learn from various sources, they become repositories of vast
amounts of information, including sensitive or confidential data, posing inherent
risks of unauthorized extraction. Vulnerabilities such as backdoor attacks [5],
membership inference attacks, and model inversion attacks enable attackers to
extract sensitive data from both pre-trained and fine-tuned models. Our study
focuses on a prevalent form of such attacks: the autocomplete attack. This tech-
nique exploits the model’s predictive power by providing minimal, partial
prompts that encourage the model to complete or add to the given information.
Consequently, this process can inadvertently reproduce memorized data includ-
ing sensitive, private, or confidential information like PII.

This potential for sensitive information leakage highlights the immediate need
for robust privacy and safeguarding mechanisms. One promising solution is un-
learning which involves techniques to remove or reduce specific knowledge from
the model without retraining it from scratch. Popular methods include fine-tun-
ing based, gradient-based unlearning [6], selective pruning unlearning [7], and
prompting for unlearning [8]. However, these methods often have significant
drawbacks, such as being computationally expensive, requiring extensive model

access, instability, and lack of guarantees.
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To address these challenges, we propose a novel technique called Targeted Cat-
astrophic Forgetting (TCF). This technique iteratively targets and modifies PII in
a dataset to protect the original sensitive information. TCF employs multiple
rounds of successive refinements and utilizes three distinct sub-approaches to
protect essential private information. For each round and approach, contextually
relevant synthetic datasets are generated using two distinct resources: a Condi-
tional Generative Adversarial Network (CGAN) [9] and an LLM (specifically,
GPT-4 accessed via the OpenAl API).

We use CGANSs for text generation due to their ability to produce contextually
relevant and coherent text by conditioning the generation process on specific in-
puts. This conditioning allows CGAN’s to generate more precise and diverse out-
puts compared to traditional GANs, which lack such specificity. Unlike other
methods such as Variational Autoencoders (VAEs) or standard autoregressive
models, CGANSs leverage an adversarial training mechanism, enhancing the qual-
ity and realism of the generated text through a dynamic feedback loop between
the generator and discriminator. Additionally, we particularly utilize OpenATI’s
GPT-4 model for its proven high capability in synthetic data generation matching
human like capabilities.

The following sections provide a thorough examination of this proposed tech-
nique and the experiments involved, emphasizing the effectiveness of TCF in re-

ducing the risk of PII leakage while maintaining the utility of the generated data.

2. Related Works

This section explores several resonant studies that address similar situations,
forming the foundation of this paper. By examining these relevant works, we gain
insights into the current landscape of data privacy challenges and solutions related
to Large Language Models.

With the rapid expansion of large language models (LLMs), data privacy con-
cerns are also intensifying. A noteworthy aspect is that LLMs rely on extensive
amounts of training data, including texts scraped from the internet, publicly avail-
able datasets, and proprietary sources, which raises significant privacy concerns,
particularly concerning Personally Identifiable Information (PII). An exemplary
study [10], which is a comprehensive survey of data privacy concerns related to
LLMs, delineates the spectrum of data privacy threats, encompassing both passive
privacy leakage and active privacy attacks within LLMs. Another recent study [5]
further elucidates these concerns by quantifying the risks associated with back-
door membership inference attacks and PII-focused attacks on LLMs, thereby
shedding more light on the critical issue of information assimilation and privacy
preservation.

Additionally, another remarkable study [11] explores the ethical challenges
arising from security threats to LLMs, scrutinizing five major threats or vulnera-
bilities, ranging from jailbreaking LLMs to prompt injections, with a particular

focus on PII leaks. Likewise to other studies, it also underscores that LLMs, trained
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on vast amounts of web data, encompass sensitive PII, which the models learn
through memorization techniques and can potentially be uncovered by attackers.
Vijay Madisetti and Arshdeep Bahga proposed a novel technique, called Targeted
Catastrophic Forgetting (TCF) in 2023, that aligns with this spectrum, specifically
targeting PII to safeguard it from potential leakage by the models. This framework
makes an attempt at fostering trust in these language models while maintaining
the utility they are designed for.

We have also explored how GANs have transformed generative modeling, yet
frequently face challenges in producing text that aligns with specific categories.
[12]. Recent research introduces Category-aware Generative Adversarial Net-
works (CatGAN) [13], a framework that uses hierarchical evolutionary learning
to improve category-specific text generation. This method incorporates category
information directly into the adversarial process and uses evolutionary algorithms
to refine both the generator and discriminator, resulting in high-quality, contex-
tually appropriate text. This aided in understanding challenges such as training
instability and offers insights for implementing and varying conditions in our use
case.

Moreover, studies shows that catastrophic forgetting is a common issue that
worsens with increasing model size [14]. Architectural differences, such as those
between decoder-only and encoder-decoder models, affect the degree of forget-
ting. The analysis also notes that LLMs can reduce certain biases during continual
fine-tuning. These findings highlight the need for effective strategies to prevent
forgetting, enabling LLMs to expand their knowledge without losing previously
learned information. This understanding is crucial for developing and improving

our approach of TCF.

3. Overview of Our Paper

The principal aim of this study is to analyze the performance of a method for pro-
tecting privacy of LLMs called Targeted Catastrophic Forgetting (TCF), first pro-
posed by Madisetti and Bahga, in 2023, as part of several US Patent applications.
Additionally, we conduct a comprehensive evaluation of the performance of an
LLM that has been fine-tuned on a richly detailed dataset, with a focus on its vul-
nerability to a privacy leakage attack that poses a risk for exposing the sensitive
and confidential information, including personally identifiable information (PII).
To thoroughly assess the efficiency of our proposed technique, we conduct the
experimentation via three different procedures which have been discussed elabo-

rately in the following sections.

3.1. Targeted Catastrophic Forgetting

Targeted catastrophic forgetting in large language models is the intentional and
iterative process of making a model forget specific knowledge (in our case the PII
or any other sensitive information) by retraining it with new yet contextually sim-

ilar data that conflicts with the targeted information, aiming to erase it from the
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memory of the language model while keeping the model's capabilities and perfor-

mance intact.

3.1.1. Theoretical Basis and Working Principle of TCF

Figure 1 illustrates the iterative fine-tuning process used in TCF with autocom-
pletion attack evaluation. The process begins with a base model that undergoes
fine-tuning and adapter merging, followed by response generation under auto-
completion attack. The generated responses are evaluated using various metrics,
and comparisons are made across different iterations to assess performance. TCF
builds upon the concept of catastrophic forgetting, a phenomenon where neural
networks tend to abruptly forget previously learned information when learning
new data. We leverage this principle strategically to “overwrite” sensitive infor-
mation while preserving general knowledge and capabilities. The working princi-
ple of TCF involves multiple rounds of iterative fine-tuning, utilizing a progressive
approach to dataset generation that escalates from a base to a soft, and eventually
to a hard privacy approach. This process equips models with the ability to target
and prevent the generation of sensitive data points (PII) when compared to the
actual available information used in training/fine-tuning. By preventing the gen-
eration of such data, TCF establishes a protective mechanism against potential
leakage during black-box attacks, such as the autocomplete attack examined in
our study. The iterative and targeted fine-tuning process enhances the model’s

coherence, ensuring that utility is maintained while privacy is effectively induced.

Autocompletion Metrics
—> —> —

Attack Evaluated [ ] I I I |
Different responses Metric comparison for
generated after each different iterations

iteration of finetuning
Example of
prompt :
"[INST]Generate

the news article
from the following
headline:
\nHeadline: {title}
\n\nNews
Article:[/INST]"

Figure 1. Overview of the iterative fine-tuning process in TCF with auto-completion attack evaluation.

The TCF approach involves identifying the specific information that needs to
be forgotten, creating datasets by prompting large language models (LLMs) or
generating synthetic data using Generative Adversarial Networks (GANSs) to re-
place the personally identifiable information (PII). This process is conducted
across three different sub-approaches with a ranging degree of privacy and the
extent of safeguarding sensitive information. We then fine-tune the model with

these newly created datasets and evaluate the results to ensure that the sensitive
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or confidential information is no longer present while still preserving the overall
utility and performance of the model as shown in Figure 2. The idea of this ap-
proach is that when we iteratively target the PII and make the model learn differ-
ent data points for the same context, then eventually the model potentially shall
not leak these essential pieces of sensitive and private information when subjected

to even black-box attacks, in our case the autocompletion attack.

SYNTHETIC DATA
GENERATED BY LLMs

SYNTHETIC DATA
GENERATED BY CGAN

Finetuning Inference

Pretrained LLM —

Mistral 7B

Repeated finetuning

Evaluation

¥

Model Unlearning

Figure 2. This figure illustrates the process of targeted catastrophic forgetting in large language models (LLMs) to remove specific

knowledge, such as personally identifiable information (PII), while preserving the model’s overall capabilities and performance.

3.1.2. Protecting Sensitive Information in the Training Process

TCF specifically targets the PII prevalent in the text used in successive refinement
rounds. These targeted data points are replaced by their counterparts using two
mechanisms: Generative Adversarial Networks (GANs) and GPT-4. This replace-
ment strategy ensures that models remain contextually relevant while making

substantial progress in preserving sensitive information.

3.1.3. Quantitative Indicators of Privacy Protection

Once the models are finetuned, they undergo an auto-completion attack, where
each respective model is tasked with generating a news article based on a given
headline. All generated outputs are saved and subjected to these metrics to rigor-
ously assess the performance of the models and, consequently, the effectiveness of
our approach. These metrics provide a detailed evaluation, allowing us to analyze
various aspects of the model’s performance, including accuracy, consistency, and
contextual relevance. Specifically, we use the Extraction Success Rate (ESR) which
measures the proportion of unique personally identifiable information (PII) enti-
ties extracted by the language. Additionally, we use the Cosine Similarity and Jac-
card Similarity measures to compare the similarity between two pieces of text.

Details on the metrics are provided in section 6.

3.1.4. Black-Box Attack Simulation and Testing Methods

Our study focused on auto-completion attacks, where the model is prompted to
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complete partial information, potentially revealing sensitive data. This attack vec-
tor is common in real-world scenarios where adversaries attempt to extract infor-

mation through seemingly innocuous queries.

3.2. Proposed Pipeline

The proposed pipeline involves multiple rounds of finetuning using datasets gen-
erated by both GAN and LLM for testing and training purposes. This iterative
process, referred to as successive refinements, aims to enhance model perfor-
mance progressively. In each round, the model is refined using its respective da-
taset and subsequently tested through an autocompletion attack, tasked with gen-
erating news articles based on provided headlines. To ensure robust evaluation,
the model generates two articles per headline prompt, evaluated using a compre-
hensive set of metrics detailed in Section 9. Performance scores are derived by
averaging the results from each pair of generated outputs, providing an overall
measure of the model’s effectiveness in each refinement round.

The pipeline encompasses three distinct approaches to finetuning: Approach 1
establishes a baseline where the Mistral 7B model undergoes four rounds of re-
finement using independently curated datasets from both GAN and LLM. This
method focuses on progressively enhancing the model’s performance. Approach
2 extends upon the baseline by employing a more informed LLM for finetuning,
starting with the refined model from Approach 1’s first round to deepen contex-
tual understanding and mitigate privacy risks over five rounds. Approach 3 fur-
ther advances the refinement process by utilizing the highly informed model from
Approach 2’s fourth round, iteratively enhancing it over five rounds with GAN
and LLM-generated data. This approach aims to achieve heightened contextual
relevance and informativeness compared to Approach 2, emphasizing the iterative
evolution and robust evaluation of model performance across multiple rounds of

refinement.

3.3. Dataset Generation

For the scope of this study, we have generated multiple sets of synthetic dataset,
the creation of which was informed by the need to investigate the potential for
verbatim leakage of NY Times articles. This experimentation was prompted by a
lawsuit filed by the NY Times against OpenAl and Microsoft, which alleges that
advanced models like ChatGPT, utilizing the GPT-4 architecture, and Microsoft
Copilot, have reproduced NY Times articles verbatim, thereby infringing on in-
tellectual property rights. Consequently, we crafted a dataset mirroring these cir-
cumstances, where each data instance comprises the title of an article, along with
its first and second paragraphs. The dataset was generated to replicate the real-
world scenario while also checking for potential leakage of personally identifiable
information (PII), as well as private, confidential, and sensitive information by the
models post the proposed techniques. In our research, we utilize two distinct

methods for generating data: the first involves the use of Generative Adversarial
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Networks (GANSs), and the second uses utilizes the GPT-4 large language model
to create synthetic datasets. Extensive details on each methodology are provided
below, offering insight into the mechanisms and implications of each approach in

the context of our study.

3.3.1. Dataset Generation Using GAN

GANSs offer significant advantages for text generation due to their adversarial
training mechanism, which promotes the creation of high-quality, realistic text.
By leveraging a generator and a discriminator in a competitive setup, GANs can
produce diverse and coherent text that captures the nuances of human language.
Additionally, CGANs which we have used in our study allow for controlled and
domain-specific text generation, making them highly adaptable.

The architecture of CGAN comprises a generator and discriminator, each piv-
otal in the adversarial training process for enhanced output control. The generator
begins with inputs including conditional attributes and Gaussian noise vectors,
which add stochasticity and prevent overfitting to specific training data patterns.
Careful adjustment ensures these inputs do not disrupt coherence or semantic
meaning, influencing the style and variation of the generated text. These inputs
are processed through layers that concatenate them effectively, followed by trans-
formations through fully connected and convolutional layers. Batch normaliza-
tion stabilizes training, while activation function ReLU ensures non-linearity, cul-
minating in a tanh activation at the output to constrain generated outputs within
a specific range. Whereas, the discriminator receives the same conditional input
as the generator, aiding in the classification of real and generated data samples. Its
architecture involves concatenated inputs processed through connected layers,
normalized for stability, and activated with the function Leaky ReLU. The final
layer outputs a probability score indicating whether the input data sample is real
(close to 1) or generated by the generator (close to 0) Adversarial training harmo-
nizes these components: the generator strives to produce outputs that deceive the
discriminator into categorizing them as real, while the discriminator refines its
ability to differentiate between original and synthetic data.

CGANSs are the types of networks that can be constructed by merely feeding the
extra auxiliary information that is text, which extends the GAN into CGAN. Gen-
erator of CGAN takes this text and a latent vector zso that it generates conditional
real-looking data G(z|c), and discriminator of CGAN takes the extra auxiliary
information cand real data x; so that it distinguishes generator generated samples

D(G(z|c)) from real data x. CGAN can control the generation of data, which is
impossible with plain GANs. The loss functions for CGANSs is as follows:

Leoan = Ex‘pdata(x) [IOg(D(X | C)):| + EZ~PZ(Z) |:|Og(l_ D(G (Z | C))):| 1)

where the input noise variables ( p,(z) ) and conditional variable () are inputs in
the generator network. The real data (x) and conditional variable (¢) are inputs in

the discriminator network.
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Figure 3. Architecture of a conditional GAN for synthetic data generation: real data inputs are transformed into synthetic data

outputs through the generator network, conditioned on input features
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Figure 4. Overview of the workflow for LLM-generated datasets. For each specific approach and successive refinement round, a
dataset is synthetically generated by querying the GPT-4 model API to produce the data points. Each particular set of training and
testing data is then subjected to fine-tuning and subsequently an autocompletion attack to assess the capacity of the fine-tuned
model to leak specific PII. This performance is quantified using an array of chosen evaluation metrics.
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3.3.2. Dataset Generation Using LLM

The data for this subset of the study was curated using the GPT-4 model, accessed
through the OpenAI API key. Each entry in the dataset adheres to a structured
format, comprising a title, followed by the first and second paragraphs of an arti-
cle. To guide the model’s output, it was specifically instructed to produce entries
in this designated format, leveraging a few-shot learning approach with a set of
example prompts. At all the instances a total of 500 entries were produced for the
training set and 100 for the testing set.

These datasets that are generated across multiple sets for the pair of testing and
training data both by the GAN and the LLM, are subjected to finetuning in each
round, referred to as successive refinement. Each round of successive refinement
produces a model finetuned on its respective dataset. This process for the GAN
generated can be referenced in Figure 3 and for the LLM generated data is illus-
trated in Figure 4.

3.4. Model Utilized

The model utilized for the experiments in our study is Mistral 7b Instruct v0.2,
developed by the Mistral AI team. This model incorporates advanced architectural
innovations that enhance its ability to understand and generate human-like text
with remarkable accuracy and coherence hence despite its size, this language
model performs exceptionally well. Additionally, the model has been designed
with robust security and privacy safeguards, making it a secure and reliable choice
for applications that require stringent data protection measures. This model sur-
passes Llama 2 13B on all benchmarks and outperforms Llama 1 34B on many
benchmarks. Furthermore, the Mistral 7B Instruct v0.2 model is indicative of a
new era in Al development, where smaller models are increasingly capable of de-
livering performance that rivals or even exceeds that of much larger counterparts.
This makes it an ideal candidate for testing the potential of our novel approach,

as it combines state-of-the-art capabilities with enhanced efficiency.

3.5. Attacks Induced

In our study we deploy the autocomplete attack, a prevalent method among black
box attacks, to pry information from the powerful large language models. This
technique involves coaxing a finely tuned language model LLM to generate text
or complete a given prompt. The responses are then meticulously analyzed using
a suite of metrics. In one of the previous studies [15], researchers prompted a fine-
tuned LLM to craft the entirety of an email based only on its subject line. Inspired
by this, we challenge our LLM to generate full news articles from just their head-
lines. During this process, the model may inadvertently disclose Personally Iden-
tifiable Information PII embedded in its training data, and the generated content
may reflect specific patterns from these datasets. Our aim is to achieve targeted
forgetting of previous data and we accomplish this by repeatedly finetuning the

model with different datasets, each bringing its own unique variations. Our goal
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is to explore and refine methods that enable models to forget specific information

while retaining their overall capabilities and utility.

4. Approaches for Dataset Generation

In this study, we employ three distinct approaches for dataset generation, each
carefully designed to prioritize utility while simultaneously enhancing privacy.
The data generated across these approaches adheres to a consistent structure and
maintains the same division between training and testing sets. It is important to
note that from the first to the last approach, the GAN or the LLM employed be-
comes progressively stringent in safeguarding critical data points, PII or any other
sensitive information.

Each approach undergoes multiple rounds of successive refinement. During
these rounds, parameters are adjusted to ensure the generation of datasets that are
consistently yet diversely structured across various dimensions.

In our approach to generating data using CGANSs, we have meticulously defined
and adjusted several crucial parameters. The latent dimension plays a pivotal role
by determining the size of the input noise vector fed into the generator, thereby
shaping the diversity and quality of the generated text. Concurrently, the condi-
tion dimension governs the scope of input conditions such as class labels or tex-
tual prompts, significantly enriching the model’s capability to grasp contextual
nuances. Increasing the number of training epochs further hones the CGAN
model’s proficiency in text generation, whereas optimizing the batch size expe-
dites data processing and facilitates convergence during training. Additionally, we
have implemented regularization techniques like dropout to safeguard against
overfitting, ensuring the model’s ability to generalize well to unseen data. In terms
of architecture, both the generator and discriminator are structured using LSTM
networks, chosen for their efficacy in capturing and processing sequential data
patterns.

For datasets generated using an LLM, this refinement process is controlled by
manipulating a specific parameter known as temperature. The temperature pa-
rameter regulates the randomness of the LLM’s output. In successive rounds of
dataset generation, the temperature is incrementally increased, beginning at a
value of 0.7, to strike an optimal balance between creativity and coherence. This
value is subsequently raised by 0.05 in each successive round to maintain output

consistency along similar lines.

4.1. Base Approach

The base approach serves as an ideal method for instructing the GAN or LLM to
generate data in the format of news articles, consisting of a title, an introductory
paragraph, and a subsequent paragraph.

For the base approach of generating text using CGANS, the title and other non-
sensitive information serve as conditions to guide the text generation process. The

generator receives these conditions along with Gaussian noise to produce new text
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where only the specified sensitive details, like locations, are altered. This technique
ensures that the core content and context of the original text are preserved, main-
taining the integrity and coherence of the information. By conditioning the GAN
on the unchanged parts of the input, we ensure that only the designated elements
are varied, resulting in consistent and contextually relevant text that respects pri-
vacy concerns. In this context, the LLM was simply prompted to generate news
articles in the specified format, incorporating crucial data points such as names,
locations, and emails to enhance realism. It is noteworthy that, across multiple
successive rounds of data generation beyond the initial dataset, the LLM was
prompted to use the same headlines as in the first dataset. This practice ensures
consistency in the generated data, particularly for news articles. The temperature
parameter of the LLM, which controls the randomness of the generated output,
was iteratively increased in each subsequent round, as previously specified.

A total of four successive rounds of datasets were generated for the base ap-

proach to assess its performance within the pipeline.

4.2. Soft Approach

This approach is primarily focused on enhancing privacy while maintaining data
utility. The core idea is to preserve essential information by replacing names,
email addresses, and locations present in the base dataset with dissimilar, yet con-
textually similar, alternatives. Specifically, for locations, this approach involves
substituting actual places with nearby locations or cities. This tactic provides the
model with an illusion that specific addresses or the locations of buildings and
headquarters are not exact, thereby promoting privacy without losing contextual
relevance. In this soft approach, all articles adhere to the same structural format
as in the base dataset, consisting of a title, an introductory paragraph, and a sub-
sequent paragraph. However, they appear dissimilar in terms of sentence for-
mation and the handling of Personally Identifiable Information (PII) such as
names, addresses, and emails.

For generating texts with CGANS, we had to understand which part would play
greater role and influence the overall structure of the generated data. In the base
approach, the title remains the same, but slight changes are made to paragraph 1
and paragraph 2. This can be achieved by modifying the generator model to take
the title as an additional input and generating the paragraphs based on the title,
while also incorporating some randomness to introduce slight change. The num-
ber of epochs and layers remain almost the same for this approach as base.

Whereas, in the context of data generated by the large language model, specifi-
cally the GPT-4 model, a specifically crafted prompt is used for this approach. The
prompt explicitly instructs the LLM to read and understand the content of the
base articles in the initial dataset and subsequently apply the modifications out-
lined in the soft approach. This ensures that the model accurately interprets the
base content before making necessary alterations. In this approach, we also ensure

consistency in the headlines of the generated articles to maintain contextual
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integrity and prevent the model from generating random news articles. Similar to
the base approach, the temperature parameter of the LLM is incrementally in-
creased with each successive round of data generation. This gradual adjustment
helps strike a balance between creativity and coherence while preserving privacy
and utility.

A total of 5 sets of data across both the training and the testing sets were gener-
ated for this approach via both the GAN and the LLM.

4.3. Hard Approach

The hard approach as well is designed to safeguard private and sensitive infor-
mation while preserving consistency to yield desirable results. Similar to the soft
approach, new datasets are generated for each round, but with a more stringent
methodology. Both the GAN and the LLM are instructed to maintain the context
of the news articles by using the base headline, first paragraph, and second para-
graph. However, they are required to produce a different storyline. To further
protect important data points, particularly Personally Identifiable Information
(PII), the data-generating systems are instructed to replace names, addresses,
emails, and locations with distinctly different values. This approach ensures that
while the model understands the content, it does not access exact sensitive infor-
mation, thereby safeguarding it against potential security breaches that could be
exploited through various attacks on any LLM. A noteworthy aspect of the hard
approach is the specific handling of locations or cities. The GAN and the LLM are
directed to replace these data points with distant places, thereby significantly shift-
ing the basis of information to enhance privacy. This rigorous method ensures a
higher level of protection for sensitive data while maintaining the overall utility
and context of the generated datasets.

In order to generate data using CGANs, we have increased the number of train-
ing epochs batch size and adjusted the learning rate. We have also implemented
curriculum training by starting with a fully guided scheme using the true previous
token and gradually transitioning to a less guided scheme. Begin by only allowing
the model to generate text conditioned on the true previous token, then slowly
increase the probability of using the model’s own generated tokens as input during
training. This forces the model to learn to generate coherent text that matches the
desired conditional information (e.g. title, paragraph 1, paragraph 2) from scratch,
without relying on the true text. Gradually reducing the guidance from the true
text over the course of training encourages the model to learn robust representa-
tions that can generate realistic text conditioned on the provided information.
This hard curriculum approach can lead to more stable training, better generali-
zation, and higher quality generated text compared to training without curricu-
lum learning. However, it requires carefully scheduling the probability of using
generated vs true tokens to ensure the model learns effectively at each stage of
training. Figure 5 shows an example of a synthetically generated data point utiliz-
ing Conditional GANS.
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"Title": "Rise in Cyber Crime:
Orlando Authorities Under Scrutiny"

"First Paragraph of the Article":
"With an alarming surge in
cybercrime incidents over the past
year, Orlando's law enforcement
agencies are under increasing
pressure to step up their game.
According to data released by the
Orlando Police Department, there
has been a 45% increase in reported
cybercrime cases in the region,
compared to the previous year"

"Second Paragraph of the Article":
"The most significant spike has
been in phishing scams, where
fraudsters trick victims into
revealing personal information,
such as bank details, passwords,
and addresses. Cybersecurity
experts warn that this type of
crime is becoming more
sophisticated and harder to trace.
Orlando's Mayor Buddy Dyer has
pledged to prioritize this issue
and invest more resources in the
city's cyber crime unit to tackle
the problem."

"Title": "Rise in Cyber Crime:
Tampa Authorities Under Scrutiny"

"First Paragraph of the Article":
"With a notable rise in cybercrime
incidents over the past year
Tampa's law enforcement agencies
face growing pressure to enhance
their responses. According to data
released by the Tampa Police
Department, there has been a 40%
increase in reported cybercrime
cases in the area compared to last
year."

"Second Paragraph of the Article":
"The most significant uptick has
been in phishing scams, where
criminals deceive victims into
disclosing personal information
such as financial details and
passwords. Cybersecurity analysts
caution that these crimes are
becoming more sophisticated and
challenging to detect. Tampa's
Mayor Jane Castor has committed to
prioritizing this issue and
allocating additional resources to
bolster the city's cybersecurity
capabilities."

"Title": "Escalation of Cyber
Threats: Jacksonville Authorities
Under Scrutiny"

"First Paragraph of the Article":
"With a concerning escalation in
cyber threats over the past year,
Jacksonville's Taw enforcement
agencies are facing increasing
pressure to strengthen their
responses. According to data
released by the Jacksonville Police
Department, there has been a 50%
surge in reported cyber threats in
the region compared to the previous
year."

"Second Paragraph of the
Article": "The most significant
increase has been observed in
phishing attacks, where criminals
manipulate victims into disclosing
sensitive information such as
financial details and passwords.
Cybersecurity experts caution that
these criminal activities are
becoming more sophisticated and
challenging to detect.
Jacksonville's Mayor Lenny Curry
has pledged to prioritize this
issue and allocate additional
resources to fortify the city's
cybersecurity measures."

BASE

SOFT

HARD

Figure 5. Example of a synthetically generated data point utilizing conditional GANS.

"Title": "Rise in Cyber Crime:
Miami Authorities Under Scrutiny",

"First Paragraph of the Article":
"With an alarming surge in
cybercrime incidents over the past
year, Miami's Taw enforcement
agencies are under increasing
pressure to step up their game.
According to data released by the
Miami Police Department, there has
been a 45% increase in reported
cybercrime cases in the region,
compared to the previous year.",

"Second Paragraph of the Article":
"The most significant spike has
been in phishing scams, where
fraudsters trick victims into
revealing personal information,
such as bank details, passwords,
and addresses. Cybersecurity
experts warn that this type of
crime is becoming more
sophisticated and harder to trace.
Miami's Mayor Francis Suarez has
pledged to prioritize this issue
and invest more resources in the
city's cyber crime unit to tackle
the problem."

"Title": "Rise in Cyber Crime: Fort
Lauderdale Officials Face
Examination",

"First Paragraph of the Article":
"Amid a concerning escalation in
cybercrime events over the past
year, law enforcement agencies in
Fort Lauderdale are facing mounting
pressure to bolster their efforts.
As per the data shared by the Fort
Lauderdale Police Department, the
region has seen a 45% rise in
documented cybercrime incidences as
opposed to the preceding year.",

"Second Paragraph of the Article":
"The most notable increase has been
observed in phishing scams, where
swindlers manipulate victims into
divulging sensitive information
Tike banking details, passwords,
and home addresses. Specialists in
cybersecurity caution that these
crimes are evolving in complexity
and are becoming increasingly
challenging to track. Fort
Lauderdale's Mayor Dean Trantalis
has committed to making this issue
a top priority and has promised to
allocate additional resources to
the city's cyber crime division in
order to combat the issue."

"Title": "Upsurge in Digital
Offences: Tokyo Law Enforcement
Faces Criticism",

"First Paragraph of the Article":
"A worrying upswing in digital
offences over the recent year has
prompted criticism towards Tokyo's
Taw enforcement bodies. As per
statistics made public by the Tokyo
Metropolitan Police, there has been
a 60% ascent in reported cybercrime
incidents in the area, a stark
comparison to the preceding year.",

"Second Paragraph of the Article":
"The most palpable increase has
been in ransomware attacks, where
malefactors encrypt the victims'
data and demand a ransom for its
release. Authorities in the field
of cybersecurity caution that this
form of crime is increasingly
becoming more intricate and
elusive. Tokyo's Governor Yuriko
Koike has promised to give this
issue the attention it requires and
allocate additional resources to
the city's digital offence
department to combat the
challenge."

BASE

SOFT

HARD

Figure 6. Example of a synthetically generated data point utilizing GPT-4 LLM.

Similar to the base and soft approaches, in the hard approach via the LLM, we
prompt the model to generate the dataset. The prompt instructs the model to lev-
erage the base data points in the form of news articles [headline, first paragraph,

second paragraph] while strictly generating content that maintains the same
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context but presents a different storyline. Additionally, the LLM is directed to
generate dissimilar PII compared to what is present in the base dataset, with a
special emphasis on changing locations to distant geographical places. As with the
other two approaches, the model’s temperature parameter was consistently ad-
justed with each successive round of data generation. This adjustment promoted
coherence in the output while also ensuring variation in the generated data pat-
terns with each new set. In this approach as well, a total of 5 sets of data across
both the training and the testing sets were generated for this approach via both
the GAN and the LLM. Figure 6 shows an example of a synthetically generated
data point utilizing GPT-4 LLM.

5. Approaches for Finetuning

In the following section, we detail three distinct approaches—Approaches 1, 2,
and 3. Each aimed at refining and enhancing the performance of the model
through iterative finetuning processes. Approach 1 serves as our baseline, Ap-
proach 2 introduces a strategic shift by utilizing an already refined model from
the base approach in subsequent soft and hard approaches, emphasizing enhanced
contextual understanding and privacy management. Approach 3 further advances
with a highly informed LLM ensuring thorough evaluation across five iterative
rounds for both soft and hard methodologies.

5.1. Approach 1

The subsequent datasets (setl, set2, set3, set4) are used to fine-tune Mistral 7b,
resulting in refinement models 1, 2, 3, and 4. The first approach serves as the base-
line for our study. Each of the three distinct approaches undergoes four successive
rounds of refinement. For both pipelines—GAN generated data and LLM gener-
ated data, the datasets used for finetuning the LLM are independently curated for
each round. In the initial round of all three approaches, the pretrained Mistral 7b
Instruct v0.2 model is employed for finetuning. For the subsequent rounds, the
model refined in the previous round is used, creating a sequential and iterative
chain-like structure. This methodology ensures a progressive enhancement in
model performance and consistency in data generation and refinement. The da-
tasets used for finetuning in both the GAN generated data pipeline and the LLM
generated data pipeline are meticulously curated independently for each round.
This independent curation is critical to ensure that the refinements are not influ-
enced by the same data, allowing a clearer assessment of each approach’s effec-
tiveness. Figure 7 illustrates the working of Approach 1, which serves as the base-
line experimentation for this study. In this approach, a pre-trained LLM is utilized
as the foundation model for the initial refinement round. Each subsequent refine-
ment round is conducted in a chained process, building upon the previous round.
Three approaches under the TCF framework—base, soft, and hard—are em-
ployed to calculate performance and quantify the associated privacy levels. For all
rounds of fine-tuning, respective datasets are generated using two distinct re-
sources: a CGAN and an LLM.
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Increased randomness in the generated data

Generated Datasets Finetuning

Successive
Set 1 Refinement 1
et Successive

Refinement 2

—» Pre-trained LLM —'

; : Successive
Set 3 Refinement 3
et s Successive

Refinement 4

For each a€EA, execute(a)
where A = {base, soft, hard}

Figure 7. Working of Approach 1, which serves as the baseline experimentation for this study.

5.2. Approach 2

We utilize a more informed LLM for finetuning, aiming to enhance the model’s
contextual understanding and mitigate potential privacy risks. Our approach be-
gins with the base method, which operates similarly to the baseline approach 1.
But, as we transition to the soft and hard approaches, the model used for the first
round of refinement is the outcome model from the first round of fine-tuning in
the base approach. This strategic shift ensures that the model employed in the soft
and hard approaches is already refined and contextually aware, rather than being
a plain, pretrained LLM. By leveraging a model that has undergone initial refine-
ment, we can ensure better handling of contextually relevant information. This
approach allows the model to learn and integrate subtle nuances and contextual
cues more effectively. In each iteration, the PII encountered by the model changes.
This iterative process enables the model to overwrite multiple sets of PIIs, thereby
reducing the chances of PII being leaked through backdoor or black-box attacks.
We envision this process as a way to systematically tell the model contextually
relevant information multiple times, ensuring that it learns to prioritize context
while minimizing PII exposure. In this study, we iterate over five rounds for both
the soft and hard approaches. Each round builds upon the previous one, allowing
the model to integrate new information while retaining critical contextual
knowledge. Figure 8 illustrates the working of Approach 2, where our approach
starts with the base method, mirroring the baseline of Approach 1. As we move to
the soft and hard approaches, the model for the first round of refinement is the
result from the first round of fine-tuning in the base method. We conduct five
rounds of iterations for both the soft and hard approaches, with each round build-

ing on the previous one.
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Figure 8. Working of Approach 2, where our approach starts with the base method, mirroring the baseline of Approach 1.

5.3. Approach 3

In Approach 3, we employ an even more informed LLM for the finetuning pro-
cesses in both the soft and hard approaches. Similar to Approaches 1 and 2, the
base approach runs concurrently; but the distinctions lie within the soft and hard
approaches. Specifically, we utilize the outcome model from round 4 of the base
approach, envisioning it as a model that is highly informed and contextually aware

for our testing purposes.
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Figure 9. Working of Approach 3, we start with the base method. For the soft and hard approaches, we use the model from round

4 of the base method. We perform five rounds of iterations for both the soft and hard approaches, with each round building on the

previous one.
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[ESR|=

No. of unique PII sequences in attacker's extracted set common with the dataset "

The round 4 model is achieved by finetuning across various datasets generated
by both GAN and the LLM. Initially, a pretrained LLM is used in round 1, and in
subsequent rounds, the outcome model from the previous finetuning refinement
is employed. This iterative process ensures that the model becomes increasingly
contextually relevant and informative, surpassing the capabilities of the model
used in Approach 2.

Similar to Approach 2, Approach 3 also involves five rounds of testing for the
soft and hard approaches, ensuring thorough evaluation and comparison of the
results. Figure 9 illustrates the working of Approach 3, we start with the base
method. For the soft and hard approaches, we use the model from round 4 of the
base method. We perform five rounds of iterations for both the soft and hard ap-

proaches, with each round building on the previous one.

6. Evaluation Metrics

For this study, we employ a comprehensive array of specialized metrics to quantify

our results.

6.1. Extraction Success Rate

Extraction Success Rate: This metric measures the proportion of unique person-
ally identifiable information (PII) entities extracted by the language model (LLM)
from its fine-tuning dataset. It evaluates the model’s susceptibility to black box
attacks, specifically autocompletion attacks. Calculated using recall, it represents
the percentage of all unique PII sequences present in the attacker’s extracted set.
Lower extraction rates indicate more effective privacy protection, highlighting the
model’s ability to safeguard sensitive information. This metric is essential for as-
sessing the efficacy of privacy-preserving techniques implemented in the model,

aiming to minimize privacy breaches.

100

Total amount of unique PII in the dataset

where, “No. of unique PII sequences in attacker’s extracted set common with the
dataset” represents the count of unique PII sequences that an attacker has ex-
tracted and that are present in the original dataset, and “Total amount of unique
PII in the dataset” denotes the total number of unique PII sequences in the entire

dataset.

6.2. Cosine Similarity

We utilize cosine similarity to evaluate the similarity between two pieces of text,
the base and the output generated post each successive refinement round. Math-
ematically, cosine similarity measures the cosine of the angle between the vector
representations of each text in a multi-dimensional space. In this space, each di-
mension corresponds to a unique word, and the value in each dimension repre-
sents the frequency of that word in the document. Cosine similarity is particularly

useful in text analysis because it provides a measure of how similar two texts are,
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irrespective of their length. This is achieved by focusing on the orientation rather
than the magnitude of the vectors. This score ranges from —1 to 1, where 1 indi-
cates that the two texts are identical, 0 indicates no similarity, and —1 indicates
complete dissimilarity. By applying cosine similarity, we can quantitatively com-
pare the generated text with reference texts to evaluate how closely the model’s
output aligns with the expected content. This metric is integral to our analysis, as
it provides a nuanced understanding of the model’s ability to replicate the contex-
tual and thematic elements of the original dataset, thereby ensuring that the gen-
erated text maintains a high degree of relevance and coherence. The formula for

cosine similarity is as follows:
(9): A-B — ZinzlABi ,
DE RS

where A and B are vectors, A-B represents their dot product, and ||A||

)

similarity = cos

and ||B|| are their magnitudes (or Euclidean norms).

6.3. Jaccard Similarity

We use Jaccard similarity to compare the similarity between two pieces of text
which measures the similarity between two text documents by comparing the size
of the intersection of their unique word sets to the size of their union. This metric
provides a straightforward and intuitive measure of how much two sets of words
overlap. The Jaccard similarity score ranges from 0 to 1, where 0 indicates no sim-
ilarity (i.e., no common words between the texts), and 1 indicates perfect similar-
ity (Ze, the texts have identical sets of words). By focusing on the presence or
absence of words rather than their frequency, Jaccard similarity provides a clear
picture of the commonality between two texts. Additionally, Jaccard similarity
complements other metrics like cosine similarity, providing a more comprehen-
sive evaluation of text similarity. While cosine similarity considers the overall the-
matic alignment, Jaccard similarity offers insight into the exact word overlap, giv-
ing a fuller picture of textual similarity and ensuring robust validation of our
model’s output. The formula for calculating Jaccard similarity is:
_ doc, (doc,

= 3
doc, Udoc, 3)

J(doc,,doc, )

where doc, Ndoc, represents the number of common elements (e.g., words,
terms) between documents doc, and doc,, and doc,Udoc, represents the

total number of unique elements in both documents combined.

7. Results
7.1. Analysis of the Results of ESR for GANs and LLMs

Based on all the obtained results as depicted in Figure 10 and Figure 11, it is evident
that Approaches 1 and 3 demonstrate enhanced privacy preservation compared
to Approach 2, which yields intermediary results. For GAN-generated data, both
Approaches 1 and 3 provide almost consistent results. However, for LLM-
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generated data, Approach 3 proves superior by offering approximately 7.8%

greater privacy protection, a substantial difference. This improvement can be

attributed to the multiple rounds of successive refinements in Approaches 1 and

3 compared to Approach 2. Furthermore, across all approaches, the Hard Ap-

proach generated datasets show the most superior results. For GANs, the Hard

Approach enhances privacy by lowering the extraction success rate by around 6%

in Approaches 1 and 2, and about 4% in Approach 3. In LLMs, these numbers are
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Figure 10. Graph depicting the extraction success rate for GAN-generated data across the three approaches (base, soft, hard) for
each technique used to generate the data. The leftmost section represents Approach 1, the middle section represents Approach 2,
and the rightmost section represents Approach 3.
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Figure 11. Graph depicting the extraction success rate for LLM-generated data across the three approaches (base, soft, hard) for
each technique used to generate the data. The leftmost section represents Approach 1, the middle section represents Approach 2,
and the rightmost section represents Approach 3.
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even more promising from a privacy perspective, with reductions of 5.6% in Ap-
proach 1, 4.7% in Approach 2, and about 8% in Approach 3. The Soft Approach
also delivers promising results, reducing the ESR value by a significant margin in
GANs and peaking at a 4% reduction in Approach 3 for LLMs. This indicates that
while the Hard Approach is the most effective, the Soft Approach still provides
considerable privacy benefits. Lower ESR values signify improved model forget-
ting, which enhances privacy by reducing the risk of data extraction while pre-
serving utility. This substantial reduction highlights the effectiveness of GAN’s in
minimising data extraction risks. Contributing factors include the adversarial na-
ture of GANSs, which generate data that challenge the discriminator, making sen-
sitive information harder to extract. Additionally, the use of the LLM-generated
base dataset by GANSs to generate the datasets likely plays a major role in enhanc-
ing privacy protection.

7.2. Analysis of the Results of Cosine Similarity and Jaccard
Similarity for GANs and LLMs

The analysis of Cosine Similarity and Jaccard Similarity provides insights into the
balance between privacy preservation and utility maintenance in our Targeted
Catastrophic Forgetting (TCF) framework. These metrics evaluate the similarity
between the generated text and the original/base text after each refinement round,

across different approaches and data generation methods.
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Figure 12. The above graph illustrates the similarity scores for GAN-generated data across all three fine-tuning approaches under
the TCF framework. The graphs on the left display cosine similarity scores, while those on the right show Jaccard similarity scores.
Both similarity measures are presented for each dataset generation approach (base, soft, hard) in the respective order.
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Figure 12 illustrates the similarity scores for GAN-generated data across all
three fine-tuning approaches under the TCF framework. For the base approach,
the cosine similarity scores indicate a moderate level of thematic similarity,
whereas the jaccard similarity indicates a lower level of exact word overlap. Both
metrics show slight fluctuations across rounds, with no clear increasing or de-
creasing trend. For the soft approach, the cosine similarity scores indicate a lower
level of similarity as compared to base approach, whereas the jaccard similarity
scores are similar to the base approach. Both metrics show more stability across
rounds compared to the base approach. For the hard approach, the cosine simi-
larity and jaccard similarity scores are the lowest among all approaches. Both met-
rics show a slight decreasing trend across rounds, particularly in Approaches 2
and 3.
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Figure 13. The above graph illustrates the similarity scores for the LLM-generated data across all three fine-tuning approaches under
the TCF framework. The graphs on the left display cosine similarity scores, while those on the right show Jaccard similarity scores.
Both similarity measures are presented for each dataset generation approach (base, soft, hard) in the respective order.

Figure 13 illustrates the similarity scores for LLM-generated data across all
three fine-tuning approaches under the TCF framework. For the base approach,
the cosine similarity scores are slightly lower than GAN-generated data, whereas
the jaccard similarity scores are similar to GAN-generated data. Both metrics
show more variability across rounds compared to GAN-generated data. For the
soft approach, the cosine similarity and jaccard similarity scores are similar to the

base approach. Both metrics show relatively stable values across rounds, with
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slight fluctuations. For the hard approach, the cosine similarity scores are higher
than GAN-generated data, whereas the jaccard similarity scores are similar to
GAN-generated data. Both metrics show a slight decreasing trend across rounds,
particularly in Approaches 1 and 3.

The results in Figure 12 and Figure 13 demonstrate the effectiveness of the
TCF framework in balancing privacy and utility. Across both GAN and LLM-
generated data, the Hard Approach consistently yields the lowest similarity scores,
indicating the highest level of privacy preservation but potentially at the cost of
utility. The Base and Soft Approaches show similar patterns, with the Soft Ap-
proach generally having slightly lower similarity scores, suggesting a balanced
trade-off between privacy and utility. The choice between GAN and LLM for data
generation depends on the specific requirements of thematic consistency versus

word-level similarity in the target application.

8. Synthetic Dataset Generation Methods and Associated
Costs

This research explores two distinct methods for generating synthetic datasets:
Generative Adversarial Networks (GANs) and Large Language Models (LLMs).
Both the GAN and LLM approaches are instructed to generate data within a pre-
defined format and structure to maintain consistency across the synthetic dataset.
Additionally, all generated datasets, regardless of the method used, contain the
same number of data points: 500 for the fine-tuning training set and 100 for the

testing set. The time taken for generating these sets is reflected in Table 1.

Table 1. Time comparison for synthetic data generation using CGAN and LLM ap-

proaches.
Synthetic data generation Synthetic data generation
using CGAN using LLM
Train
Approach Time Approach 'Average
time taken
Base 112 mins Base 120 mins
Soft 82 mins Soft 87 mins
Hard 100 mins Hard 84 mins
Test
Average
Approach Time Approach time alfen
Base 35 mins Base 40 mins
Soft 31 mins Soft 17 mins
Hard 32 mins Hard 19 mins
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1) Generative Adversarial Networks (GANs):

e Method: We utilize a CGAN for dataset generation. A CGAN takes additional
input (conditioning information) to guide the generated data towards a spe-
cific format or structure.

e Implementation and cost: The training process for the CGAN is conducted
on Runpod with access to A40 Tensor Core GPUs. The cost of using a Cloud
GPU A40 is $0.59 per hour.

2) Large Language Model (LLM):

e Method: We leverage the GPT-4 LLM accessed through the OpenAI API for
dataset generation.

e Implementation and cost: The LLM generation process is conducted locally,
eliminating the GPU costs associated with the GAN approach. However, uti-
lizing the GPT-4 API incurs significant costs. We utilize the “gpt-4” model
specifically, which charges $30.00 per million tokens for the input and $60.00
per million tokens for the output generated. For the scope of this study, we
generated 4 base sets and 5 sets each for the soft and hard approaches. Accord-
ing to the pricing, it cost approximately $270 to generate these datasets.

e Observation: While generating the datasets using the LLM, the hard approach
datasets took substantially less time to generate compared to the respective da-
taset generation for the base and soft approaches, with one round standing as

an exception.

9, Conclusions & Future Work

In this paper, we presented a novel framework for Targeted Catastrophic Forget-
ting (TCF) to mitigate privacy leakage in Large Language Models (LLMs) while
preserving utility. Our experiments, conducted across three distinct approaches
using both GAN and LLM-generated datasets, demonstrate the effectiveness of
TCF in reducing the extraction of personally identifiable information (PII). The
results show that the Hard Approach within TCF consistently outperforms others
in privacy preservation. The GAN-generated datasets exhibited enhanced privacy
protection, likely due to their adversarial nature. The analysis of Cosine and Jac-
card Similarity metrics reveals a nuanced trade-off between privacy and utility,
with the Hard Approach showing the lowest similarity scores, indicating the high-
est privacy but potential utility loss. As evident from the results presented in this
paper, TCF offers a promising technique for balancing privacy concerns with
model performance in LLMs.

Currently, the TCF technique has been tested on a niche domain of news arti-
cles. This domain was selected because it offers a balance between the high prev-
alence of PII and coherent text, providing an adequate environment to test the
TCF process. As part of future work, we will investigate the applicability of TCF
in specific domains where privacy is paramount (such as medical, legal and finan-
cial), and further optimize the trade-off between privacy preservation and utility

maintenance. We will explore the scalability of TCF to larger models and diverse
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datasets. We will incorporate additional attacks such as Membership Inference

Attack (MIA), attribute inference attacks, and more sophisticated prompt engi-

neering techniques. Moreover, we will implement additional evaluation metrics

such as Differential Privacy e -value, and k-anonymity.
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