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Abstract

The rapid growth of technology impacts all aspects of modern life, including
banking and financial transactions. While these industries benefit significantly
from technological advancements, they also face challenges such as credit card
fraud, the most prevalent type of financial fraud. Each year, such fraud leads to
billions of dollars in losses for banks, financial institutions, and customers. Alt-
hough many machine learning (ML) and, more recently, deep learning (DL) so-
lutions have been developed to address this issue, most fail to strike an effective
balance between speed and performance. Moreover, the reluctance of financial
institutions to disclose their fraud datasets due to reputational risks adds further
challenges. This study proposes a predictive model for credit card fraud detection
that leverages the unique strengths of Energy-based Restricted Boltzmann Ma-
chines (EB-RBM) and Extended Long Short-Term Memory (xLSTM) models.
EB-RBM is utilized for its ability to detect new and previously unseen fraudulent
patterns, while xXLSTM focuses on identifying known fraud types. These models
are integrated using an ensemble approach to combine their strengths, achieving
a balanced and reliable prediction system. The ensemble employs a bootstrap
max-voting mechanism, assigning equal voting rights to EB-RBM and xLSTM,
followed by result normalization and aggregation to classify transactions as
fraudulent or genuine. The model’s performance is evaluated using metrics such
as AUC-ROC, AUC-PR, precision, recall, Fl-score, confusion matrix, and
elapsed time. Experimental results on a real-world European cardholder dataset
demonstrate that the proposed approach effectively balances speed and perfor-
mance, outperforming recent models in the field.
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1. Introduction

With advancements in technology, electronic commerce and online shopping

have become increasingly prevalent, making credit cards essential for payments.

However, the rise in credit card usage has also led to a corresponding increase in

fraudulent activities. The FBI defines credit card fraud as “the unauthorized use

of a credit or debit card or similar payment tool to obtain money or property
fraudulently.” Credit card fraud causes significant financial losses, amounting to
billions of dollars annually for banks, financial institutions, and their customers.

According to the Internet Crime Complaint Center (IC3) report [1], these losses

have steadily escalated over the past five years: $3.5 billion in 2019, $4.2 billion in

2020, $6.9 billion in 2021, $10.3 billion in 2022, and $12.5 billion in 2023.

Given these alarming statistics, the development of effective solutions to pre-
vent and detect credit card fraud is critical. Fraud detection systems aim to iden-
tify and flag suspicious activities for further investigation. Initially, these systems
relied on manual methods grounded in personal experience and statistical analy-
sis. However, with the advent of artificial intelligence, ML, data mining, and DL,
more sophisticated and automated methods have emerged for credit card fraud
detection.

The primary challenges in credit card fraud detection, as identified in recent
studies, include [2] [3]:

e Concept drift: A phenomenon where the underlying patterns in data evolve
over time, causing the initial model to become less effective.

o Skewed distribution: A condition where certain classes (e.g., fraudulent trans-
actions) have significantly fewer samples compared to others, leading to im-
balanced data issues.

o High dimensionality: The presence of a large number of features in the da-
taset, which increases computational cost and time.

¢ Time and memory limitations: The need to process millions of transactions
in real-time poses significant challenges.

e Lack of real-world datasets: Due to security and reputational concerns, ob-
taining reliable datasets for training models is difficult.

ML-based credit card fraud detection methods are categorized into three types
[4]: supervised, unsupervised, and semi-supervised. Supervised methods use la-
beled datasets to train models for classifying transactions as fraudulent or genu-
ine, with Random Forest often cited as a top-performing algorithm [5]. Unsuper-
vised methods identify outliers in grouped datasets, while semi-supervised meth-
ods use both labeled and unlabeled data to train classifiers and monitor deviations.
Studies indicate that no single ML approach is universally effective [6]. Instead,
ensemble methods combining multiple techniques often yield better results, par-
ticularly with the integration of DL algorithms [7].

DL-based models have shown superior performance in fraud detection [8].
However, most studies prioritize performance improvements over real-time ap-

plicability, neglecting the trade-off between speed and accuracy [9]. Achieving a
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balance between speed and performance is vital for practical implementation. Re-
cent research confirms that DL models outperform traditional ML methods in
fraud detection, emphasizing the importance of comparing and integrating vari-
ous DL models [10].

In this study, we address existing gaps in fraud detection by combining Energy-
based Restricted Boltzmann Machine (EB-RBM) and Extended Long Short-Term
Memory (xLSTM) models, leveraging their complementary strengths. The EB-
RBM is particularly effective at identifying new and previously unseen fraudulent
activities by modeling complex probability distributions and learning from lim-
ited fraudulent samples. This is crucial for detecting emerging fraud strategies that
are not yet well-represented in historical data. Conversely, xXLSTM specializes in
recognizing temporal patterns associated with recurring fraudulent transactions,
making it highly effective at detecting previously known fraud cases.

The combination of these models is justified by their distinct advantages in dif-
ferent fraud detection scenarios. EB-RBM’s generative approach enables it to un-
cover hidden structures within transactional data, making it robust against adver-
sarial attempts to evade detection. Meanwhile, xLSTM’s advanced memory reten-
tion and sequential learning capabilities allow it to track behavioral patterns over
time, improving the detection of repeat offenders. By integrating these models
using a max-voting ensemble approach, the system benefits from the strengths of
both classifiers while mitigating their individual weaknesses. This ensemble frame-
work enhances overall detection accuracy and ensures a balanced approach to
identifying both novel and established fraud patterns, making it highly suitable
for real-time predictive analytics in financial security applications.

This research proposes a predictive model for credit card fraud detection using
ensemble DL classifiers to balance speed and performance in real-time applica-
tions. The widely used European Card Holder (ECH) 2013 dataset, a benchmark
in fraud detection research, serves as the basis for evaluation. Metrics such as
AUC-ROC, AUC-PR, precision, recall, F1-measure, confusion matrix, and elapsed
time are employed to assess the model’s effectiveness.

The remainder of this paper is structured as follows: Section 2 reviews related
work in credit card fraud detection. Section 3 presents the proposed ensemble
model, detailing the architecture of the Energy-based RBM and xLSTM classifiers,
along with the integration approach. Section 4 describes the experimental setup,
including dataset characteristics, evaluation metrics, and hardware configuration,
followed by a comprehensive analysis of the results. Finally, Section 5 provides the
discussion and conclusions, summarizing key findings and potential future re-

search.

2. Related Work

Building a real-time credit card fraud detection model presents several challenges.
Researchers have proposed various solutions, including data mining and analyti-
cal models, such as risk-scoring systems and the enhanced credit card risk identi-
fier (CCRI) [11]-[13]. Some studies extend these models with network-based
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methods for automated detection, such as node representation learning [14].

Many studies focus on addressing specific challenges in fraud detection. For
instance, ML models have been reviewed, and ensemble methods have been em-
ployed to handle skewed data [15]. Some researchers integrate recursive feature
elimination, grid-search cross-validation, and the synthetic minority oversampling
technique (SMOTE) to improve detection performance [16]. Others address data
imbalance using sampling techniques [17] [18], while a transaction window bag-
ging (TWB) model has also been proposed to tackle this issue [19]. A pioneering
study implemented a self-organizing map (SOM) for real-time fraud detection,
laying the groundwork for subsequent advancements [20].

Numerous studies compare different ML techniques. A customized Bayesian
network classifier (BNC) was designed to improve detection capabilities [21],
while a profit-driven artificial neural network (ANN) was introduced to enhance
financial outcomes [22]. Other approaches include a cost-sensitive decision tree
for fraud detection [23] and a sliding window strategy to improve real-time de-
tection [24]. Reviews of semi-supervised and unsupervised models have high-
lighted their reliability for real-world data [25].

To enhance model performance, ensemble methods have been widely explored.
Comparisons between ML and ensemble models have demonstrated the latter’s
effectiveness [26]. Hybrid techniques and prudential multiple consensus (PMC)
methods have also been proposed to achieve superior results [7] [27]. However,
research has shown that supervised and unsupervised ML algorithms have limita-
tions, with no single technique excelling in all scenarios [6].

Advances in ML-based fraud detection have included the use of autoencoders
(AE) for feature extraction, combined with multilayer perceptrons (MLP), k-near-
est neighbors (KNN), and logistic regression [28]. Improvements in accuracy have
also been achieved by separating users before applying cat-boost and DNN [29].
For large-scale detection, a distributed DNN has been implemented [30].

DL models have demonstrated significant potential in fraud detection. A deep
recurrent neural network was developed using LSTM and GRU to effectively
model sequential data [31]. Other innovative DL architectures, such as a combi-
nation of HOBA with DL techniques, have been shown to outperform traditional
models [32]. Additional studies have employed autoencoders and RBM in con-
junction with ensemble methods to enhance detection performance [9] [33]-[35].
Notable implementations include AE-based DNN for real-time detection [36],
generative adversarial networks (GAN) combined with ensemble models [37], and
deep convolutional neural networks (CNN) optimized with competitive swarm
algorithms [38].

While many studies focus on individual ML or DL models, few comprehen-
sively compare different DL methods. Most comparative studies rely on similar
DL architectures, limiting insights into their relative performance [31].

In this investigation, we address these gaps by implementing Energy-based
RBM and Extended LSTM (XxLSTM) as state-of-the-art variants of DL models, lev-
eraging their complementary strengths. The Energy-based RBM is utilized for its
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robust ability to detect new and emerging types of fraudulent activities, which are
often challenging to identify due to limited historical patterns. On the other hand,
xLSTM is employed for its effectiveness in handling previously known fraudulent
types by capturing temporal dependencies and patterns in sequential data. To har-
ness the strengths of both models, we combine them using a max-voting ensemble
approach, enabling the integration of their predictive capabilities. This ensemble
strategy ensures a balanced solution that optimizes both speed and performance,

making it well-suited for real-time credit card fraud detection.

3. Proposed Approach
3.1. EB-RBM as First Classifier

RBMs are stochastic, two-layer neural networks belonging to energy-based mod-
els, designed to detect patterns by reconstructing input and maximizing the log-
likelihood function. In these networks, all visible and hidden nodes are intercon-
nected, forming an asymmetric bipartite graph. The primary distinction between
an EB-RBM and a standard RBM lies in their approach to modeling the probabil-
ity distribution of hidden and visible states. While standard RBMs employ a bi-
nary energy function to define the joint probability distribution, EB-RBMs use a
more generalized energy function, focusing exclusively on energy dynamics to de-
fine the probability distribution [39].

A nuclear monitoring system provides an illustrative example of EB-RBM us-
age. In this system, input data streams from radiation sensors act as the visible
layer, while the hidden layer represents latent variables such as anomalous pat-
terns indicating potential leaks or abnormal activity. The EB-RBM models the
joint probability distribution of sensor data and latent variables solely through the
energy function, enabling it to learn intricate relationships between sensor read-
ings. By minimizing the energy function during training, the model detects subtle
deviations in radiation levels, which might indicate a malfunction or a security
concern. Compared to a standard RBM, the EB-RBM is more effective in captur-
ing complex, real-time dynamics because it leverages a flexible energy-based prob-
ability framework, making it ideal for systems requiring high sensitivity to anom-
alies. These are the main reasons why EB-RBMs are preferred as the primary clas-
sifier [40].

Energy-Based RBM Learning Process

The energy function in an EB-RBM is determined by the weights, where “b ”
and “b,” represent the biases of the visible and hidden layers, respectively, and
are treated as constants. The variable “v” denotes the visible node, while “A” sig-
nifies the hidden node. The weight “w” connects the visible and hidden nodes [41]

[42]. The formula for the energy function is as follows:
E(V’h)z_zz'bvvi_zj’bhhj_Zizj'viwi,jhj 1)

The probability of the system being in a specific state is inversely proportional
to the energy of that state, with “Z” representing the sum over all possible states

(also known as the partition function). The system is structured to find the state
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with the lowest energy, aligning with its design objectives.

In the reconstruction phase of the RBM, the system approximates the probabil-
ity distribution of the original input instead of assigning specific values to input
samples. This approach, known as generative learning, aims to predict multiple
potential values simultaneously. In contrast, discriminative learning focuses on
mapping input data to specific labels.

Contrastive divergence (CD) is employed to estimate the negative phase of the
gradient required for parameter updates in RBMs. The exact computation of the
negative phase is computationally intractable due to the complexity of summing
over all possible states. To address this, Markov Chain Monte Carlo (MCMC)
methods are used to approximate the sum during the negative phase. This approx-
imation enables efficient parameter updates while maintaining the model’s ability
to learn complex patterns.

Energy-Based RBM Implementation

Energy-based RBM with Contrastive Divergence pseudo code

Inputs: Training data: X = {x1, x2, ..., xn} (visible states)
Learning rate: alpha
Number of Negative Samples: k (Fraudulent transaction)

Parameters:
weights: w (visible to hidden)
visible bias: by
hidden bias: hy
learning rate: a
1. For each training epoch
2. #Positive Phase (Genuine transactions):
3 hpos = sample_hidden_state(x:, W, bn)
) # Sample hidden state given visible state (using data distribution)
4, # Negative Phase (Contrastive Divergence):
5. For i in range (k):
hneg = sample_hidden_state(xneg, W, bn)
6. # implement sampling for hidden state given visible state (sigmoid
function)
Xueg = sample_visible_state(hneg, W.T, by)
7. # implement sampling for visible state given hidden state (sigmoid
function)
8. # Update parameters
9, Wapdate = @ X (outer(X: , hpos. T) — outer(Xneg , hneg. T))
10. by(update) = & X (Xt - Xneg)

11. bhupdate) = & X (hpos - hneg)
12. W&« W + Wapdate
13. by € by + byupdate)
14. bi < bi + buupdate)

15.  Go to 1 until stopping criteria (z)
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The distribution of normal and fraudulent transactions processed through the
Energy-Based RBM model is illustrated in Figure 1. The green markers represent
the distribution of normal transactions, which exhibit relatively uniform patterns,
indicating a consistent behavior or same attitude across transactions. In contrast,
the red markers indicate the distribution of fraudulent transactions, characterized
by diverse and variable patterns, reflecting different attitudes and irregular behav-

iors typically associated with fraud.
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Figure 1. Normal and Fraud transaction distribution using the Energy-based RBM model.
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3.2.xXLSTM as Second Classifier

Sepp Hochreiter and his team at NXAI have developed an advanced variant of
LSTMs, termed extended LSTM (xLSTM), to overcome the limitations of tradi-
tional LSTMs, such as constrained memory capacity and limited parallel pro-
cessing capabilities. This innovative architecture incorporates exponential gating
mechanisms and enhanced memory structures, which significantly improve the
model’s adaptability and storage capacity. Additionally, xLSTM leverages paral-
lelization and residual stacking techniques inspired by large language models, en-
abling it to efficiently handle long sequences and complex time-series tasks. The
key advancements in xXLSTM involve the introduction of exponential gating and
novel memory architectures, resulting in two distinct LSTM variants: scalar LSTM
(sLSTM) and matrix LSTM (mLSTM) [43].

sLSTM: The Scalar LSTM with Exponential Gating and Memory Integration

The scalar Long Short-Term Memory (sLSTM) architecture introduces several
advanced features designed to enhance its performance in complex sequence
modeling tasks. These features include exponential gating, normalization and sta-
bilization mechanisms, and memory integration capabilities [44].

Exponential Gating

sLSTM employs exponential activation functions for its input and forget gates,
enabling more dynamic and adaptable control over information flow. This ap-
proach allows the model to better capture long-term dependencies and adapt to
varying temporal scales in sequential data.

Normalization and Stabilization

To address potential numerical instability issues, sSLSTM incorporates a nor-
malizer state that monitors the product of input gates and future forget gates. This
mechanism ensures stable training and prevents divergence, particularly in deep
or recurrent architectures.

Memory Integration

sLSTM is equipped with multiple memory cells and supports memory integra-
tion through recurrent connections. This design facilitates the identification of
complex patterns and enhances the model’s state-tracking capabilities, making it
particularly suitable for tasks requiring nuanced temporal reasoning.

mLSTM: The Matrix LSTM with Enhanced Storage Capacities

The matrix Long Short-Term Memory (mLSTM) architecture extends the tradi-
tional LSTM framework by incorporating a matrix-based memory structure and
advanced update rules, significantly improving its storage and retrieval capabilities.

Matrix Memory

Unlike conventional LSTMs that rely on scalar memory cells, mLSTM utilizes
a matrix memory structure. This design expands its storage capacity and enables
more efficient information retrieval, making it well-suited for tasks involving
high-dimensional data.

Covariance Update Rule

mLSTM incorporates a covariance update rule inspired by Bidirectional Asso-

ciative Memories (BAMs). This rule allows the model to store and access key-
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value pairs efficiently, enhancing its ability to handle associative memory tasks.

Parallelization

By eliminating the need for memory integration, mLSTM achieves full parallel-
ization. This design choice enables efficient computation on modern hardware
accelerators, such as GPUs and TPUs, making it highly scalable for large-scale
applications.

xLSTM Learning Process

The learning process of the xXLSTM model involves optimizing its parameters
through the minimization of a loss function, achieved via backpropagation and
gradient descent. This process enables the model to effectively capture and repre-
sent complex temporal dependencies in sequential data. The xLSTM architecture
comprises two key variants: the scalar xXLSTM (sLSTM) and the matrix xLSTM
(mLSTM), each contributing unique mechanisms to enhance learning efficiency
and performance.

Training Mechanism

During training, input sequences are processed sequentially, with cell and hid-
den states updated at each time step. The xXLSTM employs exponential gating
functions to regulate information flow, providing greater flexibility in controlling
how information is retained or discarded over time. This adaptability is particu-
larly beneficial for tasks requiring the modeling of long-term dependencies.

Scalar xLSTM (sLSTM)

The sLSTM variant incorporates a normalizer state to mitigate numerical insta-
bility, ensuring robust and stable training. Additionally, it supports memory mix-
ing through recurrent connections, enabling the integration of information across
multiple time steps. This capability allows the model to identify and leverage com-
plex temporal patterns, enhancing its performance in tasks such as sequence pre-
diction and state tracking.

Matrix xLSTM (mLSTM)

The mLSTM variant replaces the traditional scalar memory cell with a matrix-
based memory structure, significantly increasing its storage capacity. It utilizes a
covariance update rule, inspired by associative memory models, to efficiently
manage key-value pairs. This design facilitates rapid and accurate information re-
trieval, making mLSTM particularly effective for tasks involving high-dimen-
sional data.

Efficiency Enhancements

Both sLSTM and mLSTM leverage residual stacking and parallelization tech-
niques to improve computational efficiency. These optimizations enable the
model to handle long sequences and complex language tasks effectively, making
it suitable for real-time applications and large-scale datasets.

Iterative Training and Pattern Recognition

Through iterative training, the XLSTM model learns to capture intricate pat-
terns and dependencies within the data. This process enhances its ability to gen-
eralize and perform well on specific tasks and application domains, such as natural

language processing, time-series analysis, and predictive analytics [45].
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xLSTM pseudo code

Input: X: Input data (tensor with multiple timesteps and features)
ho: Initial hidden state (tensor)
co: Initial cell state (tensor)

Output: Y: Model outputs (tensor with predictions for each timestep).
1.  XLSTM (X, ho, co)

2. for t in timesteps:

3. xt = X[, t, :] # Get input at current timestep

4, fi, ir, Cride_+ = Gates(xs, he 1) # Calculate forget, input, candidate cell state gates
5. ce=fi X ¢ + i X C_ude « # Update cell state

6. o = sigmoid(OutputGate(x:, h: 1)) # Calculate output gate

7. ht = o x tanh(c:) # Update hidden state

8. Y.append(hy)

9. he 1, ¢ = hy, ¢ # Update states for next timestep

10. return Y

3.3. Ensemble Model

The primary motivation for using an ensemble model is to combine and enhance
the strengths of individual models into a unified framework, thereby improving
overall predictive accuracy and robustness. By employing a max-voting mecha-
nism within a bagging framework, the ensemble model integrates the capabilities
of multiple classifiers to detect both known and previously unseen fraudulent
transactions. This approach ensures a balanced and comprehensive decision-
making process, reducing the limitations of single models and increasing the sys-
tem’s ability to adapt to evolving fraud patterns [46].

The ensemble model integrates the strengths of the EB-RBM and xLSTM clas-
sifiers using a max-voting approach. This method ensures a balanced decision-
making process by combining the probabilistic output of EB-RBM and the se-
quential pattern recognition capabilities of xXLSTM. Specifically, the EB-RBM as-
signs likelihood scores to transactions based on learned energy distributions,
identifying anomalous patterns that may indicate new or unseen fraudulent activ-
ities. Meanwhile, the xXLSTM model processes transaction sequences over time,
capturing temporal dependencies and recognizing recurring fraudulent behav-
iors.

To implement the max-voting ensemble, each base classifier (EB-RBM and
xLSTM) is assigned an equal voting weight of 50%. The decision-making process
consists of the following steps:

o Each classifier independently evaluates a transaction and generates a predic-
tion score.

e These scores are normalized to a common probability range.

e A threshold-based voting mechanism is applied, where the transaction is la-
beled as fraudulent if at least one classifier flags it as fraud, ensuring sensitivity
to both novel and previously known fraudulent behaviors.
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e The final classification result is determined based on the majority decision,
enhancing robustness and reducing false negatives.

This ensemble strategy leverages the complementary nature of the two models:
EB-RBM excels at detecting new fraud types by analyzing deviations from normal
transaction distributions, while XLSTM effectively captures known fraud patterns
through sequential learning. By integrating both perspectives, the proposed en-
semble method improves overall accuracy, recall, and precision while maintaining

computational efficiency, making it well-suited for real-time fraud detection.

4. Experimental Results and Analysis

European Cardholder 2013 Dataset

The European Cardholder 2013 dataset, used in this study, is a publicly availa-
ble benchmark dataset specifically designed for credit card fraud detection re-
search. It consists of transactions recorded over a two-day period, containing
284,807 transactions in total, with only 492 labeled as fraudulent. Due to its highly
imbalanced nature, where fraudulent transactions constitute only 0.172% of the
dataset, it presents significant challenges for developing and evaluating ML mod-
els in fraud detection. The dataset includes anonymized features obtained through
principal component analysis (PCA) and two non-transformed attributes, namely
transaction amount and time.

While this dataset is widely used in fraud detection research, its limited timeframe
and potential outdatedness present challenges regarding the generalizability of the
model to real-world, continuously evolving fraud patterns. Fraudulent behaviors
and transaction characteristics change over time, and models trained on static da-
tasets may not fully capture emerging fraud strategies. However, the study ad-
dresses this limitation by leveraging the Energy-based RBM for detecting new
fraudulent patterns and the xLSTM for identifying previously known fraudulent
behaviors, ensuring adaptability to dynamic fraud trends. Future research should
incorporate more diverse and extended real-world datasets to further validate the
model’s effectiveness in different financial environments.

Despite these limitations, the European Cardholder 2013 dataset remains a crit-
ical benchmark for evaluating fraud detection models due to its availability and
standardized structure. The study’s findings provide valuable insights into the ef-
fectiveness of ensemble deep learning methods, demonstrating their potential for
real-time fraud detection while acknowledging the need for future evaluations on
larger and more temporally diverse datasets.

Limitations of the Accuracy Metric

In evaluating models for imbalanced datasets such as the European Cardholder
2013 Dataset, accuracy becomes a misleading and ineffective performance metric.
This is because the dataset is overwhelmingly dominated by legitimate transac-
tions, resulting in accuracy values consistently exceeding 95%, even for models
that perform poorly in identifying fraudulent transactions. Consequently, accu-
racy fails to provide meaningful insights into the model’s ability to detect minority
class samples, such as fraudulent activities. Due to this limitation, we excluded
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accuracy as an evaluation metric in our study, focusing instead on more informa-
tive metrics like precision, recall, and F1-score, which better capture the model’s
ability to handle class imbalance.

Consideration of Time Lapse as a Metric

The time lapse metric, representing the duration required by the model to pro-
cess and evaluate transactions, is another factor considered in this study. While it
is a valuable indicator of the model’s computational efficiency, it is inherently in-
fluenced by the underlying hardware configuration of the system on which the
model is executed. Variations in processing speed, memory capacity, and overall
hardware architecture can significantly impact time lapse values. Despite these
dependencies, we included the time lapse metric in our evaluation to provide a
holistic view of the model’s performance, emphasizing its efficiency alongside its
effectiveness in fraud detection.

The experiments were conducted on a system configured with Windows 10 En-
terprise (64-bit) as the operating system. The hardware specifications included an
Intel Core i7-4700HQ processor running at 2.4 GHz, 8 GB of DDR3 RAM, a Ge-
Force GTX 760M graphics card with 2 GB VRAM, and a 1 TB SATA hard drive.

Notably, many previous studies in the domain of credit card fraud detection tend
to focus on addressing specific challenges or isolated aspects of the problem, often
neglecting a comprehensive evaluation of their models. This limitation is evident
from the lack of diverse evaluation metrics in their analyses, which restricts a ho-
listic understanding of model performance across multiple critical dimensions.
Our study, in contrast, employs an extensive range of evaluation metrics, empha-
sizing accuracy, execution time, and balanced performance across fraudulent and
genuine transactions, to provide a more thorough and practical assessment.

In this study, the dataset was divided into two subsets: 70% for training and 30%
for testing. This split was applied across three evaluation scenarios. In the first case,
we employed the Energy-based RBM (EB-RBM) as a standalone model, training it
directly on the training dataset. In the second case, we used the Extended LSTM
(xLSTM) independently, training it on the same split. For the third case, the En-
semble model was constructed by combining pre-trained EB-RBM and xLSTM
models. The pre-training process for both EB-RBM and xLSTM ensured that their
individual strengths were effectively integrated into the Ensemble model, enabling
a comprehensive evaluation of its performance on the test dataset.

In the evaluation phase of this study, the performance of the proposed ensem-
ble model was rigorously compared against the individual performances of the
standalone EB-RBM and the xXLSTM models. Then, the results of this study were
compared with those of other related studies that utilized the same dataset. All
evaluation metrics presented in these studies were carefully considered, providing
a comprehensive analysis of the proposed model’s effectiveness relative to existing
approaches. This comparative analysis further validates the robustness and superior-
ity of the ensemble model in addressing the challenges of credit card fraud detection.

To evaluate the efficiency of the proposed models, the AUC-ROC and AUC-PR
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metrics are presented in Figure 2 and Figure 3, respectively. The AUC-ROC met-

ric assesses the model’s ability to distinguish between fraudulent and legitimate
transactions. For the EB-RBM, the AUC-ROC score is 0.96, indicating a strong
discriminatory capability. The Extended LSTM (xLSTM) achieves an AUC-ROC

of 0.91, showcasing solid performance, while the Ensemble model demonstrates

the highest score at 0.97, highlighting its superior ability to balance sensitivity and

specificity.
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Figure 2. AUC-ROC for EB-RBM, xLSTM and Ensemble models.
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Figure 3. AUC-PR for Energy-based RBM, xLSTM and Ensemble models.

The AUC-PR metric, which focuses on precision and recall, provides additional
insights into performance on imbalanced datasets. The AUC-PR for EB-RBM is
0.73, reflecting a moderate ability to identify fraudulent transactions without gen-
erating excessive false positives. XLSTM achieves a higher AUC-PR score of 0.82,
demonstrating improved robustness. The Ensemble model outperforms both with
an AUC-PR of 0.93, indicating its exceptional capability to effectively detect fraud
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while minimizing false alarms.

Additionally, the precision, recall, F1-measure, and confusion matrix results are
presented in Table 1 and Table 2, respectively, to evaluate the models in credit
card fraud detection. Precision represents the proportion of correctly identified
fraud cases among those flagged as fraudulent, recall indicates the model’s ability
to identify all actual fraud cases, and the F1-measure balances these metrics to

assess overall performance.

Table 1. Comparison of precision, recall and F1-measure.

Model Precision Recall F1l-measure
Ensemble 0.93 0.94 0.93
EB-RBM 0.74 0.69 0.72

xLSTM 0.79 0.81 0.80

Table 2. Comparison of confusion matrix.

Model TP% TN% FP% FN%
Ensemble 96% 99.98% 4% 1.2662e—4
EB-RBM 69% 99.79% 31% 0.0020

xLSTM 79% 99.96% 21% 3.3412e-4

Table 1 shows that the Ensemble model outperforms the individual models,
achieving a precision of 0.93, recall of 0.94, and F1-measure of 0.93. EB-RBM and
xLSTM models exhibit moderate performances with Fl-measures of 0.72 and
0.80, respectively, with xXLSTM slightly better at balancing precision and recall.

Table 2 provides detailed confusion matrix metrics. The Ensemble model
achieves the highest true positive rate (TP%) of 96%, a true negative rate (TN%)
of 99.98%, and the lowest false negative (FN) rate. In contrast, EB-RBM and
xLSTM models show lower TP rates of 69% and 79%, respectively, and higher FN
rates, underscoring the superior performance of the Ensemble approach in fraud
detection.

The use of percentage metrics, instead of absolute values from the confusion
matrix, provides a clear and normalized comparison of the models’ performances.
By presenting the percentages of each parameter (TP%, TN%, FP%, and FN%)
rather than their raw counts, the evaluation offers a more standardized and com-
prehensible analysis of the models’ effectiveness, further highlighting the superior
performance of the Ensemble approach.

In the EB-RBM model, only genuine transactions are used during training to
maintain the normal distribution until a fraudulent transaction is detected, allow-
ing the model to distinguish anomalies from normal patterns. In the xLSTM
model, the data is stratified into training and testing sets based on a predetermined
percentage.

The weaker performance of the EB-RBM model can be attributed to the char-
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acteristics of the European cardholder 2013 dataset, which contains transaction
data spanning only two days. This limited timeframe constrains the model’s abil-
ity to detect new and diverse fraudulent patterns, as the fraudulent behaviors
within such a short period tend to exhibit minimal variation. Consequently, the
EB-RBM model’s capacity to identify novel fraudulent types is restricted, reflect-
ing the dataset’s inherent limitations rather than the model’s potential.

The best results from various studies in the credit card fraud detection domain
are presented and compared with our proposed ensemble model in Table 3 and
Table 4. The comparison highlights that the proposed model achieves competitive
performance across multiple evaluation metrics, including AUC-ROC, AUC-PR,

precision, recall, F1-measure, and elapsed time.

Table 3. Comparison of final results with other studies (time in seconds).

Model AUC-ROC AUC-PR Precision Recall Fl-measure Times (s)
Proposed Ensemble 97% 93% 93%  94% 93% 20.90
AE-CNN_RNN [47] 92% 75% 96% 73% 83% -

Ensemble sequence [31] 86% 67% 92% 73% 81% 87.16
Logistic-BWS [48] 88% - - - 84% -
Pipeling [49] - - 84% 86% 85% -
DBDT-COM [50] 98.36% - - - - -

Table 4. Comparison of confusion matrix.

Model TP% TN% FP% FN%
Proposed Ensemble 96% 99.98% 4% 1.2662e—4
DNN-AE [36] 20% 99.77% 80% 0.0060
AE [34] 84% 97.07% 16% 0.0292
DL-CNN [10] 83% 99.98% 17% 1.7588e—4

AE [9] 82% 97.56% 18% 0.0243

While previous studies have proposed various methods, many focus on specific
aspects of fraud detection without providing a holistic evaluation. Some models
excel in classification accuracy but fail to address computational efficiency, while
others prioritize real-time detection but compromise predictive performance. For
instance, AE-CNN_RNN demonstrated strong classification performance but
lacked execution time metrics, making it difficult to assess its real-time applica-
bility. The Ensemble sequence approach achieved competitive performance but
required significantly longer processing time compared to our method. Logistic-
BWS and Pipeling models demonstrated reasonable F1-scores but did not report
AUC-ROC and AUC-PR metrics, limiting a full comparison of their discrimina-
tory power. To ensure a fair comparison, we carefully selected studies that used
the same dataset, the European Cardholder 2013 dataset, while acknowledging
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that variations in data partitioning, sampling techniques, and preprocessing meth-
ods may impact final performance results. Additionally, many studies do not re-
port all critical evaluation metrics, as indicated by “-” in the table, making it chal-
lenging to comprehensively assess their overall effectiveness. However, among the
studies that provided detailed metrics, the proposed ensemble model demon-
strates superior balance and performance across all key measures.

According to Table 3, Fanai and Abbasimehr implemented the AE model with
various configurations for ensemble models, achieving their best performance us-
ing a CNN and RNN ensemble. However, their study did not explicitly state the
dataset split used, making direct performance comparison challenging [47].

Forough and Momtazi utilized LSTM and GRU as sequential models. While
their system achieved competitive performance metrics, their execution time
(87.16 seconds) was significantly higher than ours, which demonstrates a fourfold
increase in speed. Their dataset split approach was also not detailed, limiting the
interpretability of performance differences [31].

Runchi ef al examined datasets from Europe, Australia, and Germany, compar-
ing their logistic-BWE model to other classification models. However, their da-
taset composition differs from ours, as they incorporated multiple datasets instead
of focusing solely on the European Cardholder 2013 dataset [48].

Bagga et al. proposed a pipeline model that combines sequential transformations
followed by a final classifier. While their method showed strong performance,
they did not provide a breakdown of dataset partitioning, making it difficult to
compare their results directly with ours [49].

Xu et al. introduced Deep Boosting Decision Tree (DBDT), which attained the
highest AUC-ROC but did not provide comprehensive evaluation metrics. While
their model may be promising, its applicability to imbalanced datasets like ECH
2013 remains uncertain due to the lack of precision, recall, and F1-measure re-
porting [50].

In summary, Table 3 highlights that our proposed ensemble model achieved
the best overall performance among ensemble models in credit card fraud detec-
tion, balancing high accuracy and significantly reduced execution time. This com-
prehensive evaluation demonstrates the proposed model’s capability to deliver ro-
bust and efficient credit card fraud detection while addressing the limitations of
prior studies.

Table 4 presents a comparison of confusion matrix metrics, showcasing the
best-performing models proposed in previous studies alongside the proposed en-
semble model. To ensure a consistent and normalized evaluation, the confusion
matrix data from prior studies were converted into percentage values for TP%,
TN%, FP%, and FN%. However, since some studies did not explicitly mention
their dataset splits or preprocessing methodologies, variations in data handling
must be considered when interpreting the comparisons.

Abakarim et al. reported using 40% of the ECH dataset as their test set for their
DNN-AE models. While their results indicate 20% for fraud detection and 99.77%
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for legitimate transactions, the number of fraud transactions in their dataset ap-
pears anomalous, as their total fraud transactions are listed as 1815 instead of the
expected 197 [36].

Pumsirirat and Liu implemented the AE model on the ECH dataset, achieving
84% for fraud detection and 97.07% for legitimate transactions. However, their
model struggled with a high ratio of undetected frauds, indicating significant
room for improvement [34].

Alarfaj et al. achieved strong results with their DL-CNN model, recording 83%
for fraud detection and 99.98% for legitimate transactions. Despite these high
scores, their model’s performance in comparison to our proposed ensemble ap-
proach remained slightly lower [10]. Reshma’s AE implementation on the ECH
dataset achieved 82% for fraud detection and 97.56% for legitimate transactions.
However, the model’s relatively high percentage of undetected frauds limited its
effectiveness [9].

In conclusion, while each prior study presents unique strengths, our proposed
ensemble model provides a balanced trade-off between predictive accuracy and
execution efficiency. By integrating EB-RBM for novel fraud detection and
xLSTM for known fraud pattern recognition, the ensemble model achieves supe-
rior overall performance. This study underscores the importance of considering
multiple evaluation criteria, ensuring that models are not only accurate but also

practical for real-world, real-time fraud detection applications.

5. Discussion and Conclusion

The experimental results demonstrate that the proposed ensemble model outper-
forms all recent studies employing various models on the same dataset. Notably,
only a limited number of studies address execution time as a metric for real-time
credit card fraud detection. Among these, the study emphasizing time perfor-
mance utilized slightly more advanced hardware compared to our system.

The EB-RBM model proves highly effective in identifying new fraudulent trans-
actions while maintaining the normal distribution of genuine transactions. In
contrast, the xXLSTM model excels in retaining and recognizing patterns of fraud-
ulent transactions. By synergistically combining the strengths of these models, the
proposed ensemble model achieves superior outcomes, recording the highest per-
centages of TP and TN, along with the lowest percentages of FP and FN, compared
to the standalone EB-RBM and xLSTM models.

Credit card fraud detection demands a nuanced evaluation of performance
metrics, such as precision, recall, F1-score, and the true positive and negative
rates, because of the highly imbalanced nature of the datasets. By adopting a
broader and more detailed set of evaluation metrics, the present study addresses
this gap, providing a more accurate and meaningful assessment of model perfor-
mance. This approach demonstrates the clear advantages of the proposed ensem-
ble model over existing methods. Future research could focus on leveraging di-

verse, real-world datasets with extended temporal coverage to further enhance the
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robustness and adaptability of the proposed model. Additionally, the implemen-
tation of real-time credit card fraud detection systems in financial institutions

would provide practical validation and significantly benefit the financial sector.
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