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Abstract

Efficient data management in healthcare is essential for providing timely and
accurate patient care, yet traditional partitioning methods in relational data-
bases often struggle with the high volume, heterogeneity, and regulatory com-
plexity of healthcare data. This research introduces a tailored partitioning
strategy leveraging the MD5 hashing algorithm to enhance data insertion,
query performance, and load balancing in healthcare systems. By applying a
consistent hash function to patient IDs, our approach achieves uniform distri-
bution of records across partitions, optimizing retrieval paths and reducing
access latency while ensuring data integrity and compliance. We evaluated the
method through experiments focusing on partitioning efficiency, scalability,
and fault tolerance. The partitioning efficiency analysis compared our MD5-
based approach with standard round-robin methods, measuring insertion
times, query latency, and data distribution balance. Scalability tests assessed
system performance across increasing dataset sizes and varying partition
counts, while fault tolerance experiments examined data integrity and re-
trieval performance under simulated partition failures. The experimental re-
sults demonstrate that the MD5-based partitioning strategy significantly re-
duces query retrieval times by optimizing data access patterns, achieving up
to X% better performance compared to round-robin methods. It also scales
effectively with larger datasets, maintaining low latency and ensuring robust
resilience under failure scenarios. This novel approach offers a scalable, effi-
cient, and fault-tolerant solution for healthcare systems, facilitating faster clin-
ical decision-making and improved patient care in complex data environ-
ments.
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1. Introduction

We are immersed in a data-rich world where vast amounts of data are generated
from various aspects of our lives, including work, science, health, and social and
physical activities. One of the most impactful areas is healthcare, where big data
brings significant changes. Data sources in healthcare are diverse, encompassing
clinical trials, electronic health records (EHR), medical imaging, payer records, pa-
tient registries and databases, large biological datasets, healthcare tools, smartphone
apps, mobile phones, wearable devices, and medical equipment. The exponential
growth of healthcare data from these several sources, along with the rise of big
data analytics and computational technologies, offers an invaluable opportunity
to raise the standard and effectiveness of healthcare [1] [2]. Additionally, big data-
driven systems provide scalable and adaptable solutions, allowing healthcare or-
ganizations to effectively store, manage, and access large volumes of patient data
[3].

In today’s digital age, the healthcare industry is continuously striving to en-
hance the security and efficiency of its data management practices. Data security
and privacy have always been at the forefront of healthcare data management
since healthcare data is inherently sensitive, containing personal and confidential
information about patients’ medical histories, diagnoses, treatments, and other
personal data. Furthermore, the strict regulations surrounding this data, such as
the Health Insurance Portability and Accountability Act (HIPAA) in the U.S. [4]
and the General Data Protection Regulation (GDPR) in Europe [5] mandate strin-
gent controls on access and handling of patient information, demanding that
healthcare organizations take steps to ensure the security and confidentiality of
this data. With an increasing reliance on EHR, medical imaging, and health mon-
itoring systems, healthcare data volumes have grown exponentially. As digitiza-
tion expands and the population grows, the imperative to manage and protect
sensitive patient information has never been more critical [6] [7].

The management of healthcare data has long been a challenge due to the sensi-
tive nature of the information, regulatory requirements, and the sheer volume of
data generated. However, traditional database management systems are lagging
behind in the complex needs of healthcare organizations [8], where rapid access
to data and secure handling are paramount. For example, previous research sug-

gests that the inevitable adoption of big data techniques in healthcare aims to en-
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hance delivery quality, yet existing data management architectures still encounter
challenges in preventing emergency cases [9]. Despite significant advances in
healthcare through big data research, several challenges still need to be addressed
including security, privacy, and performance [10] [11]. In this regard, several
studies suggest that effectively managing and analyzing the massive volumes of
diverse data generated rapidly, particularly in biomedical research and healthcare,
necessitates advanced data management software solutions and high-end compu-
tational power [12] [13]. Consequently, innovative solutions are needed to meet
these evolving demands.

Furthermore, effective database management solutions, particularly in the con-
text of relational database management systems (RDBMS), have become critical
as the most common form of database used in healthcare is the relational database
[14]. Previous research states that relational database approaches have been widely
used to archive and integrate clinical and genomics data for translational research,
reflecting the specific data challenges and technological capabilities of their time
[15]. Furthermore, as healthcare systems increasingly rely on RDBMS to store and
retrieve patient data, the surge in data volume has made it critical to implement
robust and efficient data management strategies that prioritize security, privacy,
and accessibility. For example, [16] discussed that effective big data management
and analysis in healthcare can enhance patient care, reduce medical errors, and
enable personalized treatment by processing large datasets from numerous pa-
tients. One critical aspect of effective data management is data partitioning, a tech-
nique that involves dividing large datasets into smaller, more manageable subsets
[17]. In the context of healthcare, data partitioning becomes even more crucial
due to the high volume, complexity, and sensitivity of patient information, along
with stringent regulatory requirements. However, conventional data partitioning
methods, designed for general-purpose databases, often fail to meet the specific
needs of healthcare data. These methods struggle with the efficient management
of large datasets, often leading to performance bottlenecks and increased compu-
tational costs, and they typically lack advanced security measures. To address
these challenges, specialized partitioning approaches that integrate both perfor-
mance optimizations and security are needed, such as cryptographic techniques,
to maintain the confidentiality and integrity of patient data [18].

Healthcare data must be managed in ways that ensure security, efficient access,
scalability, and regulatory compliance. The increasing volume and complexity of
healthcare data require innovative solutions to partition and secure patient infor-
mation effectively. Traditional partitioning methods in RDMS have limitations
when applied to sensitive data, necessitating the development of new techniques
that balance performance, security, and privacy in healthcare contexts. Moreover,
as healthcare data grows, partitioning must scale efficiently and support compli-
ance with regulations like HIPAA and GDPR, enabling granular control over data
access and usage. In recent years, there has been a growing interest in developing

specialized data partitioning techniques tailored to the specific needs of healthcare
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data management. Cryptographic methods, such as encryption and hashing, have
been integrated into database management systems to safeguard sensitive infor-
mation [19]. Recent studies have explored the combination of cryptographic
methods with database partitioning strategies to enhance both performance and
security [20] [21]. These techniques often involve combining cryptographic hash-
ing with database partitioning to enhance security and performance.

As healthcare data continues to grow in volume and complexity, the develop-
ment of tailored partitioning strategies that address both security and perfor-
mance concerns will be crucial to ensuring the effective management of this sen-
sitive information. Our proposed partitioning methodology, which integrates the
cryptographic techniques like hashing with advanced partitioning strategies, holds
significant promise for overcoming these challenges. By hashing sensitive data, it
can be stored in a secure and anonymized format, reducing the risk of unauthor-
ized access and data breaches. Our research offers a valuable contribution to the
field of database systems and has the potential to revolutionize the way healthcare
organizations manage and utilize their data by addressing the unique challenges

of healthcare data management.

Related Work

The challenges associated with managing healthcare data within relational data-
bases have been widely recognized, with various approaches proposed to enhance
data partitioning, retrieval, and security. Traditional partitioning techniques, such
as range and hash-based partitioning, are the foundation of data management in
relational database management systems (RDBMS). These approaches are com-
monly implemented to improve query performance and data access speeds by log-
ically dividing tables into smaller, more manageable segments. However, they are
often insufficient when applied to healthcare data, particularly due to the com-
plexity and sensitivity of this type of data [22].

Range-based partitioning organizes data into partitions based on specific ranges
of values, commonly used for ordered datasets like time-series data. For example,
in healthcare, data might be partitioned based on patient admission dates or ap-
pointment times. While this approach is straightforward and effective for certain
types of data, it is limited when dealing with diverse healthcare data that includes
not only time-series information but also complex relational data such as patient
demographics, medical histories, and treatment records. The rigid structure of
range-based partitioning can also result in unbalanced partitions, which may lead
to uneven query performance and storage inefficiencies [23].

Hash-based partitioning, on the other hand, divides data into partitions by
applying a hash function to specific columns, such as patient ID numbers. This
approach can provide a more uniform distribution of data across partitions, po-
tentially balancing storage and computational load more effectively than range-
based partitioning. Hash-based partitioning is particularly advantageous for envi-

ronments with unpredictable data access patterns [24]. However, when used for
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healthcare data, hash-based partitioning may still face significant challenges. The
sheer volume and diversity of healthcare data, coupled with the need for secure
hashing to protect patient information, can strain hash-based partitioning meth-
ods, reducing their efficiency and scalability.

Other partitioning methods, including list-based and composite partitioning,
have also been explored in healthcare contexts. List-based partitioning allows data
to be grouped based on discrete values, such as patient demographics or specific
medical codes. Composite partitioning combines two or more partitioning meth-
ods, such as range and hash, to tailor data segmentation based on multiple criteria.
These hybrid approaches can provide additional flexibility but are generally more
complex to implement and maintain. Furthermore, they do not specifically ad-
dress the unique security needs associated with healthcare data, particularly in
terms of managing hashed data and maintaining compliance with stringent regu-
latory requirements [25].

Recent studies have introduced dynamic and adaptive partitioning strategies
that adjust partition structures based on workload patterns and data changes over
time. These approaches offer enhanced performance in scenarios with fluctuating
data access patterns, such as those found in healthcare organizations. For example,
some adaptive partitioning methods can detect query patterns and redistribute
data accordingly to optimize access times. While promising, these strategies are
computationally intensive and may incur significant overhead, limiting their
scalability for large-scale healthcare applications.

Despite these advances, existing partitioning methods generally lack provisions
for securely handling hashed data—a critical requirement in healthcare environ-
ments where data privacy is paramount. Moreover, traditional approaches often
struggle with scalability when applied to the extensive, diverse, and sensitive da-
tasets characteristic of healthcare. There is a clear need for a tailored approach
that not only partitions healthcare data efficiently but also incorporates mecha-

nisms for secure hash management within the database environment [26].

2. Proposed Methodology
2.1. Target Layers

This research introduces a tailored data partitioning approach for managing
healthcare data in relational databases. Our methodology involves a two-layered
mapping process designed to enhance security and optimize the retrieval of sen-
sitive patient information. By applying a combination of MD5 hashing and seg-
ment-based partitioning, we achieve both data anonymization and efficient data ac-
cess within the constraints of relational database management systems (RDBMS),
specifically PostgreSQL.

Layer 1: Hashing Patient Identifiers for Data Security

The first layer of our methodology addresses the need for data security and pri-
vacy by transforming sensitive Personally Identifiable Information (PII), such as

patient identifiers, into a secure format. This is accomplished through the MD5
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hashing algorithm, which provides a consistent and non-reversible representation
of the data [27].

1) Data Anonymization: When a patient identifier (e.g., Social Security Num-
ber or Patient ID) enters the system, it undergoes the MD5 hashing process, re-
sulting in a 32-character hexadecimal string. This hashed value uniquely repre-
sents the original data without retaining any sensitive information.

2) Irreversible Transformation: The MD5 algorithm ensures that the transfor-
mation is one-way. This means the hashed identifier cannot be used to reconstruct
the original PII, thereby preserving the privacy of sensitive healthcare data.

3) Uniqueness and Consistency: The hashed value is consistently unique for a
given identifier, allowing each patient to maintain a unique representation in the
database, regardless of when or how many times the hashing is applied.

This initial hashing layer secures patient information while preserving the
uniqueness necessary for efficient data retrieval and management. By transform-
ing each identifier into a hashed value, we create a consistent, anonymous repre-
sentation of the data that is safe to store and manage in a high-security healthcare
environment.

While MD5 hashing was used in the experiments for anonymization, we
acknowledge that MD?5 is not the most secure algorithm by modern standards due
to vulnerabilities to collision attacks. However, for the purpose of this study,
which focuses on the efficiency of the partitioning strategy, the choice of hashing
algorithm has minimal impact on performance metrics such as query retrieval
times, scalability, and fault tolerance. Other more secure hashing algorithms, such
as SHA-256 or SHA-3 [28], could be used to further enhance data security in
healthcare applications without affecting partitioning efficiency. We have updated
the manuscript to reflect these alternatives, recognizing the role of the hashing
algorithm in enhancing data security.

Layer 2: Mapping Hashed Identifiers to Specific Segments for Efficient Data
Partitioning

Once the PII has been hashed, the second layer of our methodology maps these
hashed outputs into discrete segments. This layer is crucial for efficient data parti-
tioning, as it organizes data into easily accessible partitions within the database.

1) Segment-Based Partitioning: We map the hashed identifiers to specific seg-
ments in the database. To achieve this, the hashed string is first converted into an
integer. Using a modulus operation with the total number of desired segments, we
assign the integer result to a particular partition. For example, if we have defined
10 segments, each hashed value is mapped by taking hash_value mode 10, result-
ing in a range of integers that correspond to each segment.

2) Database Partitioning and Segment Assignment: In PostgreSQL, each seg-
ment corresponds to a partitioned table for managing patient records. By assign-
ing each hashed identifier to a specific segment, we optimize data storage and re-
trieval, ensuring that the system only needs to access one partition for a particular

record. This reduces query times and computational overhead, especially in sce-
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narios with high data volumes.

3) Uniform Distribution and Load Balancing: The modulus operation evenly
distributes hashed identifiers across the segments, ensuring balanced data distri-
bution across partitions. This reduces the likelihood of bottlenecks in specific par-
titions, improving overall system performance.

4) Indexing and Performance Optimization: Each partition is indexed based
on the mapped segment integer, enabling rapid data retrieval. When a query is
executed, it uses the hash segment as a reference, allowing the system to immedi-
ately locate the relevant partition and minimize data access times.

The second layer of mapping is critical for scalability and efficiency. By direct-
ing each hashed identifier into a specific segment, we optimize the data retrieval
process, ensuring that the system can handle high volumes of requests without

significant degradation in performance.

2.2. Integrated Approach: Securing and Optimizing Healthcare
Data Management

This two-layered approach offers several advantages for healthcare data manage-
ment:

1) Data Security and Privacy Compliance: The MD5 hashing in the first layer
ensures that sensitive patient data remains anonymous, meeting compliance
standards for data protection regulations such as HIPAA. Since the data is irre-
versibly hashed, unauthorized access does not expose the original PII.

2) Optimized Data Retrieval: The segment-based partitioning in the second
layer significantly reduces the time required to access records. Since each patient’s
hashed identifier is directed to a specific segment, the system only needs to query
one partition, streamlining the retrieval process.

3) Scalability and Load Balancing: With consistent and balanced segment as-
signments, the database efficiently manages data load across partitions. This dis-
tribution allows the system to scale as data volumes grow, handling large datasets
without performance issues.

In order to evaluate the effectiveness and practical advantages of the proposed
MD5-based partitioning approach, a series of experiments were designed. These
experiments focus on demonstrating the efficiency, scalability, and fault tolerance
of the system, which are key aspects of data management in healthcare applica-
tions. Specifically, the following experiments were conducted: Partitioning Effi-
ciency, Scalability, Fault Tolerance and Data Integrity. These experiments provide
valuable insights into the proposed methodology’s capabilities, highlighting its
potential to optimize performance, support scalable solutions, and maintain ro-

bust data integrity in healthcare environments.

3. Implementation

To bring the proposed methodology to life, we developed a robust implementa-
tion within a PostgreSQL database environment and utilized Python to automate

the hashing and segmentation process. This section covers the database setup, Py-
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thon algorithms used for managing hashing, and the implementation of our seg-
mentation approach for partitioning data entries efficiently.

Note: For the purpose of this experiment, dummy random unique patient and
record data were created separately for each sample size. This ensured the validity
of the partitioning algorithm and simulated a realistic distribution of patient rec-

ords.

3.1. Experimental Setup

The experimental setup was conducted on a server with the following specifica-

tions:

e Processor: Intel Xeon Gold 6248 (7 cores, 40 threads)

e Memory: 16 GB RAM

e Storage: 2 TB SSD

The software used in the study includes PostgreSQL version 12.3 and Python

3.8.

For the hashing and partitioning tasks, the following libraries were used:
o hashlib for MD5, SHA-256, and SHA-3 hashing
e psycopg2 for PostgreSQL database interaction

Query Types Tested:

o Simple SELECT Queries: Retrieval of patient data by hashed patient ID.

¢ Complexity: O(n) for scanning through all partitions (in partitioned tables) or
the entire table (in non-partitioned tables), where n is the number of records
in the dataset. The efficiency of partitioning helps reduce the number of records
to scan for each query, thus improving query retrieval times.

e Insert Operations: Simulated insert operations were performed both on par-
titioned and non-partitioned tables. Data was inserted into both setups, and
the insertion times were compared to assess the impact of partitioning on data
insertion speed.

e Complexity: O(1) for inserts in both partitioned and non-partitioned tables,
assuming a direct insertion without additional indexing or triggers. However,
partitioning can introduce overhead when determining the target partition for
each record, which is handled by the modulus operation, making the insertion
time dependent on the number of partitions, but still approximately O(1).

e .« Update Operations: Simulated update operations were tested by modifying
patient records in both partitioned and non-partitioned tables. The perfor-
mance of update queries was evaluated by comparing the execution times be-
tween partitioned and non-partitioned setups.

e Complexity: O(n) for searching and updating records in non-partitioned ta-
bles, where n is the number of records. For partitioned tables, the update op-
eration’s complexity may vary depending on how many partitions the system
has to search. Ideally, partitioning reduces the number of partitions to search,
making the update operation faster. However, it could still have a worst-case

complexity of O(n) if updates require scanning across multiple partitions.
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3.2. Database Setup and Partitioning Schema

Our implementation is built on PostgreSQL, which was chosen for its support for
partitioned tables and the ability to handle large volumes of data efficiently. The
database schema includes a primary table for patient records, which is partitioned
into multiple segments based on the hashed patient identifiers.

1) Partitioned Table Design: We created a primary table, patient records,
which holds healthcare data. This table is partitioned into 10 segments (or parti-
tions) named patient_records_partition_1 through patient_records_partition_10.
Each partition holds data assigned to it based on the segment number derived
from our hashing algorithm.

2) Partitioning Mechanism: PostgreSQL natively supports partitioning, allow-
ing each partition to be a subset of the primary table. We define each partition to
accept only records mapped to its corresponding segment, ensuring that data is
distributed according to the segmentation logic.

3) Flexible Partition Count: Although we have implemented 10 partitions in
this case, the approach is flexible and can support any number of partitions, de-
noted by n. This allows the database to scale as data volumes increase, enabling

dynamic adjustment based on organizational needs.

3.3. Python Algorithm for Hashing and Segment Mapping

To manage the hashing and segmentation process, we developed a Python algo-
rithm that applies MD5 hashing to patient identifiers, converts the hashed output
into a consistent integer, and then assigns each integer to a specific segment using

a modulus operation as Figure 1.

Patient_Data
Generator
MD5 Segment
Generator

Segment 1
Segment 1

Table_NonPartitined

Table_Partitioned

Patiend_ID

Medical_History

:} l[: Patient_ID
Medical_History

Segment 1

Segment

Figure 1. Hashing and segmenting patient identifiers using MD5 and modulus.
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3.4. Algorithm for MD5-Based Healthcare Data Partitioning

The following algorithm describes how to securely and efficiently assign healthcare
data to partitions using an MD5-based approach. This ensures data is consistently
mapped to the same partition, maintaining both security and retrieval efficiency.

Stepl: Hash the Patient Identifier (PII)

The first step is to apply the MD5 hashing algorithm to the patient identifier
(e.g., Patient ID). This ensures that sensitive data, such as the patient’s PII, is
anonymized.

o Input: Patient Identifier ID_i
e OQutput: MD5 Hash Hash_i

Hash_i = MD5(ID_i)

Step 2: Convert the MD5 Hash to Integer

The second step converts the 32-character hexadecimal MD5 hash into an in-
teger. This integer will be used to determine the partition to which the data will
be assigned.

e Input: MD5 Hash Hash_i
¢ OQutput: Integer Representation Int_i

Int_i = int(Hash_i, 16)

Step 3: Map to a Partition
Using the modulus operation, the resulting integer is mapped to a specific parti-
tion. The modulus operation ensures that the hash maps to a partition number
between 1 and n, where n is the total number of partitions. This guarantees a uni-
form distribution of data across the available partitions.
¢ Input: Integer Representation Int_i, Number of Partitions n
e Output: Assigned Partition Partition_i

Partition_i = (Int_i % n) + 1

Step 4: Insert Data into the Assigned Partition

The final step is to insert the healthcare record into the appropriate partition.
The record is placed into the partition identified in Step 3, based on the patient’s
hashed identifier.

o Input: Patient Record Record._i, Assigned Partition Partition_i
e OQutput: Data inserted into the corresponding partition.

Automating Data Insertion with Python

The proposed system leverages a segmentation function to dynamically allocate
each patient record to its corresponding partition. This ensures that every data
entry is directed to the appropriate segment within the PostgreSQL database, fa-
cilitating efficient data management and storage.

Integration of the Python Algorithm with PostgreSQL

The Python-based algorithm is seamlessly integrated with PostgreSQL to auto-
mate the end-to-end process of data hashing, partition mapping, and insertion.
The following highlights the key advantages of this integration:

1) Automated Data Flow: As new patient records are introduced into the sys-

tem, the algorithm autonomously applies an MD5 hash to the patient identifier.
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This hash is then mapped to a specific partition, and the corresponding patient
data is inserted into the appropriate PostgreSQL partitioned table. This automa-
tion eliminates the need for manual segmentation, significantly streamlining data
processing and reducing handling times.

2) Scalability and Flexibility: The system’s design allows for dynamic scaling
by adjusting the num_partitions parameter, enabling it to adapt to varying data
volumes and organizational requirements. This flexibility allows healthcare pro-
viders to efficiently manage data storage by expanding or reducing the number of
partitions as needed.

3) Optimized Query Performance: The partitioned table structure inherently
optimizes query performance. With each patient identifier being mapped to a spe-
cific partition, the database engine can swiftly locate and access the relevant par-
tition, thereby reducing query times and improving overall system performance—
particularly in high-traffic environments where quick access to patient records is
critical.

4) Fault Tolerance and Data Integrity: PostgreSQL ensures that data is cor-
rectly distributed across partitions, while the Python algorithm guarantees that
each record is consistently assigned to its designated partition. This setup en-
hances the fault tolerance of the system and maintains data integrity, as each pa-
tient record is stored in a non-overlapping partition that ensures no conflicts or

duplication.

3.5. Distribution

1e6 Distribution of Data Across Partitions Percentage Distribution Across Partitions

o

Number of Rows

o
~

0.0

1 2 3 4 5

999358 999750 1001419 1000663 998979 999600 999954 999527 999771 1000979

N
©

~
-~

6
Partition (part

1 10
10.0% 10.0%
10.0% 10.0%
3 10.0% 10.0% 8
10.0% 10.0%
10.0% 10.0%
5 6
7 8 9 10
)

Figure 2. Data distribution across partitions shown via bar and pie charts.

Figure 2 illustrates the distribution of data across the partitions in the patient rec-
ords_partitioned table. The bar chart on the left highlights the exact number of
records present in each partition (10 million rows total), providing a clear com-

parison of their relative sizes. Meanwhile, the pie chart on the right complements
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this by showcasing the percentage contribution of each partition to the total da-
taset. This dual visualization not only emphasizes any potential imbalances in par-
tition sizes but also aids in evaluating the effectiveness of the current partitioning
strategy, which is critical for optimizing query performance and data accessibility

in a relational database environment.

3.6. Benefits of the Implementation

This dual-layer hashing and partitioning approach provides several notable ben-

efits:

¢ Enhanced Security: The use of MD5 hashing ensures that personally identifi-
able information (PII) is protected by storing only the hashed values within the
database. This approach is in compliance with healthcare data protection reg-
ulations, safeguarding sensitive patient information.

¢ Improved Performance: By directing each record to a specific partition, the
system minimizes the computational overhead during data retrieval. This is es-
pecially important in high-traffic healthcare systems where quick access to pa-
tient records is essential for operational efficiency.

o Scalability: The flexible partitioning mechanism accommodates the growing
needs of healthcare organizations. As data volumes increase, the system can
scale seamlessly to ensure continued optimal performance and storage man-

agement.

4. Experiment and Results

4.1. Overview

The purpose of this experiment was to evaluate the impact of partitioning on the
performance of database queries in terms of data retrieval times. We compared
partitioned and non-partitioned tables by fetching varying amounts of data from
tables of different sizes. The dataset sizes ranged from 1 million to 15 million rec-
ords, and we tested the performance of both partitioned and non-partitioned ta-
bles with fetch sizes ranging from 1000 to 8,192,000 records.

The dataset sizes used in the experiment, ranging from 1 million to 15 million
records, are simulated datasets designed to observe the trends and complexities of
partitioning efficiency as data volume increases. The goal of this study is not to
precisely replicate real-world healthcare datasets but to demonstrate how the pro-
posed partitioning strategies affect query performance as the data volume grows.
While healthcare datasets in practice may be much larger, this study focuses on
understanding the impact of data volume on partitioning efficiency. For future
work, we plan to extend this research to larger, more complex real-world datasets
to validate our findings further.

Partitioning is expected to improve performance by splitting a large table into
smaller, more manageable pieces, thus enabling faster data retrieval and reducing
the query execution time. This experiment aimed to validate this hypothesis and

analyze how partitioning influences the query performance as the dataset size
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grows.

4.2. Experimental Setup

We measured the time taken to fetch specific amounts of data from the partitioned
and non-partitioned tables. For each dataset size, we recorded the time it took to
fetch different numbers of records (fetch sizes). The experiment was conducted
using 1 million, 5 million, 10 million, and 15 million records.

The times for data retrieval are reported in seconds, with Partitioned Time (s)
representing the time taken from the partitioned table, and Normal Time (s) rep-

resenting the time taken from the non-partitioned table.

4.3. Results

Below is a cleanly formatted Table 1. summarizing the query times for each da-

taset size and fetch size.

Table 1. Query times for each dataset size and fetch size.

Table Size Partitioned Time (s) Normal Time (s)
1 Million 0.89 0.32
5 Million 2.23 4.19
10 Million 4.22 7.60
15 Million 7.89 13.88

In order to simplify the results, we calculated the average query time for each
dataset size (1 million, 5 million, 10 million, and 15 million records) based on the
varying fetch sizes tested. The average query times for both partitioned and non-
partitioned tables were computed by averaging the query times across all fetch
sizes for each dataset.

Average Query Times

The visualizations compare data fetching times between partitioned and nor-
mal tables across different table sizes, as shown in Figure 3.

o FacetGrid: Each plot shows the fetching time for partitioned and nor-
mal tables, with n on the x-axis (number of rows fetched) and time (sec-
onds) on the y-axis. Partitioned tables generally have lower fetching
times, especially as the number of rows increases, indicating improved
performance with partitioning.

This line graph visualizes the fetching time comparison between partitioned
and normal tables across different table sizes.

e X-axis: Represents the number of rows fetched (n), showing the scale of data
being processed.

o Y-axis: Represents the time (in seconds) it takes to fetch the data, which is used

to compare the performance between partitioned and normal tables.
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Data Fetching Time Comparison: 1mil rows
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Figure 3. Data fetching times for partitioned vs. normal tables across sizes.

Key Features:

1) Different Colors for Each Table Size:

e The partitioned table lines are shown in colors from the viridis color map, while
normal table lines use the plasma color map, allowing clear differentiation be-
tween table sizes for both partitioned and normal cases.

2) Lines and Markers:

e Solid lines (with circle markers) represent the fetching times for partitioned
tables.

e Dashed lines (with square markers) represent the fetching times for normal
tables.

3) Table Size Labels in the Legend: Each line is labeled with the corresponding
table size (e.g., “Partitioned (100 k rows)”) for easy identification.

Figure 4 demonstrates how data fetching times change for both partitioned
and normal tables as the size of the data (number of rows) increases. It highlights
the improved performance of partitioned tables in terms of reduced fetching
times, particularly as the number of rows grows. The distinct colors and markers
help compare the performance of different table sizes in a clear and intuitive

way.
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Data Fetching Time Comparison: Partitioned vs Normal Tables
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Figure 4. Data fetching times for partitioned vs. normal tables as data size increases.

Analysis of Results

1) Partitioning Improves Performance for Larger Fetch Sizes: The results
show that partitioned tables consistently outperform non-partitioned tables, par-
ticularly as the fetch size increases. This performance improvement becomes more
noticeable with larger datasets, especially for the 5 million, 10 million, and 15 mil-
lion record tables.

2) Non-Partitioned Tables Exhibit Slower Performance: For larger datasets,
non-partitioned tables experience a more significant increase in query time as
fetch size grows. This trend highlights the scalability benefits of partitioning.

3) Stable Performance in Partitioned Tables: Partitioning provides a more
stable and consistent query performance across all fetch sizes. The query times for
partitioned tables grow less dramatically compared to non-partitioned tables,

showing that partitioning effectively mitigates performance degradation.

5. Discussion

The practicality of implementing and maintaining the proposed partitioning sys-
tem in real-world healthcare settings involves several important considerations.
These factors should be addressed to ensure both the effectiveness and sustaina-
bility of the system in large-scale healthcare environments.

1) Deployment Considerations: For large healthcare organizations, deploying
the partitioning system requires a robust and scalable infrastructure. High-per-
formance servers with sufficient processing power and memory are necessary to

handle the growing volumes of patient data. Furthermore, cloud-based storage
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solutions can be utilized to scale efficiently as data increases. This allows healthcare

organizations to manage dynamic data loads without the need for frequent hard-

ware upgrades, supporting the long-term viability of the partitioning approach.

2) Cost and Maintenance: While partitioning improves query performance
and enhances scalability, it introduces additional overhead in terms of managing
multiple partitions. To maintain optimal performance, regular monitoring is re-
quired to avoid issues like fragmentation, which can degrade query performance
over time. Maintenance tasks include adjusting partition sizes as data grows, en-
suring efficient partitioning schemes, and performing periodic optimizations. Alt-
hough partitioning improves performance, organizations must balance this ben-
efit with the added cost of ongoing maintenance and administrative overhead,
making it important to assess the cost-benefit trade-offs based on the organiza-
tion’s specific needs.

3) Integration with Existing Systems: Integrating the proposed partitioning
approach with existing Electronic Health Record (EHR) systems and other
healthcare data management platforms may pose challenges. Many legacy systems
are not natively partitioned, which could lead to compatibility issues or require
substantial system redesigns. To address this, we recommend using middleware
solutions or database abstraction layers that facilitate seamless integration, ena-
bling the partitioning approach to work with existing systems without causing
disruptions to ongoing operations. Middleware can ensure that the partitioning
logic is abstracted away from the underlying infrastructure, easing the burden of
integration.

4) Data Modification Operations: While partitioning introduces some com-
plexities in data modification operations such as insertions, updates, and dele-
tions, several strategies can mitigate these challenges and ensure the system oper-
ates smoothly without performance degradation:

o Insertion: To ensure efficient data insertion, we propose a batch processing
mechanism. Instead of inserting data one row at a time, multiple insertions
can be grouped together in a batch. This minimizes bottlenecks that may occur
with frequent single-row insertions, improving the overall efficiency of the sys-
tem. Batch processing reduces the number of write operations, making it more
suitable for environments where high-throughput insertions are required.

o Updates: For updates, we recommend a multi-phase commit strategy to en-
sure that updates are consistently reflected across all partitions. This approach
guarantees that partitioned data remains synchronized and consistent, mini-
mizing the risk of data inconsistency or discrepancies. It involves a two-phase
commit process that ensures updates are properly committed or rolled back
across partitions, maintaining the integrity of the dataset.

o Deletes: For deletes, we propose a soft-delete approach. In this strategy, rec-
ords are flagged as deleted but remain in the partition until a scheduled mainte-
nance operation purges them. This helps maintain partition integrity while

minimizing the impact on performance during deletion operations. Soft de-
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letes avoid the need for costly operations to remove records immediately, al-
lowing for smoother ongoing performance and the ability to defer resource-
heavy cleanup tasks to off-peak times.

5) Scalability and Fault Tolerance: An important advantage of partitioning is
its potential to improve scalability and fault tolerance. Partitioning allows data to
be distributed across multiple servers or storage systems, which can improve per-
formance by reducing query execution times, especially as data volumes grow.
Additionally, partitioning enhances fault tolerance by isolating failures to individ-
ual partitions rather than affecting the entire dataset. If a partition becomes cor-
rupted or unavailable, it is possible to recover or restore individual partitions
without impacting the rest of the system, ensuring high availability and reliability.

6) Data Security and Privacy: Given that the proposed system is designed for
healthcare data, security and privacy are critical considerations. The use of MD5,
SHA-256, or SHA-3 hashing algorithms for anonymizing patient data ensures
compliance with privacy regulations like HIPAA. While we acknowledge the lim-
itations of MD5 in terms of security, our study focused on partitioning efficiency,
with security being a secondary consideration. Nonetheless, the use of stronger
hashing algorithms in real-world applications can provide additional layers of
protection for sensitive healthcare data, reinforcing trust and compliance in
healthcare environments.

7) Long-Term Sustainability: Over time, as data grows and healthcare systems
evolve, the partitioning strategy will need to adapt. This may involve rebalancing
partitions as data becomes more evenly distributed or as certain data types grow
faster than others. A dynamic partitioning system that can adjust to changing data
patterns will be crucial for maintaining long-term efficiency and avoiding perfor-

mance bottlenecks.

6. Conclusions

This study aimed to evaluate the performance of partitioned tables compared to
normal tables in terms of data fetching times, focusing on the impact of different
table sizes. The experiment involved querying both partitioned and normal tables
across multiple datasets with varying numbers of rows (ranging from 1 million to
8 million). For each dataset, the fetching times were recorded for both partitioned
and normal tables to assess the differences in query performance.

The results were visualized through multiple graphs, including bar charts and
line graphs, to provide clear comparisons. The line graphs, in particular, revealed
a consistent pattern where the partitioned tables exhibited a more gradual increase
in fetching time as the dataset size grew. In contrast, the normal tables showed a
steeper and more abrupt rise in fetching times, especially for larger datasets. These
trends suggest that partitioned tables—by splitting the data into smaller, more
manageable segments—can reduce the time required for querying, even as the da-
taset expands.

The findings suggest that partitioning is a highly effective method for improv-
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ing data retrieval efficiency, especially in environments where large datasets need
to be queried frequently. The gradual increase in fetching time for partitioned ta-
bles indicates that partitioning helps mitigate the negative impact of large data
volumes on query performance, likely by limiting the number of rows the system
needs to scan for each query.

While the experiment highlights the benefits of partitioning, it is important to
note that the approach is not without its trade-offs. Partitioning schemes can in-
troduce additional complexities in database design, especially in terms of data
modification operations such as inserts, updates, or deletions. These operations
may become more complicated or slower in partitioned tables if the partitioning
strategy is not optimized for specific workloads. Additionally, partitioning intro-
duces overhead in managing and maintaining partitions, especially in dynamic
databases where data is frequently updated.

Looking ahead, future research could explore the impact of different partition-
ing schemes, such as range partitioning or hash partitioning, on query perfor-
mance and system resource usage. Moreover, examining how partitioning affects
other database operations, like insertions and deletions, could provide a more
comprehensive understanding of the trade-offs involved. Investigating these fac-
tors would be particularly useful for scenarios where data modification is as im-
portant as querying.

In conclusion, this study confirms that partitioning tables can significantly im-
prove database performance in terms of data fetching times, especially for large-
scale datasets. However, the design of the partitioning scheme should be carefully
considered to balance query efficiency with the operational complexities of data
modification and maintenance. By considering these factors, organizations can
optimize their database architecture to ensure both high performance and main-

tainability as data grows in size and complexity.
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