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Abstract

Based on both domestic and overseas research on vulnerability management,
considering the actual pain point and needs of railway enterprises, a security
vulnerability management system was proposed. The system has achieved the
collection, filtering, and standardization of vulnerability information, as well
as the management of the mapping relationship between vulnerabilities and
assets. The article analyzes and designs the construction principles, objectives,
overall architecture, and functional structure of the system. The system can be
applied to security warning and vulnerability management, and has brought
satisfactory effects in practice.
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1. Introduction

With the swift advancement of computing and networking technologies, the
global internet’s scale has expanded rapidly, and cyberspace is becoming increas-
ingly intelligent and complex. While the internet brings us convenience, its cyber-
security issues are gradually becoming more prominent. Security vulnerabilities
are the core of information security technology, most of the network attacks are
often initiated exploiting vulnerabilities [1]. According to the “2024 Annual Cy-
bersecurity Vulnerability Analysis Report”, there were 44,957 new cybersecurity
vulnerabilities globally in 2024, representing an increase of over 50% compared to
2023 [2]. In view of this, how to effectively collect and manage vulnerabilities has
become an important issue in the field of network security. Existing vulnerability
databases such as Common Vulnerabilities & Exposures (CVE) [3] [4] and China
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National Vulnerability Database of Information Security (CNNVD) provide basic
vulnerability information, but they show obvious deficiency in terms of data time-
liness, analysis depth and sharing mechanisms.

As an important component of the country’s critical information infrastruc-
ture, the cybersecurity of railways is directly related to the national economic life-
line and public safety [5]. With the in-depth advancement of railway informatiza-
tion, railway information systems have been widely applied in key business areas
such as train control, dispatching command, passenger ticket sales, and passenger
services. There are numerous challenges in railway vulnerability management.
Firstly, the railway system comprises multiple systems such as the signaling sys-
tem, communication system, dispatching system, and ticketing system. These sys-
tems are interdependent, forming a complex network. Any security issue in any
of these links may affect the stability of the entire system. Secondly, the railway
system comprises many operational equipment, which have long service cycles
and slow replacement rates. These systems have many security vulnerabilities.
Thirdly, the railway supply chain is complex, involving numerous suppliers. The
heterogeneity and universality of equipment pose challenges to the management
of security vulnerabilities. The railway system has extremely high requirements
for real-time performance and reliability. Traditional vulnerability management
methods and vulnerability update mechanisms can affect the normal operation of
the system and increase the difficulty of vulnerability remediation.

Therefore, we should establish a network security vulnerability management
system for railway. It is beneficial for railway management departments to analyze
the number and types of vulnerabilities, and grasp the overall situation of railway
vulnerabilities; It is beneficial to understand the vulnerabilities of the system and take
timely protective measures; It is beneficial to share vulnerability management and

remediation techniques, thereby enhancing the level of vulnerability management.

2. Current Situation of Railway Security Vulnerability

2.1. Vulnerability Type and Distribution

The railway system encompasses a vast array of hardware and software devices or
systems, including network equipment, security devices, operating systems, data-
bases, middleware, and business application software. There are various types of
security vulnerabilities in these systems. According to statistics, these security vul-
nerabilities are primarily concentrated at the middleware, database, and operating
system. Once exploited by attackers, these vulnerabilities are highly likely to cause
serious consequences such as data leakage and service interruptions, posing a sig-

nificant threat to the normal operation of railway business.

2.2. Status of Vulnerability Management

There are several issues in the management of railway network security vulnera-
bilities.

Firstly, it is difficult to detect all vulnerabilities because of the complexity of
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assets. The railway system is large-scaled, with equipment provided by numerous
manufacturers. The equipment exhibits significant differences in design philoso-
phy, technical standards and implementation methods. Furthermore, the railway
system encompasses software such as operating systems, middleware, and various
information systems. This software is based on different development platforms
and frameworks, further increasing the difficulty of vulnerability detection. At the
same time, a wide variety of software is running on this equipment, including op-
erating systems, middleware, and information systems. These software applica-
tions are built on diverse development platforms and frameworks, and it further
increases the difficulty of vulnerability detection.

Secondly There are various types of vulnerabilities. Vulnerabilities in the rail-
way system are widespread, including operating system vulnerabilities, applica-
tion vulnerabilities and middleware vulnerabilities. In terms of the operating sys-
tem, there may be vulnerabilities such as buffer overflow and privilege escalation.
In terms of applications, vulnerabilities such as SQL injection and cross-site
scripting attacks are prone to occur. In terms of the database and middleware,
vulnerabilities arise due to outdated versions. Different types of vulnerabilities
have their respective formation mechanisms, harm methods, and technical char-
acteristics.

Thirdly, vulnerabilities change rapidly. The operational environment of the
rajlway system is constantly evolving, encompassing upgrades to application sys-
tem versions, replacements of hardware equipment, adjustments to network con-
figurations, and more. These changes have the potential to introduce new vulner-
abilities.

Finally, it is difficult to set up a testing environment for vulnerability validation.
Some business systems are crucial to railway operations, and normal business op-
erations cannot be affected by vulnerability detection. Therefore, to identify vul-
nerabilities, it is necessary to establish a testing environment that is identical to
the actual operational environment. However, due to the complexity of the rail-
way business system, establishing a testing environment is extremely challenging.
It is difficult to implement some vulnerability remediation solutions within the

system.

3. Design Principles and Objectives of Vulnerability
Management System

3.1. Design Principles

1) Compatibility principle

Standardized and normative data is more conducive to management, sharing
and circulation. The railway vulnerability management system should be fully
compatible with influential vulnerability standards both domestically and inter-
nationally, such as CVE and CNNVD, and should be capable of supporting uni-
fied management of vulnerability [6]-[8] data with different formats and different

sources. Meanwhile, the system is compatible with vulnerability scanning devices
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from different manufacturers.

2) Comprehensiveness principle

The railway vulnerability database should encompass vulnerabilities of software
and hardware such as operating systems, databases, middleware, network devices,
and security devices. It should track the latest vulnerability information both do-
mestically and internationally, and promptly update the vulnerability database ac-
cordingly [9] [10]. The vulnerability database should provide detailed vulnerabil-
ity information, including at least the affected versions, potential threats, whether
they can be exploited, and corresponding solutions.

3) Security principle

System design should consider aspects such as technological progressiveness,
data confidentiality, and system security. The system should encrypt important
data such as user identities, device assets, and vulnerability information to ensure
that the data is not illegally misused or leaked. The system should adopt fine-
grained access control measures to grant access to system resources based on user

permissions.

3.2. Objectives of Vulnerability Management System

1) Establish a platform for vulnerability information sharing and exchange,
providing users with authoritative, standardized, and timely security vulnerability
information, accurately analyzing the impact of vulnerabilities, and issuing risk
warnings for vulnerabilities.

2) Establish an efficient vulnerability management mechanism. The system can
evaluate the vulnerability levels, provide vulnerability remediation priority strat-
egy and guide users Guide users to repair vulnerabilities. That can meet the needs
of system operation and maintenance.

3) Establish a vulnerability remediation plan sharing mechanism. It aids in the

closed-loop management of vulnerabilities.

4. Systems Design
4.1. System Architecture

The railway network security vulnerability management system can be divided
into the following layers according to its hierarchical structure [11] [12]: data col-
lection layer, interface layer, data layer, support layer, business layer, and presen-
tation layer. Its architecture is shown in Figure 1.

Display layer: Displays vulnerability information, asset information, early
warning information, and statistical analysis, providing users with access to data
maintenance, data querying, vulnerability management, work order handling, and
system management.

Business layer: Provides data for the presentation layer and performs data pro-
cessing. It mainly includes functions such as asset management, vulnerability
management, detection task management, threat warning management, work or-

der management, and statistical reporting.
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Railway Network Security Vulnerability Management System
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Figure 1. System architecture.

Support layer: Provides data standardization, data security, data caching, data
analysis, and data application services for the system, mainly including service
modules such as task scheduling, data caching, threat warning analysis, data gov-
ernance, data security, and data reporting.

Data layer: It primarily involves centralized storage of asset data, vulnerability
data, CNNVD/CVE standard vulnerability data, threat intelligence, vulnerability
solutions, etc., including asset library, vulnerability library, association rule li-
brary, threat intelligence database and vulnerability knowledge base.

Interface layer: responsible for data parsing, data cleaning, and normalization
of vulnerability data, converting it into a unified data format.

Data collection layer: Primarily used for obtaining vulnerability data and asset

data.

4.2. System Composition

The system includes four parts: vulnerability data collection, vulnerability data
handling and storage, vulnerability process management, and vulnerability data
display [13] [14]. The system composition is shown in Figure 2.

1) Vulnerability data collection. At this stage, the system mainly completes data
collection, data format normalization, and data filtering. It achieves unified man-

agement of vulnerability scanning probes from different vendors by driving the
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Figure 2. System composition.

vulnerability data API interface. The system can collect the vulnerability data from
vulnerability scanning probes, penetration testing, network security inspection,
etc. Then, clean and filter the vulnerability data, remove any duplicates, and iden-
tify the vulnerabilities that require attention.

2) Vulnerability data handling and storage. It includes functions such as asset
management, heterogeneous data processing, data correlation, and vulnerability
risk analysis. The original vulnerability data is unified and standardized, and then
the standardized vulnerability data is associated with asset data, patch data, and
vulnerability knowledge base. At the same time, the system compares information
such as assets, equipment, software vendors, and software versions with vulnera-
bility data to analyze potential vulnerability warning information and issue alerts.

3) Vulnerability process management. It includes the vulnerability discovery
process, the vulnerability scanning process and the vulnerability handling process.

The vulnerability discovery process includes various stages such as vulnerability
discovery, vulnerability review, vulnerability data processing, vulnerability verifi-
cation, vulnerability classification, and vulnerability storage.

The vulnerability scanning process. The system drives the vulnerability scan-
ning equipment to execute the vulnerability scanning task. It correlates vulnerabil-
ity data with CNNVD and CVE data, and can conduct risk assessment on the vul-
nerability data based on CVSS scores [15], asset attributes, vulnerability attributes.
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The vulnerability handling process. Based on vulnerability and asset infor-
mation, the system creates vulnerability remediation work orders and distributes
them to relevant cybersecurity personnel. Additionally, the system can provide
vulnerability remediation methods or patch information, and verify and review
the remediation results.

The vulnerability handling process is shown in Figure 3.
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Figure 3. Vulnerability handling process.

4) Vulnerability data display.

Vulnerability query: The system can conduct queries based on conditions such
as vulnerability type, risk level, release time, and affected assets.

Vulnerability display: the system can display information including basic vulner-

ability information, detection information, affected assets, remediation plans, etc.
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4.3. System Function

The system mainly includes six functional modules: asset management, vulnera-
bility management, detection management, patch management, work order man-

agement, and statistical analysis [16] [17], as shown in Figure 4.

Railway Security Vulnerability Management
System

Asset
Management

Patch
Management

Work Order
Management

Statistical
Analysis

Detection
Management

Vulnerability
Management

Figure 4. System function.

1) Asset Management.

Asset data can be added, deleted, and modified through the system. At the same
time, the system provides multiple query functions, supporting both precise and
fuzzy queries.

2) Vulnerability management

Vulnerability management is divided into four stages: vulnerability collection,
vulnerability assessment, vulnerability handling, and vulnerability retesting. The
system can conduct periodic vulnerability scanning on assets to achieve compre-
hensive and effective monitoring and management of vulnerabilities

3) Detection Management

The system integrates vulnerability scanning devices from multiple vendors
and brands, and organizes these devices into a resource pool. Based on the vul-
nerability scanning scenarios and environments, strategies for probe devices in
the resource pool can be set.

4) Patch Management

The system conducts unified collection and display of patches, establishes asso-
ciations between vulnerabilities and patches, and provides functions such as patch
query and download.

5) Work Order

Vulnerability fixes can be managed through work orders. Security administra-
tors create work orders, select vulnerabilities that need to be fixed, and set the
urgency level and completion time. Vulnerability handling can be monitored
through work order management.

6) Statistical Analysis

The system provides functions for asset information statistics and vulnerability
information statistics.

Asset information statistics primarily encompasses statistical functions across
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the following dimensions:

a) Ranking of asset risk values and vulnerability counts;

b) Statistics on asset vulnerabilities, comparing year-on-year and month-on-
month;

¢) Risk value and vulnerability distribution statistics of individual assets.

Vulnerability information statistics mainly includes the following dimensions:

a) Support the analysis of the impact scope of vulnerability distribution, and
conduct statistics based on the risk value of affected assets;

b) Support ranking of vulnerability counts discovered on a monthly, quarterly,
and annual basis;

¢) Support ranking of vulnerability levels (high, medium, low).

5. Conclusion

Vulnerabilities are the primary source of many malicious attacks. It is imperative
to standardize the management of vulnerabilities and establish a railway network
security vulnerability management system. The system is based on asset manage-
ment and centered around vulnerability management. A standardized description
of railway vulnerability formats is provided based on the CNNVD/CVE vulnera-
bility database. The vulnerability is gathered by using various technologies and
methods firstly, and then it is filtered, merged, and standardized. The system pro-
vides vulnerability analysis functionality and a mapping relationship between as-
sets and vulnerabilities and achieves full lifecycle management for vulnerabilities,

including discovery, assessment, handling and remediation.
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