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Abstract

In recent years, technological advancements have provided the world with
cloud computing which can transfer, store, and process huge data chunks in
the form of video, audio, images, and text efficiently. In spite of the universal
hype on the subject across the information technology world, protecting sen-
sitive data stored in the cloud server is one of the crucial problems. The large
volume and sophistication of cyberattacks conclude to the fact that private
pictures need exceptional care than other forms of data on the cloud. Since
the user who has stored their private pictures in the cloud has no control over
the privacy protection of data, the cloud vendors have to assure a greater level
of security in terms of authentication and prevention from cyberattacks. Im-
age encryption algorithms secure visual data by transmuting pictures into an
unintelligible form to preserve the confidentiality of pictures over reliable
unrestricted social media. This work aims to develop a method for enhancing
the security of user photographs on a cloud platform by means of cryptogra-
phy algorithms. The proposed hybrid technique presents the idea of protect-
ing images in two straightforward steps. First, we generate a chipper text (Ze,
secret key) using Triple Data Encryption Standard (TDES) by giving a plain-
text and a key as input. Then, the cipher text obtained from TDES is given to
the Blowfish algorithm for encrypting the user images. The encrypted image
is then uploaded to the database of the cloud server and can be retrieved
whenever the user requests it. Both image encryption and decryption
processes are analyzed and evaluated based on performance metrics such as
cloud storage time, encryption time, decryption time, and encryption through-
put. A comparative study with conventional image encryption methods will
demonstrate the effectiveness and robustness of our proposed method.
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1. Introduction

Cloud computing is the hottest trend and an ongoing research topic in the do-
main of information technology. It is an Internet-based blooming technology
that provides abundant services to its customers on demand. Of late, it has
gained a lot of attention of researchers from different fields. Albeit cloud com-
puting is barely a decade old, it has influenced the computing industry like no
other technology. As stated by Forrester (an American market research company
that provides guidance on the prevailing and potential effect of technology to its
consumers and the society) in 2010, the cloud computing industry will magnify
from a $40.7 billion industry in 2010 to a $241 billion industry in 2020. Google
Compute Engine, Microsoft Azure, 10 gen, etc. are the most renowned cloud
service vendors [1].

With the hasty progress in cloud computing, a large number of organizations
and individuals are encouraged to upload and process their data on clouds. For
example, Apple customers store their personal photographs on iCloud in order
to save storage space on their local devices [2]. Baidu Cloud enables its custom-
ers to upload and download their personal data to the Baidu Wangpan, and the
records can be synchronized automatically on manifold internet-connected user
terminals. Most of the cloud vendors deliver vast computational resources at
lower prices, which entice customers to outsource their substantial computa-
tional tasks (e.g., the training of deep convolutional neural networks).

Even though cloud technology offers tremendous benefits and vast openings,
it does come with a bundle of security issues as it involves many technologies
such as databases, networks, virtualization, operating systems, transaction man-
agement, resource scheduling, concurrency control, memory management, load
balancing, etc. Moreover, the outsourcing of data storage and processing fetches
several complicated security threats in the cloud environment. The cloud servers
are vulnerable to severe cyberattacks and security breaches from time to time.
For instance, iCloud was hacked in 2014, and personal images of more than 100
celebrities were released online [3]. Moreover, the cloud vendor can never be
completely trusted since they may also be interested in user information. There-
fore, the retention of data in a cloud environment needs a more secured ap-
proach for data storage with minimum computational overhead. It is notewor-
thy that the accessibility and availability of this information to prospective au-
thorized users have to be made easy.

With the inducement of communication technologies, multimedia was uti-
lized literally in each ounce of information of all the applications developed on

the internet including cloud computing. Providing security to such a data ele-
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ment is a crucial and difficult endeavor. Images are the most commonly used
modes of communication in almost all fields such as research, medical, or busi-
ness. According to Business Insider, around 1.2 trillion pictures will be captured
this year which is a lot to be processed and managed. The intelligent systems
discharging their burden by outsourcing data continuously is not a big deal, but
their security is a major apprehension and particularly that of images. Personal
pictures are quite sensitive information to customers, and therefore should be
protected before being stored on the cloud servers.

Although sending pictures is a widespread online activity, the majority of the
networks through which the image’s transfer is mostly insecure and data security
is very low. Therefore, the unauthorized access of photographs is very common,
and usually, people do not think much before transferring their pictures [4].

In the term of cloud security, technologists from all over the world have de-
veloped and implemented plethora and practical solutions to resolve different
security issues in the cloud. A simple and direct way to secure valuable informa-
tion from espionage is to encrypt it with strong cryptographic techniques. Nev-
ertheless, in such a way the utilization of the stored data would be strongly re-
stricted together with the services provided to users. Numerous methods have
been developed to protect crucial data from attacks including Data Encryption
Standard (DES), Advanced Encryption Standard (AES) [5], Blowfish algorithm
[6], Two-fish algorithm [7], and so on. Even though many algorithms for secur-
ing data in the cloud have been proposed that in securing images from espionage
are very few [8] [9] [10]. But even with the existence of such techniques, we have
not reached a par where a protected communication for the image could exist.

Encryption can complicate the authentication process considerably if it is not
correctly implemented. For example, an organization may want to retrieve bene-
ficial information from its massive database in the cloud. But the data on the
cloud could be stored in encoded form for commercial requirements, hence
hindering its effective utilization. To enable a person unaware of the decryption
key to process the encrypted data, several methods have been proposed includ-
ing hybrid cryptographic encryption, secure multiparty computation, or-
der-preserving encryption, homomorphic encryption, etc.

In this work, we implement an effective hybrid cryptographic method for im-
age encryption over a cloud platform. We implement the Blowfish algorithm for
encrypting JPG format images. Blowfish algorithm is appropriate for cloud im-
age security because of its high speed and greater security level. No one had been
able to create an attack that could break the Blowfish [11]. But Blowfish will
provide the best performance when the key does not vary recurrently. As the re-
sult, the sub keys of the Blowfish algorithm are stored in FLASH PROM or
EEPROM of the user terminal for further use. Therefore, if an attacker would be
able to steal the subkeys from the memory, then he/she could derive the key
without any difficulty. In order to resolve this issue, we have combined TDES
with the Blowfish algorithm to secure the user image from being unveiled. Our

contribution is three-fold:
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* We develop a hybrid cryptography technique for improving image security
by integrating TDES and Blowfish algorithms.

*  We use the Blowfish algorithm to encrypt the image in the user’s database.
To improve the performance of the Blowfish algorithm, TDES is employed to
generate e secret key for encryption.

* We implement the proposed technique using java language in NetBeans IDE
8.2 environment. The experimental results are analyzed and evaluated.

The remainder section of the article is arranged as follows: In Section 2, the
security issues in the cloud computing environment are discussed. In Section 3, a
summary of previous research related to this work is presented. In Section 4, we
discuss the proposed system in detail. In Section 5, results and discussions are

presented. We conclude this study in Section 6.

2. Security Issues in Cloud Computing Architecture

There is much hype around cloud computing. Cloud is a collection of servers,
computers, and various computing elements. A cloud server (i.e., data center) is
fabricated with numerous processing elements, network topologies, switches,
storage nodes, and front end to send replies to the received queries [12]. Based
on the type of service consumption model used by the customers, clouds are
classified as public, private, community, and hybrid. In a public cloud environ-
ment, the client company needs not to worry about cloud hosting, administra-
tion as well as maintenance and it belongs to the designated cloud vendor. All
users share the common infrastructure pool with limited configuration, accessi-
bility variances, and security protections. One of the benefits of a public cloud is
that they facilitate scaling seamlessly on demand.

Private clouds are provided by a specific company or their dedicated services.
It enables a single-tenant working environment with all the reimbursements,
flexible functionalities, and utility/accountability model of the cloud. The private
clouds target to resolve the data security and privacy issues and provide superior
control, which is naturally absent in a public cloud. The community cloud is
shared by many companies having common domain and functionalities. Hybrid
cloud, as the name implies, is the combination of two or more public and private
clouds that enable transitive information exchange and possibly application
compatibility and portability across different service vendors exploiting proprie-
tary or standard methods irrespective of location or ownership. With a hybrid
cloud, vendors can use third-party cloud providers in a complete or partial
manner, thus improving the flexibility of computing. This model is able to pro-
vide on-demand, externally provisioned scale.

Conceptually, the structure of cloud service is classified into Software as a Ser-
vice (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS).
* SaaS$: It provides renting application functionality from a cloud vendor in-

stead of buying, installing, and executing software by the customer. This ser-

vice executes a list of programs on the cloud server, and it is usually billed to
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the user according to its utilization [13]. This service can also be accessed by
several customers anywhere using the applications available on the network.

* PaaS: This service provides a platform in the cloud, whereupon applications
can be developed and deployed. It acts as a database and operating system on
the cloud platform [14]. The customer need not pay for this service separate-
ly.

* TaaS: Using this service, cloud vendors offer computing resources and storage
space on demand. It enables the customers to utilize all the other software
services regardless of the type of devices employed [13].

There are six precise areas of the cloud platform where devices and software
need extensive security consideration [15]. They are: 1) Protect data at rest, 2)
Protect data in transit, 3) Authentication of users/processes/applications 4) Strong
isolation between data belonging to different users, 5) Cloud legal and regulatory
issues, and 6) Event response. For protecting data at rest, cryptographic encryption
techniques are definitely the optimal choice. For example, the hard drive builders
are now shipping self-encrypting drives that follow trusted storage standards of
the trusted computing group [15]. These self-encrypting drives embed encryption
hardware into the drive, enabling automated encryption with minimum perfor-
mance impact or cost. Even though software encryption can also be employed
for securing data, it makes the process less secure and slower since it may be
possible for hackers to steal the key without being recognized.

Encryption is the best method for protecting data in transit as well. Further-
more, authentication and integrity protection methods guarantee that data is re-
ceived by the intended destination and it is not altered in transit. Strong authen-
tication is a compulsory prerequisite for any cloud implementation. Authentica-
tion is the foundation for access control. User authentication and access control
are more imperative than ever since the cloud and all of its data are reachable to
everyone over the Internet. The trusted computing group’s standard enables
real-time interaction between the user and a cloud vendor about authorized us-
ers and other security issues. Whenever an access privilege of a particular cus-
tomer is reassigned or revoked, the customer’s identity management system can
inform the vendor in real-time so that the user’s privilege can be changed or re-
voked immediately. One of the more obvious issues in the cloud is isolation
among its users (who may be hackers or competing companies) to evade unin-
tentional or deliberate access to sensitive information.

Generally, a cloud vendor would exploit a hypervisor and virtual machines to
isolate users. At present, several techniques are available to deliver noteworthy
security enhancements in virtual machines and virtual network separation. Fur-
thermore, the trusted platform component can offer hardware-based authentica-
tion of the hypervisor and virtual machines integrity and thus assure robust
network security. Legal and regulatory issues are significant in a cloud platform
that has security consequences. To confirm that a vendor has robust practices
and policies that address regulatory and legal issues, every user must have the

authorities to examine the vendor’s practices and policies to ensure their com-
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petence. In the case of data deletion and retention, trusted storage, and trusted
platform module access methods can act as a major role in limiting access to
critical and sensitive information. As part of expecting the unexpected, users
need to plan for the likelihood of vendor security breaches or customer misbe-
havior. An automated response at least computerized warning is the best solu-

tion for this purpose.

3. Related Work

This section provides a comprehensive description of various existing methods
used for image encryption in the cloud platform. To make image transmission
more secure in this booming era of the internet, several researchers have posi-
tively implemented several encryption algorithms to avert image transmissions
from espionage in the past decade. Zhang and Ding developed an image encryp-
tion method based on the Advanced Encryption Standard (AES) algorithm to
encrypt and decrypt digital photographs using MATLAB [16]. Initially, the pro-
posed technique converts the pictures into a binary matrix to process it using the
AES algorithm. Then, it obtains a gray values matrix of a picture. This matrix is
split into a matrix with each unit of 8 bits. Now, each matrix will be encrypted by
means of the AES algorithm. All new matrix will be combined to get the en-
crypted matrix. The results revealed that this AES is sensitive to plaintext even
when using a decryption key with a single bit alteration because it will generate
an incorrect image in the decryption process.

Pia and Karamjeet implemented image encryption and decryption technique
using a 64-bits secret-key block cipher. It is known as Blowfish and developed to
improve the performance as well as the level of security [17]. This algorithm uses
a variable key with a length of up to 448 bits. It uses a Feistel register which ite-
rates a simple function 16 times. The Blowfish algorithm provides security
against hacking and runs faster than other conventional algorithms. Nadeem
and Javed carried out performance analysis on various secret key algorithms in-
cluding DES, 3DES, AES, and Blowfish [18]. These algorithms are deployed, and
their performance is analyzed by encrypting input files with different sizes and
contents. The results revealed that Blowfish has better performance related to
other algorithms. Zefreh et al proposed an image security system using recursive
cellular automata substitution and its parallelization. This method employs dy-
namic keys to generate the encrypted output from the original image. This tech-
nique has been effectively used in different technical problems and systems [19].
Several attempts and research works are going on for image protection on cloud
computing. Many of these systems with the application of image processing have
other uses such as face recognition [20], feature extraction [21], smart campus
[22]. Image security using watermarking technology is widely used, where data
are overlapped with the contents of digital multimedia [23]. Even though many
algorithms for securing images in the cloud have been proposed, we have not

reached a par where a protected communication for images could exist.
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4. Proposed System

The proposed research work is based on converting images into a non-compre-
hensible form using a hybrid TDES—Blowfish algorithm. Customers who in-
tended to store and process their image in the cloud can employ this technique
to encrypt their image before outsourcing it to the commercial cloud. Cloud
customer is the owner of the data that is supposed to be transmitted to the cloud.
A key is required for encrypting the image. As stated in the previous sections,
Blowfish is an appropriate algorithm for image encryption in the cloud envi-
ronment. However, it will achieve maximum performance when the key does
not differ recurrently. Usually, the encryption key given to the Blowfish algo-
rithm is stored in FLASH PROM or EEPROM of the user’s terminal for further
use. Hence, an invader would be able to steal the keys from the memory, then
he/she could generate the key without any difficulty. In order to resolve this is-
sue, we have incorporated some enhancements in the Blowfish algorithm to se-
cure the image from being disclosed to the unauthorized user. For this purpose,
we use TDES to encrypt the key given to the Blowfish algorithm.

The proposed system consists of three components: the data owner, the cloud
data center, and authorized users. The data owner first generates a secret key for
the Blowfish algorithm using the TDES algorithm. Then, each image in his/her
database is encrypted by Blowfish by applying a secret key obtained from TDES.
The encrypted images are sent to a cloud server for secure storage and accessed
whenever the user requests it. Besides, all authorized users can receive secret
keys from the data owner via a secure communication protocol (e.g., HTTPS).
Subsequently, the authorized user can decrypt the image by applying the secret
key. Encrypted images would be mined by the unauthorized users but the key
remains unidentified to the invader (ie., unauthorized user). It is noteworthy
that the key distribution is a separate issue and out of the scope of this article.

The proposed hybrid algorithm is implemented for protecting images in two
steps: 1) we generate a secret key for the Blowfish algorithm using TDES by giv-
ing a plaintext and a key as input; 2) the ciphertext from TDES (Ze, a secret key
for blowfish) is used by Blowfish algorithm for encrypting the user images. Fig-
ure 1 shows the block diagram of the proposed system.

Triple data encryption standard is a symmetric-key block cipher. It uses the
Data Encryption Standard (DES) algorithm thrice for all in key generation, en-
cryption, and decryption processes. DES is one of the most primitive block ci-
phers proposed by IBM in the year 1970 and subsequently approved by the Na-
tional Bureau of Standards [24] [25]. It accepts 64 bits (8 pixels at a time) as an
input block and performs Initial Permutation (IP). The result obtained from this
initial permutation is then split into two sub-blocks (Li, Ri). These sub-blocks
after performing 16 rounds of operations with diverse keys (48 bits) are finally
permuted to achieve final encrypted text.

The function block in DES is an integration of Expansion permutation (32 -
48 bits), XORing function followed by substitution (48 - 32 bits), and final direct
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Figure 1. Block diagram representation of the proposed system.

permutation box. The original key size is 64 bits, out of which 8 bits are used for

parity checks. The remaining 56 bits are obtained by applying permuted choice 1

(PC1). This block of data (56 bits) is then split into two sections and rotated

several times to get 56 bits keys (16 sub keys). From these 56 bits sub keys, 16

keys (48 bits keys) are obtained by applying permuted choice 2 (PC2). Decryp-

tion follows the same procedure as encryption does, but with the order of sub
keys is reversed.

TDES employs three 56-bit keys for image encryption and decryption [26].
The method of selection of these keys is called the keying option (KO). The
TDES offers three keying options as given below:

* KO 1: All three keys are independent of each other. It is the most consistent
keying option and is not susceptible to any recognized real-world attacks.

* KO 2: Key 1 and Key 2 are independent, while Key 3 is similar to Keyl. It is
resilient against meet-in-the-middle attacks but is susceptible to attacks such
as chosen plaintext. It is also called 2DES.

* KO 3: All three keys are identical. It the weakest keying option.

Irrespective of the KO, the encryption process of TDES employs Key 1 for en-
cryption Key 2 for decryption, and Key 3 for encryption again. Correspondingly,
the decryption processes employ the respective keys to decrypt, encrypt, and de-
crypt the data. The ciphertext obtained from the TDES is used as a key in Blow-
fish to encrypt the user image.

Blowfish is also a symmetric-key block cipher algorithm. Its key element is a
Feistel register, iterating 16 times [27]. The length of the block is the same as
used in the DES algorithm (64 bits). Nevertheless, contrasting DES, it employs a
variable key size of 32 - 448 bits. These sub-blocks send through 16 rounds of

operation using S box, adder, and bitwise XOR operations of the Feistel network.
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The output of each round is an input to the next round. To end, the right and
left sub-blocks are XORed with the key values (P-array generator 17 and 18) and
concatenated to get the resultant cipher text.

Blowfish algorithm employs comparatively large keys. P-array consists of 18
keys (32-bits each) and four S boxes, each with 256 entries initialized to random
values. The next step is to XOR P-array with the key bits, for instance, P1 XOR
(first 32 bits of the key), P2 XOR (second 32 bits of the key). In this fashion, all
zero strings are encrypted. This resultant output is now P1 and P2. This P1 and
P2 are not encrypted with the modified sub keys to get P3 and P4. The process is
repeated to get all keys. In spite of having an intricate initialization, there is ef-
fective encryption of the given image. The encrypted images are analyzed visual-

ly to find if any information can be extracted by looking at the encrypted images.

5. Result and Discussion

The proposed image encryption system is realized using JAVA language in Net-
Beans IDE 8.2 environment. We used java safety and java crypto packages to
conduct experimentation. These packages offer security features including au-
thentication and authorization, key generation, encryption, decryption, and key
management infrastructure features. The input images of various sizes employed
in this work are between 8 KB to 144 MB. The encrypted image is saved as a file,
which in turn is input for decryption. Both image encryption and decryption
processes are analyzed and evaluated based on performance metrics such as
cloud storage time, encryption time, decryption time, and encryption through-
put.

* Total processing time: The total time to store and retrieve the image in the
cloud platform.

* Encryption Time: It is the time taken by the server to encrypt any image.

* Decryption time: It is the time taken by the server to decrypt the encrypted
image.

* Encryption throughput: It is the ratio of the size of the input file (MB) to en-
cryption time (seconds). It indicates the speed of encryption. As the through-
put value is increased, the power consumption of this encryption technique is
decreased.

A comparative study with conventional image encryption methods such as
DES [28], AES [29], TDES [28], and Blowfish [29] algorithms will demonstrate
the effectiveness and robustness of our proposed hybrid TDES—Blowfish me-
thod in terms of performance metrics (Figure 2).

Table 1 shows the time of cloud storage in second for various sizes of jpg im-
ages with around upload rate 2.2 Mb/s and download rate 7.3 Mb/s. Figure 3
demonstrate the performance of cryptographic algorithms in terms of time re-
quired to upload the image to the cloud (ie, processing time) for different im-
age size. Results show the superiority of our hybrid TDES-Blowfish algorithm

over other algorithms in terms of the processing time.
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@ (b) (©)

Figure 2. Image encryption/decryption using hybrid TDES—Blowfish algorithm. (a)
Original image; (b) Encrypted image; (c) Decrypted image.

Comparative analysis of time of cloud storage
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Figure 3. Comparative analysis of time of cloud storage.

Table 1. Comparative analysis of time of cloud storage.

Times in Second

Image Size
TDES-Blowfish Blowfish AES TDES DES

8 KB 1.428 0.587 1.674 0.902 1.815
160 KB 0.587 0.902 1.428 1.674 1.815
377 KB 1.29 1.325 1.642 2.332 2.584
488 KB 2.582 3.744 3.986 4.175 4.281
652 KB 3.363 4.328 4.314 4.347 4.562
999 KB 3.784 5.321 5.476 6.449 6.643
11 MB 6.459 6.988 7.118 12.054 12.17
144 MB 7.464 8.321 9.104 11.325 12.391

From Figure 3, it can be observed that the processing time of the hybrid
TDES-Blowfish was much smaller than all other approaches. Consequently, the

combination of TDES and Blowfish algorithms provides much more consistent
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results for securing image than the others. In other words, the hybrid TDES—
Blowfish can not only improve the performance of the encryption process but
also provide more promising results for cloud storage. The comparative study
demonstrates that hybrid TDES-Blowfish is a very competitive approach for
cloud image security.

Table 2 and Figure 4 illustrates the encryption time of all approaches for dif-
ferent size of images. It can be found that the performance measures achieved by
the hybrid TDES-Blowfish approach are superior to all other approaches. Hence,
the results show that the integration of TDES and Blowfish has revealed better
results as compared to the original TDES, Blowfish, and all other approaches
used in this research work. Moreover, it is worth noting that hybrid TDES—
Blowfish exhibits better results as related to AES and DES in almost all of the
cases. This demonstrates that the integration of TDES and Blowfish has signifi-
cantly increased the performance of the image encryption.

Table 3 and Figure 5 illustrates the decryption time of all approaches for dif-
ferent size of images. It can be found that the performance measures achieved by
the hybrid TDES-Blowfish approach are superior to all other approaches. Hence,
the results show that the integration of TDES and Blowfish has revealed better
results as compared to the original TDES, Blowfish, and all other approaches
used in this research work. Moreover, it is worth noting that hybrid TDES-Blowfish
exhibits better results as related to AES and DES in almost all of the cases. This
demonstrates that the integration of TDES and Blowfish has significantly in-
creased the performance of the image decryption.

The encryption throughput gained by each approach is shown in Table 4 and
Figure 6. It can be observed that the hybrid TDES-Blowfish encryption tech-
nique outdoes all other algorithms in terms of encryption throughput. The main
reason behind the superior performance of the proposed technique is that
TDES-based encryption can increase the efficiency of the image encryption

process.

Table 2. Comparative analysis of encryption time.

Times in Second

Image Size

TDES-Blowfish Blowfish AES TDES DES

8 KB 0.067 0.397 0.659 0.963 1.34
160 KB 0.621 0.789 0.761 1.534 1.563
377 KB 1.422 2.176 2.628 2.678 2.969
488 KB 1.805 2.561 2.586 2.846 2.907
652 KB 2.527 3.092 3.331 3.343 3.976
999 KB 3.993 4.512 5.418 6.756 7.893
11 MB 4.504 5.783 6.331 7.876 7.978
144 MB 5.382 5.852 7.911 9.024 9.486
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Comparative analysis of encryption time
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Figure 4. Comparative analysis of encryption time.

Comparative analysis of decryption time
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Figure 5. Comparative analysis of decryption time.

Comparative analysis of encryption throughput
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Figure 6. Comparative analysis of encryption throughput.
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Table 3. Comparative analysis of decryption time.

Times in Second

Image Size

TDES-BLOWFISH BLOWFISH AES TDES DES

8 KB 0.050 0.339 0.391 0.405 0.415
160 KB 0.313 0.451 0.478 0.951 0.446
377 KB 0.690 0.928 1.177 1.242 1.478
488 KB 1.089 1.052 1.433 1.585 1.671
652 KB 0.788 1.548 2.064 2.383 3.242
999 KB 1.140 1.996 2.286 4.207 4.208
11 MB 1.560 2.490 3.001 3.359 4.343
144 MB 0.648 2.502 3.089 3.965 4.642

Table 4. Comparative analysis of encryption through put.

Times in Second

Image Size

TDES-BLOWFISH BLOWFISH AES TDES DES

8 KB 0.012 0.120 0.008 0.020 0.006
160 KB 0.120 0.008 0.012 0.006 0.02
377 KB 0.258 0.104 0.210 0.102 0.203
488 KB 0.265 0.141 0.143 0.127 0.173
652 KB 0.270 0.191 0.171 0.168 0.189
999 KB 0.258 0.211 0.195 0.196 0.164
11 MB 0.250 0.221 0.184 0.127 0.148
144 MB 2.442 1.902 1.737 1.379 1.397

6. Conclusion

Cloud computing is gaining increasing popularity due to its rich functionality
for resource-constrained devices. At the same time, it brings more security issues
to solve. In this work, we develop a method for enhancing the security of images
on the cloud by means of hybrid cryptography algorithms. The proposed tech-
nique presents the idea of protecting images in two straightforward steps. In the
first step, we generate a chipper text (Ze., secret key) using Triple Data Encryp-
tion Standard (TDES) by giving a plaintext and a key as input. In the second
step, the encrypted text obtained from TDES is given to the Blowfish algorithm
for encrypting the user images. The encrypted image is then uploaded to the da-
tabase of the cloud server and can be retrieved whenever the user requests it.
Both image encryption and decryption processes are analyzed and evaluated
based on the performance metrics such as cloud storage time, encryption time,

decryption time, and encryption throughput. A comparative study with conven-
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tional image encryption methods will demonstrate the effectiveness and robust-

ness of our proposed method.
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