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Abstract

With the rapid development of the Internet of Things (IoT), non-Orthogonal
Multiple Access (NOMA) technology and cognitive wireless network are two
promising technologies to improve the spectral efficiency of the system, which
have been widely concerned in the field of wireless communication. However,
due to the importance of ownership and privacy protection, the IoT system
must provide corresponding security mechanisms. From the perspective of
improving the transmission security of CR-NOMA system based on cognitive
wireless network, and considering the short-comings of traditional relay coop-
erative NOMA system, this paper mainly analyzes the eavesdropping channel
model of multi-user CR-NOMA system and derives the expressions of system
security and rate to improve the security performance of CR-NOMA system.
The basic idea of DC planning algorithm and the scheme of sub-carrier pow-
er allocation to improve the transmission security of the system were intro-
duced. An algorithm for DC-CR-NOMA was proposed to maximize the SSR of
the system and minimize the energy loss. The simulation results show that un-
der the same complexity, the security and speed of the system can be greatly
improved compared with the traditional scheme.

Keywords

Cognitive Radio Networks, Non-Orthogonal Multiple Access, Physical Layer
Security, Sum of Safety Rates

1. Introduction

At present, with the development of technology, the Internet of Things and the
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Internet of Vehicles are becoming more and more applications. Studies have
shown that wireless communication network data services will increase by about
1,000 times in the next ten years. Non-orthogonal Multiple Access (NOMA) and
Cognitive Radio (CR) are recognized as two important technologies in 5G wire-
less networks due to their ability to realize massive connections and provide
higher transmission rate and spectrum utilization [1] [2]. At the receiving end,
the signals superimposed and transmitted by multiple users are decoded and re-
ceived through the serial interference cancellation (Successive Interference Can-
cellation, SIC) technology [3], which greatly improves the utilization of spec-
trum resources. Information security issues in wireless communication systems
have always attracted attention, and the technical advantages of the NOMA sys-
tem have also made the system’s information security issues more prominent.
Once the eavesdropping user successfully intercepts and decodes the superim-
posed signal, it will cause huge security risks to the entire system. Physical Layer
Security (PLS) technology is based on the basic principles of information theory,
using the physical characteristics of wireless channel such as multipath fading
and propagation delay to achieve secure communication [4] [5], to ensure that
eavesdroppers cannot eavesdrop legitimate information on the physical layer, it
is an existing promising wireless security technology [6]. Nowadays, there are
many solutions for the physical layer security of cognitive radio networks, but
there are few researches on the physical layer security of based on CR-NOMA
system. This is one of the key points of this paper, and the in-depth physical
layer security technology research can further guarantee the high-quality and re-
liable transmission of communication networks in people’s lives.

And, NOMA has been deeply studied and discussed by many researchers.
Paper [7] analysis shows that the MIMO-OMA system is superior to the
MIMO-OMA system in sum rate and traversal sum rate for the simple scenario
of two users. When applied to multiple user scenarios, the conclusion is still va-
lid. The author of the study [8] proposed a joint subcarrier and power allocation
scheme to maximize the weighted sum rate of the NOMA system. The paper [9]
considers the scheme of allocating two users on a subcarrier at the same time.
The paper [10] analyzes the security performance of the NOMA network based
on two-way relay transmission. The relay node not only forwards information to
the legitimate user node, but also always transmits interference signals to con-
fuse any potential eavesdroppers, and derives the closed expression of ergodic
secure sum rate (ESSR) and proves the advantages of the proposed network. On
the premise of considering the reliability outage probability constraints, the
safety performance of the downlink NOMA system is studied in [11]. The paper
[12] studies the physical layer security performance of CR-NOMA system. The
paper [13] proposes a cooperative NOMA system in which the near user acts as
a relay node to assist the transmission. Literature [14] first proposed the NOMA
cooperative eavesdropping system model without additional relay, and proved
that the optimal system security performance can be achieved through appro-

priate power control. Literature [15] discusses the maximum and minimum rate
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optimization of NOMA cooperation scheme in full duplex mode, and derives the
expression of the optimal power. We considering the shortcomings of traditional
relay cooperative NOMA system, this paper mainly analyzes the eavesdropping
channel model of multi-user CR-NOMA system and derived the expressions of
system security and rate to improve the security performance of CR-NOMA

system.

2. System and Network Model
2.1. System Model

Let us now present our system model in Figure 1. All nodes in this model are
single antenna users, and the transmission of the network follows the transmis-
sion principle of non-orthogonal multiple access. Assume that both the second-
ary base station SBS and users transmitting end can estimate the CSI in the net-
work through some calculations, and all CSI are accurate. In addition, in this
network, the Eve may pretend to be a user to eavesdrop and decode all legal in-
formation in the network. In this case, the base station can obtain the relevant
CSI of the eavesdropper.

In this system model, it is assumed that all channel parameters obey a qua-
si-static Rayleigh distribution that is the channel coefficients are constant for
each transmission slot, but vary independently between different slots.

Among them, the base station broadcasts information S to each user. The in-
formation broadcast by the base station is definite. At the transmitting end, the
central base station can simultaneously transmit signals through multiple legal
links composed of multiple sub-carriers through frequency-domain multiplex-
ing. On each sub-carrier, SC technology is used, multiplexing in the power do-
main, and simultaneously sending signals of multiple users. Then, the user signal

x, multiplexed on the nth subcarrier can be expressed as:
M

xn=Z(MSm*xnym>, m=12,-- M (1)

m=1

where s, represents the signal sent by the base station to the A" user node.

And x,, isa parameter, it is defined as 1 or 0, which respectively means that

n,m

—--—-» Hacking line

Figure 1. NOMA-based cognitive radio network eavesdropping system model with mul-
tiple eavesdroppers.
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user m is assigned to sub-carrier n, and user m is not assigned to sub-carrier.

At the same time, Eve can eavesdrop on all relevant information in the net-
work. Multiple eavesdroppers in this model can eavesdrop on all signals and in-
formation in the main network. Therefore, the signal Y, , intercepted by the

eavesdropper Eve is:
Yn,e = hn,exn + 77(’2 = hn,e (\) pn,l Sn,] + pn,Z sn,2 ) + 7722 (2)

where 77, is the additive white Gaussian noise signal received by the eavesdrop-
per Eve, with an average value of 0 and a variance of ¢~ . Similarly, at the receiv-
ing end, the received signal of the 4™ user receiving the signal on the nth

sub-carrier can be expressed as the formula (3):
M
Yn,m :hn,m‘xn+7:1 :hn,m (Z Vpn,msm*xn.mj—i—nlf’ m:l,2,~--,M (3)
m=1

where 7, is the additive white Gaussian noise signal received by the m-" user,
with an average value of 0 and a variance of o
The system allocates multiple users to each subcarrier SC, (n =12,---,N )

and the base station transmit power is P., P,

t n

(n = 1,2,~-,N) represents the base
station transmit power allocated to the n-™ subcarrier, represents the transmission
power required by the system to transmit signals to the m-* user node on the
n-" sub-carrier. And SIC technology is adopted on the nth sub-carrier SC,, as-
suming that the channel conditions meet the following conditions:

<[
sub-carrier SC,. Then the power allocated by its system meets the following
conditions: B, <P, ,<--<P <--<P .

Then the SINR of the &* user node on subcarrier SC, can be expressed as:

2 2 .
>---2|hnm| 22|, | , where m is the total number of users on

P

n,m

Mom = g ) (4)
ZPn,m’ hn,m| +G§

m'=1

Then, according to Shannon’s formula, its signal rate can be expressed as:

h

2
n,m|

n,m

Rn,m = lOgZ (1 + 77}'z,m ) = logZ 1+ m-1 (5)

> P

m'=1

2
2
, hn’m| +0o,

In the eavesdropping link, the eavesdropper can obtain the signal sent by the
central base station to the legitimate user. A worst-case scenario is assumed here,
that is, an eavesdropper can correctly decode each user’s signal through SIC tech-

nology. Similarly, on the subcarrier SC

n?

the signal rate that an eavesdropper can

eavesdrop on the signal of the &" user node can be expressed as the formula (6):

2
Pn,m hn,e
Rn,m,e = 10g2 (1 + nn,m,e) = 10g2 1 + m—1 N (6)
z ])n,m hn,e + O-ez
m=1
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2.2. Security Evaluation

We describe the subchannel allocation and power allocation of the downlink
CR-NOMA network as a channel security optimization problem. In order to
obtain a power allocation scheme with high security, we decouple subchannel
allocation and subchannel power allocation. Suppose we can provide the maxi-
mum transmission power of the base station. For subchannel allocation, we first
assume that the power distribution between subchannels is equal, and then
transform the subchannel allocation formula into a bilateral matching problem
between subchannels and users.

According to formulas (5) and (6), the safety signal rate of the m-" user node

can be expressed as:
Rn,m,s = |:Rn,m - Rn,m,e :|+ (7)

Then the sum of security rate (SSR) on subcarrier n can be expressed as:

N
Rn,s :ZRn,m,s’ m:1’27"'9N,, (8)
m=1
The sum of safety rates R>” of the system can be expressed as:

N
vaum:ZRﬂ’Ss n:1329”'9N (9)

n=l1

2.3. Power Allocation

In order to further improve the sum of safety rate and energy efficiency of
NOMA system, we consider the sub-channel power allocation of CR-NOMA
system. In this section, we will use the DC programming method to solve the
algorithm problem, and discuss the application of its power scaling factor and
power distribution between sub-channels to improve the system security. In
power-limited systems, how to achieve an optimal power allocation scheme and
achieve the best system performance is a key issue. Here we mainly use the Frac-
tional Transmit Power Allocation (FTPA) method. FTPA balances the complex-
ity of decoding at the receiving end and system performance. In FTPA, the

transmit power allocated to user m in candidate user group U, can be expressed

as:
—a P -a
R,,m — P,, M(HH,W) — })n — [ hn,m J (10)
Z":(Hn m)"” i him Ny (m)
m=l ’ m=1 No (m)

where P, isthe U, power of the user group allocated by the system, #,, and
N, (m) represent the channel coefficient and noise power at user m. As in-
creases, more power is available to users with low channel gain o (0<a <1) is
the power allocation factor of the FTPA algorithm. In particular, it is equal
power distribution when o =0.The same « will be applied to all user groups
and transmission times, and the power difference between users caused by dif-

ferent o will be large. Therefore, « is the optimization parameter of FTPA.
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How to choose the appropriate power attenuation factor « will have a great
influence on the system performance. The best power attenuation factor can be
found through computer simulation.

Then for each subchannel in the NOMA system, given assigned power p,
on SC, and additional circuit power consumption p,, the energy efficiency

over SC, is defined as:

_ Rn :pn10g2(1+77n)+L
! pn +p0 N_l( hnz J_a pO
Ny (n)

(11)

n=1

To obtain the resource allocation scheme for this system, we formulate the

optimization problem as:

maxiR” (p,,) (12)

Subject to L N (13)

where L1 guarantees user minimum transfer rate constraint and R, is de-
noted as minimum data rate determined by quality of service (QoS) require-
ment. The constraint L2 ensures the maximum BS power constraint. Since this
optimization problem is non-convex and NP-hard. Assuming equal power is allo-
cated to the subchannels, we first match subchannels to multiple users to maxim-
ize the energy efficiency and find proportional factor for multiplexed users on
each subchannel. Based on the efficient subchannel assignment, then focus on
the energy-efficient power allocation across subchannels within the constraint of

total transmit power of BS.

3. Optimization

DC programming approach has been studied recently to solve non-convex op-
timization problems [16]. It is shown that DC programming can be applied if the
objective function can be written as a minimization of a difference of two convex

functions, which is represented as:

ming(x) = f(x)-g(x) (14)

xey

where x=[x,x,,-,x,]' and y is the convex set; f(x) and g(x) are
continuous, convex or quasi-convex. In general, the problem defined (14) is
non-convex. It can be solved sub-optimally by using Algorithm 1 [17] [18] [19]
[20] (Table 1). The key idea of Algorithm 1 is to convert a non-convex problem
to convex sub problems by using successive convex approximations.

In the algorithm 1, &is the difference tolerance. The term —g(x) in the ob-
jective function (14) is replaced by —g(x(k))—VgT (x(k))(x—x(k)) in (15). The
convex optimization problem in (16) can be solved by using standard algorithms

from convex optimization theory [17] [18] [19], ie., interior point method and
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Table 1. Suboptimal Solution for DC Problems.

Algorithm 1 Suboptimal Solution for DC Problems

1) Initialize x(©, set iteration number k=0.

2) do { define convex approximation of ¢"*) (x) as

3) g (x)= £ (x)-g(x")-veg" (x*)(x-x") (15)

4) solve the convex problem

5) % = argmin g (x) (16)
-

6) k++

7) } while (|q(x<"”>) —g(x")[ze);

8) end

sequential quadratic programming. Now in this paper, sequential quadratic pro-

gramming is used in the simulations.

3.1. DC Programming to Obtain Power Proportional Factor 4,

Firstly, we considered two users SU, and SU, that are to be multiplexed over
SU, with CRNNs /, >h,, and weighted bandwidths W,,, W,,. According
to the principle of SIC decoding sequences, SU, can cancel the interfering power
term of SU,, whereas SU, treats the symbol power SU, as noise. The prob-
lem of finding 4, to maximize resource utilization efficiency of SU, can be

7

formulated as:

(l—ﬂn)pnhz,nj

) w,, log, (l +

I/VlnlogZ <1+ﬂ’npnhln 1+ﬂ’npnh2n
max — : .
Fne(0) Pet Dy Pt D, (17)
I+ph,
I/Vl,n 10g2 (1 + ﬂ’npnhl,n )+ VVZ,n 10g2 (M}?;J
- ma. ntn""2,n
2 €(0.,1) p. + P,
Then, we can convert (14) to DC representation:
1+ph
W 1 VVZ’,’ ]Og2 (1 lpn 2,n \J
. 1n ng (1+/’i’npnh’l,n) + npnhZ,n
min — - (18)
Fne(0) Pt p, Pt p,
which can be rewritten as:
min | £(4,)-g(4, )] (19)

Ine(0.1)

Both terms are convex functions with respect to A, because V’f (/1n) >0
and V’ g(/ln)> 0. Therefore, the DC programming approach can be used to
find A, by replacing xwith 4, in Algorithm 1.
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3.2. Subchannel Power Allocation by DC Programming

According to the sub-channel user matching scheme and power scaling factor on
different sub-channels, the optimization problem in (12) can be rewritten as:

W 1+pnh2 n
(6} - -7 =
N VVl,n logZ (1 + lnpnhl,n ) + 2 g2 1+ ﬂ’n[)nhZ,n

max (20)
>0 pc+pn p0+p”
Ll : Rn,m (pn ) 2 Rmin 2 Rn,e
Subject to N (21)
! L2:) p, =P

n=l1
where R, (p,) is defined in (5) and p, ., is the minimum assigned power
on SU, determined by R . Condition L2 in (21) guarantees BS power con-
straint. But that the optimization problem in (20) is non-convex with respect to
P, - Thus (21) can be rewritten as (22) and (23) at the top of next page. Where

T
P:[plap29"'9pn""’pN]
Problem (21) can be written

represents the allocated powers on the subchannels.

N
=min —Z
n=l1

F(P):—nzz‘;

G(P)z—ni(

1+pnh2 n
Wy, logy | ="
N I/Vl,n lOgZ (1+ﬂ’npnhl,n) ' 1+ﬂ‘npnh2,n
+
P. + Py P. + Py
(22)
I/Vl,n 10g2 (l + ﬂ‘npnhl,n ) _ N WZ,H 10g2 (1 + pnh2,n) " i VVZ,n 10g2 (1 + /’l’npnhZ,n )
= pc+pn n=l1 pc+pn n=l1 pc+pn
Let
il I/Vl,n log2 (1+/,i’npnhl,n) iVVZ,n logZ <1+pnh2,n) N [VVZ,n ]0g2 (1+/1npnh2,n)]
- +
pc+pn n=1 pc+pn n=1 pc+pn
(23)
I/VZ,n logZ (1 + ﬁ“npnhZ,n)
De* D,
Then
I]{li{)lQ(P) = r}r}iglF(P)—G(P) (24)
Subject to
LI:P~P, 05)
25
L2:|P| =~
where P=[pl,p2,---,pn,~~~,pN]T and P> P, means all the elements in P

are larger than the corresponding elementsin £, p, > p, ., -
According to the optimization of the algorithm in the paper [21], the DC pro-
gramming method can be used to increase the power allocation of SSR using al-

gorithm 2 (Table 2). Once the power allocation on the sub-channel is obtained,
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we will replace the equal power allocation with a new power allocation scheme
to achieve the sum of higher security rates of the system.

In Algorithm 2, VG(P('")) is the gradient of G(P) at the point P(m):
A,

Horlogs (14 s ) ~(pet )
n 2,nt'n

vG(P™)= 3

2 (26)
P (p.+p,)

In order to use the DC programming approach, the quasi-convexity of F (P)
and G(P) needs to be established.

4. Simulation Results and Analysis

This section will simulate and verify the performance of the proposed resource
allocation scheme based on DC-programming. First of all, compare the sum of
the proposed scheme and other traditional schemes for the system security rate,
then analyze the impact of the number of users on the system security and rate,
and finally verify the effectiveness of the proposed scheme. The simulation pa-
rameters in this section are set as follows: in the NOMA downlink system of
multi-user grouping, the service distance R of the base station is 500 m; the
number of legal users A in the system is 24, which are evenly distributed within
the range from the base station (50 - 350 m), and the distance between eave-
sdropping users. The distance of the base station is 480 m; the path loss coeffi-
cient of the flat Rayleigh fading channel is « =3; In order to facilitate the anal-
ysis of the noise power at the legitimate user and the noise power at the eave-
sdropper o, =c =10" W. In our simulations, like Table 3, we set BS peak
power, P, to be 41 dBm and circuit power consumption p, =1W [20]. The
maximum number of users is 60 and o =2, where N, =-174 dB-m/Hz. We
set the value of aas 0.4.

In Figure 2, the performance of total sum rate SSR is evaluated with the

Table 2. DC Programming Algorithm for Power Allocation.

Algorithm 2 DC Programming Algorithm for Power Allocation

1) Initialize P, set iteration number m=0.

2) The Objective function Q(P) , convex functions F (P) and G (P)

3)do{ define convex approximation of G(m)(P) at P as

4) G"(P)=F(P)-G(P")-vG" (P")(P-P") (27)

5) solve the convex problem

6) P" = argmin Q" (P) (28)
1Ph=Pr 22

7) k++

8)} while (|0(P"")-0(P")|2 2 );

9) end
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number of users M. We set the bandwidth is limited to 5 MHz and difference
tolerance &= 0.01. It is shown that the total sum rate increases when the number
of the users grows. As expected from the Shannon’s formula in calculating the
performance of NOMA system with the proposed resource allocation algo-
rithms, it is better than the OFDMA. And as the number of users grows larger,
the sum rate continues to increase, but the rate of growth becomes slower. Be-
cause of in OFDMA scheme, one subchannel can only be used by one user. As a
result, BS cannot fully use the spectrum resources. For different subchannel
power allocation schemes, the sum rate of NOMA-DC is higher than that of
NOMA.

Figure 3 shows the relationship between the allocatable base station power
and SSR. We can see that when the base station allocatable power increases, the
SSR also increases accordingly. Due to the power distribution expression, the
trend of the curve is similar to that of Figure 2. From this figure, the perfor-
mance of sub-channel and power allocation proposed by us is better than that of
OFDMA scheme. The sub-channel power allocation proposed by us through DC

programming achieves better performance than equal power allocation. When

Table 3. Simulation parameters.

Simulation Simulation Parameters

Parameters Value Parameter Value
R 50 - 500 m M 24
Re 450 m o)/’ 10-8W
Pe 1W N 10 - 60

70 T T 1 :

—+—NOMA DC
——NOMA
OFDMA

65

Sum of Safe Rates(bps/Hz)

45 :

40 ' : : '
10 20 30 40 50 60

The Base Station of Transmit Power(W)

Figure 2. Sum rate of the system versus different number of users.
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the base station allocatable power is 40, the energy efficiency of NOMA-DC is
36% higher than that of OFDMA and 14% higher than that of NOMA.

Analysis of the impact of different user grouping schemes on system security
and rate. The simulation results are shown in Figure 4. Three comparison sce-
narios are shown in the figure. Among them, the scheme 1 represents the user
scheme based on DC-Programming, the scheme 2 represents the fixed user
scheme based on NOMA, and the scheme 3 represents the user scheme based on

OMA. Secondly, the power allocation scheme between users adopts FIPA. In

145 i . . . ' ' ' . . !
—+—NOMA DC b

140 H{—©—NOMA i
—~—OFDMA

—_
W
W

—

W

(e}
T

-

125

120 1

Sum of Safe Rates(bps/Hz)

—

—

(9]
o)

1101
4

105 : : : : ' ' ' : :
10 15 20 25 30 35 40 45 50 55 60
The Base Station of Transmit Power(W)

Figure 3. The effect of different power allocation schemes on the sum of security rates.

150

—+— NOMA-DC n=8

145 | —e— NOMA-DC n=6 T
—A—NOMA-DC n=4
140 1| —— oFDMA

135}

130 1
1257

120 1

—_

—_

(9]
O

Sum of Safe Rates(bps/Hz)

110 1

105 1

100 : : : : : : : : :
10 15 20 25 30 35 40 45 50 55 60
The Base Station of Transmit Power(W)

Figure 4. The impact of the number of subcarriers on sum of safe rates.
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this simulation, the number of subcarriers N in the system is 6, and the number
of users M on each subcarrier is 4.

For all the above assumptions, the simulation analysis is carried out. From the
results shown in the figure, it can be seen that the performance of the proposed
scheme 1 has different degrees of improvement compared with other schemes.
On this basis, the performance of user grouping based on DC-Programming
proposed in this paper is better than scheme 2 greatly improved. This verifies
that the proposed scheme has good performance.

Figure 5 shows the total energy efficiency versus power to BS power pc/Ps
under the same number of subcarriers. The system energy efficiency decreases
when the ratio pc/Ps increase. With the fixed BS power of 14 W, the system per-
forms less energy-efficient when the circuit power increases. According to the
definition of energy efficiency, its value will become smaller when pc increases.
However, the DC-CR-NOMA system equipped with the proposed resource allo-
cation algorithms still outperforms the OFDMA system.

5. Conclusion

In order to improve the security performance of CR-NOMA system, the eave-
sdropping channel model of multi-user CR-NOMA system is analyzed firstly,
and the expressions of system security and rate are derived. Then the basic idea
of DC planning algorithm and the scheme of subcarrier power allocation to im-
prove the transmission security of the system are introduced. By describing the
subchannel allocation problem as a bilateral matching problem, we propose an
algorithm for DC-CR-NOMA to maximize the SSR of the system and minimize

7
35 x10

—#— Proposed NOMA with equal power
—6— Proposed NOMA with DC
OFDMA

w
T

N
o)

[\

—
()]
T

—_
T

Energy Efficiency of System (bits/Joule)

o
W
\

0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5
Pc/Pb under the same number of subcarriers

Figure 5. Energy efficiency of the system versus BS power under the same number of
subcarriers.
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the energy loss. The power scaling factor of multiplexing users on each sub-
channel is determined by the power allocation algorithm in this paper. In the
power allocation scheme across sub-channels, because the objective function is
non-convex, the non-convex optimization problem is approximated to a convex
sub-problem by DC programming. Therefore, the sub-optimal power allocation
between sub-channels is obtained by iteratively solving the convex sub-problem.
Based on the proposed algorithm, the proposed subchannel power allocation
scheme further improves the SSR of the system and minimizes the energy loss.
Through a large number of simulations, the performance of the proposed power
allocation algorithm is compared with that of OFDMA system. The results show
that the SSR of CR-NOMA system is much higher than that of OFDMA scheme.
The proposed power allocation scheme for subchannel users is superior to the
FTPA scheme. In addition, the effectiveness of the proposed scheme and the ef-
fect of the number of subcarriers on the sum of the system security rates are also

verified by simulation.
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