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a : encies to operate on the cloud, cloud computing offers a

ff-site and maintained by third parties. The consumers of cloud computing
t be happy if the data are shielded from illegal access and misuse. Or-
anizations and people who use the cloud are affected by the failure in data
protection, which results in many challenges and problems, such as data theft.
Concerns about privacy are also developing as “cloud computing” develops
quickly and expands. For Open Systems and Internet applications, privacy
has remained a touchy subject; the cloud suffers when discussing privacy.
Adopting cloud computing services is only difficult because of privacy and
security concerns. The challenges and solutions for cloud users and providers
related to privacy and security are covered in this article. The document will
provide researchers and security experts with information on privacy and se-
curity difficulties and solutions.
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1. Introduction

The name cloud computing was inspired by the cloud symbol that is usually
used to illustrate the Internet in diagrams [1]. Cloud computing has been envi-
sioned as the next-generation paradigm in computation. Several applications
and computing resources such (as storage, memory, processing, servers, etc.) are
delivered through the Internet as services in cloud computing to the users on-
demand. Cloud Computing is suitable, the convenient environment of hardware

and software computing resources that provide many services through the net-

work or the Internet to satisfy users’ or organizations’ requi demand.

[2].

ble, ubiquitous, on-demand netw: pool of computing re-
sources such as networks, se e provided, edited and released
quickly with minimal ma
computing presents appr nd network access to a shared pool of
rces refer to computing applications,
orms, software services, memory, virtual

, virtualization software, control software, and

ess, resource pooling, rapid elasticity, and measured services.
elf-service, the user gets services provided by Cloud as per his re-
ithout any human interaction. Broad network access makes cloud
available over the Internet so users can access any cloud service using
the/network through any client. Resource pooling characteristic makes resources
available over the Cloud, and it gets access from anywhere by multiple consum-
ers. There is no need to know where the resources are stored. Rapid elasticity
tells that the Capabilities of cloud services as per consumer demand can be ra-
pidly and elastically provisioned and available in an unlimited manner to con-
sumers. Measured service monitor, control, and report, provide transparency
for the provider and consumer of the utilized service [3]. Cloud computing
presents several of services; these services put forwarded to three models as
given in Figure 1, are software as service, platform as service, infrastructure as
service. In Saa$, the applications and software already running on cloud infra-
structure, consumers of cloud services can use it. These applications can be ac-
cessed from any location. An example of SaaS is salesforce.com, a CRM applica-
tion. In PaaS, the cloud provider provides the platform as a service to the con-

sumer where he can manage its application and use it without managing cloud
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Essential Three Service
Characteristics Models
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Resource Infrastructure )
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service(laas)
Rapid
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Services

infrastructure. An exampl

provides an infrastructur

TaaS is amazon web services (AWS).
models listed by the NIST (2009) men-

plication for its purpose.
There are differe

sistent growth in the field of computing. Cloud computing (so-called Cloud)
represents one of the magnificent shifts in information technology which can
enhance collaboration, agility, scaling, and availability, performance, functional,
access and low-cost reduction through optimized and efficient computing [4]
[5]. Many challenging issues face Cloud computing has attracted the attention of
many researchers and service providers [6]. Cloud-based challenges have been
classified into main categories: Security and Privacy. Each of these issues has af-
fected the reliability and efficiency of Cloud-based environments [6]. The Cloud
is susceptible to many Privacy and security attacks over the Internet. The biggest
obstacle hindering the progress and the wide adoption the Privacy and security
issues of the Cloud. Privacy is defined as “the ability of an entity to control what
information it reveals about itself to the cloud/cloud SP, and the ability to con-
trol who can access that information”. Cloud services have three basic models:

Software as a service (SaaS), platform as a service (PaaS), and Infrastructures as a

DOI: 10.4236/jcc.2022.1012004 53 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2022.1012004

F. K. Aljwari

service (IaaS). Although these models have major differences, they share several
security and privacy related issues [7]. Therefore, several concerns must be
pointed out to deal with the privacy issues: « Who has access to personal data
from cloud? « Where is it stored? « How many copies exist in a cloud? « How to
be sure that it was deleted when requested?  Are laws and privacy policies res-
pected by data actors? [8].

Many organizations, Small and medium, started using Cloud computing ra-
pidly because of fast access to applications and reduced cost of infrastructure.

But due to the constant increase in the popularity of cloud ing, there is

plication in the cloud. Violation of security

example, maintaining sensitive data by organ-

Accountants (CICA). The paper has been arranged as follows. The
enges to Security and Privacy are described in section 2. Existing Solutions

ivacy are described in section 3. The conclusion is given in section 4.

2. Literature Review

Today, there are numerous innovative technologies. In light of this, cloud compu-
ting is a novel and innovative technology for the upcoming wave of Internet ap-
plications. As a new and quickly evolving computer paradigm, cloud computing
has introduced numerous difficulties. As the following some Literature review.

In (Alferidah & Jhanjhi, 2020) [9], they proposed the about crucial to create
techniques and policies that will safeguard IoT systems because of this which in
turn safeguard critical information about persons. IoT system security and pri-
vacy have grown in importance and become a difficulty. The degree to which
security and privacy issues are dangerous varies. There are attacks that are
riskier than others. Attacks also vary in terms of where they come from; some

are internal and others are external. Attacks can differ, but they always have the
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same negative effects and range in risk level. A review of the literature on IoT
security and privacy was offered in this survey article. Additionally, the layer-
by-layer discussion of IoT system security and privacy concerns.

In [10], they presented the study about the cloud computing environment is a
new and quickly evolving computer scenario that poses a variety of difficulties.
In this study, we have classified various existing solutions, discussed their strengths
and weaknesses, and examined some important security and privacy issues in
cloud computing. We anticipate three future research trajectories to safeguard

the cloud environment based on the discussions.

It is the protectid

ensure that the ¢

* Audit and
. Monitoring

Figure 2. The Privacy issues of cloud computing.
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The Internet of Things (IoT) is a wireless, interconnected system in which
smart nodes (IoT devices) communicate with one another to exchange data
across a communication channel. IoT technology is now crucial for anyone who
wants to create intelligent systems that rely on technology. IoT created oppor-
tunities for improved human communication. However, the attackers allowed
attacks on IoT systems to take advantage of users’ private data [9].

Big data can be used to describe extraordinarily large amounts of information

regarding things like jeans, cancer, pharmaceuticals, HIV, social networking

on social media every second [11].
Although cloud computing is beco

security and privacy concerns are ag

mand network to a siz ared pool of reconfigurable computing re-

sources (such as rs, storage, applications, and services) that can

e cloud computing paradigm. Although the owner of the data has no con-
trol over or management over many businesses that deal with data proliferation,
it is exceedingly challenging to guarantee that data backups or duplicates are not
kept or processed by a specific authority; nonetheless, if such a request is made,
all of these copies of data are deleted. Vendors don’t need to worry about copied
data being used in numerous data centers. The laws, rules, practices, standards,
and contractual obligations for cloud users’ data governance. The USA Patriot
Act (UPA), the electronic communication privacy act (ECPA), and other laws
are among the many procedures that are available to secure data in the cloud.
The data of cloud users may occasionally be required by the government to
uphold the rule of law in the nation. The aforementioned steps fell short of pro-
tecting privacy. The removal of user data from the cloud is a step in the destruc-
tion of this kind of problem. Without the user’s consent, cloud providers are not

permitted to erase a user’s data. The cloud user must be able to recognize any vi-
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olations and dangerous actions with the data they have access to. Real-time at-
tacks on user data in the Google Service Provider occurred in the privacy viola-
tions. In January 2010, Chinese hackers attacked Google’s information technolo-
gies. After that, they made the decision to shut down their sizable internet mar-
ket in China because of the coordinated and deadly attacks on the clouds. Data
may be stored on a secondary memory or inappropriate space of the cloud pro-
vider if the provider uses actual storage to store customers’ data since the pro-
vider must pay for the consumption of storage. Therefore, this raises serious

concerns about data privacy.

4.2. Malicious Insiders

Generally, providers may not reveal their emp sets or re-

rantee data transparency for customers and
enterprises. Data d is indicated by retention. After the predeter-
mined amount of oud-stored data must be erased automatically. Ad-

pot deleted, cloud privacy concerns will arise. The prob-

¢ regulations governing the issue, however, are not frequently

revised. oud provider’s stated policies, rules, practices, and standards must

| be open’and transparent. The cloud users will not be able to understand the

d regulations if it is not transparent.

4.3. Malicious Insiders

Generally, providers may not reveal their employee’s access to assets or resources;
this helps the attacker to gain access to support or data [3]. Cloud service provid-
ers have easy access to each person’s data. When a request is made to delete data
from the Cloud, the user must receive the Confirmation after deletion. Data sto-
rage period is indicated by retention. After the predetermined amount of time,
the cloud-stored data must be erased automatically. Additionally, if the data is not
deleted, cloud privacy concerns will arise. The manner that cloud consumers
watch cloud providers is a form of privacy concern. Because cloud services are
not properly regulated, user data is misused and used for inappropriate purposes.
The cloud provider will be the owner of the user’s data while they are using cloud
computing. If a user is eager to switch service providers, there is a chance that his

data, which is already present in the data center of his current provider, could be
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threatened by misuse or manipulation. When a user doesn’t use cloud-based data
for a prolonged length of time, this happens. Inadequate access control permis-
sions will allow unauthorized access to use the data in an illegal manner. To make
several copies of the same data and make it available to consumers wherever they
are, the cloud computing provider has performed. Multiple copies of the same
data could result in data loss or leakage. It is necessary to eliminate any data that

the data center has stored but hasn’t used in a while.

5. Security Issues

5.1. Multitenancy

Multitenancy is nothing but one pro

the same time, but this causes vul

5.2. Access

s many threats. An attacker may hack

which can be accessed and used later.

he case of the cloud, there are still lots of issues related to the cloud. There is

Multitennancy

Security
Issues

Figure 3. The Security issues of cloud computing.
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still no trust relationship between the cloud provider and the consumer of the
cloud one who uses the cloud. The consumer cannot trust entirely the provider

about their private data to be stored on the cloud.

5.5. Audit

To implement internal monitoring control CSP, there is a need for an external
audit mechanism, but still, the cloud fails to provide auditing of the transaction

without affecting integrity.

6. Suggestions and Solutions to Privacy Iss

6.1. Solutions for Cloud Users

These solutions are given to the cloud users whefi consumers eir data in
the Cloud (Figure 4):

—
—

—

y

e 4. Solutions for cloud users.

Figure 5. Solutions for cloud providers.
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6.2. Solutions for Cloud Providers

To protect the user’s data in the Cloud, the following suggestions for the cloud
providers to maintain the user’s data in cloud computing (Figure 5).

7. Conclusion

The rapid expansion of cloud computing, security, and privacy issues are being
hampered by privacy violations, illegal access, and other issues. Researchers have

put out a wide range of data privacy options. Between companies, users, and

cloud service providers, trust is crucial. No organizatig aments, or
businesses will, however, move their data, software, or4 e cloud
unless customers and cloud service providers have . The idea of
trust is crucial for moving data to the cloud. rs should
nevertheless close many of the remaining i omputing. Cloud ser-
vice providers must put forth a lot of i s to adopt cloud
computing, distribute it extensively . This study looked

quickly, notably in terms of processing| capacity and response time. Whether
through public service or

considerably m8&ne, experienc nd chance to use cloud computing than

n conclusion, educating the public about data pri-

hor declares no conflicts of interest regarding the publication of this pa-
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