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Abstract

Most of the public key algorithms used in the exchange of information for
power data transmission protocols are RSA. The core of the key part of this
kind of algorithm system has not been announced. For the domestic sensitive
information data field, there are threats such as preset backdoors and security
vulnerabilities. In response to the above problems, the article introduces a se-
cure communication protocol based on the optimized Secret SM2 algorithm,
which uses socket programming to achieve two-way encrypted communica-
tion between clients and services, and is able to complete the security protec-
tion of data encryption transmission, authentication, data tampering, etc., and
proves through experiments that the security protocol is more secure than tra-
ditional methods, can effectively identify each other, carry out stable and con-
trollable data encryption transmission, and has good applicability.

Keywords

Secret Algorithm SM2, Communication Protocol, Hybrid Encryption,
Security Protection

1. Introduction

In recent years, with the intensified construction of power grid informatization
and the country’s high requirements for the integration of urban intelligence,
traditional electric energy meters are faced with energy that integrates key in-
formation from households and community users in addition to meeting the
standard high-precision measurement of electric energy parameters. By building
a power user information collection system with good performance and mul-
ti-functional feedback, it is of great importance not to be underestimated for the

strategic layout of the macro-control of power prices and the guidance of rea-
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sonable power use to achieve high-efficiency use of power energy. The power in-
formation collection system generally uses public network (especially wireless)
communication technology to exchange information. Therefore, the research
and development and design of a high-performance and high-precision power
information interaction system and the use of secure communication protocols
for transmission are safe for power information data. Protection has unprece-
dented challenges [1] [2] [3].

So far, the transmission protocol for power information [4] has many stan-
dards, but most of them are in the stage of customization framework, and no spe-
cific solutions are clearly specified, and most of the cryptographic algorithms
recommended to use are the ones frequently used by the international main-
stream. Algorithms, this poses a greater security risk for sensitive data such as
electricity related to our people’s livelihood. Once the information infrastructure
is not well protected, the consequences are unimaginable. It is even more neces-
sary to adopt the algorithm system designed by my country’s independent pro-
duction for security protection to avoid risks such as backdoor events and vul-
nerabilities in the current mainstream public key algorithm RSA. The SM series
of algorithms independently developed and designed by my country in the field
of cryptography can effectively avoid this security hazard by participating in the
formulation of standards throughout the entire process. At the same time, be-
cause the SM2 algorithm [5] is mathematically designed based on elliptic curves,
it is very strong compared to previous algorithms such as RSA. The anti-inter-
ference ability, fast calculation speed, small calculation amount and performance
has the advantages of greatly improving. Based on such a consideration, with the
continuous and stable development of cryptographic algorithms in my country,
it has become a hot spot to use this type of algorithm to replace the traditional
encrypted transmission of power information data. Literature [6] Luo Zhao et
al, by optimizing the National Secret SM2 algorithm and in-depth study of its
communication protocol interaction process, designed an information protection
platform that satisfies the state’s independent and controllable standards for the
power information industry. This information security platform can ensure the
accuracy of the identities of the communication parties. It is correct and protects
the privacy of the authority of whether different users can access normally, and
realizes the personalized management and control of different roles, but it is im-
possible to implement the layout of the park in a small area. Literature [7] Dong
Weiwei et al. proposed the use of RSA-AES-HASH authentication scheme, using
a hybrid cryptosystem to realize the identity authentication of the electric meter
and the data center, which can integrate the advantages of convenience, security
and speed of key management. However, this authentication method consumes
a lot of time and is not conducive to real-time delivery. Literature [8] Chen Yalin
and others used a symmetric broadcast protocol to calculate the key for the sta-
ble operation of the active distribution network, which improved the physical
equipment’s high requirements for time performance and the difficulty of broad-
cast authentication. At the same time, the secure communication protocol based
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on asymmetric keys passed Digital signatures effectively prevent malicious third-
party attacks such as denial of service attacks. Due to the adoption of the public
key system of the national secret SM2 algorithm, the security has been greatly
improved. However, this method does not conduct an overall study on collection
protection, and cannot avoid the possibility of man-in-the-middle attacks. Ref-
erence [9] Zuo Gao et al. aimed at the problem that power distribution automa-
tion terminal equipment needs to be powered off during the upgrade and trans-
formation process, the national secret SM2 algorithm is used as the encryption
module to authenticate the information integrity of the command message and
the identity of the communicating parties. This method can meet Intelligent
power distribution terminals have basic requirements for information security
protection integrity and authentication, but the design of this encryption module
does not introduce timestamps to improve the anti-attack of data signatures. It is
prone to brute force cracking by illegal intrusions and has certain security risks
exist.

In summary, this research method is based on such a background to study the
security of the intelligent electricity information collection system in the percep-
tion layer, an important component of the “Power Internet of Things”, through
the embedded main control chip and The three-phase electric energy special col-
lection chip builds a small user power information collection system, and trans-
mits it to the display development platform of Alibaba Cloud server in real time
through the MQTT protocol. The article is based on a real experimental envi-
ronment to study the information collection technology and the key technology
of active transmission for the security of power information. The article mainly
studies the communication security protocol transmission data based on the op-
timization of the national secret algorithm SM2, mainly including the analysis of
the SM2 algorithm, the network communication protocol, the realization of the
simulated client server communication, and the experimental security analysis.
Through the process of designing and implementing the protocol, the program-
ming code design of network communication is carried out, and different system
protection schemes are compared at the same time, and finally it is proved that
the communication protocol is safe and efficient.

The article first discusses the digital signature algorithm, puts forward that the
algorithm can be optimized and improved, and analyzes and proves its mathe-
matical security logic, and then combines the commonly used protocol devel-
opment basis to implement the design and development of the protocol process,
and finally proposes the use of SM2. Security protection, mixed use of SM3/SM4
to strengthen the strict security of the communication protocol, the use of net-
work programming to achieve the experimental process of the secure commu-

nication protocol proves the feasibility of the proposed scheme in this paper.

2. Digital Signature SM2 Algorithm Optimization and
Improvement

Identity authentication SM2 algorithm [10] [11] [12] is that a signer generates a
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valid digital signature for the data that needs to be processed, and a verifier veri-
fies the authenticity of the signature. Since the mechanism of SM2 is also based
on an elliptic curve, the difference from ECDSA is that the selected curve equa-
tion is not the same. The specific curve used by the former is secp25kl, while
SM2 uses the 256-bit element field GF(p). The elliptic curve sm2p256v1. This
signature algorithm is different from ECDSA which directly processes the digest
value of the message. Two preprocessing steps are required before signature ve-
rification: First, the message sender mixes the user ID and the public key of the
message receiver into the elliptic curve parameters and passes through the cryp-
tographic hash algorithm SM3 [13] obtains a result, and then uses the result and
the message to be processed to further process the digest based on the hash func-
tion. Based on the traditional SM2 digital signature algorithm, on the one hand,
the source of randomness numbers is the use of pseudo-random number gene-
rators (PRNGs), which are vulnerable to brute force attacks for their collision
resistance, and time stamps can be introduced to prevent replay attacks; On the
one hand, the reference calculation steps given by the National Secret Standard
are relatively redundant. In order to increase the calculation speed, the calcula-
tion process can be processed in parallel at the same time to reduce communica-
tion costs and improve signature efficiency. In order to solve the above prob-
lems, this section optimizes the complete SM2 identity authentication algorithm
through discussion and analysis. The specific operation flow of the optimized
algorithm is discussed below. The flowchart of the SM2 algorithm signature cal-
culation process after optimization is shown in Figure 1.

The optimized SM2 algorithm signature generation steps are described as fol-
lows:

Input: the public parameters on the elliptic curve, the private key d of the sign-
ing party and the message A/ to be processed;

Output: signature value (z; s);

Step 1: Let M" =Z||M, Z denote the output result obtained by the above
preprocessing process;

Step 2: calculation e=H, (M ’ ) ;

Step 3: Introduce a random number generator algorithm with coordination
time to generate random numbers k €[1,n—1] and calculate k[*]G =(x,,V;);

Step 4: Calculate r =(x +e)modn, IF r=0 or r+ k= n, then return to step 3;

Step 5: Calculate s= ((1+ dy) " (k—rd, )) modn, IF s= 0, then return to step
3;

The SM2 verification signature calculation process after optimization is shown
in Figure 2.

The steps of the optimized SM2 signature verification algorithm are described
as follows:

Input: system public parameters params, public key P, signature () s)

Output: true or false
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ORIGINAL DATA OF THE PARTY TO BE
SIGNED (ELLIPTIC CURVE SYSTEM
PARAMETERS, Z, M, P, D)

v
Step 1: Set M*=Za||M

v

Step 2: Calculate e=Hv(M¥)

Step 3: Generate random number k €[1,n-
1], calculate elliptic curve point
(xLyD)=k]G

A

v

Step 4: Calculate r=(etx1)mod n

i Yes

_— —

<R=0 or r+k=n‘>—

—_—

l

Step 5: Calculate s=((1+dA).(k-rda)) mod n

J\ Yes

L

S=0?

\ 4
OUTPUT MESSAGE M AND ITS DIGITAL
SIGNATURE (R, S)

Figure 1. The signature calculation process after optimizing the SM2 algorithm.

Step 1: IF r',s" €[1,n—1], Then TRUE else FALSE;

Step2:Set M™ =Z_ ||M, calculation €'=Hash (M *) ;

Step 3: IF t=(r'+s")modn €0, Then FALSE else TRUE;

step 4: Calculation the point on the ECC point (X, y,)=[s]G+[t]P,;

Step 5: IF R =(x +e’)modn==r", Then TRUE else FALSE;

First, prove the correctness analysis of the optimized identity authentication
process:

1) It is guaranteed r e[L,n-1] and se[l,n-1] when signing and if there is
an error in data tampering or loss during transmission, the signature will be ve-
rified r'e[L,n—1] and s'e[l,n-1], it can be found whether there is an error,

S0 as to ensure its correctness;
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ORIGINAL DATA OF THE SIGNATURE
VERIFIER (ELLIPTIC CURVE SYSTEM
PARAMETERS, Z, M, P, D)
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Figure 2. Verify the signature calculation process after optimizing the SM2 algorithm.

2) It is also ensured r=0 and s=0 when signing, if t=r+s=0modn
is an integer multiple of n, and when signing, it is ensured that r+s itisnotan
integer multiple of n, r+S= 1+ d [I’ + -rd )] = (l+d)71 -(r + k) ,s0 r+Kk
it is not an integer multiple of n, otherwise because d is a positive integer, it will
result in Integer multiples (1+d )71 (r+k) of n, creating contradictions;

3) On the one hand, sG+tP, =sG+(r+s)(dG)=(s+rd+sd)G, on the oth-
erhand, (s+rd+sd)=s(1+d)+rd =[(l+d)'1 -(k —rd)}(1+d)+ rd , so
sG +tP, =kG =G, (x +Y, ), and if xand eare correct, then there is €'=¢,

X, = X', so the signature authentication is passed;

Secondly, the random number generation of the traditional digital signature
authentication algorithm SM2 does not specify what standard to use. In previous
studies, it is often only generated by a very common pseudo-random number
generator, and the randomness of random number generation is not carried out.
Research in this area. Generally speaking, the random number function should
have ran domness, unpredictability, and non-reproducibility at the same time,

and the relationship between them is strictly increasing. The definition of Coor-
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dinated Universal Time (UTC) refers to the number of seconds that have elapsed
from the computer UNIX timestamp on January 1, 1970 to the current operation
being executed. Obviously, this time is changing all the time and rising conti-
nuously. By introducing this time method, the randomness of the random num-

ber generator can be effectively in creased.

3. Communication Security Protocol Design

3.1. Communication Protocol Foundation

A series of steps that need to be operated in order to complete a specific goal be-
long to the category of algorithms, and agreements that are different from how
specific steps are implemented are based on a set of mutual agreements that need
to be followed. Although the development of information technology has brought
new breakthroughs to all walks of life, network communication protocols are
also facing various security problems, and the reliable data transmission of users
on the channel has attracted many people’s attention. Multiple communication
protocols based on the TCP/IP protocol cluster complete the specified informa-
tion exchange function, accelerating the construction of different application
scenarios. The secure socket protocol [13] is the transition protocol between the
protocol and the application layer. According to the model classification, it can
be regarded as the recording layer and the handshake layer. Each layer will per-
form corresponding operations to complete the corresponding service. There is
an interface for mutual exchange with the layer. Specifically, the record layer pro-
tocol provides basic functions such as encryption and compression, and the hand-
shake layer completes identity authentication and is responsible for key distribu-
tion on this basis. The protocol uses digital certificates to determine whether the
entities of both parties in communication are authentic, uses public key crypto-
graphic algorithms for key negotiation, uses symmetric encryption algorithms to
encrypt data before transmission to ensure data confidentiality, and calculates a
digital digest to verify that the data is in Whether it has been tampered with or
forged during the transmission process, it provides a safe mechanism for the
transmission of sensitive data of the user’s power information on the communi-
cation channel. This protocol can prevent such incidents from occurring. Al-
though the communication protocol is diverse, the transformation and optimi-
zation of the security protocol is still a very worthy research direction. Next, the
specific design and development process of the security protocol will be dis-

cussed.

3.2. Security Protocol Process

Regarding the data acquired by the power information collection system, the
OpenSSL-based development environment [14] is an open cryptographic algo-
rithm library. By optimizing the library, the security protocol design is not only
good for portability, but also compatible with different development platforms.

The integration level is very high, very suitable for expansion. The security pro-
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tocol communication operation process based on this design and development
of this program is shown in Figure 3.

The realization of the idea in the specific communication process can be car-
ried out according to the following steps:

1) Negotiate the session communication protocol. Before starting the SSL ses-
sion, select a protocol acceptable to both parties in this session. Such protocols
must be compatible with each other, otherwise the normal communication con-
nection cannot be established;

2) Prepare the content required for this session environment. After applying
for this session environment, specify the verification method of the certificate in
the handshake phase and load the public key certificate. At the same time, load
the digital certificate of the message publisher, the certificate contains the public
key used to encrypt the key to provide a verification method for identity confir-
mation, load the user’s private key and verify whether the private key and the
certificate are equal;

3) The SSL socket service is established normally, and the socket bound by the
command is based on the ordinary TCP socket;

4) Completing the session handshake phase. During the handshake process,
both parties in communication will negotiate to inquire about the certificate in-
formation of both parties in order to perform corresponding verification, and

the certificate information can be obtained later;

Call Openssl library
initialization

\ 4

Negotiate session
communication protocol

\ 4
Prepare the content
required for the
conversation environment

\ 4
Establish socket service

normally

\ 4
Completing the session

handshake phase

\ 4
Encrypted data
transmission

End secure protocol
communication

Figure 3. Secure communication protocol communication.
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5) Encrypted data transmission. After the above-mentioned handshake is com-
pleted, the data can be secured during the transmission process;

6) End the secure protocol communication. After the two parties complete the
data secure communication, the SSL resources that have been applied for are re-
leased, and the entire secure communication process ends.

Finally, the above-mentioned security protocol communication process is
summarized as the following points: First, A sends a request dialogue to B, and
jointly negotiates the use of the transfer encryption algorithm SM4; then B sends
a digital certificate issued by itself to determine its identity and contains the pub-
lic key. A determines whether it needs to establish reliable communication with
the other party by verifying the identity of B, avoiding information exchange
with the wrong receiver, and ensuring that both parties in normal communica-
tion are accurate; further A will generate a random number as a temporary ses-
sion key, Using the idea of hybrid encryption, the session key is encrypted with
the public key in the certificate sent by B before transmission, which effectively
solves the problem of key distribution; finally, B obtains the session key for this
communication After that, the common key used by both parties for this com-
munication will be obtained under the premise of their own private key, which
ensures the security of the key. After the process of the above-mentioned securi-

ty protocol, the data can be transmitted in a secure channel.

3.3. Communication Programming Design

Network communication programming [15] can be implemented through sock-
ets. Different processes use port number binding to determine what service ap-
plications are used. Sockets are created to complete the mutual communication
between different processes.

First, the server will take the initiative to create a socket, because each process
identifier in the communication process will specify the allocated resources ac-
cording to the IP address and port number, so the server can bind it. At this
time, the server socket has not been opened, but Complete the initialization
work for accepting applications from the client;

Secondly, the client also creates a socket and establishes a connection with the
server through the provided IP address and port number. The connection status
is divided into three handshake interactions, and finally the connection success
status Establisted is sent to the server, and the server confirms the receipt through
the accept method. After the two ends establish communication through the
above operations, they can respectively receive/send data with each other, and
the data can be switched back and forth through the buffer to the buffer area.
After a series of communication and exchange of information, each one is closed
one after another, and the entire complete communication process ends since
then.

Based on the above-mentioned communication process, the main program
interaction process of the designed safety communication protocol is shown in

Figure 4.
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Server Client
1. The first 3 steps of
SSL 1. The first 3 steps
2. Start the server of SSL
3. Bind the socket 2.Socket binding
4. The server listens on 3. Connect to the
port 48498 server
5. Process the client . 4. Verify the server
thread and receive ———— | certificate
client information . —5.Senddata
6.Receivedata ¢ | 4 6.Receive data
7.senddata «—— | 7.End the
8. End the communication
communication
process

Figure 4. Safety protocol communication main.

4. Experimental Verification and Analysis

The main part of the two-way communication simulation experiment built in
this article will be carried out according to the following steps:

First create the EC parameters and optimize the SM2 algorithm to generate
the private key file, and check the specific content of the private key file as shown
in Figure 5.

Then use the public key cryptosystem idea to use its private key to derive the
corresponding SM2 public key file, and the file content is expanded as shown in
Figure 6.

After the above preparation, the key pair of SM2 has been generated.

Due to the introduction of an asymmetric cryptographic algorithm in the dig-
ital signature algorithm, although it can prevent denial, the sender cannot de-
termine whether the received public key is the only paired public key generated
by the receiver’s private key pair, so it is vulnerable to man-in-the-middle attacks.
In order to prevent man-in-the-middle attacks, a self-signed certificate needs to
be generated to determine the identity. This digital signature certificate has a
five-year validity period. The result of the certificate generation is shown in Fig-
ure 7.

In order to further see the specific key information of the certificate, the above
certificate is formatted to be able to visually see the content of the digital certifi-
cate. The certificate can be obtained mainly using the SM2 digital signature algo-
rithm based on SM3, and the validity period of the certificate is 5 For the year,
who is responsible for signing the issuance, the public key corresponding to the
person responsible for the issuance is a 256-bit string, and the certificate genera-
tion result is shown in Figure 8.

After the above preparation process, the following safety protocol is used to
simulate communication experiments. The communication process needs to open
the client and server at the same time for communication connection. Open the
server for port monitoring. The result of the communication operation are shown

in Figure 9. At this time, you can see that the socket has been created, the binding
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BEGIN EC PARAMETERS
BggqgRzPVQGCLQ==
END EC PARAMETERS
BEGIN EC PRIVATE KEY

MHCCAQEEIIXoKxP7/wP5Xke /sIQW5FkBHg7rYke2ex4RI1qhMITAcAOGCCqBHMOV
AYItoUQDQQAENHXP2+dulLFWc85x/kNGRORhRPOMMYYEP1bT4wgsWZNeciN5/Qi6D
41ineP9iH5F+mnhpp8Zn3HWgYP7AUNG69UQ==

END EC PRIVATE KEY

Figure 5. SM2 private key generation.

BEGIN PUBLIC KEY
MFKWEWYHKo0ZIz jOCAQYIKoECcz1UBgi®DQQAENHXP2+duLFWc85x/KNGROhhRPOMM
vyEp1bT4wgsWZNeciN5/Qi6D41iineP9iH5F+mnhpp8Zn3HWgYPTAUNG69UQ==

END PUBLIC KEY

Figure 6. SM2 public key generation.

BEGIN CERTIFICATE
MIICQDCCAiagAwIBAQIJAPgZhXQel6NWMAOGCCqBHMIVAYNIMIGaMQSWCQYDVQQG
EwJaRzERMA8GA1UECAWIUGhBTkdIQUkxEDAOBGNVBACMBOXITkdBTkcxFDASBGNV
BAOMCORIQU5MSURBWFVFMRIWEAYDVQQLDALTbWFydEdyaWQxGDAWBGNVBAMMDZpp
c3vhbmppeHV1eXvhb jELIMCAGCSqGSIb3DQEIARYTMTUYNZKYN jUZMTZAMTYZLMNY
bTAeFWOYMTAZMDEWODMwMzFaFwOyNjA1MDkwODMwMz FaMIGaMQswCQYDVQQGEwW]a
RZERMASGA1UECAWIUGhBTKkdIQUkxXEDAOBgNVBACMBOXITkdBTkcxFDASBgNVBAOM
CORIQUSMSURBWFVFMRIWEAYDVQQLDALTbWFydEdyaWQxGDAWBgNVBAMMD2ppc3Vh
bmppeHV1eXVhbjE1MCAGCSQGSIb3DQEIARYTMTUYNZKYNJUZMTZAMTYZLMNVDTBZ
MBMGByqGSM49AgEGCCqBHMIVAYItAOIABIX8T9vnbixVnPOCF5DRkdIYUT9IjL8h
KdWe+MKrFmTXnIjef0Iug+Iop3j/Yh+Rfpp4aafGZox8IGD+wFI+vbmjUzBRMBOG
A1UdDgQWBBRjzkatOn5UaemwT fb9q2f710680zAFBgNVHSMEGDAWGBR jzkatOn5U
aemwWTfb9q2f710680zAPBgNVHRMBATBEBTADAQH/MA0GCCgBHMIVAYNIABGAMEUC
IQDIzIpmd9kt5521DE/6rol@vvDrA+7Z22W0yPT7ymkr /vAIgPOLWRXPDV3YWB98Y
LOqB/EgmFfRNE34MN5kMyBLFKHA=

END CERTIFICATE

Figure 7. Digital certificate content (PEM) format.

Certificate:
DEL-H
Version: 3 (0x2)
Serial Number:
f8:19:85:74:1e:97:a3:56
Signature Algorithm: sm2sign-with-sm3
Issuer: € = ZG, ST = SHANGHAI, L = LINGANG, O = DIANLIDAXUE, OU = SmartGrid, CN =
jisuanjixueyuan, emailAddress = 15279265616@163.com
Validity
Not Before: Mar 1 ©8:30:31 2021 GMT
Not After : May 9 ©8:30:31 2026 GMT
Subject: C = ZG, ST = SHANGHAI, L = LINGANG, 0 = DIANLIDAXUE, OU = SmartGrid, CN
= jisuanjixueyuan, emailAddress = 15279265616{@163.com
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:9c:

€B:52:7¢
ASN1 OID: sm2p256vi
NIST CURVE: SM2
X589v3 extensions:
X509v3 Subject Key Identifier:
63:CE:46:AD:3A:7E:54:69:E9:BO:4D:F6:FD:AB:67:FB:8A:BE:BC:3B
X509v3 Authority Key Identifie
keyid:63:CE:46:AD:3A:7E:54:69:E9:B0:4D:F6:FD:AB:67:FB:BA:BE:BC:3B

X589v3 Basic Constraints: critical
CA:TRUE
Signature Algorithm: sm2sign-with-sm3
30:45:02:21:00:c8:cc:8a:66:77:d9:2d:e5:2d:a5:0c:4f:fa:

Figure 8. Digital certificate.

is successful, and the monitoring starts. Waiting for the communication request
with the client IP address of 127.0.0.1 and port number of 43,226 ceive the sent

data and then read the communicated data.
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[GMTLS_DEBUG] set sm2 signing certificate

[GMTLS_DEBUG] set sm2 signing private key

socket created

binded

henin listen

server: got connection from 127.0.0.1, port 43226, socket 4

MESSage S ver = U TLE L Send  SUCCess ™, o ta U sSenu 15 by tes™

Message received successfully:'U2FsdGVkX1+yk8CNQXFXELPz6vigTXOXRRAMX9Zia3ipTyYZz
ZxKniE6U0+i8bP37pTkFqBB2VFyE9IIxCekDtcoiD2kAak2BraczXQphc5hAqm8BEPWgZIgSTYCFUK/1
I12zOMVPMSTc+Q2v1IPTnz7H81HpkCFp2vWakovaMzedd /Dcdb fkmy jk5CoVMYMXUXPwvBCuUpI /H91mof
0jKBy1tCCLEYMUYRLMRSTmyOv1UE2owpAbWPAXxeNBou5M60Rx7gtectvoP6tubTXsBPPjR81sQIala/Q
mV4NWHQBTtbsOtKITXTRZ7j1VLO3IQcxjjUsj9sNhl/VRI3ynHMgpOksini/RWIBriNf4D,/DIb12V3o000
a/BhTRAOH9+oRITSDpIMwWlIcFEWZcOVojUjo /WvI7Tn7nuwYUyCuOxDuCz1EL/8oWpmpz2gB3PVTP3T9
pi@mHZgDsnAaHvBzAgr8sQoTyeY4ZojU3KsxQ1I/qdNp2+XyE6UQI4gMt /rQLyvnW5I/nPONLZ6Zz2E1k
ENNTQ::' , total 536 bytes

Figure 9. Server communication interface.

When the client is running, the communication interface is shown in Figure
10. During the information exchange process, the ECDHE-SM2-SM4-SM3 is
used for information protection, the ECDHE generates the key selection mate-
rials, SM2 completes the digital signature and encryption key, and SM4 is used
for the communication channel. The above data encryption process, SM3 is used
for data integrity verification, through the above-mentioned colaborative work,
it can complete the verification of the identity of the communicating parties, the
key generation and exchange during the session, and the verification of whether
the exchanged data is completely lost during the transmission process, thereby
Perfectly guarantee confidentiality and integrity. During the communication
process, the client first confirms the server-side certificate and prints out its in-
formation, and then starts the session communication. After completing the
two-way data exchange, it releases resources and ends the SSL communication
process.

Use wireshark software to capture data packets in the above-mentioned dual-
terminal analog communication process, and the packet capture results are shown
in Figure 11. The generated random number is 32 bytes in total. The 28 bytes
that are actually generated by the random number generator algorithm and the
random number of random numbers needed in the subsequent signing process
to enhance the key generation and the subsequent signing process are mixed by
adding the universal coordinated time as a parameter. It is through this method
of introducing timestamps that it can effectively resist collision attacks.

The entire communication interaction process is shown in Figure 12. First,
the client sends an inquiry, and then the server responds and performs the cor-
responding key exchange. After the server responds, the client starts to prepare
for key generation. After these communication sessions, the secure communica-
tion channel The establishment is successful, and then the communication data
between the two ends are protected by security.

The time-consuming results of using the SM2-SM4-SM3 hybrid cryptographic
system compared with other schemes are shown in Figure 13. It can be seen that
the scheme in this paper is less time-consuming than the previous two, and the
respective algorithms themselves are more secure, which proves the scheme Feasi-

ble and suitable for further related research. Since the transmission of power
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-----Session establishment process
socket created
address created

carvar ~nnnactad

“onnected with ECDHE-SM2-WITH-SMS4-GCM-SM3 encryption

---Digital certiticate information:---

Certificate content: /C=CH/ST=shanghai/L=pudongxinqu/O=suep/OU=smartgrid/CN=Jjisu
anjixueyaun/emailAddress=15279265616@163.com

Issuer: /C=CH/ST=shanghai/L=pudongxinqu/0=suep/0OU=smartgrid/CN=jisuanjixueyaun/e
mailAddress=15279265616@163.com

---Start session communication transmission---

The client successfully received the server message:'server->client' ,h total 14 b
ytes

Ine client sends a message' UZFSdGVKX1+YKBUNQXTXELPZOV1g | XBXRROMX9Z]a3]plyYZZLXKN
LE6U0+18bP37p7kFqBB2VFYE9IIxCekDtcoiD2kAaK2Br8CzXQphc5hAqm8BEPWgZIgSTYCFUK /11220
MVPMSfc+Q2v1IPTnz 7HB1HpkCFp2vW4kovaMzedd /Dedb fkmy jk5CoVMYmXUxPwv8CupI /H91moTOJK8
y1tCCLEYMUYRLMRs TmyOv LUE2owpAbWPAxeN8ou5M60Rx7gtectvOP6tubTXsBPPjR81sQIala/QmV4N
WHQBtbs@tKITXTRZ7j1VLO3IQcxjjUsj9sNhl/VRI3ynHMgpOksini/RWIBriNf4D/DIb12V30080a/Bh
TRAOHS+oRITSDpIMWLICFEWZCOVojU B, /WvI7Tn7nuwYUyCuOxDuCz1Ei/8oWpmpz2gB3PVTP3T9piom
1ZgDsnAaHv8zAgr8sQoTy0Y4ZojU3KsxQ1I /qdNp2+XyE6UQI4gMt/rQLyvnW5I /nPONLZ6Z2ELKVNWT
J=="send successed

. total send 536 hvtes !

Figure 10. Client communication interface.

Cerigear s mea

~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 187
version: TLS 1.2 (0x0303)
Session ID Length: @
Cipher Suites Length: 72
» Cipher Suites (36 suites)

0040 17 77 16 63 01 60 bf 01 00 00 bb 03 03 EREELFALE]

(LMY 5 45 3b 71 6e 01 94 27 8a 94 28 Bc 70 a3 a8 a2

LIl 4 51 43 bc e7 7e e5 8e 8d 46 al ce 3dELERCIN:Y:]
cO 2c c® 30 00 9f cc a9 cc a8 cc aa cO 2b co 2f
00 9e el 07 cO 24 cO 28 00 6b cO 23 cO 27 00 67
el 82 cB Ga cO® 14 00 39 cB 09 cb 13 00 33 00 9d
00 9c 00 3d 00 3c B0 35 eB® 17 ed 15 ed 13 e0 11
00 2f eB® la e® 19 0O ff 01 00 00 4a 00 Ob 00 04
03 00 01 02 00 Ba 0O Oc 00 OGa 00 le 00 1d 00 17
00 19 00 18 00 23 0O 6O 00 Od 00 22 0O 20 06 01
06 02 06 03 05 @1 B5 @2 05 03 04 01 04 02 04 83
03 01 83 02 03 B3 02 @1 02 02 02 B3 07 07 00 16  « v ver v
00 @0 @@ 17 @@ @O e

(O 7 Random values used for deriving keys (ssl.handshake.random), 32 bytes

Figure 11. Random number for security guarantee.

4 SSL_datapackage.pcapng

Fle Edt View Go Capture Analjze Statistcs Telephony Wireless Tools Help

AN o mERE ResEFIGTACAE

[avply a disglay fier . <ctr> ] Exoressiar

\o. Time Source Dastination Protocol Length Info
72021-03-10 18:50:39.517135273 127.0.1.1 127.6.06.1 DNS 94 standard guery response 0xb7db No such name A videosearch.ubu.
82021-03-10 18:50:41,526841624 127.0.1.1 127.6.0.1  DNS 169 Standard query response 0xcBc8 No such name AAAA videosearch..
( 92021-03-10 18:51:09,291222039 127.6.0.1 127.0.6.1 TCP 74 49070 - 7838 [SYN] Seq=@ Win=43699 Len=0 MSS=65495 SACK PERM-=.

10 2021-03-10 18:51:09,291228873 127.0.0.1 127.0.0.1 TCP 747838 - 49070 [SYN, ACK] Seq=0 Ack=1 Win=43690 Len=0 MSS=65495.
112021-03-10 18:51:09,291234923 127.0.0.1 127.0.0. Tcp 56 49070 ~+ 7838 [ACK] Seq=1 Ack=1 Win=43776 Len=0 TSval=215€1815.
12 2021-03-10 1 .2 209 Client Hello
.291403503 127.0.0.1 ¢ 56 7838 -+ 49070 [ACK] Seq=1 Ack=197 Win=44800 Len=0 TSval=215018.
09.291642166 127.0.0.1 127.0.0.1 TLSv1.2 957 Server Hello, Certificate, Server Key Exchange, Server Hello
15 2021-03-16 .291644539 127.6.0.1 127.0.6.1 TCP 56 49070 - 7838 [ACK] Seq=197 Ack=892 Win=45568 Len=@ TSval=2150.
16 2021-03-10 18:51:09.292670836 127.0.0.1 127.0.0.1 TLSv1.2 192 Client Key Exchange, Change Cipher Spec, Encrypted Handshake
17 2021-03-10 18:51:09,292266146 127.0.0.1 127.0.8.1 TLSv1.2 292 New Session Ticket, Change Cipher Spec, Encrypted Handshake M.
‘ 18 2021-03-10 18:51:09,330424399 127.0.0.1 127.0.0.1 TCP 66 49070 - 7838 [ACK] Sen=323 Ack=1118 Win=47360 Len=0 TSval=215.

14 2021-03-10 18:

Figure 12. Communication security interaction process.

information data requires high real-time performance, comparing the protection
scheme designed in this paper with the traditional scheme can improve the
transmission delay to a certain extent. At the same time, it can provide multiple

security protections such as authentication to judge whether the two parties are

DOI: 10.4236/jcc.2022.101003

54 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2022.101003

Y. H.Shaoetal.

Time-consuming performance of different mixed
cryptosystem protection (ms)
7000

5796

6000

5000

4000 3539

3000

2576
2257

2000 1418

1000 l 800
, | ]

Client(ms) Server(ms) Total time consuming(ms)

1439

1158
639

Time-consuming communication (ms)

m ECDSA-AES256-SHA384 W RSA-AES256-SHA384 m SM2-SM4-SM3

Figure 13. Different protection system solutions are time-consuming.

authentic, to ensure the confidentiality of communication data, whether the in-
tegrity of the exchanged information is lost, and the non-repudiation of the
sender itself, which is more practical and valuable than a single encryption pro-

tection. It’s safe and reliable.

5. Conclusion

This article mainly introduces the experimental process of the secure communi-
cation protocol, and uses the national secret algorithm to carry out the two-way
communication process of the protocol, from which it can be seen that the data
sent from the client to the server can be safely transmitted, ensuring the confi-
dentiality of the data during the transmission process. The experiment shows
that the protocol is safe and effective. The secure communication protocol pro-
posed in this paper is a comprehensive utilization of multiple algorithms. Each
type of algorithm application has its specific application occasions. The use of a
certain technique alone cannot ensure the absolute security of the current appli-
cation. In addition, the algorithm itself is mathematically safe. It does not mean
that the physical equipment that actually uses the algorithm is safe. Therefore, in
the next research work, we should strengthen the attack experiment on the physi-
cal equipment that actually uses the cryptographic algorithm to improve perfor-

mance, so as to find a more secure program.
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