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Abstract

The growing convergence of Information Technology (IT) and Operational
Technology (OT) has introduced complex cybersecurity, governance, and com-
pliance challenges for organizations, particularly within the Kingdom of Saudi
Arabia (KSA). This study addresses these challenges by proposing an Integrated
IT-OT Governance, Risk, and Compliance (I-GRC) Framework that unifies
cybersecurity management across both domains. Using a descriptive analyti-
cal approach, this research reviewed scholarly literature published between
2020 and 2025 from leading databases, including JSTOR, Taylor & Francis
Online, Emerald Insight, ScienceDirect, IEEE Xplore, and SpringerLink. It
also examined key international standards—ISO/IEC 27001, ISA/IEC 62443,
and NIST SP 800-82—to identify common control objectives, risk models, and
compliance practices relevant to IT-OT integration. The findings and synthe-
sis of twelve recent peer-reviewed studies led to the development of the I-GRC
Framework, built around four core determinants: Governance Integration,
Risk Management Alignment, Compliance Harmonization, and Performance
Measurement. These determinants collectively ensure consistent leadership,
unified risk assessment, streamlined compliance across IT and OT domains,
and continuous evaluation through measurable cybersecurity indicators.
Aligned with the National Cybersecurity Authority (NCA) guidelines and Vi-
sion 2030 objectives, the proposed I-GRC Framework enhances Saudi Arabia’s
national cybersecurity posture by promoting regulatory readiness, operational
resilience, and data-driven governance. The study contributes a practical and
measurable model for organizations seeking to bridge IT and OT systems, im-
prove compliance maturity, and achieve sustainable cybersecurity integration
within critical infrastructure sectors.
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1. Introduction

In today’s hyperconnected industrial landscape, the convergence of Information
Technology (IT) and Operational Technology (OT) has become a strategic neces-
sity for organizations aiming to achieve comprehensive cybersecurity resilience.
The growing number of IT systems, which process data and business processes,
interconnecting with the OT environments, which control industrial control sys-
tems (ICS), has increased the cybersecurity threat area significantly. The report by
IBM on the Cost of a Data Breach 2024 reported that the average cost of a data
breach was USD 4.88 million in 2024, an increment of 10 per cent over 2023 [1].
Effects of cyberattacks in critical sectors like energy and manufacturing are even
more far-reaching since they do not only pose a threat to financial stability but
also operational sustainability and the safety of people. Therefore, it is necessary
to create a consistent Governance, Risk and Compliance (GRC) framework which
will incorporate both IT and OT cybersecurity needs, especially in the jurisdic-
tions where rapid digital and industrial transformation is occurring, such as the
Kingdom of Saudi Arabia (KSA).

1.1. Background

The Kingdom of Saudi Arabia has been at the forefront of digital transformation
through its Vision 2030 initiative, which emphasizes industrial automation, smart
manufacturing, and critical infrastructure modernization. This increased digitiza-
tion has, however, increased the threat of cyber-attacks not only on IT but also on
OT systems. The National Cybersecurity Authority (NCA) said that cyber-attacks
on vital sectors increased by 56 percent from 2022 to 2024 [2]. Besides, as per
Kaspersky (2024), Saudi Arabia has 7.8% of all industrial control systems (ICS)
cyber incidents that are reported in the Middle East, which is highly vulnerable in
the field of transformation into Industry 4.0 [3].

The integration of IT and OT space requires a common approach to governance
and compliance in the field of cybersecurity. Conventional IT models, including
the ISO/IEC 27001, tend to be a solid ground in dealing with security risks, yet
they frequently lack the details regarding industrial systems of automation. On
the other hand, other OT frameworks like the ISA/IEC 62443 are typically focused
on operational safety, asset integrity, and control network segmentation but have
few opportunities to cover enterprise-wide risk governance. A combination of IT
and OT GRC helps organizations to streamline the technical controls, promote
regulatory compliance, and streamline their incident response strategies.

The regulatory alignment in KSA is initiated by different international and na-
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tional standards, such as ISO/IEC 27001, ISA/IEC 62443, and NIST SP 800-82,
which collectively cover the entire scope of IT governance as well as the opera-
tional security of OTs. The NIS2 Directive of the European Union, as well as the
NERC CIP standards of North America, can also be seen as an example of the
international movement towards the more harmonized regulatory framework,
which requires organizations to implement integrated Compliance Frameworks.
Sector-specific controls based on these international standards have been pro-
posed by the Saudi NCA and facilitating interoperability and resilience in the na-
tional critical infrastructure systems [4].

Despite these advancements, many organizations still face challenges in map-
ping overlapping controls, ensuring cross-domain visibility, and aligning cyber-
security metrics between I'T and OT ecosystems. This research therefore proposes
a single, implementable IT-OT-GRC framework, tailored to the Saudi context, to
harmonize governance structures, standardize risk assessment methodologies,
and enable a coherent approach to cybersecurity management across industrial
and enterprise domains. Through detailed mapping of standards, gap analysis,
and real-world sectoral case studies, this paper aims to provide both strategic and
operational insights for practitioners and policymakers seeking to strengthen cy-

bersecurity convergence in the Kingdom’s evolving digital economy.

1.2. Problem Statement

Organizations in critical sectors such as energy, manufacturing, and utilities in-
creasingly operate converged IT and OT systems, yet their Governance, Risk, and
Compliance (GRC) functions remain largely siloed. This lack of unified GRC
oversight creates a core practical problem: disjointed governance structures, in-
consistent risk assessment methods, and fragmented compliance processes, which
lead to duplicated controls, unclear accountability, and delayed or ineffective in-
cident response across IT-OT environments. These issues ultimately heighten the
likelihood and impact of cyber incidents on safety-critical industrial processes [5].

Despite the literature records of technical and organizational motivations be-
hind IT/OT integration, an ongoing void of implemented, evidence-based frame-
works, which 1) aligns control goals between ISO/IEC 27001 and ISA/IEC 62443,
2) translates OT oriented metrics of safety to enterprise GRC dashboards, and 3)
offers validated and implementable mapping templates and methods to measure-
ment, exists [6]; mapping studies on IEC 62443. Some prevailing reviews and
guidelines on standards describe how to align and not go beyond that, without
providing reproducible, sector-specific GRC artefacts and validated processes of
gap analysis that can be used by practitioners within national regulatory frame-
works like the Kingdom of Saudi Arabia.

This paper thus seeks to fulfill the practical value of a unified application exe-
cutable IT-OT-GRC framework such as 1) integrating standards and scholarly
data into harmonized control goals, 2) generating mapping templates and metrics,

and 3) testing them on sectoral case studies - bridging the gap between the high-
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level standards and the application.

1.3. Research Objectives

To develop a unified IT-OT Governance, Risk, and Compliance (GRC) frame-
work that harmonizes international standards such as ISO/IEC 27001, ISA/IEC
62443, and NIST SP 800-82, addressing both enterprise-level and industrial cy-
bersecurity requirements in the context of Saudi Arabia’s critical infrastructure

sectors.

1.4. Significance of Research

The research is important as it will fill a serious gap between enterprise IT gov-
ernance and industrial OT cybersecurity in the rapidly developing digital land-
scape of Saudi Arabia. With the implementation of Industry 4.0 in organizations,
the risk of cross-domain cyber-attacks increases, and this is why a single Govern-
ance, Risk and Compliance (GRC) framework is necessary. The paper is both ac-
ademically and practically pertinent since it incorporates internationally agreed
standards, such as ISO/IEC 27001, ISA/IEC 62443 and NIST SP 800-82, in a scal-
able and context-specific model applicable to the Saudi Arabian critical infrastruc-
ture industries.

Academically, this study contributes to the research on IT-OT convergence
through hypotheses of measurable indicators to evaluate IT cybersecurity ma-
turity and risk alignment and harmonization of control. In practice, it provides
policymakers, regulators, and cybersecurity leaders with a systematic approach of
assessment and reinforcement of compliance and resilience in national infrastruc-
ture. Using descriptive data analysis, the study also offers empirical support of
effectiveness of the framework, facilitates the use of data in decision-making and
benchmarking of organizations. Finally, the study is in line with the objectives of
the Saudi Arabia Vision 2030 concerning the development of cybersecurity capa-
bilities at the national level, the continuity of operations, and the development of
technology, hence, supporting the national security and sustainable growth of the

economy.

2. Literature Review

This chapter provides a comprehensive review of existing academic and profes-
sional literature related to the convergence of Information Technology (IT) and
Operational Technology (OT) within Governance, Risk, and Compliance (GRC)
frameworks, with a specific focus on cybersecurity integration in critical infra-
structure sectors. This review aims to investigate the theoretical backgrounds,
practice, and empirical evidence that can be used to develop a standardized ap-
proach to IT-OT-GRC that can be effective in the Kingdom of Saudi Arabia
(KSA). Literature review will be based on peer-reviewed scholarly databases like
JSTOR, Taylor and Francis online, Emerald Insight, ScienceDirect, IEEE Xplore

and SpringerLink in order to achieve academic rigor and relevance. Conceptual
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and empirical literature is reviewed to learn about the development of standards
like ISO/IEC 27001, ISA/IEC 62443 and NIST SP 800-82, and their overlaps as a
part of integrated governance models. The following sections will synthesize the
literature thematically, highlighting the current state of IT-OT convergence, iden-
tifying challenges in harmonizing cybersecurity controls, and outlining the re-

search gaps that justify the need for this study’s proposed framework.

2.1. Cybersecurity Governance

Cybersecurity governance has developed into a specific area of convergence be-
tween corporate governance and risk management and technical cyber defense.
The initial governance practices focused on board accountability and technical
risk translation into strategic decision-making [7]. The convergence between the
IT and OT domain has seen the governance field grow to consider organizational
structures, metrics and learning mechanism that moulds cyber resilience across
the socio-technical systems.

Recent empirical research is concerned with the impact of governance struc-
ture, board participation, and accountability design on an organization to deal
with cyber risk. Research by Gale er al (2022) in the framework of corporate
boards and senior management applied semi-structured interviews and mixed-
method analysis to identify the drivers and barriers to board engagement; the
findings show that inadequate cyber literacy, inappropriate measurement of re-
porting, and unclear accountability hinder effective oversight [8]. In the same
vein, Cortez and Dekker (2022) explored the practices of semi-structured inter-
views with C-suite practitioners in the financial sector to study cybersecurity dis-
closure practices within the sector, the authors note that agency problems and
information asymmetries are the main obstacles to transparent governance and
meaningful disclosure [7].

Field research focuses on various governance levers. Slapnicar et al (2023) con-
ducted a detailed field research on accountability configurations, i.e. operational-
izing Five Lines of Accountability; they used qualitative case analysis to demon-
strate that separate role separation (with an involved board) is associated with a
more consistent cyber processes, but they also discovered that organizations tend
to blur lines in order to be more efficient at the cost of clarity of oversight [9].
Conversely, Patterson et al. (2024) applied qualitative interviews (n = 34 individ-
uals working in the field of security) to study organizational learning following
cyber incidents; the authors conducted the study based on the idea that, despite
the presence of governance structures, organizational learning and resiliency are
restricted by cultural barriers and superficial post-incident reviews [10].

Sector- and domain-focused surveys add further nuance. In a survey of the en-
ergy/ICS domain, Boeding et al (2022) synthesized standards and countermeas-
ures and revealed that OT, in line with IT-centric confidentiality-based models,
makes trade-offs in governance, as described by its priorities (availability and

safety). Their analysis and synthesis (on the basis of literature and standards map-
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ping) are that governance models need to be tailored to operational limits related
to the domain and that generalized governance results in inappropriate controls
[11].

These studies all lead to converging around three themes: 1) There must be
board and executive engagement, which is typically hindered by insufficient met-
rics and cyber literacy [7] [8]; 2) explicit accountability frameworks (e.g., Five
Lines) are the way to enhance governance clarity, but the problem is that such
models are not generally or neatly adopted [9]; and 3) domain-specific tensions
(IT vs O Empirically, it still requires quantifiable, implementable artefacts of gov-
ernance the standardized metrics, cross-domain mappings, and tested and post-
incident learning processes that can be operationalized and evaluated across sec-
tors. This gap is the reason why the current study is specifically interested in an
operation IT-OT-GRC framework that is not only measurable by descriptive anal-

ysis but is also responsive to the specifics of the domain.

2.2. Governance, Risk Management and Compliance

Governance, Risk Management and Compliance (GRC) has evolved from an in-
dependent corporate initiative to a combined discipline to help synchronize the
strategy, controls and regulatory demands of organizations. Initial conceptual lit-
erature conceptualized GRC as an organization-wide competency that aligns goals
and risk tolerance and risk management requirements by claiming that the siloed
methods create inefficiency and blind spots [12]. In the past ten years, the focus
of research has moved towards relevant models, maturity measurement, and em-
pirical validation of combination GRC models, particularly in situations where
risk is increased by digitalization and regulatory complexity.

One of the earliest studies by Racz ef al (2010) created a frame of reference of
integrated GRC through a synthesis of literature and a survey of practitioners;
their article suggested conceptual building blocks (governance, risk processes,
compliance mapping, and supporting information architecture) and the im-
portance of data-based reference models in operationalizing GRC at the business
and IT levels [12]. On top of that background, empirical studies have delved into
the issue of using maturity models and standards-based controls to aid in meas-
urement and alignment. As an example, Schmitz et al (2021) examined the prac-
titioners maturity-level capacity to assess information-security controls: on the
basis of the empirical case assessments with security experts, they revealed that
although maturity models are common, the quality of the estimates made by prac-
titioners significantly varies, and the quality of the assessment depends on the
clear operational criteria and expertise of assessors [13].

Recent studies on the comparative framework provide complementary studies.
Comparing the most popular cybersecurity/ GRC frameworks (e.g., COBIT, ISO/IEC
27001, NIST variants, and more recent standards) through content-analytic and
expert-validated methods, McIntosh et al (2024) show that each framework fo-

cuses on different areas, and the integration of multiple frameworks would help
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organizations to cover the areas of governance, risk, and compliance in an in-
clusive manner. Their qualitative study suggested the practical mapping layers
and expert in the loop validation on the framework adaptation to the new tech-
nologies [14]. Conversely, the enterprise-governance effort by De Haes and Van
Grembergen (2015) focuses more on the mechanisms of institutional design and
alignment (board roles, IT decision rights, performance metrics) and holds that
the effectiveness of the GRC integration also relies not on technical control map-
pings alone, but equally on governance arrangements and accountability lines
[15].

All these studies come together on three factual points: 1) conceptual models of
integrated GRC are developed and useful in organizing research and practice [12];
2) maturity models and control assessments are useful but generate inconsistent
results unless the operational definitions and assessment training is standardized
[13]; and 3) comparative framework studies and governance scholarship show
that in order to succeed in making integrated GRC work, the alignment of gov-
ernance structures, methodological approaches of control, and mapping of frame-
works has to Nevertheless, there is still a perceived practical gap: little of the liter-
ature generates validated, sector-specific, implementable mapping artefacts (con-
trol-overlap ratios, standardized maturity questionnaires, or descriptive baselines)
that can be used and measured by practitioners through descriptive analysis of
data. The paper fulfills that void by suggesting a working IT-OT-GRC framework
with indicators that can be measured and testing its implementation and success

in critical sectors of KSA.

2.3.IT-OT Environment

IT-OT environment defines the interface between enterprise Information Tech-
nology (IT) which is about data, applications and business processes and Opera-
tional Technology (OT) which is about control systems, field devices and real time
industrial processes. With the spreading use of Industry 4.0 and IIoT (Industrial
Internet of Things) platforms, formerly air-gapped OT systems are becoming net-
worked with IT and result in new efficiencies, yet ako cyber-physical vulnerabili-
ties [16]. The IT-OT interactions area of research has been researched on archi-
tecture, interoperability, risk, and organizational change, with scholars pointing
out that technical integration is to be accompanied by governance and process
adjustment.

An IToT analysis framework study by Boyes et al (2018) is designed to describe
devices, layers, and threats in the industrial architectures. To map components of
IToT and uncover security and interoperability vulnerabilities, authors performed
a comprehensive literature review and architectural analysis and found that IIoT
raises the attack surface especially at protocol and gateway layers and that the tax-
onomy-based analysis can help to select a targeted control [17]. Humayed et al
(2017) conducted a survey of the state of cyber-physical systems (CPS) security in
representative fields (smart grid, medical CPS, smart vehicles) to systematize
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threats, vulnerabilities, attacks and defenses; their synthesis emphasizes that the
heterogeneity and real-time safety demands of OT make the application of IT se-
curity practices more difficult [16].

Empirical research of IT-OT convergence provides organizational and adop-
tion in perspectives. Ehie and Chilton (2020) performed an empirical study of man-
ufacturing organizations by conducting a survey and regression analysis to test a two-
stage model of the relationship between IT-OT convergence to the adoption of IoT.
According to their survey, the alignment between IT and OT (similar goals, govern-
ance) in an organization is a significant predictor of successful IoT adoption, alt-
hough technological legacy and skills gap moderate this association [18]. Con-
versely, Yaacoub et al (2020) offer a wide overview of CPS security restrictions
and future developments, conducting a systematic literature review study, and
point out that a significant part of mitigation strategies are still at the stage of
proof-of-concept and have not been proven in actual OT environments; they state
that real, domain-sensitive defenses and testbeds are still required to close the re-
search-to-practice gap [19].

3. Materials and Methods

The research design is descriptive in the study in order to establish a single Gov-
ernance, Risk, and Compliance (GRC) framework of IT-OT convergence in the
context of the Kingdom of Saudi Arabia (KSA). The study solely uses secondary
data sources, including mostly peer-reviewed academic reports and official re-
ports, and international standards on cybersecurity. The reason why the descrip-
tive approach is selected is that it is possible to conduct systematic observation,
classification, and synthesis of available empirical data to discover patterns, gaps,
and best practices applicable to IT-OT governance integration.

The source material to use in this research was gathered in this study through
reputable academic databases namely, JSTOR, Taylor and Francis Online, Emer-
ald Insight, ScienceDirect, IEEE Xplore and springer link. These databases were
chosen because they have a wide range of peer review journals and conference
papers in areas of information security, industrial automation and governance re-
search. To guarantee the currency and relevance of the findings, literature search
was limited to the studies published after 2020 and till 2025. The keywords in-
cluded IT-OT convergence, cybersecurity governance, GRC frameworks, risk
management, and industrial control systems security in different combinations to
get the relevant studies.

The pre-screening on titles and abstracts was conducted on about 30 peer-re-
viewed studies. The inclusion criteria stipulated that any study 1) was dealing with
at least one of the dimensions of governance, risk, or compliance in IT-OT envi-
ronments, 2) provided empirical figures or theoretical perspectives, and 3) pro-
vided information that was relevant to any critical infrastructures like energy,
manufacturing, or utilities. Using these criteria, 12 studies were chosen to be an-

alyzed in their full text.
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A descriptive analytical approach is the most appropriate method for this study
because the primary objective is to develop a conceptual and integrative GRC
framework for IT-OT convergence, which requires synthesizing diverse theoreti-
cal models, international standards, and empirical findings rather than collecting
new field data. Existing frameworks such as ISO/IEC 27001, ISA/IEC 62443, and
NIST SP 800-82 are already well-established, and understanding how they can be
harmonized demands comparative analysis, cross-mapping, and thematic synthe-
sis, rather than survey-based or case-based empirical work. Additionally, because
IT-OT convergence in Saudi Arabia is still emerging, organizations often restrict
disclosure of operational and security data, making surveys or early case studies
less feasible and vulnerable to incomplete or biased responses. A literature-driven
descriptive approach, therefore, provides a broader and more reliable evidence
base, allowing the study to integrate international best practices, highlight gaps,
and develop a theoretically grounded I-GRC framework that can later be empiri-
cally validated. This method ensures conceptual rigor and positions the research
for future quantitative or case-based testing once the proposed framework is es-
tablished.

A thematic synthesis method was used in the analysis, in which all the results
of each study were grouped as either governance integration, risk management
alignment, compliance harmonization, or performance measurement. Summative
analysis was subsequently used to generalize recurring concepts, structures, pro-
cesses and measures. It was found that there are trends in the implementation and
harmonization of existing standards, like ISO/IEC 27001, ISA/IEC 62443 and NIST
SP 800-82 across IT and OT systems.

Through these insights synthesized, the study came up with the Integrated IT-
OT Governance, Risk, and Compliance (I-GRC) Framework, which is specific to
the cybersecurity and industrial context of Saudi Arabia. The framework focuses
on quantifiable measures like level of compliance maturity, rate of reduction of
incidents and ratio of control overlap.

The proposed methodological approach allows guaranteeing that the model
suggested is evidence-based, analytically grounded, and contextually oriented to-
wards the objectives of the Vision 2030 of the Saudi Arabian context. It fills the
knowledge gap between theoretical concepts and the actual application and offers
a solid base to the policymakers and practitioners to enhance IT-OT cybersecurity

governance in the critical infrastructure.

4. Results and Discussion

This chapter summarizes and discusses the results of the descriptive analysis of
the peer-reviewed articles on IT -OT convergence and Governance, Risk, and
Compliance (GRC) integration. The findings present major patterns, frameworks,
and best practices that are determined considering the recent literature published
in 2020-25. Patterns were observed in the implementation and harmonization of
the existing standards like ISO/IEC 27001, ISA/IEC 62443 and NIST SP 800-82
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between IT and OT systems. The discussion also relates the findings to the cyber-
security and regulatory environment of Saudi Arabia, showing that it has been
used to shape and confirm the design of the proposed Integrated IT -OT GRC
Framework (I-GRC). Using descriptive analysis and review analysis of standards

a framework is suggested.

4.1. Thematic Synthesis

Table 1 below is the meta-analysis:

Table 1. Meta analysis.

Key themes (Governance Integration;
# Title (Author, Year) Aim of research Relation with standards Risk Mgmt Alignment; Compliance
Harmonization; Performance Measurement)

. Governance: calls for cross-domain
Compares CPS security

Cyber-physical systems Systematic survey H inst governance; Risk: heterogeneity complicates
ractices agains
security: Limitations, of CPS/110T threats, P & risk models; Compliance: gaps between
. . standards such as NIST .
issues and future trends vulnerabilities and . IT standards and OT requirements;
guidance and IEC/ISA .
[19] defenses. Performance: lack of validated
62443, ,
OT metrics.
Governance: recommends mapping ISMS
to OT program; Risk: taxonomy for IIoT
Industrial IoT, Cyber Map IIoT threat Explicit mapping of . prog . Y .
risks; Compliance: roadmap to harmonize
2 Threats, and Standards landscape and evaluate ISO/IEC 27001, IEC )
multiple standards; Performance: proposes
Landscape [20] standards coverage. 62443 and others.

measurable roadmaps (patching, inventory
rates).

Governance: supports decision automation
IIoT-ARAS: IIoT/ICS ~ Design and evaluation = Implements OCTAVE  and operator dashboards; Risk: automated

3 automated risk of an automated Allegro/references scoring of IT/OT exposures; Compliance:
assessment system risk-assessment tool ISO/IEC 27030 (draft) enables mapping outputs to standards;
[21] for IIoT/ICS. for assessment logic. Performance: predictive risk KPIs and
detection metrics.
Governance: sectoral governance
Survey of cybersecurit constraints and operator responsibilities;
Y Y ¥ Review governance and  Discusses NERC CIP, . . . p . P L
governance, threats, Risk: critical-infrastructure risk prioritization;
4 countermeasures for IEC 62443, NIST . .
and countermeasures . . Compliance: sectoral standard compliance
. power-grid ICS/OT. CSF/SP mappings. . .
for the power grid [11] needs; Performance: operational metrics
(detection, patching).
Governance: highlights weak cyber literacy at
G . Explore board Relates board reporting  board level (need for integrated reporting);
overnin:
. 8 engagement and to ISO/IEC 27001 Risk: inconsistent reporting metrics hamper
5 cybersecurity from . . . . . S . .
oversight practices reporting requirements integrated risk view; Compliance: disclosure
the boardroom [8] . .
in cybersecurity. and CS frameworks. gaps; Performance: argues for board KPIs

and dashboards.
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Continued

Maturity level
assessments of
information security
controls [13]

A pathway model to five

lines of accountability
in cybersecurity
governance [9]

Security of IT/OT
Convergence: Design
& Implementation
Challenges [21]

Industry 4.0 data

9  security: A cybersecurity

frameworks review [6]

From COBIT to ISO
42001: Evaluating
cybersecurity
frameworks [14]

“I don’t think we’re there

1 yet”: Organisational
learning from cyber

incidents [10]

Winning the battle
with cyber risk
identification tools
in ICS [22]

Empirical analysis of
practitioners’ ability to
assess control maturity.

Field study on

accountability

configurations
(Five Lines model).

Identify
design/implementation
issues and propose
assessment tooling for
IT/OT convergence.

Review applicability
of GRC frameworks
to Industry 4.0
data/security needs.

Comparative evaluation
of major GRC
frameworks for
emerging tech
readiness.

Qualitative study of
post-incident learning
practices.

Empirical evaluation of
cyber-risk identification
tools for ICS.

Uses maturity models

commonly linked to
ISO/IEC 27001
assessments.

Focuses on governance

models (fits with
audit/assurance

frameworks).

References ISO/IEC
27030 (draft) and
OCTAVE Allegro,
maps to IEC/NIST

concepts.

Compares ISO27001,
IEC62443, NIST
CSF and other
frameworks.

Directly compares

COBIT, ISO/IEC 27001,

NIST, ISO 42001,
showing mapping

opportunities.

Links incident metrics

to organisational and

regulatory reporting

frameworks.

Benchmarks tools
against IEC 62443

technical/engineering

controls.

Governance: need for trained assessors
and governance of assessment process; Risk:
assessor variability undermines risk baselines;
Compliance: measurement ambiguity;
Performance: validates maturity scoring but
warns about inter-rater reliability.

Governance: clear role separation improves
oversight; Risk: clarified responsibilities
lead to better risk ownership; Compliance:
streamlined audit trails; Performance:
accountability metrics improve
remediation speed.

Governance: integration challenges between
IT and OT teams; Risk: tool-based
assessments for converged threats;

Compliance: bridging audit evidence across

domains; Performance: tool accuracy and
automated metrics.

Governance: need for governance layers
that include OT stakeholders; Risk:
highlights gaps for IIoT data flows;

Compliance: recommends hybrid
mappings; Performance: calls for
domain-specific KPIs.

Governance: recommends combining
frameworks for board/management and
operational needs; Risk: frameworks differ
in coverage of new tech risks; Compliance:
harmonisation required; Performance:
proposes maturity/readiness indicators.

Governance: culture and learning critical
to governance integration; Risk: repeated
failure modes due to poor learning loops;
Compliance: incident reporting quality affects
compliance posture; Performance: emphasis
on incident-to-learning KPIs (time-to-learn,
corrective actions closed).

Governance: tool selection is a governance
decision; Risk: tool capabilities vary by
OT constraints; Compliance: tools help

evidence control implementation;
Performance: measures tool accuracy,
coverage and false-positive rates.
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The thematic synthesis reveals several cross-cutting themes that directly sup-
port the four determinants of the proposed I-GRC Framework. Across the re-
viewed studies, governance integration emerges as a recurring challenge, with au-
thors highlighting fragmented responsibility, limited board-level visibility, and in-
consistent coordination between IT and OT teams. Similarly, risk management
alignment is emphasized as essential, as many studies show that traditional IT-
centric risk models fail to capture OT-specific constraints such as safety, availa-
bility, and real-time operation. The literature also underscores the importance of
compliance harmonization, noting that existing standards—ISO/IEC 27001,
ISA/IEC 62443, and NIST SP 800-82—are often applied in isolation, resulting in
duplicated audits and misaligned control implementation. Finally, the reviewed
research consistently stresses the need for performance measurement, particularly
the use of maturity assessments, incident-based learning, and operational KPIs to
evaluate cybersecurity effectiveness. Together, these themes confirm that a uni-
fied, measurable, and standards-aligned approach—such as the proposed I-GRC
Framework—is needed to effectively manage IT-OT convergence in Saudi Ara-

bia’s critical sectors.

4.2. Analysis of ISO/IEC 27001

The ISO/IEC 27001 is the internationally accepted standard in determining, exe-
cuting, upholding and constantly enhancing an Information Security Manage-
ment System (ISMS). It offers a methodical way of dealing with the risk of infor-
mation security by means of governance, risk evaluation, risk control and perfor-
mance analysis. Although ISO/IEC 27001 has been extensively used in Infor-
mation Technology environments, integrating it into Operational Technology
(OT) systems is still difficult because the priorities of these two sets of technologies
are different: IT is more concerned with confidentiality and integrity, whereas OT
involves the consideration of availability and safety. Nevertheless, in the proposed
Integrated IT-OT Governance, Risk, and Compliance (I-GRC) Framework, the
ISO/IEC 27001 may be utilized as the governance foundation that will bring the
two areas together under the umbrella security approach.

Regarding the integration of governance, ISO/IEC 27001 provides leadership
responsibility, policy creation, and continuous improvement systems that may be
applied to OT governance systems. Incorporating OT representation into the
ISMS governance committee, organizations can make sure that both industrial
control system (ICS) risks and corporate IT risks can be discussed, and the values
of this approach are holistic decision-making.

To align risk management, the risk assessment process suggested in ISO/IEC
27001 (Clauses 6.1 and 8) can be adjusted to the characteristics of OT to cover
OT-specific vulnerabilities, including device firmware and control system relia-
bility. This, when coupled with ISA/IEC 62443 risk models, provides a way to con-
sistently identify, assess and mitigate risks in both the IT and OT ecosystem.

With the compliance harmonization, the control goals of ISO/IEC 27001, espe-
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cially the control objectives of Annex A, can be cross mapped with the require-
ments of IECs 62443-2-1 and NIST SP 800-82. This mapping will decrease the
redundancy and make sure that compliance work towards the IT and OT will be

unified into one audit and reporting framework (Figure 1).

Integrated IT-OT GR
Framework
|
Governance Risk Compliance Performance
Integration Management Harmonization =~ Measurement
Alignment
» Leadership « Unified risk  Cross-mapping  * Monitoring of
accountability assessment of ITand OT OT metrics
and policy incorporating controls and ISMS
development OT vulnerabilities effectiveness

Figure 1. IT OT framework.

Lastly, performance measurement can be achieved through ISO/IEC 27001’s
continuous monitoring and internal audit requirements (Clause 9). By incorpo-
rating OT operational metrics—such as incident response time, system uptime,
and control maturity level organizations can generate descriptive analytics that
evaluate the overall performance of the unified I-GRC Framework, fostering evi-

dence-based improvement and enhanced cybersecurity resilience.

4.3. Analysis of ISA/IEC 62443

The ISA/IEC 62443 series is a globally recognized framework for securing Indus-
trial Automation and Control Systems (IACS). It offers a lifecycle-based and me-
thodical approach to cybersecurity in Operational Technology (OT) settings. The
framework is divided into various sections that deal with the organizational poli-
cies, system design, and technical controls. In the proposed Integrated IT Risk,
Compliance and Governance (I-GRC) Framework, ISA/IEC 62443 is the OT
equivalent of ISO/IEC 27001 that can offer domain-specific controls that may be
integrated with enterprise governance and compliance processes.

Regarding the aspect of governance integration, the ISA/IEC 62443-2-1 (Secu-
rity Program Requirements for IACS Asset Owners) and ISA/IEC 62443-2-4 (Re-
quirements for Service Providers) focuses on the development of an organiza-
tional security program, role definition, and accountability. It is possible to rec-
oncile these provisions with ISO/IEC 27001 Clause 5 (Leadership) to make sure
that the IT and OT governance committees act within similar accountability
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frameworks and have consolidated cybersecurity policies.

ISA/IEC 62443-3-2 (Security Risk Assessment and System Design) is similar to
ISO/IEC 27001 (Clauses 6) (Planning and Risk Assessment) regarding alignment
with risk management. It provides a systematic approach to defining zones, con-
duits, and critical assets, which are the main concepts of OT segmentation and
network defense. By combining them, organizations can build a common risk reg-
ister between IT and OT systems to integrate the digital and physical threat mod-
eling.

For risk management alignment, ISA/IEC 62443-3-2 (Security Risk Assessment
and System Design) aligns closely with ISO/IEC 27001 Clause 6 (Planning and
Risk Assessment). It outlines a structured process for identifying zones, conduits,
and critical assets—key concepts for OT segmentation and network defense. In-
tegrating these methods allows organizations to create a shared risk register across

IT and OT systems, combining digital and physical threat modeling.

Integrated IT-OT Governance,
Risk, and Compliance (I-GRC)
Framework

Governance Integration

ISO/IEC 27001 ISA/IEC 62443-2,
Clause 5 2-4

Risk Management Alignment

ISO/IEC 27001

ISA/IEC 62443-3
Clause 6

Compliance Harmonization

ISO/IEC 27001

ISA/IEC 62443-2
Annex A

Performance Measurement

ISO/IEC 27001

ISA/I 443-
Clause 9 SA/IEC 62443-3

Figure 2. IT-OT GRC framework.
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Under compliance harmonization, ISA/IEC 62443-4-2 (Technical Security Re-
quirements for IACS Components) defines detailed control system-level security
requirements, including authentication, data integrity, and use control (Figure 2).
They can be cross mapped and the controls in the ISO/IEC 27001 Annex A made
the process of auditing and reporting to be less tedious in both settings.

Lastly, the ISA/IEC 62443-2-3 (Patch Management for IACS) can serve as a
driver of performance measurement by introducing such operational measures as
patch compliance and patch response times. These indicators are used in conjunc-
tion with ISO/IEC 27001 Clause 9 (Performance Evaluation) when applied within
an I-GRC framework to provide ongoing monitoring and improvement of entire
integrated IT-OT cybersecurity areas, which increase resilience and regulatory

compliance.

4.4. Analysis of NIST SP 800-82

NIST Special Publication (SP) 800-82 Revision 3, Guide to Operational Technol-
ogy (OT) Security, is a comprehensive guideline that can be used to secure an
Industrial Control system, Supervisory Control and Data Acquisition (SCADA)
system, and Distributed Control System (DCS). It translates the principles of
NIST Risk Management Framework (RMF) in NIST SP 800-37 and SP 800-53 to
OT environments and links the IT security practices with the safety, reliability,
and availability concerns of industrial systems. The NIST SP 800-82 is an opera-
tional interface that links the IT governance construct with OT-defined control
implementation and monitoring in the context of the Integrated IT -OT Govern-
ance, Risk, and Compliance (I-GRC) Framework (Figure 3).

[ NIST SP 800-82 ]

J

Integrated IT-OT
GRC Framework

I
{ i J J

e N N [ N N

Governance
Integration

Unified leadership
accountability and

Risk Management
Alignment

Consistent risk
identification and

Compliance
Harmonization

Alignment with
international and

Performance
Measurement

Descriptive analysis
of control

U.S. standards effectiveness,
incident trends,

and maturity Ievels)

cross-domain
policy oversight

mitigation across
IT and OT

. /- J O\ J -

Figure 3. Integrated GRC framework.

Regarding the integration of governance, NIST SP 800-82, Section 3 defines

control system owners, operations, and cybersecurity manager roles and respon-
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sibilities. They can be aligned with ISO/IEC 27001 Clause 5 to create an integrated
leadership responsibilities and cross-domain policy control.

To align risk management, Section 6 focuses on a six-step process of risk man-
agement RMF: categorize, selects, implements, assessing, authorizing, and moni-
tor, which is the reflection of the ISO/IEC 27001 Clause 6 on planning and risk
assessment. The ability to integrate this process into the I-GRC would allow risk
detection and mitigation to be consistent over both IT and OT sectors.

In the compliance harmonization, Appendix G aligns OT security controls to
NIST SP 800-53, which is used to base the alignment of U.S. federal and interna-
tional standards (e.g., ISO/IEC 27001 and ISA/IEC 62443).

Lastly, the performance measurement is also in line with Section 7 of the NIST
SP 800-82, which advises of constant monitoring and incident response measure-
ments that are the main contributors to the performance dashboards of the I-
GRC. These facilitate descriptive analysis of effectiveness of controls, trends of

incidences, and level of maturity in integrated IT-OT ecosystems.

4.5. Proposed Framework

Based on above sections which include review of ISO/IEC 27001, ISA/IEC 62443,

and NIST SP 800-82 standards and the review of 12 research articles and their

proposed key themes, this research has proposed I-GRC framework for KSA. The

I-GRC Framework provides a structured approach for unifying IT and OT cyber-

security governance, ensuring that both domains operate under a consistent risk

and compliance model. It is designed to:

e Harmonize global standards such as ISO/IEC 27001, ISA/IEC 62443, and NIST
SP 800-82

¢ Align with the National Cybersecurity Authority (NCA) guidelines of Saudi
Arabia

¢ Enable measurement through descriptive indicators such as control maturity

scores, incident frequency, and compliance alignment percentages

4.6. I-GRC Framework

The proposed I-GRC Framework:

e Bridges the gap between enterprise-level IT controls and industrial OT opera-
tions.

e Enables quantitative assessment using descriptive analytics for compliance
maturity, risk reduction, and governance participation.

e Supports Saudi Arabia’s Vision 2030 goals by strengthening national cyberse-

curity resilience and regulatory readiness.

4.7. Implementation Challenges

While the proposed I-GRC Framework offers a structured pathway for unifying
IT and OT cybersecurity management, several practical challenges may arise dur-

ing implementation. Organizational culture is often a significant barrier, as IT and
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OT teams traditionally operate with different priorities, mindsets, and communi-
cation patterns, which can hinder cross-domain governance integration. Skill gaps
also pose difficulties, particularly the shortage of professionals who possess com-
bined IT-OT cybersecurity expertise and understand how international standards
translate into industrial environments. Additionally, many critical infrastructure
sectors rely on legacy OT systems that lack built-in security controls or cannot
easily support modern monitoring, patching, or compliance mechanisms. These
constraints may delay risk-alignment efforts or require costly upgrades. Finally,
regulatory interpretation and resource allocation challenges—especially within
organizations facing budget limitations or complex operational dependencies—
can slow the harmonization of compliance processes. Recognizing these obstacles
enables organizations to plan phased adoption strategies, capacity-building initi-
atives, and governance adjustments that support the effective and sustainable im-

plementation of the I-GRC Framework (Figure 4).

Integrated IT-OT Governance, Risk,
and Compliance (I-GRC) Framework

Governance Integration Risk Management Alignment

« Unified policy board « Integrated risk register
« Cross-functional IT-OT committees « Shared threat modeling
« Leadership accountability « Joint incident response

Compliance Harmonization Performance Measurement
« Mapping of ISO 27001 and « Continuous monitoring

IEC 62443 controls = Maturity scoring
« Audit synchronization « Reporting dashboards

Cultural and Capacity Development
« Training « Skill exchange « Awareness programs

Figure 4. IT-OT, Risk compliance framework.

5. Conclusion and Future Research

5.1. Conclusion

The study has come up with an Integrated IT-OT Governance, risk and Compli-
ance (I-GRC) Framework that is relevant to the cybersecurity and regulatory en-
vironment of the Kingdom of Saudi Arabia (KSA). The study revealed essential
gaps and best practices to relate IT and OT cybersecurity management by con-
ducting a thorough review of international standards ISO/IEC 27001, ISA/IEC
62443 and a meta-analysis of twelve studies that were published in 2020 and 2025
(CDS).

The suggested I-GRC Framework is a measurable, adaptive and structured

model that helps to close the traditional gaps between the enterprise information
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security and industrial operational safety. It simplifies the process of governance,
coordinates risk management, reconciles the requirements across compliance,
and provides performance measures in order to monitor and improve. The frame-
work enables evidence-based decision-making focused on descriptive data analy-
sis, increased visibility of cybersecurity performance, and the alignment with the
international standards and with the recommendations of the National Cyberse-
curity Authority in Saudi Arabia (NCA).

In the end, the study will help to enhance the national cybersecurity stance and
pursue the goals of the Vision 2030 of KSA by fostering a resilient, standardized,
and data-driven model of IT-OT convergence management. I-GRC model is a vi-
able guideline that policymakers, regulators and organizations aiming at the
achievement of sustainable cyber resilience in a more interconnected digital eco-

system can use.

5.2. Future Research

Future research should empirically validate the proposed I-GRC Framework
through case studies across Saudi Arabia’s critical infrastructure sectors. Quanti-
tative data collection on framework adoption, maturity assessment, and incident
reduction metrics can strengthen its applicability, enabling continuous improve-
ment, benchmarking, and adaptation to emerging technologies such as Al IoT,

and cloud-based OT systems.
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