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Abstract

This report delves into the key challenges and opportunities that banks in
Bangladesh face in adopting AI-powered cybersecurity measures. It highlights
several critical issues, such as a lack of skilled cybersecurity personnel, insuf-
ficient employee training, limited use of Al in banking operations, and obsta-
cles to Al adoption. These problems prevent banks from fully harnessing the
potential of Al to tackle the growing complexity of cyber threats. To address
these challenges, the report offers practical recommendations, including ex-
panding cybersecurity teams with Al expertise, improving training programs
for employees, broadening Al applications across various banking functions,
optimizing existing Al systems, and adopting Al-specific compliance frame-
works. The report also underscores the need for collaboration between banks,
regulators, and tech providers to enhance regulatory support and access to ad-
vanced Al tools. Ultimately, it stresses the urgency for Bangladesh’s banking
sector to address AI-driven cybersecurity threats and implement best practices
to protect sensitive information, improve efficiency, and build resilience
against evolving cyber risks.
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1. Introduction

Artificial intelligence (AI) is reshaping industries worldwide, driving unprece-

dented levels of efficiency and innovation. Businesses are increasingly leveraging
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Al to streamline operations, enhance customer experiences, and unlock new op-
portunities [1]. However, this technological revolution also has a darker side: cy-
bercriminals are harnessing Al to develop more sophisticated and harder-to-de-
tect attack methods. From AI-powered malware that adapts to evade detection to
deepfake scams that manipulate voices and images with alarming accuracy, the
threat landscape is evolving rapidly [2]. Phishing attacks have become more con-
vincing, while vulnerabilities in Internet of Things (IoT) devices are being ex-
ploited with increasing precision [3]. These advancements in cybercrime are not
just theoretical; they are real, growing, and increasingly dangerous.

For Bangladesh, these developments are particularly concerning, especially in
the banking sector, which is undergoing rapid digital transformation. While the
adoption of digital services has brought convenience and accessibility to millions,
it has also exposed critical weaknesses. Many banks still rely on outdated systems
and lack robust security infrastructure, making them vulnerable to cyberattacks
[4]. Compounding the problem is a severe shortage of skilled cybersecurity pro-
fessionals who can defend against advanced threats. The 2016 Bangladesh Bank
heist, in which hackers stole USD 81 million by exploiting vulnerabilities in the
bank’s systems, serves as a stark reminder of these risks [5]. Yet, years later, many
financial institutions in the country remain underprepared to face today’s sophis-
ticated cyber threats.

To navigate this challenging landscape, Bangladesh’s banking sector must take
decisive action. Upgrading outdated systems and investing in modern cybersecu-
rity technologies is no longer optional; it is a necessity. Equally important is cul-
tivating a pool of cybersecurity talent through training programs, partnerships
with educational institutions, and attracting global experts. Stricter regulations
must also be enforced to ensure that banks adhere to the highest security stand-
ards [6]. However, technology and regulations alone are not enough. Human fac-
tors play a critical role in cybersecurity, which is why banks must prioritize edu-
cating both employees and customers about digital security best practices [7].
From recognizing phishing attempts to safeguarding personal information,

awareness can be a powerful defense.

2. Present Scenario

Bangladesh’s banking sector plays a vital role in driving the country’s economic
growth by supporting businesses, enabling financial inclusion, and serving mil-
lions of customers. In recent years, it has embraced rapid digital transformation,
with mobile apps, online banking, and automated systems reshaping how people
manage their finances. While these advancements offer speed and convenience,
they have also exposed the sector to growing cybersecurity threats [4].

As banks rely more on digital platforms, they become prime targets for cyber-
criminals due to the vast amount of sensitive financial data they manage. A defin-
ing example was the 2016 Bangladesh Bank heist, when hackers stole USD 81 mil-
lion by exploiting system weaknesses [5]. Such incidents highlight not only tech-
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nical gaps but also how cyberattacks can erode public trust, a key pillar of digital
banking. Today, threats like phishing, ransomware, and data breaches are becom-
ing more frequent and sophisticated [3].

Although regulations exist to protect the sector, many banks still face challenges
such as outdated systems, weak security measures, and a shortage of cybersecurity
experts [6]. These vulnerabilities make them ill-prepared for modern cyber risks.
Strengthening cybersecurity is therefore not just a technical task; it is essential for
safeguarding data, ensuring financial stability, and maintaining public trust [7].

This study explores the key cybersecurity challenges in Bangladesh’s banking
sector, the factors that make it vulnerable, and their potential consequences. It
also outlines practical solutions, including modernizing infrastructure, investing
in advanced security technologies, and developing skilled cybersecurity talent
through training and education. By taking a proactive and collaborative approach,
the banking sector can create a safer digital environment that supports economic

growth and builds customer confidence [1].

3. Background

AT has become a powerful yet complex force in cybersecurity. It helps defenders
detect and respond to threats faster and more accurately through machine learn-
ing and automation, spotting suspicious patterns and neutralizing attacks in real
time [1]. At the same time, cybercriminals are exploiting Al to create more ad-
vanced, targeted, and difficult-to-detect attacks. Deepfake scams, Al-driven phish-
ing, and adaptive malware highlight how AI can be used to outsmart traditional
defenses [2] [3].

This escalating battle between attackers and defenders poses serious risks for
rapidly digitalizing countries like Bangladesh. While digital services have boosted
connectivity and economic growth, they have also exposed critical security gaps.
To strengthen defenses, the country introduced its National Cybersecurity Strat-
egy in 2014, building a legal and collaborative framework for a safer digital eco-
system [6]. Progress has been made, but significant challenges persist.

Many sectors, especially banking, healthcare, and government, still rely on out-
dated systems, making them vulnerable to modern attacks. Compounding this
problem is a shortage of skilled cybersecurity professionals and uneven public
awareness [4]. In 2022 alone, more than 63,000 cybercrime incidents were re-
ported, reflecting the scale of the issue.

Closing this gap requires investment in people, technology, and awareness. Ex-
panding cybersecurity education, launching nationwide awareness campaigns,
and deploying Al-based security solutions are essential steps. With Bangladesh’s
cybersecurity market expected to grow to USD 368.8 million by 2029, the country
has both a challenge and an opportunity to build resilience [7].

By modernizing infrastructure, developing talent, and fostering a culture of cy-

bersecurity, Bangladesh can better protect its digital transformation. Though the
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threats are evolving, a proactive and united approach can secure the nation’s dig-

ital future.

4. Methodology

To collect reliable insights for this study, a mixed qualitative approach was used,
combining in-depth interviews with semi-structured questionnaires. Using pur-
posive sampling, 40 participants, both IT and non-IT professionals from private
and government banks, were selected to capture diverse perspectives on cyberse-
curity in Bangladesh’s banking sector [8].

The research covered institutions of different sizes and regions to reflect the
broader banking landscape. Data collection spanned October to December 2024,
allowing sufficient time for engagement and observation. Interviews provided rich
qualitative narratives, revealing challenges such as outdated infrastructure, lim-
ited cybersecurity skills, and low awareness levels. Questionnaires ensured struc-
tured and comparable data across respondents, reinforcing interview findings [9].

This human-centered approach offered a holistic view of the sector’s cyberse-
curity landscape, emphasizing the urgency for modernization, capacity building,
and stronger regulatory frameworks. By integrating multiple data sources, the
study provides practical, context-specific recommendations for improving cyber-
security resilience in Bangladesh’s financial institutions [10].

5. Result

A targeted survey was carried out to examine the impact of Al-driven cybersecu-
rity threats on Bangladesh’s banking sector. It involved 33 participants from seven
major banks, including IT professionals, cybersecurity specialists, and senior bank-
ing officials. This diverse group provided a balanced perspective on technical vul-
nerabilities, evolving threat patterns, and organizational readiness. The survey fo-
cused on identifying Al-enhanced threats such as phishing, adaptive malware, and
fraudulent transactions; evaluating banks’ preparedness and adoption of Al de-
fenses; and exploring practical solutions like technology upgrades, increased in-
vestments, and stronger collaboration [2] [3].

The results highlighted significant gaps in awareness and preparedness. Only
52% of respondents demonstrated strong knowledge of Al-enabled threats, and
just 40% of banks had adopted Al-powered detection tools. Larger institutions
were more advanced in adopting Al defenses, while smaller banks lagged behind
due to limited resources, leaving the sector unevenly protected. Regulatory frame-
works also lacked clarity, and limited industry collaboration further weakened
collective defense efforts [7].

To address these challenges, the study suggests a multi-layered approach: ex-
panding Al-focused employee training, investing in real-time monitoring tech-
nologies, and encouraging banks to share threat intelligence and best practices.
While AI offers powerful tools for detection and fraud prevention, issues like high

costs, integration challenges, skills shortages, and ethical concerns must be ad-

DOI: 10.4236/jcc.2025.1311014

226 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2025.1311014

A. Khan et al.

dressed to ensure robust security [10]. A more collaborative, well-resourced eco-
system can help protect Bangladesh’s banking infrastructure and build long-term

resilience.

6. Discussion

The survey results reveal several pressing gaps that must be addressed to strengthen
the banking sector’s adoption of Al-driven cybersecurity solutions. One of the
most critical issues is the shortage of skilled cybersecurity professionals. Around
70% of banks have fewer than 50 employees dedicated to cybersecurity, resulting
in overworked and understaffed teams [11]. This finding underscores the urgent
need to invest in workforce development, including partnerships with universities
and training institutions to build a sustainable talent pipeline.

Although many employees are aware of Al-related threats, only a small propor-
tion feel adequately prepared to respond to them. This reflects a gap between
awareness and practical capability, which could be bridged through structured,
hands-on training programs and continuous professional development [12].

Currently, Al tools are mainly deployed for fraud detection and risk manage-
ment, but their potential remains underutilized in areas such as customer service
automation and credit risk assessment. Furthermore, there is a perception that ex-
isting Al systems are not fully optimized, particularly when addressing operational
inefficiencies, signaling the need for better integration and system refinement [13].

The reliance on outsourcing IT infrastructure adds another layer of risk, par-
ticularly concerning data security and vendor accountability. This highlights the
importance of robust contractual safeguards and independent security audits to
protect sensitive financial data [2].

Other key barriers to Al adoption include limited financial resources, a lack of
skilled personnel, and ambiguous regulatory frameworks. Moreover, many em-
ployees are not actively engaged in AI implementation processes, indicating the
need for broader organizational education and participation to foster a security-
aware culture [7] [14].

Finally, adopting structured Al-specific compliance frameworks, such as the
NIST AI Risk Management Framework, can support organizations in managing

Al-related risks more effectively and responsibly [15].

7. Challenges and Global Comparison

The survey reveals several barriers to effective Al-driven cybersecurity in the bank-
ing sector:

1. Cybersecurity Skills Gap: Around 70% of banks employ fewer than 50 cy-
bersecurity staff, mirroring a global talent shortage and the need for targeted re-
cruitment and training [16].

2. Low Confidence in AI Risk Response: Although 60% of employees are
aware of Al threats, only 9.1% feel equipped to handle them. Globally, experts
stress scenario-based training to boost confidence and skills [17] [18].
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3. Limited AI Applications: AI use remains focused on fraud detection, while
other areas like customer service and credit scoring are underutilized. Interna-
tionally, banks are expanding Al into broader operational domains [19] [20].

4. Effectiveness Gaps: Only 25% of respondents view Al as highly effective,
pointing to optimization needs. Continuous monitoring and iterative improve-
ments are key global practices [21].

5. Adoption Barriers: A lack of skilled staff (56.3%) and financial constraints
(9.4%) slow AI adoption. A phased approach supported by regulatory clarity is
recommended [22].

6. Weak Al Compliance: Few banks follow structured frameworks like the NIST
AI RMF. Global institutions urge wider adoption for stronger governance [23].

7. Regulatory & Technological Gaps: Unclear regulations (46.7%) and limited
tools (56.7%) remain major obstacles. Clearer rules and better technology are
global priorities [20].

8. Training Priority: A strong majority (73.3%) identify workforce training as
essential. This aligns with the global consensus on building Al security skills

through structured education [16].

8. Analysis

The respondents include professionals from the banking and IT sectors, with the
following breakdown: IT security specialists (21.2%), cybersecurity analysts (18.2%),
risk management professionals (27.3%), Al specialists (6.1%), and other profes-
sionals (39.4%) (Figure 1).

Other

Al Specialist - 6.1%

Risk Management Professional

|

39.4%

|

27.3%

Cybersecurity Analyst

I

18.2%

ICT Security Specialist 21.2%

|

Figure 1. Responded role in cybersecurity.

Figure 2 shows the distribution of cybersecurity personnel working in selected
banks was identified as follows: 69.7% of banks have between 1 - 50 employees,
12.1% have 51 - 100 employees, 9.1% have 101 - 500 employees, and 9.1% have
more than 500 employees.

More than 60% of employees are aware of the increasing Al-based cybersecurity
risks in the banking sector, whereas the ability to eliminate these risks is relatively
low, at 9.1%. However, 30.3% of respondents believe that Al-driven threats are

less significant than human-based threats (Figure 3).
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Various Al applications are used in the banking sector to detect, identify, and
protect data from hackers. In Bangladesh, the following Al tools are utilized: 41.4%
for fraud detection, 20.7% for credit scoring, 37.9% for customer service automa-

tion, 48.3% for risk management, and 20.7% for other purposes (Figure 4).

Other ’0%

More than 500 Employees - 9.1%

101-500 Emplyees - 9.1%
51-100 Employees - 12.1%
69.7%
01.50 Employees NNy

Figure 2. The number of cybersecurity personnel working in banks.

ICT Security specialists

Al-driven threats are less significant than
human based threats

Al only poses risks in non-financial sectors

Al eliminates all risk by fully automating
security processes

(=}

Al increases cybersecurity risks by enabling
more sophisticated

Figure 3. Perception of AI-Dirven common threat.

Other _ 20.7%
Customer service automation (e.g. chatbot) _ 37.9%
Credit scoring _ 20.7%

Figure 4. Al application used in the Banking sector presently.

Data analysis shows that 59.4% of respondents view Al as effective in tackling
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operational challenges, while 25% find it highly effective and 15.6% rate it as mod-
erately effective (Figure 5). This reflects a generally positive perception of AI’s

role in boosting operational efficiency.

M Extremely Effective

m Effective

m Moderately Effective
Slightly Effective

Figure 5. Effectiveness of Al in overcoming operational challenges at the banking sector in

Bangladesh.

Survey results indicate that 35.5% of respondents see Al reducing costs, another
35.5% cite improved operational efficiency, 16.1% value access to specialized exper-
tise, and 12.9% highlight better focus on core business functions (Figure 6). Overall,

AT adoption offers cost savings, efficiency gains, and enhanced strategic focus.

0%

12.9%

m Cost reduction u Improve operational efficiency
m Access to specialized expertise = Focus on core business functions

m Other
Figure 6. Benefits of IT assets outsourcing.

Banks in Bangladesh face several challenges with IT asset outsourcing. 40.6% of
respondents cited data security and confidentiality risks, 28.1% noted service
quality issues, 18.8% highlighted compliance challenges, and 12.5% pointed to
limited control over assets (Figure 7). These findings emphasize the need for ro-
bust management frameworks to ensure security, performance, compliance, and

oversight in outsourcing.

DOI: 10.4236/jcc.2025.1311014

230 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2025.1311014

A. Khan et al.

W Service quality issues

m Lack of control over assets

1 Compliance and regulatory
adherence

Data security and confidentiality
concerns

M Other

Figure 7. Key challenges of IT assets outsourcing management.

Implementing Al-driven cybersecurity in banks faces key challenges: 56.3% cite
a shortage of skilled personnel, 9.4% note financial constraints, 15.6% highlight
unclear regulations, and 12.5% point to rapidly evolving Al threats (Figure 8).
Addressing these requires training, funding, regulatory clarity, and proactive

threat management.

0% 0% 0%

- 12.5%

= Lack of skilled personnel = Insufficient budget
= Inadequate regulatory frameworks = Rapid evolation of Al-driven threats
= Other = NA

= Not Applicable
Figure 8. Challenges to implement AI cybersecurity measures.

The survey shows that 45.5% of banking staff are directly involved in Al imple-
mentation, contributing to system design, deployment, and management. How-
ever, 54.5% are not engaged, often due to limited skills or non-technical roles (Fig-
ure 9). This gap highlights the need for training, awareness programs, and strate-
gies to involve more employees in Al initiatives.

The survey shows varied adoption of cybersecurity frameworks in banks. 56.7%
use ISO/IEC 27001 and 42001, 16.7% follow the NIST AI Risk Management Frame-
work, 23.3% comply with GDPR, SOC, or HIPAA, and 33.3% use the SWIFT Cus-
tomer Security Programme. Most banks (83.3%) adhere to Bangladesh Bank
Guidelines V4.0 (Figure 10). While global and local standards are widely used,
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Al-specific risk strategies remain underutilized.

Yes No
msystem 1 45.50% 54.50%

Figure 9. Direct involvement in an Al system.

Bangladesh Bank Guidelines V4.0 (2023) —83-3%
SWIFT Customer Security Programme - 33.3%
GDPR, SOC, HIPA - 23.3%

NIST Al Risk Management Framework - 16.7%

ISO/IEC 27001 (IT/Cybersecurity), ISO 42001
(AIMS)

56.7%

Figure 10. Applicable national & international standards in the banking sector presently.

To enhance cybersecurity and resilience in Bangladesh’s banking sector, key
measures include stronger regulatory support (46.7%), the adoption of advanced
Al-powered tools (56.7%), increased investment in workforce training and skill
development (73.3%), and fostering industry-wide collaboration (36.7%) to ad-

dress evolving threats and drive innovation (Figure 11).

other [l 3.3%
Collaborative industry development _ 36.7%
Increased investment in skill development and training _ 73.3%
Adoption of advanced Al-powered cybersecurity tools _ 56.7%
Enhanced regulatory support _ 46.7%

Figure 11. Additional measures recommended for Al security improvement.
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As Al-driven threats continue to rise in the banking sector, staff members are
calling for swift action in several key areas to address these challenges. The most
pressing concerns include strengthening data protection (74.2%), ensuring model
integrity (22.6%), improving threat detection and response (48.4%), and investing
in workforce training (41.9%) to equip employees for the evolving landscape (Fig-
ure 12).

other [l 3.2%

Workforce traning - | -1 5%
Model integrity _ 22.6%

Figure 12. Immediate attention for securing an Al system in the banking sector of Bangla-
desh.

9. Recommendations

Based on survey findings and global best practices, the following strategies can
strengthen AI-driven cybersecurity in Bangladesh’s banking sector:

1. Develop AI-Skilled Teams: Hire and train professionals in AI, machine
learning, and data analytics, and collaborate with universities to address the talent
gap [10].

2. Employee Training: Implement hands-on, scenario-based training to boost
confidence in managing Al threats, using simulations and interactive learning
[16].

3. Broaden AI Applications: Extend Al beyond security to areas like customer
service, credit scoring, fraud detection, and compliance for greater efficiency [4].

4. Optimize Al Systems: Continuously refine AI models through audits, feed-
back loops, and partnerships with technology providers to stay ahead of evolving
threats [8].

5. Strategic Investment: Use phased AI adoption, seek funding, and build part-
nerships to overcome financial and resource constraints, particularly for smaller
banks [14].

6. Al Governance: Align policies with frameworks such as the NIST AI RMF
to ensure secure, ethical, and compliant Al use [17].

7. Regulatory Collaboration: Work with regulators to clarify AI policies and
invest in advanced cybersecurity tools to counter Al-enabled threats [18].

8. Promote Continuous Learning: Foster a culture of ongoing education to

keep staff updated on Al technologies and cybersecurity risks [19]-[22].
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10. Conclusion

Banks are increasingly vulnerable to Al-driven cyber threats due to a shortage of
skilled professionals, limited employee training, and slow AI adoption. Rapidly
evolving attacks such as Al-powered phishing, adaptive malware, and deepfake
fraud leave many institutions, especially smaller banks, exposed, risking sensitive
data and customer trust. To address this, banks must adopt a proactive approach
by expanding Al-focused cybersecurity teams, providing comprehensive staff
training, integrating Al across operations, strengthening regulatory frameworks,
and fostering industry collaboration. Immediate action is essential to protect data,
maintain public confidence, and build resilient defenses that enable the sector to

thrive in a digital and interconnected world.
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