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Abstract

The Internet of Things (IoT) represents a revolutionary paradigm, enabling a
vast array of devices to be ubiquitously interconnected via the Internet,
thereby facilitating remote control and management of these devices. This
pervasive integration into daily life brings significant convenience but also
raises substantial concerns regarding the security of personal data collected
and stored online. As the number of connected devices grows, the urgency to
address privacy and security issues becomes paramount. IoT systems are par-
ticularly susceptible to threats that could compromise consumer privacy and
security, affecting their practical deployment. Recent research efforts have
focused on enhancing the security of IoT devices, including the exploration of
blockchain technologies to mitigate these concerns. This paper aims to eluci-
date the security and privacy challenges inherent in IoT systems by examin-
ing vulnerabilities at each layer of the IoT protocol stack. It identifies key se-
curity requirements and reviews existing solutions designed to protect IoT
systems from a layered perspective, thereby providing a comprehensive over-
view of the current landscape of IoT security and highlighting the critical
need for robust security measures as the adoption of IoT continues to expand.
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1. Introduction

The term Internet of Things (IoT) coined by Kevin Ashton in 1998, originally
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referred to the concept of linking RFID tags to the Internet [1]. Today, IoT en-
compasses a broader definition involving the interconnection of heterogeneous
devices, each uniquely identifiable and embedded with sensors that enable data
gathering and information exchange. These smart devices communicate within a
network, creating an ecosystem where any device can interact with another,
leading to enhanced automation and functionality. This revolutionary techno-
logical advancement transforms the conventional Internet into a sophisticated
computing system with pervasively connected smart devices, thus enriching
various aspects of human life, such as healthcare, home automation, transporta-

tion, and elderly care facilities (see Figure 1).

N
k. o= s /
/ - .\'\_),
Internet
of
Things
\ 3
./// '\_ /.,/ \\
/// N
y
o A ¢
& @ e @

Figure 1. IoT application sectors [2].

However, despite its immense potential and adaptability, IoT poses significant
security and privacy risks. The core purpose of IoT is to ensure reliable infor-
mation exchange among interconnected devices, equipped with actuators, em-
bedded sensors, processors, RFID, and transceivers [3]-[8]. To achieve this,
network security and data protection must adhere to principles of integrity, au-
thentication, availability, authorization, and confidentiality. Failure to meet
these standards can lead to compromised user security and privacy, deterring
clients from embracing the technology. Consequently, ensuring robust security
measures is crucial for the practical development and widespread acceptance of
IoT, as it continues to evolve and integrate into everyday life.

The rapid proliferation of Internet-connected devices is driving the emergence
of a globally pervasive IoT-enabled Internet architecture. Gartner estimates that
by 2020, around 25 billion addressable smart devices will be connected to the
network, many of which will be household appliances [9]-[14]. This vast expan-
sion provides ample opportunities for hackers to exploit these devices through

malicious emails, denial-of-service attacks, and other nefarious means such as

DOI: 10.4236/jcc.2024.128016

258 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2024.128016

N. Mohammad et al.

unsafe worms or Trojans. Consequently, security concerns are a critical aspect
that must be thoroughly addressed in the development of more advanced IoT
systems. The billions of data points collected and stored online are vulnerable to
breaches, underscoring the urgent need for robust security measures. Recent re-
search suggests that blockchain technology holds significant potential for secur-
ing this online data. Blockchain is inherently secure due to its structure of in-
ter-connected blocks that record transactions [15]. This interconnected nature
makes it difficult for hackers to alter data by tampering with a single record.
Furthermore, blockchain employs powerful cryptographic techniques to secure
the chain of data, offering a promising solution to the security challenges posed
by the expanding IoT landscape.

Our survey paper provides a comprehensive review and analysis of the securi-
ty and privacy issues in the Internet of Things (IoT). Section 2 offers an essential
background on IoT, laying the groundwork for understanding the context of
subsequent discussions. In Section 3, we delve into the security vulnerabilities
present at each layer of the IoT protocol stack, identifying specific threats and
potential attacks. Section 4 tackles the significant challenges in securing IoT en-
vironments, emphasizing the critical security service requirements necessary for
robust protection. We then shift focus in Section 5 to evaluate existing method-
ologies and strategies for securing IoT, highlighting their effectiveness and limi-
tations. In Section 6, we explore emerging research directions that promise to
advance the field of IoT security. Finally, Section 7 concludes with a summary of

our findings and remarks on the future landscape of IoT security and privacy.

2. Background

The Internet of Things (IoT) is heralded as the most transformative technology
since the advent of the Internet itself. By 2010, the number of interconnected de-
vices had already surpassed the global human population, a testament to the
rapid proliferation of IoT technology. Recent advancements have significantly
enhanced the development of IoT-enabled devices, particularly those designed to
be resource-constrained and energy-efficient. These improvements have ex-
tended the internet’s reach to even the most remote locations, overcoming tradi-
tional barriers of connectivity. The exponential growth in the number of inter-
connected devices has consistently exceeded expectations, highlighting the dy-
namic evolution of IoT. This progression is illustrated in Figure 2, demonstrat-
ing the remarkable journey and expansive impact of IoT technology on our
world.

In 1996, the Internet Engineering Task Force (IETF) defined IPv6 addressing,
marking a significant milestone that has driven the evolution of Internet of
Things (IoT) devices [11] [16]. Technologies such as IEEE 802.15.4, 6LoOWPAN,
and IPv6 were established to meet the contemporary demands of the internet
[17]. IoT extends beyond conventional smart devices like computers,

smartphones, and tablets, encompassing a heterogeneous array of small, simple
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Figure 2. Evaluation of IoT [2].

devices interconnected within a network to facilitate seamless communication.
Advances in electronics and communication technologies have expanded inter-
net capabilities from traditional PCs and smart devices to a myriad of physical
objects. Bluetooth and WiFi, for instance, have significantly enhanced network
connectivity [18]. Concurrently, advancements in VLSI design technologies have
reduced the cost and size of devices, making them more affordable and compact,
thus enabling widespread deployment. The progress in communication systems
has empowered these devices and sensors to interact within the network, sharing
substantial amounts of data. Sensor technology, in particular, is pivotal in IoT
advancements, serving as the primary medium for gathering information from
the environment and individuals. Figure 3 depicts the core elements of the In-
ternet of Things (IoT), including interconnected devices, sensors, and systems
that share data. It highlights key components such as sensors, connectivity, and
data processing units, demonstrating IoT’s role in enhancing efficiency and au-

tomation across sectors like healthcare, smart cities, and industry.

Zigbee Low Power

Wireless Sensor
Networks

6LoWPAN

Internet of

Things

IEEE 802.15.4

IPSec

Low Communication Cost
Figure 3. IoT background [2].
IoT represents a diverse ecosystem encompassing a wide array of technolo-

gies, ranging from devices with limited resources to those with ample pro-

cessing power and memory. Devices such as those leveraging IEEE 802.15.4 and
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6LoWPAN cater specifically to low-power environments, albeit constrained by
their memory capacity and processing capabilities [19]. The evolution of
6LoWPAN has been pivotal in enabling efficient wireless networking within IoT
systems. Despite significant advancements and the involvement of organizations
like IEEE and the EU Commission, establishing a standardized architecture for
IoT remains a crucial ongoing endeavor. Various international bodies, including
the International Telecommunication Union, contribute actively to the devel-
opment and standardization efforts aimed at realizing the full potential of IoT
[20]. At present, while foundational technologies such as the TCP/IP protocol
stack facilitate data exchange over the internet, defining a universal communica-
tion model for IoT devices remains paramount. As [oT continues to expand, di-
verse architectural paradigms cater to specific device types—from sensors and
actuators to RFID tags—underscoring the need for adaptable reference models
to guide implementation across this dynamic domain. Figure 4 illustrates the
framework of a general IoT system, which integrates physical devices with the
digital world through a multi-layered network. It includes the perception layer
(sensors/actuators), network layer (data transmission), middleware layer (data
processing/storage), application layer (services/interfaces), and business layer
(service management). This structure enables efficient data collection, pro-

cessing, and intelligent decision-making.

1
Application Application specified service to
Layer the user, User interface

J
1
Middleware Intelligent computing, Store
Layer and analyse data
|
1
Network Interconnection.
Layer Communication protocols
J
|
Perception . .
Physical devices, Sensors
Layer
J

Figure 4. Framework of general IoT [2].

In the realm of IoT, various architectural frameworks have been proposed to
address the specific needs of this interconnected landscape. These frameworks
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typically consist of several fundamental layers: perception, network, middleware,
and application layers. The perception layer serves as the initial point of interac-
tion, responsible for gathering data through sensor nodes and related hardware
[21]. This layer forms the foundation by capturing raw data from the physical
environment. Moving up, the network layer facilitates connectivity between
smart devices and the broader internet, playing a crucial role in transmitting and
processing sensor data across different nodes. Above the network layer lays the
middleware layer, strategically positioned between the network and application
layers [22]. Here, intelligent processing and decision-making occur based on the
processed data, ensuring efficient service delivery with a focus on scalability and
interoperability. Finally, the application layer resides at the top, catering directly
to end-users by supporting various business services and applications. For in-
stance, protocols like the Constrained Application Protocol (CoAP) are utilized
within this layer to enable efficient communication among resource-constrained
IoT devices, replacing traditional HTTP in such contexts [23]. Together, these
layers form a cohesive architecture that enables seamless information exchange,
intelligent decision-making and responsive application services in the dynamic

IoT environment.

3. Layered IoT Architecture and Security Problems

Securing the IoT remains a significant challenge due to vulnerabilities across its
protocol stack. Each layer, from physical to application, faces distinct security
threats such as unauthorized access, data interception, and denial-of-service at-
tacks. Addressing these issues requires robust encryption, stringent access con-
trols, and continuous monitoring to safeguard IoT devices and networks against
evolving cyber threats. Table 1 categorizes several of the security threats to the

layered IoT structure.

Table 1. Current IoT security threats, problems, and assaults.

. Security
References IoT Layer Security Issues
Parameters
Concerns with authentication for data access .
L . L Data privacy, Access
[24] Application Layer and security, Software flaws, spear phishing, assaults on Control
ontro
dependability, cloning, and secure data and restoration.
Analyzing massive amounts of data intelligently,
rotecting against assaults using malicious code,
[25] Middleware Layer P . a8 . . . & . Integrity, Confidentiality
utilising multi-party verification, and dealing
with dubious data.
Network Network security issues, denial-of-service attacks route L .
[26] . Authentication, Integrity
Layer data that has been spared, modified, or replayed.
Cryptographic algorithm, key control system, massive Integrity, Authentication,
[27] Perception Layer yptograp ) 8 . Y 4 grity o
network authorization, false node, and node recapture. Confidentiality
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3.1. Application Layer

The application layer in smart devices plays a crucial role in providing personal-
ized services to users, but it also faces significant security challenges. These de-
vices are typically simple, low-power, and lightweight, making them vulnerable
to various malicious attacks. Attacks can exploit software vulnerabilities, such as
replacing program codes with bugs that cause applications to malfunction or
behave unpredictably. This compromises their ability to deliver intended ser-
vices and can lead to shutdowns or failures. Moreover, the application layer’s
responsibility for data sharing introduces risks related to access control, data
privacy, and information leakage [28]. Common threats at this layer include
spear-phishing attacks, malicious code injections, and the inability to receive
timely security patches, which further expose these devices to exploitation [29].
Additionally, hacking attempts targeting smart meters or grids underscore the
critical need for robust security measures across the application layer to safe-
guard against these vulnerabilities and ensure the reliable operation of smart de-

vices and services.

3.2. Middleware Layer

The middleware layer, positioned above the network layer, is dedicated to ad-
vanced data processing and informed decision-making. Utilizing cloud compu-
ting, big data processing, and robust databases, it manages vast quantities of da-
ta, though this task is challenging [30]. A critical function of this layer is distin-
guishing between valid and malicious data, which is both complex and essential.
Additionally, the layer must handle suspicious information, as malicious actors
can infiltrate and manipulate data, potentially causing network failures. To ad-
dress these issues, rigorous measures such as multi-party authentication for re-
source-constrained devices and secure data storage in the cloud are implement-

ed to fortify the integrity and reliability of the network infrastructure.

3.3. Network Layer

The network layer, crucial for routing data, faces significant security risks in-
cluding authentication and integrity issues. Despite security measures, it’s vul-
nerable to counterfeit and Man-in-the-Middle attacks. These exploits can dis-
rupt traffic, compromise data integrity, and lead to network congestion, necessi-
tating robust safeguards for reliable network operation [31].

Replay attacks: in replay attacks, an intruder intercepts and duplicates authen-
ticated messages exchanged between two parties to steal sensitive information.
The attacker resends these messages maliciously to the receiver with the inten-
tion of achieving harmful goals, such as initiating duplicate transactions or
gaining unauthorized access. Because the messages appear legitimate and carry
valid authentication credentials, the receiver processes them as genuine requests,
unaware of the malicious intent behind the repeated transmissions. This exploi-

tation of authenticated communication underscores the importance of robust
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security measures to detect and prevent such attacks, ensuring the integrity and
trustworthiness of data exchanges between parties.

Denial of Service (DoS) attack: A Denial of Service (DoS) attack aims to dis-
rupt legitimate access to emails, websites, data, or network services by flooding
the target with excessive traffic or malicious actions. This overwhelms the net-
work, rendering it unable to provide its intended services, thereby causing sig-
nificant disruption and potential harm to affected users and organizations. Pre-
venting and mitigating such attacks requires strong security measures and pro-
active monitoring to defend against vulnerabilities and respond swiftly to
threats.

Man-in-the-middle attack: A man-in-the-middle attack involves a malicious
third party intercepting and potentially altering communications between two
parties. The goal is typically to eavesdrop on sensitive information, impersonate
one or both parties, or manipulate data for malicious purposes. For example, al-
tering temperature readings from an IoT sensor could lead to device malfunc-
tions. Such attacks underscore the importance of strong security measures to
safeguard digital communications and IoT systems from unauthorized access
and tampering.

Malicious code injection: malicious code injection involves attackers com-
promising a node by inserting malicious code. This can grant them network ac-
cess and control, potentially leading to network shutdowns.

Distributed Denial of Service (DDoS): A DDoS attack floods a network with
useless messages and malicious code from multiple compromised nodes, causing
service unavailability for targeted users. This overload can slow down or shut

down networks, denying service to legitimate users.

3.4. Perception Layer

The middleware layer represents an advanced stratum above the network layer,
pivotal for extensive data processing and intelligent decision-making. Leveraging
technologies such as cloud computing, big data processing, and databases, it ex-
cels in handling vast amounts of data, although managing this volume can pose
significant challenges [32]. One crucial function of this layer is its ability to dis-
cern between valid and malicious data, yet identifying genuine information
while filtering out threats remains a prominent issue. Moreover, mitigating sus-
picious data poses another challenge; malevolent actors can exploit vulnerabili-
ties to inject harmful information or compromise network integrity. Addressing
these concerns, including multi-party authentication for resource-constrained
devices and ensuring secure data storage in the cloud, stands as paramount in

fortifying the reliability and security of this critical layer.

4. 10T Security Needs and Obstacles
4.1. Challenges

There are several problems that arise both before and after the implementation
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of every new technology, and it’s likely that all of them have their downsides
[33].

Just like any other technology, the Internet of Things has its share of problems
that prevent users from fully embracing it. Below are a few of the difficulties as-
sociated with the Internet of Things:

4.1.1. Bandwidth and Power Consumption

IoT devices are typically engineered to be compact, energy-efficient, and operate
with limited resources such as memory and processing power, often without
large batteries. These devices, interconnected within IoT systems, fulfill specific
functions and adhere to stringent security protocols, potentially consuming sig-
nificant bandwidth and draining power resources [34]. Therefore, IoT architec-
tures must incorporate robust strategies to manage scenarios where internet
bandwidth is insufficient [35]. Addressing the challenges of minimizing band-
width and power consumption stands as pivotal goals in the development and

deployment of IoT technologies.

4.1.2. Complexity

The Internet of Things (IoT) encompasses a vast network of internet-connected
physical devices, each with its unique hardware and software layers tailored for
specific functions and environments. This diversity includes various system ar-
chitectures, sensors, actuators, protocols, and standards, all integrated to fulfill
programmed tasks [36]. Managing this heterogeneous architecture within IoT
systems presents significant challenges due to the complexity of coordinating
and ensuring seamless communication and interoperability among diverse de-
vices. This complexity demands robust strategies for integration, security, and
scalability to harness the full potential of IoT technologies across different ap-

plications and industries.

4.1.3. Sensing

IoT systems face significant challenges in maintaining device connectivity and
detecting failures. Continuous monitoring with robust sensing mechanisms is
crucial to promptly identify and address issues such as device malfunctions or
network disconnections. Swift responses ensure uninterrupted operation and re-
liability across various IoT applications, from smart homes to industrial settings
[37].

4.1.4. Lightweight Computing

Traditional cryptographic algorithms are often impractical for IoT devices due
to their resource constraints. These devices lack the memory and processing
power to support advanced algorithms that demand high computing resources
[38]. Hence, implementing efficient security mechanisms with minimal over-

head is crucial for IoT systems to ensure effective protection at low cost.

4.2. Security Requirements

The following are examples of desirable security services that are essential for
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protecting the Internet of Things:

4.2.1. Confidentiality

Confidentiality is essential for protecting sensitive data from unauthorized ac-
cess. In the context of the IoT, ensuring confidentiality involves using encryp-
tion to secure data, rigorous authentication to verify users and devices, and strict
authorization to control access [39]. These measures collectively safeguard sensi-
tive IoT data, ensuring it remains private and accessible only to authorized enti-

ties, thereby maintaining the integrity and security of IoT systems.

4.2.2. Availability

Ensuring data availability is paramount for security services, facilitating unin-
terrupted access to information under normal and adverse conditions. However,
this critical service faces significant threats, notably from Denial-of-Service
(DoS) attacks. These attacks aim to disrupt access to data and services, rendering
them inaccessible to legitimate users. By overwhelming systems with traffic or
exploiting vulnerabilities, DoS attacks effectively deny service, jeopardizing data
availability [40]. Protecting against such threats requires robust security measures
and proactive defense strategies to safeguard continuous access to vital infor-

mation resources.

4.2.3. Integrity

Data integrity is crucial in IoT systems where devices exchange sensitive infor-
mation vulnerable to alteration by attackers. Factors like server crashes, sensor
failures, and network transmission risks can compromise data integrity. Tech-
niques such as checksums and Cyclic Redundancy Check (CRC) serve as basic
error detection methods [41]. These techniques generate unique values for
transmitted data, enabling recipients to verify its integrity. Implementing check-
sums and CRC helps ensure that data remains unaltered and authentic, rein-
forcing the security of IoT communications against potential tampering or cor-

ruption.

5. Existing Solutions
5.1. Solutions for Application Layer

The application layer in IoT serves as a critical interface between end users and
smart devices, employing protocols such as MQTT, CoAP, and XMPP tailored
for resource-constrained devices susceptible to various cyber threats. Addressing
these challenges, researchers have proposed innovative frameworks. Bertin, et al.
[42] introduced a flexible access control framework designed for devices with
limited memory and processing capabilities, optimizing communication effi-
ciency during message exchanges. Cirani, et al [43] developed the IoT-OAS ar-
chitecture, which integrates OAuth-based authorization mechanisms for
HTTP/CoAP services, ensuring scalable solutions with minimal processing de-

mands, showing a 30% improvement in efficiency. Moon, et al. [44] focused on
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secure inter-device communication through robust authentication and session
key distribution techniques, effectively mitigating risks such as replay attacks,
with a reported 25% reduction in vulnerability. Addressing privacy concerns,
Chabridon, et al [45] explored strategies to safeguard user data, contributing to
a 40% increase in user privacy. Neisse proposed comprehensive security policies
to optimize IoT device communication, achieving a 35% enhancement in com-
munication security. Complementing these efforts, Tao introduced a privacy
protection mechanism that leverages a trusted third party to manage user pref-
erences, ensuring robust data privacy with a 50% improvement in user trust and
data protection. Together, these studies illustrate a pattern of developing multi-
faceted security and privacy solutions tailored for the evolving landscape of IoT.
These frameworks collectively underscore ongoing efforts to bolster security at
the IoT application layer, integrating advanced techniques like AI and address-
ing multifaceted security challenges to enhance overall resilience and safeguard
user data. Table 2 summarises the benefits and drawbacks of the literature that

has dealt with application layer security issues, threats, and challenges.

Table 2. Benefits and drawbacks of current IoT security threats, problems, and assaults on the application layer.

Issues Addressed

Tackled the problems with access
control and authorization in devices
with limited resources, as specified in

Solved the issues raised in inter-device
authentication issues and session-key
distribution issues, established a

Resolved the issues raised in security
policy in order to establish safe
communication between devices.

Implemented into consideration the
issues raised in DDoS attacks, including

References
[46]
flexibility issues.
(47]
system for authorization.
(48]
[49]

concerns over data privacy and security

during device-to-device communication.

Proposed Solutions

Decisions under the proposed
authorization framework take
into account the specifics of
each device’s location and the
data collected locally.

A network service that targets
HTTP/CoAP.

Proposed a system for session
key distribution and
inter-device authentication.

A policy for the enforcement
of security measures is
proposed in order to tackle
the issues related to privacy
and security.

Benefits and Drawbacks

A great deal of leeway for the
types of access control.

Decreased processing burden,
adaptability, and ease of
integration with existing
services.

Protected against
man-in-the-middle attacks,
replay attacks, and
approximated session

keys in previous.

Assured the best possible
interaction amongst the IoT
gadgets.

5.2. Solutions for Middleware Layer

In the middleware layer, addressing security challenges is paramount, as high-
lighted by recent research contributions. Tsai et al focus on enhancing access
control and authentication security across multiple servers by proposing a uni-

fied authentication technique that reduces communication and computational
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costs between cloud service providers and trusted third parties. This approach
not only strengthens multi-party authentication but also optimizes data storage
in cloud environments. Shafagh, et a/ [50] introduce an innovative Encrypted
Query Processing approach tailored for IoT systems, enabling secure data stor-
age on cloud databases and efficient query processing over encrypted data. Their
use of lightweight cryptographic algorithms ensures compatibility with resource-
constrained IoT devices, effectively balancing security and performance. Addi-
tionally, Kumar, et al [51] propose an identity management framework that
embeds Identity and Service Managers on smart devices to authenticate data
transmissions between clouds and IoT devices. These advancements collectively
contribute to a more secure and efficient middleware environment, addressing
critical security concerns while fostering innovation in distributed computing
systems. Table 3 highlights the benefits and drawbacks of the literature that has

addressed middleware security issues, threats, and problems.

Table 3. Benefits and drawbacks of current IoT security threats, problems, and assaults on the middleware layer.

References Issues Addressed Proposed Solutions Benefits and Drawbacks
Dealt with the issues raised in Usi inele k .
sing a single key, gain
lightweight cryptographic algorithms, Placed an approach to user 5 gexey. 8
o access to numerous cloud
[52] store IoT data securely on the cloud authentication across many . .
services offered by different
database, Control for Access and servers. . .
. service providers.
Authentication.
Developed an Encrypted Query
Resolved the issues raised in data Processing method to permit Effective on devices with
(53] authentication between the cloud and query processing on encrypted  limited power and resources,
the smart devices, safely store IoT data data stored in a cloud database, and efficient when
in the cloud. hence ensuring the security of ~ performing database queries.
IoT data.
Solved the problems highlighted in
access control and authorization issues Devices can be equipped with No protocols have been put
[54] in interconnected devices in order to an Identity Manager and a in place to develop the

verify the authenticity of data in transit
from the cloud to the smart devices.

Service Manager.

approach at this time.

5.3. Solutions for Network Layer

In the realm of network security for IoT and IP sensor networks, several innova-
tive approaches have been proposed to mitigate vulnerabilities such as DoS,
DDoS, replay, and man-in-the-middle attacks at the network layer as shown in
Table 4. Raza, et al [55] introduced a mechanism leveraging IPsec’s Authentica-
tion Header (AH) and Encapsulation Security Payload (ESP) to ensure end-to-end
secure communication. Their solution enables authentication, encryption, and
message integrity verification using traditional IPv6 mechanisms. Harbi, et al
[56] addressed security issues with identity-based authentication, integrating IoT

protocols through Software Defined Networking (SDN), proven effective against
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masquerade, man-in-the-middle, and replay attacks. Szymoniak and Kesar [57]
proposed a mutual authentication architecture using Datagram Transport Layer
Security (DTLS) for resource-constrained devices, complemented by IoT Secu-
rity Support Provider (IoTSSP) for certificate management and session estab-
lishment, incorporating Optional Handshaking Delegation and Transfer of Ses-
sion to prevent DoS attacks. Barceld, et al [58] explored certificate-based DTLS
solutions, focusing on reducing handshake overheads through session resump-
tion, pre-validation, and handshake delegation strategies. These contributions
collectively advance the security infrastructure for IoT and IP sensor networks,

offering robust defenses against a spectrum of cyber threats at the network layer.

Table 4. Benefits and drawbacks of current IoT security threats, problems, and assaults on the middleware layer.

References Issues Addressed Proposed Solutions Benefits and Drawbacks
Dealt with the issues raised in Usi inele k )
sing a single key, gain
lightweight cryptographic algorithms, Placed an approach to user 8 gexr g
o access to numerous cloud
[52] store IoT data securely on the cloud authentication across many .
services offered by
database, Control for Access and servers. ] . .
o different service providers.
Authentication.
Developed an Encrypted Quer Effective on devices with
Resolved the issues raised in data p ypted Q ] Y L
L. Processing method to permit query  limited power and
authentication between the cloud and ) .
[59] . processing on encrypted data resources, and efficient
the smart devices, safely store IoT . .
. stored in a cloud database, hence when performing
data in the cloud. ] . )
ensuring the security of IoT data. database queries.
Solved the problems highlighted in
access control and authorization issues Devices can be equipped with an No protocols have been
[60] in interconnected devices in order to Identity Manager and a Service put in place to develop the

verify the authenticity of data in transit
from the cloud to the smart devices.

Manager.

approach at this time.

5.4. Solution for Perception Layer

In the perception layer of IoT systems, security remains a paramount concern
due to various vulnerabilities posed by sensor devices, RFID tags, and other em-
bedded technologies as shown in Table 5. Researchers such as Begum and Nan-
dury [61] have proposed algorithms for identifying compromised sensors within
wireless sensor networks (WSNs), ensuring nodes can detect and report their
status accurately amidst distributed environments. This approach involves
neighboring nodes verifying the claimed status of sensors, thereby minimizing
false positives and maintaining high accuracy in fault detection, all while keeping
computational complexity low. Meanwhile, Nguyen, et al [62] have highlighted
security issues specific to the perception layer and suggested enhancements to
PKI-like security mechanisms to bolster node security. El Beqqal and Azizi [63]
addressed RFID security with an efficient protocol that prevents disclosure and
desynchronization attacks, crucial in maintaining data integrity and confidenti-

ality within IoT networks. Li, et al [64] introduced a lightweight encryption
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scheme tailored for resource-constrained smart home devices, emphasizing
scalability and streamlined public key management for efficient encryption and
node authentication. Additionally, Porambage [65] proposed PAuthKey, a light-
weight authentication and key establishment scheme for WSNs, enabling secure
connections and data access while mitigating resource limitations. These con-
tributions collectively underscore the ongoing efforts to fortify the perception
layer against emerging security threats, enhancing overall robustness and relia-

bility in IoT deployments.

Table 5. Benefits and drawbacks of current IoT security threats, problems, and assaults on the middleware layer.

References Issues Addressed Proposed Solutions Benefits and Drawbacks
Resolved the issues rose in Node Suggested a method for
capture, Fake node, and Mass node detecting anomalies Minimal algorithm complexity,
[66] authentication by locating the wherein sensors can report optimum accuracy, and smallest
compromised sensors within the a “good” or “faulty” state false rate.
Wi-Fi sensor networks. in a decentralized setting.
Solved the problems highlighted in
] P ] gg ] Enhancement to the
threats involving the node security by . .
[16] . . . protocol similar to PKI Enhanced system of protection.
identifying dangers affecting the . .
. security mechanism.
security of IoT nodes.
Put forward a more secure
. . o " W . Effectively avoid disclosure and
Addressing the issues raised in RFID system for employing L .
[63] ) ‘ ) ) ] desynchronization attacks, while
security, biometric security. radio frequency S . .
. . . maintaining computing efficiency.
identification (RFID).
Solved the problems highlighted in
. p' . S . Enhanced productivity with
confidentiality service, key Compact encryption .
[67] decreased communication

management by making encryption
processes faster.

method.
expenses.

6. Future Research

The evolution of IoT systems continues to advance, but with it comes significant
challenges in security and privacy. Current research predominantly focuses on
enhancing authentication and authorization techniques to secure IoT devices
and networks comprehensively. However, these solutions often fall short when
applied to resource-constrained devices, necessitating lightweight, ener-
gy-efficient, and reliable authentication methods [68]-[70]. Moreover, the threat
landscape includes emerging challenges like Denial of Service (DoS) attacks in
IoT environments, where robust intrusion detection systems (IDS) are crucial
yet still in early stages of development. Existing IDS frameworks primarily cater
to wireless sensor networks (WSNs) or traditional Internet setups, leaving a no-
table gap for effective solutions tailored to IPv6-connected IoT devices [71].
Addressing these security gaps requires innovative approaches such as com-
bining formal methods with machine learning to systematically detect vulnera-

bilities across different layers of IoT applications. Formal methods offer rigorous
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mathematical guarantees for security properties, though historically limited by
complexity and maintenance costs. Recent advancements have made these
methods more practical, enhancing their applicability in ensuring secure IoT
application development and runtime environments. Machine learning com-
plements these efforts by enabling scalable analysis of vast datasets generated by
IoT systems, thereby enhancing the adaptive capabilities of security frameworks.
By integrating these technologies, IoT ecosystems can achieve robust and scala-
ble security measures essential for safeguarding sensitive data and ensuring the
integrity of connected devices in diverse applications from smart homes to in-
dustrial automation [72].

The future of IoT faces significant challenges as new attack vectors emerge,
driven by the increasing complexity and integration of devices into critical infra-
structure. Next-generation IoT devices will likely encounter sophisticated
cyber-attacks targeting their vulnerabilities in communication protocols, firm-
ware, and hardware. Privacy concerns, data breaches, and the potential for
widespread disruption underscore the urgency of addressing these threats. Solu-
tions include the development of robust security frameworks incorporating ad-
vanced encryption methods, regular software updates, and AI-driven anomaly
detection systems. Enhancing device authentication, implementing blockchain
for secure data transactions, and fostering international collaboration on IoT
security standards are also critical measures to mitigate risks and ensure the re-

silience of IoT ecosystems.

7. Conclusions

The rapid proliferation of IoT devices has ushered in a wave of innovation and
convenience, but simultaneously brought forth significant security challenges
rooted in the absence of standardized practices across the IoT market. Each IoT
device connection represents a potential entry point for exploitation, under-
scoring the critical need for a unified IoT architecture. This paper delves into the
profound security and privacy concerns pervasive within the IoT domain, me-
ticulously dissecting vulnerabilities across its layers: from the perception layer,
where sensor data is gathered, through the network layer facilitating communi-
cation, to the application layer where data processing and decision-making oc-
cur. Addressing these challenges is further complicated by the presence of re-
source-constrained IoT devices, which necessitate novel security approaches
beyond traditional protocols.

The study emphasizes the necessity for enhanced security measures tailored to
the unique constraints and communication paradigms of IoT devices. It outlines
existing security services requirements for IoT environments, advocating for
upgrades to current network protocols and mechanisms to meet the evolving
security demands of IoT deployments. Despite numerous approaches to securing
IoT systems being reviewed, a consensus on the most effective mechanisms for

resource-constrained devices remains elusive. This underscores the ongoing re-
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search imperative to develop robust, scalable, and efficient security solutions that
can safeguard IoT ecosystems from ever-evolving threats. As the IoT landscape
continues to expand and integrate with critical infrastructures, thorough explo-
ration and implementation of comprehensive security and privacy frameworks
are paramount to mitigating risks and ensuring the trustworthiness of future IoT

systems.
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