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Abstract

The inclusion of blockchain in smart homes increases data security and accu-
racy within home ecosystems but presents latency issues that hinder real-time
interactions. This study addresses the important challenge of blockchain la-
tency in smart homes through the development and application of the Block-
chain Low Latency (BLL) model using Hyperledger Fabric v2.2. With respect
to latency, the BLL model proposes the optimization of the following funda-
mental blockchain parameters: transmission rate, endorsement policy, batch
size, and batch timeout. After conducting hypothesis testing on system param-
eters, we found that transactions per second (tps) of 30, OutOf (2) endorse-
ment policy, in which any two of five peers endorse a batch size of 10 and
batch timeout of 1 s, considerably decrease latency. The BLL model achieved
an average latency of 0.39 s, approximately 30 times faster than Ethereum’s
average latency of 12 s, thereby enhancing the efficiency of blockchain-based
smart home applications. The results of this study demonstrate that despite
introducing certain latency issues, proper selection of parameters in block-
chain configurations can eliminate these latency problems, making blockchain
technology more viable for real-time Internet of Things (IoT) applications
such as smart homes. Future work involves applying the proposed model to a
larger overlay and deploying it in real-world smart home environments using
sensor devices, enhancing the given configuration to accommodate a large
number of transactions, and adjusting the overlay in line with the complexity
of the network. Therefore, this study provides practical recommendations for
solving the latency issue in blockchain systems, relates theoretical advance-
ments to real-life applications in IoT environments, and stresses the signifi-
cance of parameter optimization for maximum effectiveness.
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1. Introduction

The Internet of Things (IoT) has rapidly expanded across various industries, sig-
nificantly impacting how we interact with our living environments, particularly
through the adoption of smart homes. Smart homes use interconnected devices to
automate and optimize activities such as lighting, temperature control, and secu-
rity systems, thereby enhancing the quality of life for users [1]. Cisco projected
that by 2022, there would be approximately 14.7 billion IoT devices in smart
homes, underscoring their growing relevance in contemporary lifestyles [2]. How-
ever, as the number of IoT devices integrated into daily life increases, concerns
about privacy and security have intensified due to the vast amounts of sensitive
information transmitted through these interconnected systems.

Traditional security solutions for IoT devices often rely on centralized architec-
tures, which suffer from limitations such as single points of failure, poor fault tol-
erance, and scalability issues [3]. Blockchain technology, characterized by decen-
tralization, immutability, and peer-to-peer communication models, has emerged
as a promising solution to enhance data security and authentication in smart
home environments [4]. Smart homes could thus be shielded from attackers by
using blockchain to defend against such threats as unauthorized access to smart
homes and data breaches. However, incorporating blockchain into IoT solutions
and mainly smart homes comes with various problems, and delay is among the
most vital ones.

Blockchain network latency refers to the time elapsed between the initiation of
a transaction by an IoT device and the incorporation of its details into the block-
chain ledger [5]. This latency can impede real-time interactions required in smart
homes, as blockchain operations such as transaction validation, consensus mech-
anisms, and block generation introduce delays [6]. For instance, in the Bitcoin
network, transaction confirmation can take up to 10 min [7], which is impractical
for time-sensitive smart home applications like unlocking doors or adjusting cli-
mate control systems. Even faster platforms like Ethereum have an average latency
of 12 s [8], which may still hinder the responsiveness expected in smart home
environments.

Existing research has primarily focused on improving blockchain scalability
and throughput but has not sufficiently addressed the specific latency require-
ments of real-time IoT applications in smart homes [9]. The critical knowledge
gap lies in the lack of blockchain models optimized for low latency without com-
promising security and efficiency in smart home contexts. Previous attempts to
reduce latency often involve sacrificing decentralization or security, which is un-
acceptable for applications handling sensitive personal data.

To address this gap, we propose the Blockchain Low Latency (BLL) model,
which optimizes key blockchain parameters to significantly reduce latency in
blockchain-based smart home applications. Our model focuses on adjusting the
transmission rate, endorsement policy, batch size, and batch timeout within the

Hyperledger Fabric v2.2 framework. By fine-tuning these parameters, we aim to
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achieve a balance between low latency, high throughput, and robust security.

The novelty of our study lies in the systematic approach to parameter optimi-
zation for latency reduction in blockchain networks applied to smart homes. Un-
like previous studies, we demonstrate that carefully selecting and configuring
blockchain parameters can reduce latency to levels suitable for real-time IoT ap-
plications without compromising the inherent security advantages of blockchain
technology. Our experiments show that the BLL model achieves an average la-
tency of 0.39 s, approximately 30 times faster than Ethereum’s average latency.
This significant reduction in latency enhances the practicality of deploying block-
chain in smart home environments.

This study aimed to reduce blockchain latency by controlling the block valida-
tion process, block time, and block size and improve the efficiency of blockchain-
based smart homes by increasing transaction throughput. By achieving these ob-
jectives, the BLL model ensures that smart home devices can provide the fast, se-
cure, and efficient services expected by users, with latency reduced to as low as
0.39 s—30 times faster than Ethereum.

2. Methods

This study was conducted to develop and implement a Blockchain Low Latency
(BLL) model within the Hyperledger Fabric (HLF) platform to address latency
issues in blockchain-based smart home environments. The methodology com-
prises four phases: analysis, design, implementation, and testing. These phases
were structured to assess how varying specific blockchain parameters could re-
duce latency while maintaining the security and efficiency of the system.

Phase 1: Analysis

The analyzing phase was dedicated to identifying the main general require-
ments that need to be fulfilled to achieve high performance and minimal latency
of the smart home applications implemented with the use of the blockchain tech-
nology. Furthermore, research has been conducted to determine the functional
and non-functional requirements resulting in efficiency in smart home applica-
tions based on use of block chain technology. Both functional and non-functional
requirements were used during the selection of appropriate components. The fol-
lowing non-functional requirements assumed as relevant were security, data in-
tegrity, data accessibility and identity. These requirements were achieved through
the use of Transport Layer Security (TLS), a guarantee of transactions through
digital signatures, and the use of a large number of nodes that reduce vulnerability
points [3]. According to functional requirements, the main processes within the
blockchain network are registration, configuration, working, and purchasing. For
instance, in the BLL model, new users and devices can be enrolled using the Hy-
perledger Fabric Certificate Authority (Fabric CA), while several parameters such
as the number of transactions, transaction rates, block size, and block timeout are
limited, but its low-latency performance is attainable [4].

Phase 2: Design

During the design phase, the BLL model was structured around several com-
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ponents: Membership Service Provider (MSP), Fabric CA, client, HLF SDK, en-
dorsing and committing peers, ordering nodes, and chaincode/smart contract.
Each of the parts contributed towards reducing the latency time in the transaction
execution phase. For example, for identity verification, the MSP was used, and for
security and transaction efficiency, endorsing peers was utilized. The BLL model
was designed to operate across three main stages.
1) Registration Stage: The beauty of Fabric CA is that users and devices are
enrolled with the network and issued with credentials and digital certificates.
2) Transaction Designing Stage: The client creates transactions by employing
the HLF SDK, and the identities of the clients are also checked prior to the trans-
actions being sent to the blockchain network for validation.
3) Transaction Processing Stage: The transaction is known to take three
phases, which include the execution phase, ordering phase, and validation phase.
The endorsement policy, managed by the BLL model, precluded only two confir-
mations out of five, although this optimized the number of confirmations without
considering the security aspect. The out-of-endorsement policy was selected in-
stead of the other policies (AND, OR) to avoid “latency” and bottlenecks due to
the necessity of too many confirmations [10].
Phase 3: Implementation
In the implementation phase, the Hyperledger Fabric v2.2.0 platform was de-
ployed on Ubuntu 20.04 on a virtual machine using Intel Core i7 and RAM 16 GB.
The operational performance of the BLL model was evaluated by the experiment
with a limited dataset of a temperature sensor in the context of IoT devices used
in smart homes. The experiments were performed using the Caliper tool, which
introduced a variable test latency by varying key parameters such as transmission
rate, number of confirmations, batch size, and batch time limit. The experiments
were structured as follows.
® Experiment One: Determined how changing the transmission rate impacted
the latency with 1000 and 2000 transactions. The transmission rate that deliv-
ered the best performance was 30; therefore, the average latency recorded was
0.39s.

® Experiment Two: Experiments with different endorsement policies to deter-
mine which proved best. Out of (2) policy was the least with a low latency, as
it demanded only two confirmations.

® Experiment Three: The correlation between batch size, batch timeout, and la-
tency was considered. Latency was found to be reduced by using a batch
timeout of 1 s and a batch size of 10 transactions.

Phase 4: Testing

The last step comprised an evaluation of the BLL model to determine whether
it corresponded with the goals defined for the project. The BLL model was vali-
dated to have offered a massive boost in efficiency, slashing latency to 0.39 s from
Ethereum’s typical latency of 12 s [5]. This model successfully dealt with 1000 of

the analyzed transactions with a success rate that was evaluated and affirmed to
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be at a 100% success rate with the use of the Caliper tool.

These experiments validated the hypothesis that controlling variables such as
the transmission rate, endorsement policy, batch size, and batch timeout could
effectively reduce latency while preserving blockchain security. The results ob-
tained from the BLL model demonstrated its superior performance compared
with other existing solutions when implemented in the Hyperledger Fabric frame-
work, where the consensus can be seamlessly altered based on the network re-

quirement [4].

3. Results

This section presents the results of three experiments conducted to measure and
optimize the latency in the Blockchain Layer for a smart home (BLL) model. The
primary objective was to identify suitable values for variables affecting latency,
such as sending rate, endorsement policy, batch size, and batch timeout, to en-
hance the performance of the BLL model.

BLL Model Setup

The BLL model was deployed on Hyperledger Fabric v2.2.0, which is compati-
ble with a smart home blockchain layer. All the experiments were performed on a
virtual machine with an Ubuntu 20.04 Linux distribution and the required pre-
requisites already installed. The computational hardware requirements and soft-

ware environment of the application are listed in Table 1.

Table 1. BLL setup requirements.

Environment Description
Go lang Go 1.13.8 Linux/amd64
Docker 20.10.13
Docker-compose 1.27.4
curl 7.68.0
Python v2.7.18
Node.js v10.19.0
Hyperledger fabric v2.2.0
CPU 11th Gen Intel Core i7-1165G7
RAM 16 GB
(ON) Ubuntu Linux v20.04
Experiments

Three experiments were conducted, each focusing on different variables that
influence blockchain latency: the number of transactions, sending rate, endorse-
ment policy, batch timeout, and batch size. To optimize the results, multiple

rounds were conducted for each experiment, with the latency measured using
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Caliper, a benchmarking tool.

Experiment One: Impact of Sending Rate on Latency

The first experiment aimed to identify the sending rate at which the BLL model
could handle transactions without causing a substantial increase in latency. Two
cases were examined, both involving a fixed number of transactions while adjust-
ing the sending rate.

Case 1: 1000 Transactions

The sending rate varied from 10 to 100 transactions per second (tps), and the
average latency was recorded for each rate.

From Table 2, it is evident that increasing the sending rate beyond 30 tps results
in higher latency. The optimal sending rate for 1000 transactions was found to be

30 tps, achieving the lowest average latency of 0.39 s.

Table 2. Impact of sending rate on latency for 1000 transactions.

Tx number Send rate Avg latency Success Throughput
(tps) (s) (tps)
1000 10 0.69 1000 10
1000 20 1.42 1000 20
1000 30 0.39 1000 30
1000 40 1.78 1000 36.4
1000 50 2.45 1000 34.4
1000 60 5.11 1000 394
1000 70 4.71 1000 47.6
1000 80 7.06 1000 41.9
1000 90 6.30 1000 46.7
1000 100 7.97 1000 44.7

Case 2: 2000 Transactions
This experiment was repeated with 2000 transactions while varying the sending
rate.

The results are presented in Table 3.

Table 3. Impact of sending rate on latency for 2000 transactions.

Tx number Send rate (tps)  Avg latency (s) Success Throughput (tps)
2000 10 0.73 2000 10
2000 20 0.50 2000 20
2000 30 0.46 2000 29.9
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Continued
2000 40 2.72 2000 35.8
2000 50 3.06 2000 43.6
2000 60 6.78 2000 45.6
2000 70 9.12 2000 46.2
2000 80 11.78 2000 45.2
2000 90 25.90 2000 32.8
2000 100 27.74 2000 31.7

Similar to the previous case, the lowest latency occurred at a sending rate of 30
tps for 2000 transactions. Increasing the sending rate beyond this point led to a
significant rise in latency.

Conclusion from Experiment One

The BLL model can handle up to 2000 transactions with a sending rate of 30 tps
while maintaining low latency. Sending rates higher than 30 tps introduce in-
creased latency, which may affect system performance in real-time smart home
applications.

Experiment Two: Effect of Endorsement Policies on Latency

The second experiment focused on determining an endorsement policy that
minimizes latency while maintaining network security. Various endorsement pol-
icies available in Hyperledger Fabric were tested, manipulating the number of re-

quired confirmations as illustrated in Table 4.

Table 4. Endorsement policy impact on latency.

Endorsement policy Required confirmations Average latency (s)
Solo 1 0.35
OutOf (2) 2 0.39
Majority 3 0.50
All 5 0.70

Endorsement policies requiring fewer confirmations result in lower latency.
The OutOf (2) policy achieved a balance between low latency and network secu-
rity, as it requires any two endorsements from a group of peers, reducing the po-
tential for single points of failure.

Experiment Three: Optimization of Batch Size and Batch Timeout

The third experiment aimed to determine the optimal batch size and batch
timeout to minimize latency. The batch size defines the number of transactions in
a block, whereas the batch timeout specifies the time between the arrival of the

first transaction and the block release.
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Case 1: Varying Batch Timeout
With the batch size fixed, the batch timeout was varied from 1 to 5 s as depicted
in Table 5.

Table 5. Batch timeout vs. latency.

Batch Timeout (s) Avg Latency (s) Success Throughput (tps)
1 0.39 1000 29.8
2 0.41 1000 29.8
3 0.43 1000 29.8
4 0.51 1000 29.6
5 0.59 1000 29.5

Shorter batch timeouts lead to lower latency. A batch timeout of 1 s resulted in
the lowest average latency of 0.39 s.

Case 2: Varying Batch Size

With the batch timeout fixed at 1 s, the batch size was varied from 10 to 50, as
presented in Table 6.

Table 6. Batch size impact on latency.

Batch(tsi)meout Batch size Avg t:’;ency Success Thrz):;gs];lput
1 10 0.39 1000 29.9
1 15 0.40 1000 29.8
1 20 0.42 1000 29.8
1 25 0.52 1000 29.6
1 30 0.41 1000 29.8
1 35 0.81 1000 29.8
1 40 1.07 1000 29.7
1 45 1.12 1000 29.7
1 50 1.15 1000 28.4

Smaller batch sizes contribute to lower latency. The optimal batch size was
found to be 10, resulting in the lowest average latency.

Conclusion from Experiment Three

Decreasing both the batch timeout and batch size reduces latency. A batch
timeout of 1 s and a batch size of 10 was identified as the optimal settings for the
BLL model, ensuring efficient transaction processing without sacrificing through-

put.
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Overall Findings

All three experiments provided valuable insights into optimizing the BLL model
to minimize latency. A sending rate of 30 tps is optimal for handling up to 2000
transactions while maintaining low latency. The OutOf (2) endorsement policy
minimizes latency and enhances network resilience by requiring any two endorse-
ments from a group of peers. Setting the batch timeout to 1 s and the batch size to
10 transactions per block achieved the lowest latency. By implementing these con-
figurations, the BLL model can efficiently process transactions in a smart home
blockchain network with minimal latency, thereby improving overall system per-
formance.

BLL Model Testing

After determining the optimal values for the parameters affecting latency, the
BLL model was configured accordingly to validate its performance in a real-world

scenario. Figure 1 illustrates the design of the BLL model using optimized param-

eters.

(1ot
device) |

L Client side J

Figure 1. BLL model design.

l

P J : ) H
Er]dorsemem H Block Batch size=10
policy (Outof 2) ! [creatio T Batch timeout=1sec

Blockchain side

Figure 1 illustrates the BLL model configured using the optimal parameters de-
rived from the experiments.

Initially, the number of transactions was set to 1000, aligned with the device’s
processing capabilities. The sending rate was established at 30 transactions per
second (tps) to control the flow of transactions efficiently. The OutOf (2) endorse-
ment policy was implemented in the chaincode and deployed within the network

to enhance security while minimizing latency. Finally, the batch size was set to 10,
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Table 7. Results of BLL model testing.

and the batch timeout was configured to 1 s. The model was tested to ensure that
it achieved low latency without compromising the efficiency of smart devices.
An integration test was conducted on the BLL model using these optimized pa-

rameters. The results are presented in Table 7.

Batch ti E Through

Tx number Send rate Batch size atch timeout ndors‘ement Avg latency (s)  Success roughput
(tps) (s) policy (tps)
1000 30 10 1 OutOf (2) 0.39 1000 29.8

The testing confirmed that the BLL model, configured with the optimized pa-
rameters, successfully processed 1000 transactions with an average latency of 0.39

s and a throughput of approximately 29.8 tps.

4. Discussion

This study aimed to address the critical issue of latency in blockchain-based smart
home systems by optimizing key parameters within the Hyperledger Fabric
framework. Smart homes have been integrating blockchain technology as the use
of technology provides security and decentralization. However, latency remains a
significant issue that could manifest and compromise the full functionality of real-
time smart home systems [11] [12]. Through a series of experiments, we system-
atically analyzed how varying the sending rate, endorsement policy, batch size,
and batch timeout affected the latency and overall performance of the BLL model.

Our experiments revealed that a sending rate of 30 transactions per second (tps)
provided the lowest average latency of 0.39 s for both 1000 and 2000 transactions,
as depicted in Table 2 and Table 3. Increasing the sending rate beyond 30 tps led
to a significant rise in latency due to network congestion and resource limitations.
This finding indicates that there is an optimal transaction throughput that bal-
ances performance and latency in a blockchain network [13].

We examined various endorsement policies and found that the OutOf (2) pol-
icy achieved a balance between low latency and network security, as presented in
Table 4. This policy requires any two endorsements from a group of peers, reduc-
ing the number of confirmations needed compared to stricter policies like Major-
ity or All By selecting OutOf (2), we reduced the average latency while maintain-
ing a level of security that avoids single points of failure [14].

The experiments demonstrated that decreasing both the batch timeout and
batch size reduces latency. Specifically, a batch timeout of 1 s and a batch size of
10 transactions were identified as the optimal settings, as shown in Table 5 and
Table 6. Smaller batch sizes and shorter timeouts mean that transactions are pro-
cessed and committed more quickly, which is crucial for real-time interactions in
smart home environments [15].

Our study makes several key contributions. By optimizing the sending rate,
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endorsement policy, batch size, and batch timeout, we reduced the average latency
to 0.39 s, which is approximately 30 times faster than Ethereum’s average latency
of 12 s [16]. This significant reduction makes blockchain technology more viable
for real-time smart home applications. We provide a systematic approach to pa-
rameter tuning in Hyperledger Fabric, demonstrating that careful configuration
can enhance performance without compromising security [17]. This framework
can be applied to other blockchain-based IoT systems facing similar latency chal-
lenges. We also showed that it is possible to reduce latency while maintaining a
satisfactory level of security. By selecting the OutOf (2) endorsement policy, we
mitigated the risk of single points of failure without incurring the high latency
associated with more stringent policies.

We acknowledge that our experiments were conducted on a virtual machine
using a limited dataset from a single temperature sensor. While this setup effec-
tively demonstrates the potential of our optimization techniques, it raises ques-
tions about scalability and real-world applicability. In real-world smart home en-
vironments, numerous devices and sensors operate concurrently. Scaling up the
number of peers and transactions could introduce new challenges, such as in-
creased network traffic and resource contention. IoT devices often have limited
computational capabilities, so ensuring that the blockchain network can operate
efficiently on such devices is critical.

To mitigate these concerns, future work should involve testing with multiple
devices, deploying the BLL model in actual smart home settings, and optimizing
the implementation for resource-constrained devices. Expanding experiments to
include a larger number of IoT devices and sensors would evaluate performance
under increased load. Implementing the BLL model in actual smart home envi-
ronments would allow observation of its behavior under real network conditions.
Tailoring the implementation of blockchain to function efficiently on devices with
limited processing power and memory is also essential.

Our study focuses on parameter tuning within Hyperledger Fabric to reduce
latency, but other approaches exist for latency optimization in blockchain net-
works, such as alternative consensus algorithms and off-chain solutions. While
alternative consensus algorithms like Raft and Practical Byzantine Fault Tolerance
(PBFT) can reduce latency, they may introduce complexities or trade-offs in terms
of security and fault tolerance [18]. Off-chain mechanisms, such as state channels
and sidechains, process transactions outside the main blockchain to reduce on-
chain load and latency. However, implementing off-chain solutions can compli-
cate the system architecture and may not be suitable for all types of transactions,
especially in smart homes where data integrity and security are paramount.

Our parameter optimization method offers several advantages. Adjusting exist-
ing parameters is less complex than integrating new consensus algorithms or off-
chain solutions. Our approach is compatible with the existing Hyperledger Fabric
infrastructure, facilitating easier adoption. By working within the established

framework, we maintain the inherent security features of the platform, preserving
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data integrity and confidentiality.

While reducing latency, it is crucial to ensure that security is not compromised,
especially in smart home environments handling sensitive personal data. The Ou-
tOf (2) endorsement policy reduces the number of confirmations needed but
could make the network more susceptible to collusion attacks if both endorsing
peers are compromised. To mitigate this risk, we can ensure endorsing peers are
distributed and managed by different stakeholders, regularly audit and monitor
peer behavior, and implement adaptive endorsement policies that adjust based on
transaction type or risk level. Smaller batch sizes, while reducing latency, could
increase the frequency of block generation, potentially making the network more
vulnerable to certain attacks. Employing robust validation processes and ensuring
adequate computational resources can mitigate these risks.

Our approach maintains a balance between performance and security by avoid-
ing single points of failure, maintaining data integrity through immutable trans-
action recording, and ensuring confidentiality with Hyperledger Fabric’s permis-
sioned network model. By providing specific, empirically validated parameter
configurations, our study contributes to the ongoing efforts to make blockchain
technology practical for real-time IoT applications [18].

Implementing our BLL model in smart home environments can lead to im-
proved user experience through faster transaction processing, enhanced security
by maintaining robust security while reducing latency, and facilitated adoption of
blockchain technology in IoT applications. The principles demonstrated can be
adapted to other permissioned blockchain platforms and IoT applications beyond
smart homes [19] [20].

We recognize that our study has limitations, including the experimental scope
being conducted in a controlled environment with a limited dataset and resource
constraints due to testing on a virtual machine [21]. Future research directions
include implementing the BLL model in actual smart home settings with diverse
devices, evaluating the model under increased load and network size to assess
scalability, and incorporating additional security features like intrusion detection
systems and exploring adaptive endorsement policies [22].

By thoroughly discussing our experimental results, analyzing the security im-
plications, comparing our approach with other techniques, and addressing scala-
bility concerns, we provide a comprehensive understanding of our research con-
tributions. This discussion demonstrates how our BLL model advances the field
of blockchain applications in smart homes, offering a practical solution to the la-
tency challenges that have hindered the adoption of blockchain in real-time IoT

environments.

5. Conclusions

The main objective of this study was to minimize latency as a heuristic measure
in blockchain-based smart home settings. By designing a range of experiments

and continuously fine-tuning the Hyperledger Fabric platform v2.2.0, we were
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able to achieve the desired average latency of 0.39 s on average. This latency rate
is significantly lower than that of existing blockchain solutions such as Ethereum,
demonstrating the effectiveness of our approach.

To assess the effects of each change, we used the Caliper benchmarking tool on
five parameters: the number of transactions, sending rate, endorsement policy,
batch size, and batch timeout. Our experiments demonstrated that a sending rate
of 30 transactions per second is ideal for maintaining system operation without
straining the network. Furthermore, the minimum client latency was recorded
with 10 transactions per batch and a batch timeout of 1 s.

Interestingly, we demonstrated in our experiments that the OutOf (2) endorse-
ment policy is the most efficient for the attenuation of latency while ensuring se-
curity. This policy mandates that any two endorsements picked at random from
the five endorsement peers effectively reduce the number of confirmations
needed. Consequently, through the implementation of this policy, we were able to
achieve low latency on the network while at the same time maintaining its secu-
rity. The presented results demonstrate the accuracy of this study and the im-
portance of adjusting the blockchain values in smart home systems. The opti-
mized BLL model offers a practical solution for real-time applications in which
low latency is critical and represents enhancements from other blockchain archi-

tectures.
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