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Abstract

Drones have become indispensable tools in various domains, from surveil-
lance and environmental monitoring to disaster response and communication
relay. However, their growing use in critical missions necessitates robust se-
curity measures to protect against potential threats and ensure the integrity of
operations. This research presents a novel secure architecture for a swarm of
drones deployed on surveillance missions. Leveraging a reliable foundation
established through Delaunay triangulation for communication among drones,
this work introduces advanced security protocols to enhance the protection
and integrity of the network. The architecture employs a mesh network topol-
ogy connecting six drones, each configured for specific surveillance tasks, in-
cluding perimeter monitoring, area scanning, thermal imaging, traffic obser-
vation, communication relay, and incident response. The mesh network de-
sign ensures extended coverage, redundancy, load balancing, and self-config-
uration, significantly improving reliability and resilience. Security validation
was conducted using GNS3 and Ettercap, simulating various vulnerability sce-
narios. Comparative performance analysis between a classic drone network
and the proposed secure mesh network demonstrates superior traffic manage-
ment and robustness against potential attacks. The results underscore the ar-
chitecture’s suitability for secure and reliable operations in critical surveillance
environments.

Keywords

Drone Swarm Security, Mesh Network Architecture, Surveillance Missions,
Vulnerability Testing, GNS3 Simulation

1. Introduction

Unmanned aerial vehicles (UAVs), commonly known as drones, have seen wide-
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spread adoption across various industries, including logistics, agriculture, envi-
ronmental monitoring, and especially surveillance and defense applications. Their
ability to provide real-time situational awareness, coupled with their capability to
reach hazardous or inaccessible areas, has made them indispensable tools in mod-
ern surveillance operations [1]. However, as the deployment of drones increases,
particularly in mission-critical applications, securing these systems from potential
cyber threats has become an essential requirement [2].

Drone swarms—multiple UAVs working in coordination—offer significant ad-
vantages over single drones in terms of coverage, redundancy, and efficiency, par-
ticularly for surveillance missions such as border monitoring, disaster manage-
ment, and critical infrastructure protection [3]. However, these advantages come
with increased complexity, especially in ensuring secure and reliable communica-
tion between drones. A coordinated attack or network disruption could compro-
mise the entire swarm, making security a top priority for these systems [4]. The
introduction of secure, scalable communication architectures for drone swarms is
crucial for their successful deployment in high-risk environments.

Traditional point-to-point communication architectures, often used in single-
drone systems, are not well-suited for the demands of swarm operations. These
systems suffer from limitations such as single points of failure, limited range, and
weak security protocols, which make them vulnerable to attacks or failures in
complex mission environments [5]. To address these challenges, this research pre-
sents a novel architecture for secure drone swarm operations that integrates mesh
network topology with advanced security protocols.

Mesh networks are known for their decentralized nature, allowing drones to
communicate with multiple nodes in the network and eliminating the risks asso-
ciated with single points of failure. The dynamic routing and self-healing capabil-
ities of mesh networks are particularly advantageous in hostile or unpredictable
environments where communication reliability is critical. Furthermore, mesh net-
works enable scalability, allowing additional drones to join the swarm without re-
quiring a complete network reconfiguration [6]. However, while mesh networks
provide a reliable communication framework, they are not inherently secure
against sophisticated cyber threats such as spoofing, jamming, or man-in-the-
middle (MITM) attacks. To address these risks, this research incorporates ad-
vanced security protocols, including encryption and firewall protection, into the
mesh network architecture.

One of the innovative aspects of the proposed architecture is the use of Delau-
nay triangulation to optimize communication paths between drones. This geo-
metric method ensures that each drone maintains reliable communication with
its nearest neighbors, maximizing coverage while minimizing communication
failures. By leveraging both Delaunay triangulation and mesh networking, the ar-
chitecture enhances both reliability and security, ensuring continuous operation
in dynamic mission environments [7].

The security and performance of the proposed architecture were validated
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through extensive testing in simulated environments using GNS3 and Ettercap.
GNS3 was used to simulate various attack scenarios, such as denial-of-service
(DoS) and MITM attacks, to assess how the architecture responds under adverse
conditions. Ettercap was employed for vulnerability testing, focusing on traffic
interception and spoofing attempts. Comparative analysis between the proposed
secure mesh network and conventional drone communication architectures
demonstrated that the secure mesh network offers superior performance, reliabil-
ity, and resistance to cyber threats.

Despite their widespread deployment, traditional drone communication archi-
tectures, such as point-to-point and star topologies, remain vulnerable to numer-
ous threats and limitations, particularly when scaled to swarm operations [8].
These architectures lack the redundancy and flexibility necessary for dynamic en-
vironments, where drones must adapt quickly to changing conditions. The pro-
posed secure mesh network architecture addresses these shortcomings by provid-
ing a more robust, scalable, and secure framework for drone swarm operations.

As drone technology continues to evolve, particularly in critical surveillance
and defense applications, the need for secure, reliable communication architec-
tures has never been more pressing. This paper contributes to the advancement of
drone swarm technology by proposing a secure architecture that combines the
reliability of mesh networks with advanced security measures, offering a compre-
hensive solution for mission-critical operations.

The paper is organized as follows: The materials and methods section outlines
the technical details of the proposed architecture, and the tools used for security
validation. The results section presents the findings from the simulated attack sce-
narios and performance testing, highlighting the security and reliability of the ar-
chitecture. The discussion explores the implications of these findings for real-
world applications and suggests potential improvements for future deployments.
The paper concludes with a summary of the key contributions and recommenda-

tions for future research in the conclusion section.

2. Materials and Methods

2.1. Drone Swarm Architecture Overview

The concept of using a swarm of drones has gained significant traction in various
industries, particularly in surveillance, search and rescue, and military operations.
A drone swarm refers to a coordinated group of autonomous drones that work
together to achieve a common objective. The importance of using a swarm of
drones lies in their ability to provide enhanced diverse coverage, redundancy, and
adaptability in complex and dynamic environments [9]. In a surveillance mission,
where real-time data and continuous monitoring are critical, a swarm of drones
offers several advantages over a single drone system [10]. By distributing tasks
across multiple drones, swarms can cover larger areas, operate more efficiently,
and reduce the risk of mission failure due to individual drone malfunctions. Fur-

thermore, swarms are inherently scalable, meaning that additional drones can be
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added as needed without requiring significant changes to the existing system ar-
chitecture.

Swarm technology leverages the principles of decentralized control, where each
drone can communicate and collaborate with others in the network [11]. This al-
lows the swarm to function cohesively, even if individual drones experience com-
munication disruptions or technical issues. The swarm’s collective intelligence
and redundancy ensure that the mission continues without compromising data
integrity or operational effectiveness. For instance, in surveillance operations, dif-
ferent drones can be assigned specific roles—such as perimeter monitoring, ther-
mal imaging, or communication relay—allowing the swarm to perform multiple
tasks simultaneously [12]. This division of labor enhances the overall efficiency of

the mission and reduces the time needed to complete complex tasks.

2.1.1. Description of the Swarm Configuration

In this research, a drone swarm consisting of six drones was configured to carry
out a comprehensive surveillance mission. Each drone within the swarm was as-
signed a unique role to ensure the successful execution of the mission. The swarm
operates with a decentralized control system, allowing each drone to communicate
with its peers and the control center in real time. The selected drone models were
specifically chosen for their ability to perform under challenging environmental
conditions, extended flight range, and high-resolution imaging capabilities.

The first drone in the swarm was designated as the Perimeter Surveillance
Drone, which was responsible for monitoring the perimeter of the target area.
Equipped with high-resolution cameras, this drone provided continuous video
feeds and real-time situational updates to the control center. The second drone,
the Area Scanning Drone, performed a systematic scan of the entire target area.
Its high-resolution imaging system allowed for detailed mapping and detection of
objects within the surveillance zone. Meanwhile, the third drone, the Thermal Im-
aging Drone, was equipped with advanced infrared cameras to monitor tempera-
ture variations and detect heat signatures. This capability was especially crucial
during night-time operations or in low-visibility environments, where thermal
imaging provided a distinct advantage.

The fourth drone, the Traffic Monitoring Drone, was tasked with monitoring
traffic flow within and around the surveillance zone. Its advanced imaging system,
supported by artificial intelligence, enabled the real-time identification of vehicles
and tracking of movement patterns. The fifth drone, serving as the Communica-
tion Relay Drone, acted as an intermediary to maintain robust and continuous
communication between drones and the control center, particularly in situations
where direct communication was hindered by environmental obstacles or ex-
tended operational range. Finally, the Incident Response Drone was configured
for rapid deployment in the event of an anomaly or security breach. This drone
provided high-resolution zoom capabilities and quick situational assessments in

response to critical events detected by the other drones.
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2.1.2. Mission Parameters and Requirements
The drone swarm was deployed to carry out a surveillance mission over a large
geographic area. The mission parameters included maintaining continuous ob-
servation of the target area, detecting and responding to incidents in real time,
and ensuring seamless data transmission back to the control center. To meet these
operational demands, the drones were required to possess extended flight ranges
of up to 15 kilometers and have the ability to remain airborne for up to 55 minutes,
ensuring that the swarm could maintain continuous coverage without frequent
interruptions for recharging or refueling. Additionally, each drone was equipped
with high-resolution sensors, such as RGB cameras and thermal imaging systems,
to enable precise detection of objects and events within the surveillance zone.
One of the key operational requirements was the swarm’s ability to operate au-
tonomously. The drones were programmed to navigate the surveillance area in-
dependently, adjust their flight paths based on environmental conditions, and
avoid obstacles in real time. Moreover, the architecture was designed to provide a
high level of redundancy and reliability. If one drone in the swarm experienced a
failure, the others were configured to adapt and compensate for the lost function-
ality, ensuring that the mission continued uninterrupted. While optimizing avail-
able resources, the system also has the ability to request an appropriate replace-

ment drone.

2.1.3. System Architecture

The system architecture employed in this research was designed to facilitate seam-
less collaboration and communication between the drones, allowing them to func-
tion as a cohesive swarm. The architecture was based on a mesh network topology,
which provided decentralized communication between the drones. In a mesh net-
work, each drone acts as a node that can communicate directly with multiple
drones. This creates a self-healing network that is highly resistant to individual
node failures. If one drone loses communication or experiences a malfunction, the
other drones can dynamically reroute the communication through alternative
paths, ensuring continuous data transmission.

Each drone was equipped with essential network components, including rout-
ers, firewalls, and edge processing servers. The router facilitated real-time data
transmission between the drones and the control center, while the firewall pro-
tected the communication channels from unauthorized access. The edge pro-
cessing servers allowed the drones to process data locally, reducing latency and
enabling them to make autonomous decisions without relying solely on the con-
trol center for instruction. This local processing capability was particularly im-
portant for time-sensitive tasks, such as incident response or real-time traffic
monitoring.

Additionally, the communication between drones was optimized through De-
launay triangulation, a geometric method that ensures efficient communication
between the drones by creating triangles between nodes. An overview of the

swarm distribution using Delaunay triangulation is shown in Figure 1 below.
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Figure 1. Overview of the swarm distribution using Delaunay triangulation.

This minimizes communication delays and ensures each drone maintains reli-
able links with its nearest neighbors. The Delaunay triangulation approach en-
hances the robustness of the network by ensuring optimal communication paths.
A more detaijled description of the network design, including the mesh topology

and its specific benefits, will be covered later in the Network Design subsection.

2.1.4. Operational Challenges and Considerations
The deployment of a drone swarm for surveillance missions presents several op-
erational challenges, including environmental variability, communication integ-
rity, and resource management [13]. Drones must be able to operate in diverse
and sometimes harsh environmental conditions, such as extreme weather, uneven
obstructive terrain, and varying light levels. The mesh network topology provided
the flexibility needed to maintain communication in these challenging environ-
ments, while the autonomous navigation capabilities of the drones allowed them
to adjust to real-time changes in terrain and obstacles.

Communication integrity was another critical challenge. Ensuring that the

drones maintained continuous and secure communication with both each other
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and the control center was essential for mission success. The mesh network pro-
vided redundancy, plus additional measures, such as encrypted communication
and firewall protection, were implemented to ensure the security and integrity of
the transmitted data.

Battery life and resource management were also key considerations. Each drone
had a limited operational time, and the system architecture included features to
monitor battery levels and manage resources efficiently. Tasks were assigned to
drones based on their remaining power, ensuring that no drone was overburdened
or risked running out of battery power during a critical moment of the mission.

Through this carefully designed system architecture, the research demonstrates
how a drone swarm can effectively execute surveillance missions while addressing

the inherent challenges of redundancy, communication, and security.

2.2. Network Design

The network design for the drone swarm is critical for ensuring seamless commu-
nication between the drones and the control center, particularly in a mission-crit-
ical surveillance scenario. To achieve reliable and resilient communication, the
network relies on a mesh topology for the routers that connect the drones and
facilitate data transmission across the system. Unlike traditional point-to-point or
centralized networks, where communication depends on a single hub or direct
connections between devices, a mesh network allows each router in the system to
connect with multiple other routers [14]. This creates a decentralized, self-healing
network that can withstand disruptions, making it particularly suitable for drone
swarms operating in dynamic and unpredictable environments.

In the proposed architecture, each drone is equipped with a dedicated router
that is part of the overall mesh network. The routers handle the transmission of
all data between the drones and the control center, ensuring that the data flows
efficiently and securely across the swarm. In a mesh topology, the routers com-
municate directly with one another, forming a network where data can take mul-
tiple paths to reach its destination. This means that if one router (or drone) be-
comes unavailable due to a failure or interference, the data can be rerouted
through other routers in the network, ensuring continuous operation without a
single point of fajlure. An overview of the proposed mesh network design is shown
in Figure 2 below.

The key advantage of a mesh network for the routers is its fault tolerance. Since
each router is connected to several other routers, the failure of a single node does
not interrupt the network’s communication [15]. Instead, the system dynamically
reroutes data through alternative paths, maintaining a stable connection between
the drones and the control center. This self-healing ability is crucial in surveillance
missions where uninterrupted communication is essential, and the environment
may cause interference or physical obstructions. For example, if one drone flies out
of range or its router malfunctions, the other drones in the swarm can still com-

municate with the control center by passing data through the remaining routers.
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Figure 2. Overview of the proposed mesh network design.

In addition to fault tolerance, the mesh network offers significant scalability
[14]. As new drones are added to the swarm, their routers automatically become
part of the existing mesh network without requiring major reconfigurations. This
is particularly beneficial for large-scale or evolving surveillance operations where
the number of drones may change based on mission requirements. The flexible
nature of the mesh network allows the system to scale up or down seamlessly,
maintaining consistent performance even as the network size grows.

The redundancy inherent in the mesh topology also enhances communication
reliability [16]. Since multiple communication paths are available between any
two points in the network, data traffic is distributed across the available routers,
preventing congestion and reducing the likelihood of communication bottle-
necks. This redundancy ensures that critical data—such as video feeds, telemetry,
and control signals—can be transmitted without delay, even under conditions of
heavy network load or interference.

The mesh network used for the drone swarm’s routers also supports dynamic
routing [17]. This feature enables the routers to continuously adjust their com-
munication pathways in response to changing network conditions. For instance,
if one drone moves out of range or its communication path is blocked by an ob-
stacle, the network automatically reroutes the data through alternative routers,
ensuring that the drones and the control center remain in constant communica-
tion. This dynamic routing capability is especially important for drone swarms,
where movement and changing operational conditions can frequently alter the
network topology.

Delaunay triangulation is employed to optimize communication efficiency

within the mesh network. Delaunay triangulation is a geometric method used to
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optimize communication paths between nodes in a network. It creates a triangu-
lated network by connecting each node to its nearest neighbors, ensuring that no
point lies inside the circumcircle of any triangle. This approach minimizes the
longest edges in the network, enhancing the efficiency and reliability of commu-
nication paths. In the context of drone swarms, Delaunay triangulation helps to
reduce latency and improve the robustness of data transmission. This geometric
method ensures that the routers form the most efficient communication paths by
connecting each drone to its nearest neighbors in a triangular network [18]. By
minimizing the distance between communication nodes, Delaunay triangulation
reduces communication delays and ensures that data is transmitted through the
most direct and reliable routes. This helps prevent long, inefficient communica-
tion paths and enhances the overall performance of the network, particularly in
large or complex surveillance areas.

While the mesh network provides significant advantages in terms of reliability
and flexibility, it also introduces certain security challenges, particularly in mis-
sion-critical environments where the confidentiality and integrity of the data are
paramount. To address these concerns, the network design incorporates robust
encryption protocols to secure communication between the routers. The pro-
posed encryption method for this system is Advanced Encryption Standard (AES)
with 256-bit keys. AES-256 is widely recognized for its strong security and is ap-
proved for use in protecting sensitive government and military data [19]. Its large
key size makes it highly resistant to brute-force attacks, providing a high level of
security for the data transmitted between the drones and the control center.

In a mesh network where data flows through multiple routers, it is essential to
ensure that the communication remains secure at each point. AES-256 encryption
ensures that all data—including video streams, control signals, and telemetry—is
encrypted before being transmitted through the network [20]. Even if an attacker
intercepts the communication at one of the routers, they will not be able to decrypt
the data without the appropriate key. A public key infrastructure (PKI) is used to
facilitate the secure exchange of encryption keys [21]. Each drone is equipped with
a unique public-private key pair, ensuring that encryption keys can be exchanged
securely without risk of interception. The public key is used to encrypt the data,
and only the corresponding private key can decrypt it, adding an extra layer of
security to the communication process.

Beyond encryption, the network design includes firewalls at both the router
level and the control center. Firewalls play a crucial role in maintaining the secu-
rity and integrity of the network by monitoring, filtering, and controlling the flow
of data [22]. At the router level, firewalls help to protect each drone’s communi-
cation by preventing unauthorized access and ensuring that only legitimate traffic
passes through the network. They analyze incoming and outgoing data packets,
comparing them against a set of predefined security rules to block any suspicious
or potentially malicious activity.

In addition to blocking unauthorized access, firewalls at the router level can
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also prevent certain types of attacks, such as DoS attacks, by limiting the rate at
which packets are allowed to pass through the router [23]. This rate-limiting ca-
pability helps prevent attackers from overwhelming the network with excessive
traffic, thereby maintaining the availability of communication channels. Firewalls
are also instrumental in thwarting MITM attacks, where an attacker attempts to
intercept and manipulate communication between drones [24]. By enforcing
strict traffic rules and ensuring that only authorized entities can communicate
with the routers, firewalls act as a first line of defense against such attacks.

At the control center level, more advanced firewalls are employed to monitor
the entire network’s traffic. These firewalls perform deep packet inspection (DPI),
which allows them to examine the content of data packets beyond just the headers
[25]. DPI can detect and block advanced threats such as malware or sophisticated
intrusion attempts, providing an additional layer of security. The control center
firewall also logs all network traffic, creating an audit trail that can be used to
analyze any suspicious activity or breaches that may occur. This audit capability
is essential for forensic analysis in the event of a security incident, helping to trace
the origin and method of the attack.

The combination of encryption and firewalls in the network design ensures that
the mesh network for the drone swarm is secure, reliable, and resilient against
various cyber threats. By protecting communication channels at both the router and
control center levels, the system maintains the confidentiality and integrity of all
transmitted data, enabling the drone swarm to operate effectively in mission-crit-

ical surveillance tasks without the risk of data breaches or communication failures.

2.3. Simulation Environment

In developing a secure and reliable communication framework for drone swarms,
the creation of a robust simulation environment is essential. Simulation environ-
ments provide a controlled and repeatable platform for testing the performance,
resilience, and security of network architectures. They allow researchers to rigor-
ously assess how systems respond to real-world conditions without the expense
and risk associated with deploying physical hardware in live environments. These
environments are particularly important in scenarios where mission-critical op-
erations, such as surveillance, disaster response, or military applications, depend
on the seamless coordination of multiple autonomous systems [26]. By simulating
these conditions, researchers can identify and address potential weaknesses, eval-
uate the effectiveness of different network configurations, and ensure that security
protocols operate as intended.

The use of specialized tools within these environments further enhances the
ability to simulate realistic operational conditions. Network simulators such as
GNS3 (Graphical Network Simulator-3) offer the flexibility to model complex,
large-scale network topologies, allowing for the dynamic testing of network per-
formance under a variety of scenarios. Security-focused tools like Ettercap enable

researchers to evaluate how well a network can defend against potential cyber
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threats, providing insights into the effectiveness of encryption protocols and fire-
wall configurations. Such simulations are invaluable, as they replicate the kinds of
attacks and operational disruptions that drone swarms may encounter in real-
world deployments. Through these simulations, it becomes possible to test the
limits of the proposed network architecture in a risk-free environment, while
gaining valuable data on how the system behaves under both normal and adverse
conditions. In this work, GNS3 and Ettercap were used to thoroughly test the pro-
posed mesh network architecture and its security mechanisms for a drone swarm

in mission-critical surveillance operations.

2.3.1. Simulation Tools and Software

The core of the simulation environment was built around GNS3, a powerful and
widely used network simulation tool that allows for the emulation of real-world
network components and protocols. GNS3 was chosen for its flexibility in design-
ing complex network topologies and its ability to provide a virtual representation
of the drone swarm’s mesh network [27]. By using GNS3, it was possible to create
a dynamic simulation of the routers that connect the drones, modeling their in-
teractions and ensuring that the mesh network could handle real-time communi-
cation needs.

GNS3 allows users to visually map out and configure network components,
which makes it ideal for modeling the proposed mesh network. Each drone in the
swarm was represented by a node in the GNS3 environment, connected via virtual
routers that mirrored the real-world communication infrastructure. The software
allowed for detailed control over each router’s settings, including routing proto-
cols and communication parameters. This made it possible to simulate dynamic
routing, where data could be rerouted through alternative paths in the event of
node failure or disruption, an essential feature of the mesh network. Furthermore,
GNS3’s real-time monitoring capabilities provided a clear view of network traffic
and performance, ensuring that the network could handle various operational
loads without encountering significant delays or communication breakdowns.
The proposed network design in GNS3 software is shown in Figure 3 below.

In addition to GNS3, Ettercap was used extensively to simulate and test the se-
curity aspects of the drone swarm network. Ettercap is a comprehensive tool for
network analysis and security testing, particularly focused on MITM attacks and
other forms of intrusion [28]. By using Ettercap, it was possible to simulate a range
of cyberattacks on the network, from basic eavesdropping to more sophisticated
attempts to alter or intercept data between drones. The ability to simulate these
attacks in a controlled environment was crucial for evaluating the robustness of
the network’s encryption protocols and firewall protections. Ettercap also allowed
for the analysis of network traffic at a granular level, making it possible to identify
any vulnerabilities that could be exploited by attackers, and ensuring that the se-
curity measures in place were effective at preventing unauthorized access and data

manipulation. The interface of Ettercap software is shown in Figure 4 below.
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2.3.2. Hardware and Network Infrastructure
While the majority of the simulation environment was virtual, it was run on a
physical hardware infrastructure capable of handling the complex requirements
of the network. The simulation was hosted on high-performance servers, each
equipped with multi-core processors (Intel Xeon) with substantial memory (128
GB RAM) to support the large-scale emulation of the drone swarm’s network.
These servers ran virtual machines that represented individual drones, each with
its own router. The routers were interconnected to form the mesh topology, with
dynamic routing protocols enabled to ensure that communication paths could be
adjusted in real-time based on network conditions.

The hardware infrastructure was selected to ensure that the simulation could
run smoothly, and that the performance metrics collected would be accurate and
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representative of real-world operations. The servers’ high processing power and
memory allowed for the seamless operation of the GNS3 environment, even when
simulating large amounts of data traffic, such as video feeds and telemetry from
multiple drones. This ensured that the network’s scalability and fault tolerance
could be thoroughly tested without the limitations that might be encountered in
less robust hardware environments.

To simulate real-world conditions, latency simulators were used within the
GNS3 environment to introduce artificial delays in data transmission between
nodes [29]. This replicated the effects of distance, interference, and other factors
that could impact communication in a live deployment. By incorporating these
delays into the simulation, it was possible to evaluate the network’s ability to
maintain communication under less-than-ideal conditions. The dynamic routing
protocols were tested to ensure that they could reroute data efficiently when com-
munication paths became congested or disrupted, validating the self-healing
properties of the mesh network.

2.3.3. Network Configuration and Parameters

The configuration of the network within the simulation environment was de-
signed to closely mimic the conditions under which the drone swarm would op-
erate in a real surveillance mission. Each drone was represented as a node within
the mesh network, connected through virtual routers. The network was designed
to handle a variety of data types, including real-time video streams, telemetry data,
and control signals. These data types were tested under different levels of network
load to evaluate the performance and stability of the system.

One of the key features of the mesh network was its dynamic routing capabili-
ties. In a dynamic routing environment, the network is able to adjust its commu-
nication paths automatically based on real-time conditions. For example, if one
drone in the swarm moves out of range or its communication path is blocked by
an obstacle, the network can automatically reroute data through alternative nodes.
This ability to adapt to changing conditions was tested extensively in the simulation.
Scenarios were created where drones were intentionally removed from the net-
work, either through simulated failures or changes in operational range, to evalu-
ate how well the network could maintain communication without interruption.

Another important aspect of the network configuration was the use of Delaunay
triangulation to optimize the placement of routers and communication paths be-
tween drones. In the simulation, this method was applied to ensure that the mesh
network remained efficient, even as drones moved within the operational area.
The triangulated structure of the network was tested under different conditions,
including varying the number of drones and adjusting their operational range, to
ensure that the network could handle large-scale deployments without significant
increases in communication latency.

The network was also tested with varying levels of data traffic. Scenarios were
created where the drones transmitted high-bandwidth video streams from their
cameras while simultaneously sending telemetry data and control signals to the
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control center. These tests were designed to simulate the demands of a real sur-
veillance mission, where drones must continuously transmit large amounts of
data. The network’s ability to handle this traffic without significant delays or

packet loss was a key indicator of its reliability.

2.3.4. Security Testing

The security of the drone swarm network was a primary focus during the simula-
tion, given the critical nature of the mission and the potential vulnerabilities of
network-based systems. To ensure the network’s resilience against various types
of cyberattacks, a combination of tools, including Ettercap and Cisco Packet
Tracer, was used to test different aspects of security, including encryption, packet
workflow, and access control mechanisms.

Cisco Packet Tracer is a powerful network simulation tool developed by Cisco
Systems. It allows users to create, configure, and simulate complex network topol-
ogies and interactions without the need for physical hardware [30]. Packet Tracer
supports a wide range of networking protocols and devices, including routers,
switches, and wireless networks, making it an invaluable educational and testing
tool for students, engineers, and IT professionals. Users can design networks, test
configurations, troubleshoot issues, and simulate real-world networking scenarios,
helping them to understand and verify network behavior before deployment in a
live environment. Its visual interface and extensive features contribute to its wide-
spread use in network design, cybersecurity, and IoT applications. For academic
purposes, Cisco Packet Tracer is often used to model networking systems in re-
search papers and experiments, as it provides a controlled, virtual environment
where researchers can simulate specific scenarios, such as access control or security
measures, without the risks associated with real-world systems [31]. This makes it a
highly versatile tool for validating network designs and testing theoretical models.

Cisco Packet Tracer was specifically utilized for access control testing, focusing
on the verification of packet workflows and ensuring that only authorized devices
could access the network. In the simulation, Packet Tracer was configured to rep-
licate the mesh network setup with virtual routers representing each drone. Access
control lists (ACLs) and firewall rules were implemented to restrict access, allow-
ing only predefined devices, such as authorized drones and the control center, to
communicate within the network. The proposed network designed in Cisco
Packet Tracer is shown in Figure 5 below.

To test the system, an unauthorized PC was introduced to attempt access to the
network, as shown in Figure 6.

Cisco Packet Tracer’s simulation of packet flow showed that the firewalls and
ACLs immediately detected the unauthorized PC, blocking all incoming and out-
going packets from this device as shown in Figure 7. Testing the workflow from
an unauthorized access point revealed the presence of packet transmissions from
the PC to the proposed secured network. This demonstrated that the network’s
access control mechanisms were functioning correctly, preventing unauthorized

devices from gaining access to critical communication channels.
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Figure 7. Testing the unauthorized access for the proposed network.

At the same time, Ettercap was employed to simulate more sophisticated
cyberattacks, including MITM attacks, spoofing, and packet injection attacks, on
both the proposed secure mesh network and a simple classic network for compar-
ison. While both networks used AES-256 encryption to secure their communica-
tions, the classic network lacked the advanced mesh topology featured in the pro-
posed network, relying instead on a more basic communication structure.

During the MITM attack simulation, Ettercap was used to intercept communi-
cation between the drones and the control center in both networks. In the pro-
posed secure mesh network, AES-256 encryption successfully protected the data,
rendering the intercepted packets unreadable, while the mesh topology ensured
that communication paths were dynamically rerouted, maintaining secure and
continuous data flow. In contrast, the classic network—although protected by en-
cryption—was more vulnerable to the interception of packets due to its static
communication paths, which could not easily reroute in case of disruption, lead-
ing to potential delays and reduced resilience.

In the spoofing attack simulation, where an attacker attempts to impersonate
one of the drones by injecting false packets into the network, Ettercap sent spoofed
data into both systems. In the proposed secure mesh network, the firewalls and
access control lists (ACLs) configured in Cisco Packet Tracer successfully detected
and blocked these unauthorized packets, ensuring that only legitimate traffic was
permitted. The mesh topology further strengthened the network’s defense by of-
fering multiple secure paths for data transmission. The classic network, while still
encrypted, lacked the dynamic routing of the mesh network, making it more sus-
ceptible to traffic disruption and the potential for unauthorized packets to cause
greater harm. Figure 8 illustrates the results of network testing in both designs:
the mesh topology and the classic topology.

Ettercap was also employed to test packet injection attacks, where an attacker
attempts to introduce unauthorized commands or false data into the communi-
cation stream. The proposed secure mesh network’s firewalls and ACLs, tested
with Cisco Packet Tracer, successfully identified and blocked the malicious pack-
ets, preserving the integrity of the data flow. Meanwhile, the classic network, with-
out the benefit of dynamic routing, was less effective at rerouting and isolating the
malicious data, resulting in more significant disruptions to communication be-
tween drones and the control center.

Finally, DoS attacks were simulated using Ettercap to overwhelm both networks
with excessive traffic. The load balancing capabilities of the proposed secure mesh

network played a crucial role in mitigating the effects of the attack by distributing
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traffic across multiple nodes, preventing any single router from becoming over-
whelmed. The firewalls configured in Cisco Packet Tracer also detected and
blocked the abnormal traffic spikes, maintaining stable network performance. In
contrast, the classic network, lacking the mesh network’s flexibility and traffic dis-
tribution, experienced higher levels of disruption, with routers becoming more

easily overwhelmed by the attack.
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The combined use of Ettercap and Cisco Packet Tracer provided a thorough
examination of the networks’ vulnerabilities. While both the proposed secure
mesh network and the classic network employed encryption, the proposed net-
work’s mesh topology—along with its robust firewall configurations and dynamic
routing—demonstrated far greater resilience against sophisticated attacks like
MITM, spoofing, and DoS. The classic network, by comparison, lacked the flexi-
bility and redundancy offered by the mesh topology, making it more vulnerable

to disruption despite using the same encryption protocols.

3. Results and Discussion

The results of the testing and analysis provide clear insights into the performance,
scalability, fault tolerance, and security of the proposed secure mesh network for
drone swarms, particularly in comparison to a simpler classic network configura-
tion. This section presents the key findings and discusses the implications for the
use of this architecture in mission-critical operations, such as surveillance, secu-
rity, and disaster response.

The performance metrics of latency, throughput, and packet loss were collected
from both the proposed secure mesh network and the classic network under nor-
mal and high-traffic conditions. The results showed that the latency in the pro-
posed mesh network was consistently lower than in the classic network. The mesh
network’s dynamic routing allowed data to take the shortest available path, even
when some communication nodes were temporarily unavailable due to failure or
network congestion. In contrast, the classic network, which lacked dynamic rout-
ing, exhibited higher latency, particularly in scenarios where communication links
became congested. The average latency in the mesh network was reduced by 15-
20%, particularly in high-traffic scenarios.

Throughput tests indicated that the proposed mesh network was more efficient
at handling large volumes of data, thanks to its load-balancing capabilities. The
distribution of traffic across multiple paths in the mesh topology allowed the net-
work to maintain stable throughput levels, even as more drones and data streams
were added. The classic network, on the other hand, experienced bottlenecks
when it was under heavy traffic, leading to reduced throughput. On average, the
proposed mesh network achieved 20% - 25% higher throughput than the classic
network during peak traffic conditions, as shown in Table 1.

Packet loss was another area where the mesh network outperformed the classic
network. In the event of node or link failure, the mesh network’s ability to reroute
data through alternative paths minimized packet loss, maintaining nearly 100%
data delivery in most cases, as shown in Table 1. The classic network, which lacked
this redundancy, exhibited higher levels of packet loss, especially when a critical
communication node failed. Overall, the mesh network reduced packet loss by 30-
40% compared to the classic network under failure conditions. These performance
improvements demonstrate that the proposed secure mesh network offers signif-

icant advantages in maintaining communication efficiency, reducing delays, and
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ensuring reliable data transmission in drone swarm operations. Table 1 shows a
direct comparison of the proposed secure mesh network and the classic network
in terms of latency, throughput, and packet loss. The mesh network demonstrates
significant performance advantages, particularly in high-traffic scenarios, thanks

to its dynamic routing and load balancing.

Table 1. Performance metrics comparison (proposed mesh network vs. classic network).

. Proposed mesh net- Classic Improvement
Metric
work network (%)
Average latency (ms) 25 30 17%
Throughput (Mbps) 850 670 27%
Packet loss (%) 1.2% 3.5% 30% - 40%

Fault tolerance tests further reinforced the advantages of the mesh network.
When individual drones or communication links were intentionally disabled in
the simulation, the mesh network quickly adapted by rerouting traffic through
alternate nodes, minimizing disruption. This self-healing ability ensured that the
drone swarm could continue functioning effectively, even in the face of node fail-
ures or communication disruptions. The classic network, with its more rigid ar-
chitecture, was less resilient to such failures. A single node failure often resulted
in a significant loss of communication, as there were fewer alternative paths avail-
able for rerouting data. These results validate that the proposed secure mesh net-
work is highly fault-tolerant, making it well-suited for mission-critical operations
where reliability and continuous communication are essential. Table 2 highlights
the network’s fault tolerance capabilities. The mesh network’s self-healing prop-
erties ensured that even in cases of node or link failure, data was rerouted without
significant disruption, whereas the classic network experienced major communi-

cation breakdowns.

Table 2. Fault tolerance test results (node/link failures).

Proposed mesh

Scenario Classic network Remarks
network
Single node Data rerouted Communication ~ Mesh network adapted
failure instantly breakdown without disruption
Multiple node Minimal Significant Mesh network showed
failures disruption packet loss better redundancy
. . Traffic Increased Classic network lacked
Link failure )
rerouted latency rerouting paths
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Security testing was a major component of the evaluation, focusing on the re-
silience of both networks to cyberattacks such as MITM attacks, spoofing, packet
injection, and DoS attacks. The results clearly demonstrated that the proposed
secure mesh network provided superior protection against these threats when
compared to the classic network.

During the MITM attack simulations, Ettercap was used to intercept commu-
nications between drones and the control center in both networks. In the pro-
posed secure mesh network, the AES-256 encryption successfully prevented any
unauthorized decryption of data, ensuring that even intercepted packets remained
secure. In contrast, while the classic network also employed encryption, its lack of
dynamic routing made it more vulnerable to interception, as data packets were
transmitted over static paths that could be more easily targeted by attackers as
shown in Table 3. The spoofing attack tests further emphasized the importance
of the mesh network’s firewalls and access control lists (ACLs), which were tested
using Cisco Packet Tracer. These defenses effectively block unauthorized devices
from injecting false packets into the network. The classic network, which lacked
the redundancy and dynamic routing of the mesh topology, was more susceptible
to spoofing attacks, as the spoofed data was able to disrupt communications more
easily. Packet injection attacks were similarly mitigated by the proposed secure
mesh network, as the network’s security protocols identified and blocked mali-
cious packets before they could disrupt the flow of communication. The firewalls
and encryption worked in tandem to maintain data integrity. The classic network,
lacking these advanced routing features, was less successful in preventing such
attacks, leading to greater vulnerability in this regard. Finally, during DoS attack
simulations, the proposed mesh network demonstrated its load balancing capa-
bilities, distributing excessive traffic across multiple nodes and preventing any
single router from becoming overwhelmed. This allowed the mesh network to
maintain communication stability, even during an active attack. In contrast, the
classic network, which did not have the same level of load management, suffered
significant disruption when targeted by DoS attacks, with nodes becoming over-
whelmed more quickly. Table 3 summarizes the security test results for various
attack types. The mesh network exhibited superior protection against MITM,
spoofing, packet injection, and DoS attacks, thanks to its encryption, firewalls, and
dynamic routing. The classic network, however, was more vulnerable to these
types of attacks due to its simpler architecture.

The results of this research clearly demonstrate that the proposed secure mesh
network provides superior performance, scalability, fault tolerance, and security
compared to a simpler classic network. The mesh topology’s dynamic routing and
load-balancing capabilities ensure more efficient data transmission, making it bet-
ter suited to real-time, mission-critical drone swarm operations. The ability of the
network to scale effortlessly and recover from node failures without significant
disruption further supports its use in environments where reliability is para-

mount.

DOI: 10.4236/jcc.2024.1211001

20 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2024.1211001

A. Alotaibi et al.

Table 3. Security test results.

Security attack ~ Proposed mesh

Classic network Remarks
type network
Mesh network routed
Data rerouted . . around attempted attacks;
MITM attack . Partial protection .
instantly classic network exposed
vulnerable points.
Mesh network full
Minimal Spoofed packets €51 NETWOT .u Y se.cure
Spoofing attack . . due to dynamic routing
disruption allowed

and access control.

L Malicious packets ~ Mesh network prevented
Packet injection

ttack Traffic rerouted disrupted disruption, classic network
attac
communication compromised.
Minimal i " Mesh network managed
inimal impac
P Major disruptions high traffic, while the
DoS attack due to load

balanci in communication classic network faced
alancin.
& severe disruption.

The security tests highlight the clear advantages of the proposed network’s en-
cryption, firewalls, and access control mechanisms, all of which successfully de-
fended against sophisticated attacks simulated through Ettercap. The dynamic na-
ture of the mesh network allowed it to mitigate threats more effectively by distrib-
uting traffic and preventing bottlenecks. These features are critical in modern
drone swarm deployments, where networks must be resilient to both physical and
cyber threats.

In contrast, the classic network, while functional under lighter loads and with-
out attacks, struggled in scenarios where resilience and flexibility were required.
The static nature of the classic network made it more vulnerable to failures and
cyberattacks, especially when targeted by spoofing, packet injection, and DoS at-
tacks.

Overall, the proposed secure mesh network architecture is a significant im-
provement over traditional network models in drone swarm operations, offering
enhanced security, performance, and reliability. These advantages make it a
strong candidate for use in surveillance, military, and other mission-critical appli-

cations where communication integrity and system resilience are paramount.

4. Conclusions

This research presented a comprehensive evaluation of a proposed secure mesh
network architecture for drone swarm operations, focusing on its performance,
scalability, fault tolerance, and security. The results of the simulation and testing,
conducted with GNS3, Cisco Packet Tracer, and Ettercap, demonstrated that the

mesh network offers significant advantages over a simpler classic network in
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mission-critical scenarios. The performance tests showed that the mesh network’s
dynamic routing and load balancing capabilities significantly reduced latency, in-
creased throughput, and minimized packet loss, especially under high-traffic con-
ditions or during network failures. This self-healing ability, combined with effi-
cient data transmission paths, allowed the mesh network to maintain optimal
communication between drones and the control center, even in challenging envi-
ronments where node failures or disruptions occurred. The scalability and fault
tolerance of the proposed architecture was also validated, with the mesh network
handling the addition of new drones seamlessly and recovering quickly from sim-
ulated node or link failures. The ability to dynamically adjust communication
paths and reroute data through alternate nodes makes this architecture particu-
larly suitable for evolving and large-scale drone swarm operations. In terms of
security, the mesh network’s implementation of AES-256 encryption, firewalls,
and access control lists was highly effective in defending against cyberattacks such
as MITM attacks, spoofing, packet injection, and DoS attacks. The mesh topol-
ogy’s redundancy and dynamic routing further enhanced the network’s resilience,
ensuring that it could maintain secure and uninterrupted communication in the
face of active attacks. Comparatively, the classic network demonstrated notable
weaknesses, particularly in its vulnerability to disruptions and cyberattacks due to
its lack of dynamic routing and load balancing. While encryption was present in
both networks, the static nature of the classic network limited its effectiveness,
especially under complex operational conditions or when facing cyber threats.

In conclusion, the proposed secure mesh network is a robust and highly reliable
architecture that significantly improves the performance and security of drone
swarm operations. Its flexibility, fault tolerance, and resilience to cyberattacks
make it well-suited for use in mission-critical applications such as surveillance,
military operations, and disaster response. The findings from this research suggest
that this architecture is a superior alternative to traditional network models,
providing enhanced communication stability and protection in dynamic and po-
tentially hostile environments. Future work may explore the integration of addi-
tional security protocols and further optimizations for even larger-scale drone

swarm deployments.
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