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Proposal for Energy Consumption Reduc- The “Internet of Things” (IoT) refers to a set of intelligent “objects” that can

tion between Connected Objects in a Net-  communicate with each other directly or through a network. The IoT is the
work Running on MQTT Protocol. Journal

of Computer and Communications, 12, 177- . .
188 time. The concept can be applied to sectors such as e-health, e-government,

embodiment of the idea that everything can be connected anywhere and at any

https://doi.org/10.4236/jcc.2024.1210012 automotive, geographic information systems, remote sensing, home network-

ing, e-commerce and climate change mitigation. Unlike the Internet, the IoT
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Published: October 29, 2024 is linked to different protocols, technologies and algorithms implemented in

has its own constraints, notably those linked to heterogeneity. This divergence

these connected objects for their interconnection. It should be noted that IoT

Copyright © 2024 by author(s) and devices can communicate with each other using different protocols and dedi-

ientific Rq h Publishing Inc. . . C . . .
Safm Hlic Pesearch PUbAshing tnc. cated M2M (Machine to Machine) communication technologies. The aim of
This work is licensed under the Creative

Commons Attribution International this work is to find solutions for optimising energy consumption during data

License (CC BY 4.0). exchanges between connected objects, with respect to certain constraints by

http://creativecommons.org/licenses/by/4.0/  ysing firstly this exchange for only Message Queuing Telemetry Transport
m (MQTT) and secondly the combination of the MQTT protocol and the Con-
strained Application Protocol (CoAP) protocol to check the quantity of the
energy optimized. The MQTT protocol, for example, is one of the most widely
used protocols for connected objects. Admittedly, this protocol consumes less
energy, but in the situation of a very large number of users, the problem of
saturation inevitably arises. In this article, we propose a solution of optimising
energy consumption by combining the MQTT protocol with the CoAP proto-
col which can allow to use the standby mode contrary to the use of MQTT
where the broker is always being turning. This solution has not yet been
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implemented but is being discussed. In this article, we’re going to use the
joulemeter which is an application developed by Microsoft to measure and
estimate the energy consumption of computers and applications. In our case,
we take the example of the “Service Broker for network connections” of the
Windows’s 10 Operating System, in my own computer to show the difference
between the consumption of energy without the standby mode and with standby
mode, because with the MQTT, the Broker’s MQTT is always on. Now, with
the combination MQTT and CoAP, it is possible that we have standby mode
and to compare these two cases in term of consumption of an energy. And to
do it, we must use the joulemeter that we installed in our computer to simulate
it. This is achieved by using the CoAP protocol combined with the MQTT
protocol. The aim of our work is to reduce energy consumption in order to
solve the problem of saturation of the MQTT by linking it to CoAP protocol
by using Joulemeter mentioned above.

Keywords

Internet of Things, Heterogeneity, Message Queuing Telemetry Transport,
Constrained Application Protocol, Application-Layer Semantic Gateway,
Gateway

1. Introduction

Connected objects, often referred to internet of things [1] use different protocols
and algorithms for their interconnection. But there are problems linked to heter-
ogeneity that need to be resolved. Means such as gateways are used to facilitate
their interoperability. Interconnection often requires sufficient resources in terms
of the number of sensors and clients used. And given the environmental con-
straints, we need to take action to optimise energy savings. One of these problems
is network saturation when these connected objects use the MQTT protocol. Sev-
eral problems are linked to MQTT network saturation, in particular optimising
energy consumption [2], using IoT gateways, monitoring performance indicators
and using suitable wireless technologies. Let us know that our manner to optimize
the energy between objects is to switch from active mode to standby mode by us-
ing joulemeter installed in our computer. Joulemeter which is a software package
developed by Microsoft Research, designed to estimate the energy consumption
of computer applications and systems [3]. In fact, the use of MQTT does not allow
us to move to standby mode, because the broker is always on. But by combining
the MQTT protocol to the CoAP, communication between objects will take place
in the same way as in a client/server system, so it is when information is requested
that the server must take charge of it, and also it’s possible to have a system in
standby mode when no request is made. Note that this will be done using the Ap-
plication-Layer Semantic Gateway (ALSG) with a multi-protocol proxy. In this

article, so that’s how we’re going we propose to optimise the energy consumption
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of connected objects through the combined use of the MQTT and CoAP protocols
[4]-[6] by using joulemeter.

2. State of the Art

This article highlights two application protocols, one of which is Publish/Subcribe
used by the MQTT protocol and the other Client/Server by the CoAP protocol.
The MQTT protocol and the CoAP protocol will be discussed here.

The development of the Internet of Things is putting the Internet under re-
markable pressure. New protocols have been implemented, including application
protocols such as MQTT, XMPP, DDS and CoAP. Traditional protocols, such as
HTTP, are not suitable, given the constraints in terms of energy consumption
and computing capacity. In this section, we will present the application proto-
cols specially developed for IoT devices. These are organised into two groups:
Publish/Subscribe protocols (MQTT, XMPP) and client/server protocols (COAP,
WebSocket).

The client/server protocol is a transaction model between several programs or
processes via a network. In this model, there are mainly two players: a client, mak-
ing requests to the server. A server, which waits for requests from clients, then
processes and responds to them. There are several types of client/server protocols.
In this article, we will focus on two protocols: the MQTT protocol and the CoAP

protocol.

2.1. The MQTT (Message Queue Telemetry Transport) Protocol

MQTT is a messaging protocol that was introduced by Andy Stanford-Clark of
IBM and Arlen Nipper of Arcom (now Eurotech) in 1999 and standardised in
2013 at OASIS [7]. It is based on a client/server architecture where sensors act as
clients and then connect to a server called a broker. It is a lightweight protocol
that is easy to implement.

It is widely used in IoT device connectivity and M2M (machine-to-machine
communication). It uses the Publish-subscribe model to offer transition flexibility

and implementation simplicity, as illustrated in Figure 1 below.
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Figure 1. MQTT architecture [8].
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2.2. The Constrained Application Protocol (CoAP)

CoAP (Constrained Application Protocol) is a web transfer protocol designed to
be ran on constrained devices, which are generally IoT devices. It is based on the
REST architecture. REST represents a simpler way of exchanging data between
clients and servers via HTTP [9]. The CoAP protocol is a lightweight version of
http, based on UDP. This makes it more suitable for IoT applications. It should
also be remembered that the CoAP protocol modifies certain HT'TP functionali-
ties to meet IoT requirements such as low energy consumption. Consequently,
COAP is presented as the protocol by excellence for constrained nodes and net-

works, including the IoT, in [10].

3. The Problem

The problem is the saturation of the MQTT protocol when we have a very large
number of users [2]. We illustrate the difference in energy consumption between
the MQTT and CoAP protocols in Figure 4 using the joulemeter [11]. Admittedly,
the MQTT protocol does not consume energy, but the fact that the relationship
between the clients and the broker is always in an “activated state” will consume
even more energy. In other words, if power consumption is our main constraint,
MQTT transfers data over Transmission Control Protocol (TCP) whereas CoAP
transfers data over User Data Protocol (UDP). This also makes a huge difference
in the power consumption of these two protocols where MQTT consumes more
power than CoAP because it has to maintain the connection between the client
and the broker in an “always on” state. So, the problem is how to optimise energy
consumption to avoid network saturation. With this in mind, our article uses the
CoAP protocol to solve this problem.

Figure 2 below shows the respective size in bytes of the messages that can be
sent by the CoAP and MQT'T protocols, which are 4 bytes and 8 bytes respectively.

Message Size

10

M Message Size

S N A~ O @

CoAP protocol MQTT protocol

Figure 2. Message size of the CoAP and MQTT protocols [11].

The power or energy used by the client and the server for sending and receiving
the first message up to the receiving of last response or message is termed as in
the power consumption by the different protocols. It is measured in J or m]J. The

CoAP protocol also consumes low power than the MQTT protocol and performs
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a better transmission of the messages over a network. The power consumption by

these two protocols is illustrated in the graph below [11] (Figure 3):

Power Consumption

B Power Consumption

CoAP Protocol MQTT Protocol

Figure 3. Power consumption by the CoAP and MQTT protocols [11].

4. Methodology

The aim is to implement prerequisites in order to solve the problem of saturation
of the MQTT protocol as shown by Mishra et al [12] in their work related to the
Stress-Testing MQT'T Brokers. These prerequisites are the use of the ALSG gate-
way [4], whose role is to facilitate communication and interconnectivity between
heterogeneous messaging protocols such as MQTT and CoAP. ALSG can receive
any information from MQTT or CoAP and, through its Mult-iprotocol Proxy,
data are saved from these two protocols and delivered in the same format, which
is JSON. In the event that the connected objects want to exchange data with each
other, it will no longer be necessary to know the nature of the client. Is this client

MQTT or CoAP or is the receiving node that wants information MQTT or CoAP,

because everything happens as if we were in a client/server system. And in the case

of a client/server system, it’s when a request is sent that the server starts looking
for it to deliver it.

We find that with our ALSG, the fact that the Broker is always running is no
longer relevant. And for more information about our ALSG, we give you its vari-
ous components and their role as follows:

- Proxy-multi protocol solves the problem of message translation by introducing
two additional components, message store, topic router and message broker;

- The Message broker is responsible for representing the different message pro-
tocols so that message content is not disrupted.

- The Semantic Annotation Service is the heart of the semantic interoperability
and heterogeneous data integration system, which translates raw data and
transfers it to a knowledge centre application;

- The Gateway Interface converts the data into JSON, a specific format for linked
data (JSON-LD);

- The Message store is responsible for storing all messages until they are success-
fully sent to the top level of IoT services via the REST interface on ALSG;
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- The Topic router is responsible for the creation, maintenance and knowledge

sharing of all connected IoT devices.

4.1. The ALSG Gateway (Application-Layer Semantic Gateway)

The architecture is that of ALSG [4], which makes it possible to receive the various
data from different clients and route them to recipients in the same JSON-LD for-
mat (Figure 4).

Store Annotation Service

I
|
|
|
:
</ /& :
)
¢/ e |
|
Sensor ! Multi-protocol RDF JSON-LD,  IoT

Gateway Interface services
nodes Proxy |

I

|

- I
Topic :
|

|

Message| [ Semantic ]

Router

Figure 4. Architecture of the ALSG gateway [4].

4.2. Multi-Protocol Proxy

The Multi-Protocol Proxy receives data from the various CoAP and MQTT pro-
tocols for communication. It is the key element in putting the CoAP and MQTT
protocols together (Figure 5).

Message Topic
Store Router

1
CoAP\PUT/GET! .
Client)” jgon 1 CoAP Client
1
1
1
1
1
1
1

PUB/SUBI (" MQTT micro /
JSON/XMIL |Broker (mosquito)
1

JSON Sement_w
Annotation
Service

Figure 5. Multi-Protocol Proxy for communication between messaging protocols [4].

4.3. Proposed Architecture

Our solution consists of implementing the ALSG1 architecture shown in Figure
6, inspired by the ALSG architecture in order to prevent the Broker from always
remaining in an “Activated state” while waiting for messages from publishers

and subscribers. Now, with this new architecture, when publishers publish
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information in topics, it is stored in the Message Store with an identifier and the
Semantic Annotation Service for translation into compatible formats. And now,

when subscribers go to subscribe, they can access the right information using their

identifiers.
Semantic
Annotation Service
Publishers . JSON-LD
MQTT Multi-Protocol Gateway Interface MQTT

Proxy Clients

Topic
Router

Figure 6. Proposed architecture of the solution; ALSGI.

After presenting the architecture, we’ll introduce the platform used for the sim-
ulation and implementation of this project which in fact is GitHub. GitHub [3] is
a developer platform that allows developers to create, store, manage and share
their code. It uses Git software, providing the distributed version control of Git
plus access control, bug tracking, software feature requests, task management,
continuous integration, and wikis for every project. GitHub can provide the

joulemeter [13] tool used in this paper and presented below in Figure 7.

Power Usage | About

Power model from 20/03/2024 10:30:26

Component Power Usage (Watts)
CPU: 115
Monitor: 10,0

Disk: 0.0
Base: 15,0
Total: 36,5

Application Power (CPU only)

Enter program name (as seen in Task Manager Processes tab):

Start |
Power: --
Save power data: click Browse to enter filename.
Browse

Figure 7. Interface of joulemeter in my own computer.
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FICHIER ACCUEIL INSERTION MISE EN PAGE

The simulation importance is not to prove again. Many authors have proposed
different king of simulation solution to tests proposed algorithms or designs in
various fields like Offloading between WiFi and 4G LTE [14], Networking and
elearning [15] and 4G core network virtualization [16] using tools like NS3, Huawei
ENSP and others. As sai before, in this work we use GitHub.

Below is an image of the excel file generated after testing the “Broker service for
network connections” before and after putting the computer to sleep in Figure 8.

In fact, the data in Figure 8 is obtained by calculating the energy consumption
of Broker service for network connections. Simply enter the name of the applica-
tion in the “start” box in Figure 7 and click on the “start” button in the joulemeter
tool interface. We left it running for a minute to see the power consumption of
the “network broker service” application and then switched to standby mode to

see the power consumption of the same application.

FORMULES DONNEES REVISION AFFICHAGE

AD fx‘ Calibri oA == =| ®- %‘Remvoyeré la ligne autornatiquement | Mombre - L_").‘J Q %“Insére.r N
Coller ®- G I S ] oy === &= i €] oo 52 00 Miseenforme Mettre sous forme Styles de £ Supprime
- ¥ =rl=r ThAT S =F 55 Ehmerdcente - % a2 conditionnelle  detableau~  cellules~ @ Format -
Presse-papiers Police [F] Alignement [F] Nombre [F} Style Cellules
Al - f\ TimeStamp (ms)
| A B C D E F G H J K L M
1 |TimeStamp (ms) Total Power CPU (W) Monitor (W] Disk (W) Base (W) Application (W)
2 63847560799590,00 29 4 4 4 10 0 0 o 15 0 Waiting for [Service Broke
3 63847560800635,00 30 4 5 4 10 o o 1} 15 0 Waiting for [Service Broke
4 63847560801663,00 28 a4 3 a4 10 o o 0 15 0 Waiting for [Service Broke
5 63847560802665,00 28 8 3 8 10 0 0 o 15 0 Waiting for [Service Broke
3 63847560803680,00 28 6 3 6 10 0 0 o 15 0 Waiting for [Service Broke
7 63847560804685,00 28 9 3 8 10 o o 1} 15 0 Waiting for [Service Broke
8 63847560805707,00 28 7 3 7 10 0 o 0 15 0 Waiting for [Service Broke
9 63847560806720,00 28 4 3 4 10 0 0 o 15 0 Waiting for [Service Broke
10 63847560807736,00 28 7 3 7 10 0 0 o 15 0 Waiting for [Service Broke
11 63847560808735,00 28 7 3 7 10 o o 1} 15 0 Waiting for [Service Broke
12 63847560809742,00 28 5 3 5 10 0 o 0 15 0 Waiting for [Service Broke
13 63847560810745,00 29 0 4 0 10 0 0 o 15 0 Waiting for [Service Broke
14 63847560811772,00 31 1 5 9 10 0 0 2 15 0 Waiting for [Service Broke
15 63847560812771,00 32 2 7 2 10 o o 0 15 0 Waiting for [Service Broke
16 63847560813782,00 31 0 6 0 10 0 0 0 15 0 Waiting for [Service Broke
17 63847560814792,00 28 9 3 9 10 0 0 o 15 0 Waiting for [Service Broke
18 63847560815830,00 28 5 3 5 10 0 0 o 15 0 Waiting for [Service Broke
18 63847560816844,00 28 8 3 8 10 o o 0 15 0 Waiting for [Service Broke
20 63847560817845,00 28 5 3 5 10 0 0 0 15 0 Waiting for [Service Broke
21 63847560818852,00 28 8 3 8 10 0 0 o 15 0 Waiting for [Service Broke
22 63847560819853,00 28 6 3 6 10 0 0 o 15 0 Waiting for [Service Broke
23 63847560820877,00 28 8 3 8 10 o o 0 15 0 Waiting for [Service Broke
Feuill ® [l
PRET B

Figure 8. Structure of raw data collected from the simulation platform.

5. Results

The results of the research present the power consumption of the CoAP and
MQTT protocols as a function of message sizes.

We recall that when the Broker is in the “Activated state”, our server is quickly
subjected to the maximum load to which it could be subjected during a peak in
activity. This peak activity is the source of significant energy consumption. To

mitigate this, we have used the CoAP protocol, where exchanges between the
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different entities use client/server mode. As a result, the broker used by the MQTT
protocol can now go into standby mode without causing any major impact on
communication between the clients and the server. As the broker is in standby
mode, we are seeing a considerable reduction in our server’s electricity consump-
tion, as it will enter intensive processing only when it receives a request. Accord-
ing to the thesis report “Data centres energy optimization” [17], a server’s con-
sumption in standby mode is around 65% of its maximum consumption. In other
words, when our server’s broker goes into an “inactive state”, the potential reduc-
tion in energy consumption is around 35%. To confirm this thesis, we installed
the “joule meter” in our machine and started it up in “activated mode” for one
(01) minute by running the “Service Broker for network connections”, and after
one (01) minute, the machine went into “standby mode”. At the end of this sce-
nario, we obtained the result in the following link:

https://github.com/saidou-supptic/Test with joulemeter/blob/main/Test wit
h joulemeter.csv. This result enabled to obtain the curve shown in Figure
9.

CPU (W)

1 4 7 1013 16 1922 25 28 3134 37 40 4346 49 52 55 58 6164 67 70 73 7679 82 85 88 91 94 97100 103

Figure 9. CPU consumption for the “Service Broker for network connections” in “activated mode” and then in

“standby mode”.

When the machine was in “standby mode” between [16 - 55], energy consump-
tion dropped to around 4.5 W. When it switched to “active mode” between [55 -
85], energy consumption picked up again to around 7.2 W...

The longer the time, the greater the reduction in energy consumption, but here
we only carried out our test for one (01) minute.

The following curve is generated from Figure 8, showing power consumption
before and after the “Network Connection Broker Service” is put on standby

The energy consumption of a machine implementing the CoAP protocol and a
machine implementing the MQTT protocol is illustrated in Figure 10. We have
determined the electrical energy consumption of our server where both the CoAP
protocol and the MQTT protocol are implemented, as shown in Figure 10.
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Power Consumption

3.5
3
2.5
2
1.5
1
0.5

0
COAP PROTOCOL MQTT PROTOCOL PROTOCOLS MQTT + COAP

Figure 10. Energy consumption of MQTT protocol, CoAP protocol and merging of MQTT
and CoAP protocols [10].

In fact, in Figure 10, the respective energy consumption is 2.4 joules for the
CoAP protocol and 3.75 joules individually, but by combining the two protocols
we obtain an energy consumption of around 1.3 joules.

The aim of our article is to show the energy consumption of the MQTT protocol
and that of CoAP. As Figure 10 shows, the combination of these two protocols
helps us to consume less energy.

To sum up, we can have the following table presenting the power consumption
for CoAP, MQTT protocol and combined MQTT + CoAP protocols, we can see a
reduction of 52 % between MQTT + CoAP and CoAP protocol, and 67.56% be-
tween MQTT + CoAP and MQTT protocol.

As shown in Table 1, by combining MQTT and CoAP protocols, we can opti-
mise (reduced) energy and have reduction of power consumption greater than

50% compare to each protocol taken individually.

Table 1. Power consumption and comparison between protocols.

CoAP MQTT MQTT + CoAP

2.5 Joules 3.7 Joules 1.2 Joule

6. Conclusion

The combination of the MQTT and CoAP protocols can be a solution for avoiding
MQTT network saturation. The best practices for avoiding network saturation in
the MQTT protocol, such as optimising energy consumption, using IoT gateways,
monitoring performance indicators and using suitable wireless technologies, can
also be applied to the combination of the MQTT and CoAP protocols. The com-
bination of the MQTT and CoAP protocols, can be used to optimise energy con-
sumption in the IoT using the advantages of each protocol and in our paper, an

architecture that combines the two protocols but operates on the CoAP principle
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is illustrated in figure. By using MQTT for control messages and CoAP for data
messages, it is possible to reduce the load on the MQTT network and optimise
energy consumption. CoAP can also be used for multicast messages, reducing the
load on the network. In short, the combination of the MQTT and CoAP protocols
is a solution for avoiding saturation of the MQTT network, using the advantages
of each protocol to optimise energy consumption and avoid network saturation.
In summary, CoAP is generally more suitable for IoT applications requiring low
power consumption, particularly for battery-powered devices, due to its lightweight
design and use of UDP. In contrast, MQTT, while also lightweight, can consume
more power due to its TCP-based communication model and the need to main-
tain reliable connections. The choice between the two protocols will therefore de-
pend on the specific requirements of the application, particularly in terms of reli-

ability, latency and energy consumption.
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