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Abstract

Despite only being around for a few years, mobile devices have steadily risen
to become the most extensively used computer devices. Given the number of
people who rely on smartphones, which can install third-party apps, it has be-
come an increasingly important issue for end-users and service providers to
ensure that both the devices and the underlying network are secure. People
will become more reliant on applications such as SMS, MMS, Internet Ac-
cess, Online Transactions, and so on due to such features and capabilities.
Thousands of devices ranging from low-cost phones to high-end luxury
phones are powered by the Android operating system, which has dominated
the smartphone marketplace. It is about making it possible for people from all
socioeconomic backgrounds to get and use mobile devices in their daily activ-
ities. In response to this growing popularity, the number of new applications
introduced to the Android market has skyrocketed. The recent appearance of
a wide range of mobile malware has caught the attention of security profession-
als and scholars alike. In light of the ongoing expansion of the mobile phone
industry, the likelihood of it being used in criminal activities will only continue
to rise in the future. This article reviews the literature on malware detection and
prevention in Android mobile devices, analyzes the existing literature on major
studies and tasks, and covers articles, journals, and digital resources such as In-
ternet security publications, scientific studies, and conferences.
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1. Introduction

Since the 1960s, telecommunications have been essential in influencing contem-
porary communication. Through ongoing study and technological progress, mo-
bile computing has developed as a revolutionary technology, facilitating the wire-
less transmission of data, voice, and video. In the last 15 years, digital cellular
technologies have significantly advanced, becoming essential instruments of the
21st century. These technologies have undergone swift expansion regarding the
global user base, computational power, storage capacity, and functionality, even
in more affordable variants. The advancement of resilient operating systems, com-
patibility with surrounding settings, and the accessibility of multifunctional ap-
plications have rendered mobile devices essential in numerous businesses and as-
pects of contemporary life.

The increased adoption of mobile devices has presented considerable security
and privacy threats. Mobile devices, which manage substantial quantities of sen-
sitive data, including Personally Identifiable Information (PII), have emerged as
attractive targets for nefarious operations. This research seeks to enhance the cur-
rent body of knowledge by evaluating the security and confidentiality concerns
linked to digital applications and identifying probable illicit actions of certain or-
ganizations managing sensitive data.

Recent investigations have shown security vulnerabilities. For example, Uber
has been documented to log users’ geographical coordinates in a manner that
breaches confidentiality agreements [1], yet governmental entities have success-
fully monitored individuals through applications such as Angry Birds [2]. TikTok,
a highly popular application, was discovered to have been used by cybercriminals
to collect smartphone IDs of their victims [3]. Moreover, third-party geographical
searches and links to potentially harmful server domains have generated consid-
erable security apprehensions [4] [5].

Researchers have also investigated additional security threats associated with
mobile applications. [6] revealed the transmission of user data by advertising
firms and smartphone app developers, whereas [7] examined the actions of harm-
ful code and website surveillance. [8] and [5] investigated the implications of un-
protected applications on geolocation inaccuracies and overarching security risks.

The growing dependence on mobile devices for daily management has intro-
duced both ease and new difficulties. This study examines the literature on mal-
ware detection and prevention in Android mobile devices, utilizing information
from security journals, scientific studies, and conferences to evaluate significant
advancements and obstacles in this domain. This research highlights the necessity

of enhancing mobile security in a progressively interconnected environment.

2. Theoretical Review

Telecommunications has been one of the most effective communications fields

since the 1960s, with ongoing research leading to the emergence of mobile
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computing as a technology that enables data, voice, and video transfer via wire-
lessly enabled devices. Over the previous 15 years, digital cellular technologies
have evolved into one of the most critical technologies used in the 21st century.
They have evolved from various angles while also experiencing a massive increase.
These include the total number of users across the globe, the computing power
available, the amount of storage space available, the development of increasingly
complex functions in lower-priced models, the availability of robust operating
systems, interoperability and recognition with surrounding environments, and
the accessibility of applications that can be used to communicate with almost
every facet of modernity in every industry. This research will add to the present
body of knowledge by stressing the assessment of security and confidentiality risks
connected to digital applications and highlighting the potentially illegal behav-
iours of some firms that handle sensitive Personally Identifiable Information.
New research, for example, has exposed how Uber records users’ geographical
coordinates in ways that violate business confidentiality agreements [1]. Another
study has revealed how state authorities may utilise applications like Angry Birds
to identify citizens [3]. TikTok, a highly popular application, was discovered to
have been used by cybercriminals to collect smartphone IDs of their victims [9].
Additionally, it has been established that third-party geographical searches from
applications may offer security risks [4] and many applications link to potentially
malicious server domains [5]. Additionally, [10] exposed how advertising agen-
cies and programmers of smartphone applications transport user data and [7] an-
alysed dangerous code activities and website monitoring. Additionally, [5] exam-
ined clients’ motivations for disclosing Personally Identifiable Information. Ac-
cording to [8] unsecured mobile applications can result in security concerns. [5]

also addressed geolocation issues with mobile phone gadgets.

2.1. Security Model of Mobile Applications

Mobile application programming is at the heart of existing technological trends.
These programs use a client-server paradigm to provide their services. A user us-
ing an i0S or Android-based smartphone acts as the client, while the application
server is housed in a virtualised environment. In most circumstances, this server
is primarily a web service with which the client’s mobile application interacts via
some Application Programming Interface (API). Thus, the cloud infrastructure,
specifically the server, is a critical component of mobile applications because it is
responsible for executing the program, connecting with the client for service pro-
visioning, and interacting directly with the client device. Figure 1 illustrates a typ-

ical context in which a mobile application connects to its server.

2.2. The Architecture of Mobile Applications

Well-known mobile application frameworks that have been used in the creation
of applications. In most cases, this design can be broken down into three layers. A

Data Layer is responsible for all data functions, access, modules, and service agents
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handles the application’s data. The Business layer oversees all business-related
workflow and all business entities. Furthermore, the presentation layer allows the

user to communicate with the application. This typical design is seen in Figure 2.
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Figure 1. Mobile application infrastructure.
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Figure 2. The architecture of mobile applications.
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Several essential factors are considered when creating mobile application archi-
tecture, notably mobility, manageability, efficiency, and flexibility. Nevertheless,
due to numerous occurrences involving the invasion of user privacy, security has
emerged as a critical consideration when building and creating application archi-
tecture. It is regarded as the highest consideration before developing or building

an application.

2.3. Application Architecture of Android Mobile

Linux is at the heart of the Android platform, which is also based on Linux like
many other platforms. The Android operating system comprises five components,
each serving a specific function. These elements function together so that the ap-
plication layer is at the top, interacting with the user and providing a User Inter-
face, aided by the application framework, and likewise with the assistance of the
Android runtime and utilities located at the bottom. As depicted in Figure 3, the
Linux kernel is the foundation for the Android system, allowing it to offer An-

droid-based mobile applications.

5 /w\ 2

Applications Libraries

Android
Architecture

4. 3.
Applications Android
Framework /o \ Runtime

Figure 3. Application architecture of android mobile.

Security concerns led to using the Linux kernel in the Android operating sys-
tem. The Linux operating system is an explicit operating system, making security
straightforward to maintain because no hidden programs can run themselves

without the user’s permission.

2.4. Static Features of Android Applications

The manifest file is the glue that holds Android apps together when they are oth-
erwise disjointed. The manifest file contains detailed information on each com-
ponent, including any requirements for the system, any additional requirements,

and any required permissions. Activity, service, content source, and broadcast
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APK file

receiver are essential for an Android app. Individually, each of them serves a spe-
cific purpose. An APK file is a zip archive that contains assets, lib, res, manifest,
Dalvik bytecode, and resource files for an Android program. When working with
these files, it is common to turn to static feature sources. Each file’s feature vector
extraction method and expression are tailored to its intended use. Figure 4 depicts

the main traits that fall under each category [5].
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Figure 4. Android application’s static features.

2.5.i0S Mobile Application Architecture

Regarding its UIKit, Apple relies on the MVC (Model View Controller) architec-
ture for its IOS platform. Model is primarily concerned with data, i.e., its compu-
tation and storage through model objects, and so on. In this case, the view is re-
sponsible for the visual depiction of the application. Because it does not contain
data, it can be repeated for numerous Application Programming Interfaces. While
a controller sits between a model and a view and is essential for building a com-
munication channel between the two, it interacts with abstraction through a
framework. It is typically uninformed of the entities that are interacting with each

other. Figure 5 outlines the IOS mobile application Architecture.
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Figure 5. IOS mobile application architecture.

2.6. Security Flaws of Mobile Applications

Several surveys and research revealed hazardous flaws in Android and IOS mobile
applications. Because of technological advancements, hackers no longer need
physical access to the gadget to bypass security and steal sensitive information.
Hackers can accomplish their illegal activities through security flaws present in
mobile applications, which provide a backdoor entry to the smartphone, allowing
the hacker to manipulate known security flaws and harm the user in various ways

for evil reasons.

2.6.1. Client-Side Security Flaws

Most of the flaws are found on the client’s side. It is estimated that around 60% of
the flaws are in the client device. While 86% of the flaws may be leveraged without
direct contact with the device, 16% require physical access. Android is more vul-
nerable than IOS regarding client-side security flaws, with Android receiving 43%
of the vulnerability share while IOS only receives 38% of the vulnerability share.
However, both operating systems have a high number of client-side vulnerabili-
ties. One-third of those vulnerabilities have been determined to be extremely dan-

gerous. Client-side security Flaws are presented in Figure 6.

30% 30% 16% 32%

Android

40% 52%

Figure 6. Client-side security flaws.
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2.6.2. Server-Side Security Flaws

A web application that connects with the client-side through an application inter-
face, commonly referred to as an API is used in most cases to provide services
from the server. In the case of mobile applications, most of the vulnerabilities are
found on the client side; however, due to the web-based nature of the server side,
web applications are also highly vulnerable and have long been of interest to cy-
bercriminals. 22% of the server-side flaws are considered extremely dangerous.
Server-side security flaws are generally connected to the application security

framework and application code. Server-side security flaws are presented in Fig-

ure 7.
27% 22%
B High risk
B Medium risk
Low risk
51%

Figure 7. Server-side security flaws.

2.7. Examples of Android Application Malware

Malware, encompassing viruses, worms, trojans, and ransomware, is a detri-
mental program intended to infiltrate a device, network, or data. Android, an
open-source platform, is especially susceptible to vulnerabilities owing to its open
environment, vast user base, customization options, and protracted security
patches. The open ecosystem of Android enables developers to distribute applica-
tions via third-party stores, hence heightening the danger of malware dissemina-
tion. The fragmentation of the platform, in contrast to iOS, permits delays in se-
curity updates, thereby exposing numerous devices to potential attackers. Conse-
quently, Android serves as an optimal target for diverse forms of malware assaults.

Android devices are susceptible to numerous forms of malware, such as Trojan
Horses, ransomware, spyware, adware, rootkits, keyloggers, and botnets. Trojan
Horses masquerade as authentic software, whereas ransomware restricts user ac-
cess or encrypts data. Spyware collects user data without approval, Keyloggers rec-
ord keystrokes, capturing confidential information. Botnets link infected devices
to hacked networks, frequently employed in coordinated assaults such as DDoS
attacks.

Potential Threats of Malware on the Android Platform
Android malware presents possible risks including data theft, privacy violations,

device takeover, money losses via phishing, deceptive applications, ransomware,
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and diminished performance. These threats can expropriate sensitive personal in-
formation, provide remote control of compromised devices, incur substantial fi-
nancial losses, and degrade device performance, leading to a diminished user ex-

perience and system instability.

2.8. OWASP Mobile Top Ten Android Application Flaws

The Open Web Application Security Project, or OWASP, is a non-profit organi-
sation based in the United States established on April 21, 2004. The OWASP
Foundation was established on December 1, 2001, and has since evolved into a
global organisation that promotes all OWASP operations. The Open Web Appli-
cation Security Project (OWASP) is a non-profit organisation dedicated to help-
ing people better understand, design, procure, operate, and maintain secure apps.
Any OWASP tool, publication, or forum can be used for free by anybody inter-
ested in improving and understanding application security. The OWASP Mobile
Top 10 product covers the top ten vulnerabilities detected in mobile applications,
according to OWASP. Table 1 shows the OWASP Mobile Top Ten, a list of the

top ten most common faults detected in Android application development.

Table 1. OWASP mobile top ten android application flaws.

No Vulnerabilities
1 Improper Platform Usage
2 Insecure Data Storage
3 Insecure Communication
4 Insecure Authentication
5 Insufficient Cryptography
6 Insecure Authorisation
7 Client Code Quality
8 Code Tampering
9 Reverse Engineering
10 Extraneous Functionality

2.8.1. Improper Platform Usage

Application programmers who fail to incorporate or poorly use a feature of the
mobile operating system are said to be misusing platform [11]. This happens when
a mobile app fails to follow “public rules,” deviates from “standard procedure,” or
incorrectly implements a system feature [11]. “One-third of weaknesses in An-
droid mobile applications arise from setup problems,” according to a Positive
Technologies analysis [12]. Touch ID and Keychain are two instances of security
vulnerabilities caused by poor deployment [11]. Codified Security (2017) advo-

cated “encrypting Keychain objects with “This Device Only’ values” to prevent
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encrypted information from being revealed during backups and cloud syncing.

2.8.2. Insecure Data Storage

The second OWASP security issue that can harm smartphones is the data stored
in an insecure manner (OWASP, 2018). According to a Positive Technologies fact
sheet, 76% of mobile apps have this security threat [12]. The standard norm is that
smartphone apps run in their own “sandbox” and can only read and edit their
data. This misconception may have originated from this rule. Regrettably, that is
not entirely accurate. Once a person gets physical access to a smartphone, exploit-
ing vulnerable data is a simple process for that person to carry out.

First, a person who has discovered or hijacked a cellphone can connect the
gadget straight to a computer and view the data instantly utilising free tools. This
option is available to the individual regardless of whether the smartphone was
found or stolen.

Secondly, the user can change a simple app or infect it with a virus to obtain the
information on the cellphone. This kind of information can be found in reposito-
ries such as “SQL databases; Log scripts; XML data structures or manifest files;
Binary data stores; Cookie stores; SD card; or Cloud synchronised” [13]. The risks
associated with insecure data storage are directly proportional to the types of data
processed and stored by an application. It is possible that storing data without any
protection will not be a problem if the data in question is harmless and does not
contain any personally identifiable information (PII) or private company data. On
the other hand, if the opposite is true about sensitive data, then unsecured data
storage can have significant negative repercussions, such as “identity theft; privacy
violation; fraud; reputation damage; external policy violation; or material loss”
[13].

2.8.3. Insecure Communication
Problems with transmission and communication between processes might be at-
tributed to insecure communication. Positive Technologies (2019) reports that
35% of apps use insecure communication with external systems and 29% use in-
secure communication within their processes [12]. Using Transport layer security
“to transfer private information,” which includes session tokens; utilising CA
trusted certificates and “denying self-signed certificates;” and “verifying the iden-
tity of the endpoint server using trusted certificates in the keychain;” are some of
the controls that OWASP recommends for communication with external systems.
Other controls include “using trustable certificates in the keychain to verify the
identity of the endpoint server” [11]. It is feasible to protect oneself from attacks
involving a man in the middle by first determining the interaction endpoint. In
addition to securely delivering data, Interprocess communication is a security
weakness with various attack paths. For example, Android apps can connect with
other apps using “Intents,” which provides a means for sending “broadcast” mes-
sages that any app can pick up [14].

If an app registers as a “Broadcast Receiver,” it can obtain such messages, which
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may include critical content [12]. In the same way, IOS 8 has an “Application Ex-
tensions” capability that enables “apps on the same device” to interact with one

» <«

another [12]. According to Apple, app features like “Share,” “File Provider,” and
“Document Provider” can be embedded within another app, an entry point if the
data is not saved safely (Apple Developer, 2019). Positive Technologies (2019)
mentions “deep linking” as another interprocess communication vulnerability
where software might register itself to handle a specific URL. The issue is that any
software can register itself to process the URL, which might lead to “link hijack-
ing” and, eventually, a “phishing attack” [15]. [5] presented an example in which
an application registers “fb” with a web address apart from Facebook and repli-
cates a legitimate Facebook login to gather user credentials.

“App Link,” was implemented in 2015 to combat link hijacking by offering “a
means to authenticate the app-to-link association” [5]. When a user picks an “un-
authenticated App link,” the smartphone prompts the user to choose whether to
use the internet browser or application, which can lead to link hijacking if the app
is selected. Furthermore, [5] discovered another flaw in Android’s implementa-
tion of “App Link,” dubbed “an over permission vulnerability,” that completely

bypasses the prompting procedure.

2.8.4. Insecure Authentication

A smartphone application demonstrates insecure authentication, as defined by
OWASP, when it interfaces with system services without submitting authentica-
tion, such as login details or an authentication token [16] Moreover, OWASP
noted that authentication weaknesses are typically encountered when an app
keeps user credentials directly on the device, when insecure accounts are permit-
ted, or when Touch ID is employed [16].

Positive Technologies (2019) reported that 53% of applications do not save au-
thentication data securely, and % use local authentication. [12] suggested that ap-
plications forgo client-side authentication but rather send encrypted login infor-
mation to the server for validation to circumvent these vulnerabilities. Regarding
applications that have weak passwords and limitless login attempts, brute-force
assaults are problematic [9]. App lockout after several unsuccessful login attempts
was suggested [9]. However, “two-factor authentication” is the best security
against brute-force attacks, according to [17]. Because biometric comparisons are
not flawless and can result in false positives, biometric authentication should in-

clude two-factor authentication [18].

2.8.5. Insufficient Cryptography

The Open Web Application Security Project (OWASP) stated that insufficient
cryptography happens when an application makes use of a “flawed procedure” or
a “poor algorithm” [16]. Jailbroken devices allow for the use of free tools that can
decrypt encrypted applications [16]. When a smartphone gets jailbroken, it is no
longer contained within a sandbox and instead has “unregulated accessibility to

the full file system” [19]. A secure application becomes decrypted when it is put
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into memory. At this point, a “snapshot” of the application can be captured and
further studied using techniques associated with binary analysis, as stated by [11].
Because decryption is handled directly by the smartphone’s operating system, this

attack may be carried out with relative ease.

2.8.6. Insecure Authorisation

According to OWASP, insecure authorisation typically takes place when “Inse-
cure Direct Object References (IDOR)” are present, “Concealed Data points” are
employed, or unique privileges or rights are conveyed [11]. An IDOR can directly
provide an object, such as a URL parameter, to execute an operation on the object
[20]. [11] offered an example of submitting an “access token” and account ID to
a backend service that does not correctly associate the token with the ID. This
circumstance allows hackers to acquire illegal backend access permission to the
wrong account by submitting a valid access token for another ID [11]. Hidden
endpoints result from developers not bothering with authentication methods be-
cause they assume the feature is hidden from the user [11]. [12] also cites “session
hijacking” as a further authorisation issue. Again, the issue pertains to client-
server connections, in which the mobile app does not appropriately erase a session
ID after it is closed [12]. Positive Technologies (2019) states that if the backend
server does not impose session timeouts, an attacker can impersonate another user
using an expired session ID. Positive Technologies (2019) reported that 35 % of

apps have “inaccurate handling of session termination”.

2.8.7. Client Code Quality, Code Tampering, Reverse Engineering and
Extraneous Functionality

Poorly designed code, such as “buffer overflows,” can also be a cause of security
vulnerabilities in mobile applications, according to OWASP. This is the case with
any application [16]. This weakness was separated from “incorrect platform utili-
sation” by [11] because it includes a programming error rather than an improper
failure to implement an operating system capability. Regarding modifying source
code, OWASP stated that applications, once installed on a mobile device, are sus-
ceptible to being tampered with [16].

Because of this, the Open Web Application Security Project (OWASP) recom-
mended that applications test their compile-time rather than their runtime integ-
rity. In a related vein, OWASP warned that applications are especially vulnerable
to “reverse engineering due to the inherent nature of programming”. OWASP
suggested using “an obfuscation tool” that enables the programmer to specify
“methods/code segments” and strings to obscure, to strike a balance between ob-
fuscation and performance and to circumvent “de obfuscation” tools. All these
measures are intended to prevent reverse engineering. Even though extraneous
functionality is not unique to apps, OWASP included it in their list of mobile app
vulnerabilities because it is common practice for developers to create “hidden
backdoor functionality” for internal testing, which then inadvertently makes its

way into the version of the app that is distributed to customers. Physical code
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inspections are recommended as the most effective method for addressing this
security issue by OWASP [16].

2.9. Related Work
2.9.1. An Investigative Framework Based on User Impulsivity

and Secure Collaboration Errors
A scenario-based role-play study was conducted by [19] to determine how smart-
phone-registered users react to social engineering, primarily achieved through a
mobile device. The researchers endeavour to use the study results for a controlled
mobile phone forensics evaluation, which they assume will make it easier for dig-
ital forensics forensic experts to analyse data from smartphone devices. It was de-
cided that a Quick Response code would be used for the study’s purposes. The
results established that legitimate Quick Response codes were handled better than
fake ones, regardless of how well-informed the participants were about the exper-
iment. Although educated people performed better with both sorts of Quick Re-
sponse codes, they performed significantly better with the erroneous ones. Their
research demonstrates that raising user awareness results in more dependable user
behaviour on the user’s part. Other factors that impact consumers when encoun-
tering a Quick Response code were also investigated.

Their inquiry demonstrated that controlled impulsiveness is associated with
improved performance in managing incorrect Quick Response codes among users
unaware of the study’s purpose when they participated in the trial. The features of
the participants had no effect when they were aware of the study’s objective; on
the other hand, their understanding of mobile device security aided them in dis-
tinguishing phoney Quick Response codes. Customers who are well-informed and
aware of social engineering techniques are less prone to make hasty decisions
about mobile device security, as demonstrated by this study. As a result, a forensic
investigation technique based on smartphone users’ most common security mis-
takes was developed and recommended. Because of the user’s impatience, inade-
quate knowledge, and understanding, the forensics inquiry was advised to focus
on the probable remains of user behaviours during the investigation. However,
their research merely touched on permissions and malware on mobile devices and

did not go into depth.

2.9.2. Discovering Reverse Engineering Signs in Android Apps

A straightforward way for detecting repackaging indications in android applica-
tions was revealed by [8] by exploiting a unique feature known as the String Offset
Order (SOO), which Google developed. At the expense of current methodologies,
SOO offers an accurate, fast, and dependable way to differentiate between original
and repackaged code, even in obfuscation. Testing the method with commonly
used obfuscation techniques demonstrates its durability and ability to detect re-
packaging irregularities in programs generated with apkTool and dalvikobfusca-
tor, among other tools. AndroidSOOQ, in contrast to current methodologies, may

evaluate applications in stages without the need for a training period, predetermined
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Original_APK

classes.dex

Key code

detection patterns, or the inclusion of auxiliary libraries, among other things.
Their findings also revealed that the proposed method is incredibly adaptive, as
app analysis takes only a few milliseconds, demonstrating that it is highly versatile.
They asserted that AndroidSOO is a viable tool that may be used as a complement

to more thorough malware analysis.

2.9.3. Compile-Time Code Virtualisation for Android Applications
The responsiveness and effectiveness of reverse engineering are two critical chal-
lenges preventing reverse engineering from breaching copyrights on mobile ap-
plications and energy limits because of a decryption sequence. A novel technique
for transferring code virtualisation from the DEX level to the native level has been
proven by [21]. It is both safe and covert and very inexpensive. A pre-compilation
step and a compile-time virtualisation step are both included in their approach.
Pre-compilation is meant to improve efficiency by identifying and decompiling
essential routines that take up a significant amount of the execution time during
the program. Compile-time virtualisation is built on the popular LLVM compiler
technology used in many other applications. It translates DEX bytecode into the
normal LLVM intermediate representations in seconds, allowing a unified code
virtualisation to pass for DEX code to be applied immediately after. They devel-
oped a working Dex2VM prototype of their technique and put it through its paces
on eight different Android applications.

Their testing results indicated that the recommended technique might effec-
tively hide the target code against a cutting-edge code reverse engineering tool
explicitly created for code virtualisation. It can do so at a minimal cost while main-

taining high stealth. The Dex2VM prototype is presented in Figure 8.

Dex2VM
Pre-compilation Compile-time Virtualization -
Protected_APK LibVM.so
000000 const4 v1,0 e
000004 if-ge vo, p1:10 [__JNLonLoad
Smali code | i ) Junk Instr (’ Native_onCreate() -
‘ Handler Decode-dispatch i 7 ‘\B\\
hiding method / VMcontext J,/ \
I / | e — ™)
] TR VMinit oy L9
Dispatcher Virtual runtime —— ? Dispatcher “;_/ ,“r
Environment —_— /
classes_new.dex @h Handlers ( q:/
Bytecod
L %3 = alloca 132", align 8 CaE{ P)II'Oegcr(;r: ’//
If (b>=n){ o : sgore o o) is'z**%/s Allocate 001000100 -
%6 = load 132", 132" %3 Store 0 i VMexit
} ° o ° Push 1 L
C/C++ LLVMIR Virtual Instr LibVM.so

Figure 8. Functional Dex2VM prototype.

2.9.4. A TAN Based Hybrid Model for Android Malware Detection
Based on the analysis of environmental interdependence, [20] developed a novel
technique for identifying Android malware applications that mix static and dy-

namic factors that influence dangerous behaviour by assessing static and dynamic
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characteristics. The authors presented a novel hybrid malware detection tech-
nique based on TAN (Tree Augmented Naive Bayes) that capitalises on provi-
sional correlations among vital static and dynamic characteristics (API calls, per-
missions, and system calls) required for an application’s operation. To determine
whether an application is risky, the researchers conditioned three ridge regular-
ised logistic regression classifiers corresponding to the program’s API calls, per-
missions, and system calls and modelled their output associations as a TAN (Tree
Augmented naive Bayes). The tests revealed that the proposed method could de-
tect malicious applications with an accuracy of 0.97 over an extended period. The
proposed technique catches dangerous behaviour more accurately than conven-
tional static and dynamic analysis tools, which are currently available.

However, a small number of malware programs are capable of evading detec-
tion by employing adversarial strategies. Because of this, a future direction for the
research is to develop more powerful Bayesian models for efficiently spotting ma-

licious malware programs through reinforcement deep learning techniques.

2.9.5. Anomaly Detection of Android Malware Using One-Class
KNearest Neighbours (OC-KNN)

[22] did substantial research into One-Class Classification algorithms for Android
malware anomaly detection as a countermeasure to the growing number of un-
known malware varieties. In the case of novel viruses, the One-Class k-Nearest
Neighbours techniques were proven effective when applied and generated using
unary attributes from especially attacking patterns. The results were essentially
good, with an accuracy rate of 88.5% for outlier detection, a rate of 2.4% for errors,
and a rate of 1.14% for false alarms, all of which are exceptional. The results indi-
cate that the false-positive rate was shallow and negligible, indicating that the nor-
malcy model had excellent detection accuracy. Thus, the research concludes with
the proposal of a unique approach based on One-Class Classification for detecting
unknown Android malware. While they contributed to the Android malware de-
tection knowledge base, they did not focus on expanding feature sets to include
APIs for benign applications to provide a more diverse feature sampling for An-

droid malware detection.

2.9.6. Static and Dynamic Analysis of Android Malware

Machine learning approaches were utilised to discover which attributes were the
most effective while examining the comparative effectiveness of several static and
dynamic properties for recognising Android malware by [23]. The efficiency of
the scoring systems under consideration is also considered. According to the re-
searchers, scholars discovered that when it comes to Malware identification, an
essential static feature based on permissions is far more informative than a dy-
namic feature that relies on system calls. System calls are not regarded as the gold
standard for malware detection, which is surprising. System calls are believed to
be the gold standard for malware detection in most malware detection literature,

including this one. According to [23] even a slight reduction in the number of
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privileges can result in considerable benefit from the perspective of the malware
developer. Monkey Runner was used to gather their dynamic characteristics,
which may have failed to execute the damaging bits of the code since it could not
run them properly.

Using a more advanced way of extracting system calls may result in improved

detection findings but at the expense of higher complexity and work.

2.9.7. Scandal

SCANDAL is a Static Analyser developed by [24] to detect privacy leaks in An-
droid applications. The methodology known as the static analyser SCANDAL is a
method that delivers a formally sound and automatic static analysis. It has been
described as a reliable and automated static analyser to locate personal infor-
mation leaks in Android applications. This program assessed 90 popular applica-
tions using SCANDAL from the Android Market and discovered privacy leaks in
11 applications. Additionally, this tool analysed eight known harmful applications
from third-party markets and found privacy leaks in all eight applications. One of
these model’s drawbacks is that SCANDAL does not provide complete support
for reflection-related APIs. Additionally, the time efficiency and memory utilisa-

tion during the analysis are poor, which should be considered for future efforts.

2.9.8. A Performance-Sensitive Malware Detection System Using Deep
Learning on Mobile Devices

[17] offered ways to detect Android viruses based on static analysis. These ap-
proaches include permission-based detection, signature-based detection, and
Dalvik bytecode detection. They also analysed the advantages and disadvantages
of their respective methods. In addition, there was no comprehensive report, and
the total number of studies included was 27, but there was neither a discussion

nor a presentation of the work that would be done in the future.

2.9.9. DroidData

DroidData, which tracks and monitors data transfer within the Android operating
system, was developed by [3]. DroidData is an innovative new tool that tracks and
monitors data transfer within Android applications by employing both static and
dynamic analysis. This strategy reduces the number of false positives while simul-
taneously increasing the amount of code coverage to find the most significant
number of data breaches. Because of this new way of combining two different sorts
of studies, DroidData can catch more data transmissions than other works that
have been done previously. A user interface that is both adequately built and sim-
ple to use allows consumers to comprehend data transmissions and stop programs
that unacceptably send their details. Results regarding communications are more
comprehensive than those produced by other tools, offering information such as
the level of safety associated with data transmission. On the other hand, DroidData,
along with the vast majority of the different analysis tools currently available for

Android, cannot track implicit data flows or regulate data flows.
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Because malicious code often uses implicit flows to circumvent detection and
take advantage of security features, this will need to be guarded against in the fu-

ture.

2.9.10. PiOS
[25] developed PiOS for Detecting Privacy Leaks in iOS Applications. PiOS uses
static analysis to check apps to determine whether they have code pathways in
which an application initially accesses sensitive data and then eventually sends
this data across a network. Because there is no source code available, PiOS is
forced to do its analysis solely on the bytecode. PiOS determines these registers’
values by using backward slicing at every call site to the objmsgSend function in a
program package. PiOS identifies programs written for iOS that leak private in-
formation. PiOS can ascertain the kind of receiver used (R0) and the value that is
being used for the selector (R1). It annotates the call site with the specific class and
method invoked when the program is run, and it does this by putting the infor-
mation in brackets. Obtaining the decryption key for the application from the de-
vice is not a simple operation (or the secure key chain of the operating system).
In addition, to use these keys, one would need first to develop the appropriate
decryption methods in their system. During execution, PiOS does not record (the
addresses of) the individual instances of allocated classes. Additionally, it is not
always possible to statically determine the receiver and selection for every call

made by the objcmsgSend method.

2.10. Advantages and Disadvantages of Existing Malware
Detection and Prevention Technologies

2.10.1. Static Analysis
Static analysis is quick and able to find known dangerous patterns since it entails
looking at the code of an application without running it. Applying it before the
program is launched helps stop malware from getting into the system since it re-
quires less resources.

Static analysis suffers with obfuscated code and polymorphic malware changing
their signatures to hide detection. It is also less successful in spotting zero-day or
unidentified threats, which may be needed for more dynamic, behavior-based in-

vestigation.

2.10.2. Dynamic Analysis
Dynamic analysis looks at an app’s behavior during operation, therefore enabling
it to identify potentially harmful activity not apparent in the code. It is quite good
in identifying runtime events such odd network activity, privilege escalation, or
data leaking.

Because dynamic analysis runs the software in a sandbox or virtual environ-
ment, it is more resource intensive. It can also be time-consuming and might over-
look the malware that operates normally until specific criteria are satisfied (e.g.,

on a particular device or following a delay).
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2.10.3. Machine Learning-Based Detection
By learning patterns and behaviors from big datasets, machine learning (ML) ap-
proaches can identify known as well as unknown malware. As more data is ex-
posed to these models, they can evolve over time and provide great accuracy in
identifying malware, including novel variations.

One of the drawbacks of ML models is great reliance on the quality and volume
of training data. They can also be susceptible to adversarial attacks, in which case
malware is developed especially to evade ML-based detection. Furthermore, chal-
lenging to apply real-time scenarios on mobile devices with limited capacity, these

models need large processing resources.

2.10.4. Hybrid Approaches
Often using the qualities of both methods, hybrid strategies mix static and dy-
namic analysis and often produce greater detection rates. By examining both the
code and behavior of apps, they can offer thorough coverage that raises the possi-
bility of identifying advanced threats.

Considered typically more complicated and resource-intensive, these tech-
niques call for both the efficiency of fixed methods and the computing expense of
dynamic analysis. Because hybrid systems must combine two different approaches,

their deployment might be difficult.

3. Methodology

Several crucial procedures were taken during the selection phase to guarantee that
the literature assessment was thorough and methodical.

Initially, a comprehensive search was carried out using major academic data-
bases, such as Scopus, Web of Science, ScienceDirect, IEEE Xplore and Google
Scholar. These databases were picked because they provide a wide range of perti-
nent studies on malware detection, mobile security, and cybersecurity. Specific

» «

keywords, such as “Android malware detection,” “mobile malware prevention,”

» «

“Android security threats,” “malware analysis on mobile devices,” and “malicious
software detection in Android,” were used to narrow the search and locate the
most pertinent research. Boolean operators such as “AND” and “OR” were also
used to combine terms and get more precise results. Only publications released
between 2010, and the present were selected to maintain the review’s focus on the
most current advancements in the field.

Several criteria were used to aid the publication’s selection process. Initially,
publications were selected according to how well they addressed Android device
malware detection and prevention. To keep the research objectives sharply fo-
cused, studies that addressed Android malware but otherwise concentrated on
general mobile security were disregarded. To make sure that the review repre-
sented the most recent developments and trends in Android malware detection
and prevention, recent publications. Especially those published in the last ten
years (2014 to present) were given priority. Additionally, the information supplied
was credible and reliable since only high-quality sources such as conference
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papers, peer-reviewed journals, and technical reports were taken into considera-
tion.

Particular attention was paid to empirical research that presented data and find-
ings from real-world settings about the efficacy of different malware detection and
prevention strategies. These studies provide useful understanding of the ap-
proaches’ effectiveness. The review additionally aimed to encompass a wide vari-
ety of methods for detecting malware, including machine learning-based ap-
proaches, hybrid methods that combine both static and dynamic analyses, and
static analysis, which examines code without running it.

The study guarantees a methodical and thorough assessment of the most perti-
nent literature by adhering to these search tactics and selection criteria, collecting
the most recent developments and the most successful methods for identifying

and preventing malware on Android devices.

4. Discussion

Mobile malware investigations have shown to be challenging to conduct success-
fully using conventional forensics tools and procedures [26]. Users are increas-
ingly storing their private information on mobile devices, which they do through
various popular applications such as e-commerce, finance, and social media plat-
forms. Intruders have shifted their focus to mobile apps, particularly the last dec-
ade [14]. As a result, Android malware has unquestionably risen to become one
of the most severe security risks in information security. [27] iterated that the
question of how to detect Android malware has become a serious one. Customers
have come to demand a safe and secure environment, which is provided by the
application stores. In other words, they trust their app sources are trustworthy and
secure enough. Small businesses and personal computers are incredibly vulnera-
ble to malware attacks because of the poor quality of their online applications.

The unethical exploitation of user information or the imposition of additional
costs is a financially viable but unethical growth strategy [9]. Android malware
has also been developed because of its large market share. There are more and
more examples of malicious software in the wild every year [28]. Antivirus com-
panies, market retailers, and even computer programmers have all worked to im-
prove malware detection through cryptography [29]. Malware’s evolution has
been greatly aided by the emergence of cryptographic technologies in software
applications [26]. Most malware is installed unintentionally by users [26]. Pro-
grams downloaded from third-party application shops, and numerous others.
These unofficial stores sell their repackaged applications. A modified version of
the original applications that are available on Google PlayStore. Cabir, the first
mobile malware, was discovered in the Symbian mobile operating system in 2004.
Since then, there has been a steady growth in the number of malwares in the mo-
bile market [4].

Numerous strategies are employed to identify malware on mobile architecture.

According to the Federal Bureau of Investigation (FBI), mobile device crimes
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currently account for more than 70% of all crimes committed [15]. Even though
cell phones are implicated in many crimes, investigations into information crimes
have grown increasingly important. The Open Web Application Security Project
(OWASP) publishes a top ten list of web application and mobile security vulner-
abilities. It reviews them every year, including an in-depth study and specific in-
formation regarding the most widespread hazards among smartphone applica-
tions. The report covers a variety of subjects, including communication and au-
thorisation, as well as storage, authentication, and encryption. Developers should
use the report to address the vulnerabilities as applicable to the mobile environ-
ment from a client-server point of view. The OWASP literature offers information
to developers regarding core security vulnerabilities associated with smartphone

apps and provides suggestions on how to prevent such dangers.

5. Directions for Future Research and Development

Future research ought to focus on advancing lightweight, real-time malware de-
tection systems capable of functioning effectively on mobile devices that possess
constrained resources. This encompasses the refinement of machine learning mod-
els to ensure they operate efficiently on smartphones, minimizing battery consump-
tion and processing demands.

Given the ongoing evolution of malware development strategies aimed at evad-
ing detection, it is imperative that upcoming research prioritizes the enhancement
of detection methodologies to effectively address challenges such as code obfus-
cation, polymorphism, and adversarial attacks. Recent developments in deep
learning and neural networks present intriguing possibilities for constructing
more resilient systems that can comprehend and adjust to the changing tactics of
malware.

There is a growing fascination with detection methods that prioritize the obser-
vation of real-time application behavior rather than merely examining the under-
lying code. Investigating this domain has the potential to enhance malware detec-
tion, rendering it more agile and proficient in recognizing zero-day vulnerabilities
and novel threat types that frequently evade conventional static analysis tech-
niques.

The proliferation of mobile devices handling extensive personal data necessi-
tates the creation of detection systems that uphold user privacy principles. Future
research may investigate the optimal equilibrium between efficient malware de-
tection and the reduction of data collection, thereby safeguarding privacy while
upholding security standards.

Cloud computing presents intriguing opportunities for the detection of mal-
ware. Delegating intricate analytical tasks to the cloud has the potential to alleviate
the strain on mobile devices, thereby enhancing the speed and efficacy of detec-
tion systems. Furthermore, employing collaborative methodologies, in which
malware information is disseminated across various devices and networks, has the

potential to bolster early detection and refine response times.
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The potential of blockchain technology to revolutionize the prevention of An-

droid malware lies in its capacity to facilitate decentralized security solutions. Fu-

ture research may investigate the potential of blockchain technology to authenti-

cate the integrity of applications and establish tamper-proof records of identified

malware, thereby fostering a more secure ecosystem.

Confronting these challenges and delving into these research avenues will pave

the way for the development of more sophisticated, efficient, and secure malware

detection and prevention systems for Android devices in the future.
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