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ABSTRACT

In this communication, we report results of running tests on standard telecommunication metropolitan network
1550 nm fiber applied to a quantum channel to EPR S405 Quelle prototype systems installed in National Labor-
atory for Quantum Technologies WUT and in CompSecur Wroclaw. Testing was carried out by means of the
original design by us and applied special data card collecting parameters of functioning system allowing for as-
sessment of quality of quantum channel. We have performed several trials using various configurations of stan-
dard 1550 nm fiber patch-cord up to length of 6.5 km with additional usage of various patch-cords with weldings
and connectors which typically present in already installed commercial metropolitan communication networks.
The implementation of this testing indicated that the rigorous maintenance of photon polarization is required for
guantum information exchange upon EPR S405 Quelle functioning. The polarization of optical signal turned out
to be, however, very unstable for the tested connection which resulted in very rapid QBER rise precluding prac-
tical usefulness of this connection for secure quantum exchange of cryptographic key over practically signif-
icant distances. We have identified that the main obstacle was the polarization decoherence caused by weldings
and connectors in standard patch-cords and accidental strains in fibers as well as generally poor transmitting
properties of 1550 nm fiber for much shorter wave-length photons used by the Quelle system. To maintain the
guantum channel active, very frequent manual corrections of polarization control were required. So we expect
that by design and application of an automatic polarization control module, one would stabilize visibility ratio
and lower QBER to an acceptable level conditioning possible future implementation of entangled QKD system in
commercial networks.
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1. Introduction qubits for quantum Alice-Bob communication, because
of a fragile character of entanglement and polarization
coherence requirements. Laboratory dark channel com-

munication in this system employs open space commu-

Quantum Key Distribution (QKD) systems both entan-
gled, like EPR S405 Quelle by Austrian Institute of

Technology (AIT) and non-entangled, like Clavis 2 by
idQuantiqe, were not sufficiently tested for usage in com-
mercial fiber networks already implemented in standard
metropolitan communication systems. Especially inter-
esting question is the verification of the possibility of ap-
plication of such commercial network to establish dark
quantum channel for EPR S405 Quelle system which
employs polarization entangled photon pairs as flying
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nication or in 810 nm optical fiber networks, but rather
not 1550 nm wave-length fibers. Therefore to answer the
question about whether it is possible to use Quelle sys-
tem in commercial networks seems to be of high signi-
ficance for future QKD practical utilization.

1.1. EPR S405 Quelle System
Designed and manufactured by AIT (Austrian Institute of
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Technology, Vienna University spin-off) EPR S405
Quelle is a QKD system using entangled photons [1-5].
Two Quelle systems are installed and available in Wroc-
law at NLQT WUT and in laboratory of CompSecur. The
role of mobile qubits for quantum communication are
played in Quelle system by photons with quantum states
encoded in their polarization.

Quelle QKD system was designed to implement E91
protocol [1]. It is based on polarization measurement on
entangled pairs of photons. By using BBO (beta barium
borate) crystals one can generate large enough number of
entangled photon pairs used next for communication.
Entangled photon pairs are created in the process called
Parametric Down Conversion [6] in a birefringent crystal
BBO. In the crystal, photon with energy #w decay
upon nonlinear process into two photons, each with half
the original energy 7w/2. The crystal is also birefrin-
gent, which means that generated photons travel along
various paths depending on the polarization. With the
crystal appropriately configured, there are created two
conical beams, the upper one with vertical polarization
and the lower one with horizontal polarization. At the
intersection of the two beams the photons do not have a
defined polarization—there is created an entangled state
of two photons. In EPR S405 Quelle system there is used
BBO crystal illuminated by laser diode (power 500 mW
and wavelength 405 nm [violet]). The laser beam is con-
centrated on the surface of about 25 um radius in an ap-
propriately cut crystal 4 mm in length. Entangled photons
have wavelength 810 nm [near infrared] and are sepa-
rated by small prism mirrors. In the next step both beams
are concentrated on half-wave plates by lenses with focal
distance 1.5 cm and then directed at additional small (0.5
mm thick) crystals BBO in order to compensate the delay
of signals with different polarization (due to birefrin-
gence, the signals with different polarizations move in
the crystal with different speeds). The process of gene-
rating entangled photons takes place in a component lo-
cated in Alice station. EPR S405 Quelle system allows to
organize communication between Alice and Bob blocks
over quantum fiber channel or, alternatively, with tele-
scope open-air connection. According to the producer
(AIT), fiber connection has the range of about 50 km,
while telescopic connection has the range of approx-
imately 1 km (provided little optical perturbations along
the open-air connection) [7]. In EPR S405 Quelle system,
Alice block is more complicated than Bob one—it con-
tains a component generating pairs of entangled photons.
Although Bob block is less complicated, both blocks
contain complete sets of avalanche detectors (four in
Alice station and four in Bob station). Each of the sta-
tions is connected to separate computers, which control
the system and quantum key distribution process.

Using pairs of entangled photons to transfer informa-
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tion over quantum channel is based on E91 key distribu-
tion protocol [1]. The source of pairs of entangled pho-
tons sends one of the photons to Alice and the other one
to Bob. In Quelle system, the source is located in Alice
block, but it may be as well a separate element of the
system. The entangled photons are delivered to Alice and
Bob detectors, in which their polarization is measured in
randomly selected ON bases (of the two possible ones-
vertical-horizontal and diagonal =/4, 3m/4). In the
next step Alice and Bob use public channel to determine
only those of the measurements in which the same bases
were selected by both parties. That way a shared secret
key is generated in raw form, which then undergoes clas-
sical treatment (error correction and privacy amplifica-
tion), identical to all cryptographic key generation pro-
cedures, including QKD. The first part of E91 protocol,
although different in photon entanglement from standard
BB84 procedure [8], is in fact equivalent to the latter. It
is also believed that using entangled states positively
influences security level, but it has not yet been proven.
Analyzes of attack detections in case of entangled carri-
ers, however, indicate this systems better performance. In
his work [1], Ekert suggested that his protocol security
level could be increased by using Bell inequality [9],
which is connected to quantum entanglement and direct
application of this criterion for detecting a possible ea-
vesdropper (unfortunately, it requires using a third basis
and developing the system with more detectors) [10,11].
This approach also allows to directly verify entanglement
of the states of photons emitted by the source.

The measure of quantum transmission quality is
QBER, as in case of other QKD systems. To reduce its
value there are used error correction procedures and pri-
vacy amplification procedures performed over public
connection. The reasons of errors are technical imperfec-
tions of the system and possible eavesdropper. In case
the number of errors exceeds a preset error limit, the
connection is considered to be eavesdropped and the
whole key is discarded. In case the number of errors does
not exceed the limit, correction procedures allow to
eliminate errors efficiently (to any desired level), but at
the cost of reducing the length of original raw key. The
QBER thus achieved is a fraction of percent, which is
considered a result good enough to use the cryptographi-
cally generated, quantum shared key in communication
between Alice and Bob.

Quelle set allows for two ways of transmitting photons
between parties in quantum communication, depending
on the users’ decisions. If telescopes are chosen, there
should be some modifications done compared to fiber
connection (other configuration elements and classical
channel do not need to be modified). Alice module does
not contain a built-in telescope [5]—this is a separate
segment. However, for metropolitan communication net-
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work the optical fiber connections would be of more in-
terest because of highly developed already infrastructure
of a city communication systems.

1.2. Why 1550 nm Wave-Length Optical Fiber
Networks?

For generating photon pairs in Quelle system it is used
405 nm laser beam which generates pairs of photons of
810 nm wave-length. 810 nm fits to the so-called first
telecommunication window, which was suitable to trans-
mit light within 800 - 900 nm band. Problem with such a
window is that fibers have relatively high losses at these
wave-lengths. Further development of fiber networks led
to proposing of the so-called second telecommunication
window. This window is defined around 1300 nm wave-
length. Current optical networks are, on the other hand,
build based on 1550 nm window (called as third tele-
communication window) because of better transmission
properties of optical signal with this wave-length even
over relatively long distances.

In the present report we summarize the series of tests
which has been carried out on the prototype system EPR
S405 Quelle (AIT) using various configurations of stan-
dard 1550 nm wave-length optical fibers for quantum
dark channel between Alice and Bob stations of the sys-
tem. The parameters of the system functioning were col-
lected by using the specially designed data card. The
main parameter is the QBER which is observed in time
when the secret key is created and distributed between
Alice and Bob over the quantum channel. The collected
series of measurements by use of this card allows for
assessment of quality of fiber connection especially in
view of coherence losses and polarization perturbation
(the latter induced also by weldings, random strain in
fibers and by connectors). The measurement procedure
and the results are presented in the following sections.

2. Desrciption of the Test Preocedure
2.1. Control of Polarization

We know that photons in pair in Quelle system are per-
fectly correlated in such way, that second photon is per-
pendicularly polarized to the first one. After transmission
in single mode fiber this property is lost. Photons are still
correlated but we do not know at which angle. To restore
perpendicularity we are using manual polarization con-
troller.

After putting two perpendicularly aligned linear pola-
rizers on both paths just before SMF we can restore orig-
inal polarization relation. To achieve it, we are changing
polarization controller manipulators toward to minimize
the number of counts on each path (on detectors which
are counting photons perpendicular to applied polariz-
ers).
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After one obtains the values of counts as low as possi-
ble, one can, based on the correctly correlated photon
number and the incorrectly correlated photons number,
calculate the so-called visibility ratio. This ratio when is
higher than 0.9 is considered as good enough to start com-
munication over the quantum channel (Figures 1 and 2).

2.2. Methodology of the Test-Measured
Parameter

For measuring quality of quantum channel we decided to
observe QBER (Quantum Bit Error Rate) value over
some time. QBER is most practical parameter describing
quality of quantum channel because it allows us to esti-
mate how much information could a potential eavesdrop-
per get. In situation when there is no eavesdropper,
QBER shows how much perturbations are introduced by
imperfections of optics and electronics.

For detecting if there are any external perturbation
factors that are influencing quantum key distribution, we
applied control charts to gather the observed data.

2.3. Standard-Mode Working System

For testing undisturbed quantum connection we prepared
two 1 m long 810 nm patchcords which are then used to
connect both parties (Alice and Bob subsystems). Stable
room temperature was maintained (ca. 20°C). When short
patchcord connection is used, photon count numbers at
both communication sides are at similar level (130 k to
150 k counts). After restoring the polarization correlation
system was restarted and the appropriate logfile from the
observed process was written out in duration of ca. 15
minutes. Then the system was stopped, the logfile was
copied and used as an input file for GNU R script which
was responsible for the extracting, formatting and plot-
ting data.

As we see from the Figure 2, the corresponding pro-
cess of generation of secret key using the quantum chan-
nel with wave-length 810 nm referencing fibers in 15
minutes time window is stable.

2.4. Testing of 1550 nm Wave-Length Fiber for
Quantum Connection in Quelle System

For testing the ability to coherently transmit photons in

third telecommunication window networks we have used

SMF-28 fiber with the following parameters:

e core diameter [um]: 8.2;

e cladding diameter [um]: 125 £ 0.7;

e coating diameter [um]: 242 £ 5;

e maximum attenuation for 1310 nm [dB/km]: 0.33 to
0.35;

e maximum attenuation for 1550 nm [dB/km]: 0.19 to
0.20;

e maximum attenuation for 1625 nm [dB/km]: 0.20 to
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Figure 1. View at the setup of manual polarization controller in Quelle system.
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Figure 2. Example of minimized values of counts on detectors during polarization control.
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dispersion for 1310 nm [ps/nm km]: less than 1.0;
dispersion for 1550 nm [ps/nm km]: less than 18.0;
dispersion for 1625 nm [ps/nm km]: less than 22.0;
temperature dependence [C]: —60 to +85;

single fiber length [m] in patch-cord: 802 + 10;
number of weldings/connectors in patch-cord of 6.5
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km for length: 5 - 7.

QBER measurement in time
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StdDev = 0.1037087 UCL = 1.757533 Number violating runs = 0

Figure 3. An exemplary plot of QBER from properly functioning system.

QBER measurement in time

1 7 14 22 30 38 46 54 62 70 78 86 94 103 113 123 133 143 153 163 173 183 193 203 213

iterations
Number of groups = 220
Center = 6.578342 LCL = 6.460043 Number beyond limits = 220
StdDev = 0.03943291 UCL = 6.69664 Number violating runs = 208

Figure 4. Improperly functioning system 1 (454 seconds).

After restoring the proper polarization correlation (in
the same way as described previously) and achieving an
acceptable QBER level we started recording the mea-
surement of QBER value over iterating series of repeat-
ing process. The collected results are summarized and
plotted in three following images, Figures 3-6.
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QBER measurement in time
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Figure 6. Improperly functioning system 3 (1000 seconds).

Control charts generated for above measurements
show clearly that there are strong external or internal de-
coherence/destructive factors that are affecting the whole
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process. The initial QBER is quickly and continuously
rising during the process. Moreover, after obtaining
QBER value higher than 10 percent, the system stops be-
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cause of too high value of error ratio. During the mea-
surements 1 and 2 this too high value was obtained very
quickly (after 454 and 438 seconds, correspondingly).

3. Conclusions

Current implementation of entanglement photon pairs
based key distribution system suffers from the lack of
sufficient automatic polarization stability allowing ar-
ranging quantum signal exchanges when the connection
between Alice and Bob uses standard 1550 nm fiber. By
polarization stability, we have ability to properly recog-
nize pairs with perpendicular polarization in both com-
municated parties. Without this ability, the data trans-
mitted through the quantum channel are randomly iden-
tified with the constantly rising number of errors, which
quickly interrupt the connection. To restore communi-
cation, the manual regulation of polarization is necessary,
which makes all the communication practically impossi-
ble.

To overcome this highly inconvenient tendency, we
propose to replace the manual polarization control with
an highly-efficient automatic one. Automatic polarization
controller would instantly compensate polarization drift
and recover the system functionality. Such improvement
of the Quelle system would result in maintaining a low
and stable value of QBER ratio allowing entangled QKD
over commercial network, though it is not longer dis-

tance than ca. 1 km and without weldings and connectors.

As it follows from our tests, the welding decreases the
quality of the quantum channel in critical manner, which
is probably connected with an additional polarization mish-
mash due to a strain and imperfections in the region of
welding or connector.
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