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Abstract 
This article explores the importance of public-private partnerships in enhanc-
ing cybersecurity for critical information infrastructure in Bangladesh, while 
also providing a comparative analysis of the experiences of the US, UK, and 
EU. In 2013, hackers successfully infiltrated the Sonali Bank of Bangladesh, 
leading to the theft of US$250,000. The cyber theft at Bangladesh Bank in 2016 
reaffirmed the pressing need for robust cybersecurity legislation to protect key 
infrastructure. This incident was not the first of its kind; in the last week of 
August 2025, a coordinated fraud scheme targeted the credit card holders of 
Standard Chartered Bank, unlawfully extracting approximately BDT 27 lakh 
through a series of unauthorized transactions. The proliferation of personal 
computers, mobile phones, tablets, and digital sensors has significantly im-
proved network connectivity and transformed global operations. However, 
these advancements have also resulted in an increase in the volume of data 
generation and storage. 
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1. Introduction 

Cyber technology has revolutionized communication systems across the world. 
However, this revolution did not come alone; it brought with it the associated 
challenges of the cyber age, giving rise to recurring debates about cyber warfare 
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and cybersecurity. The extent of these challenges is evident from the fact that these 
terms have become buzzwords in strategic circles over the past few years (Noor, 
2014). Modern societies are highly dependent on the continuous functioning of 
critical infrastructures (CI). These ensure the availability of important goods and 
services such as energy, communication, or transport. Failures of critical infra-
structures have severe repercussions for the economy and the population. Such a 
failure could even jeopardize the safety and well-being of a country (Brem, 2015). 
In light of the growing threats to critical infrastructure, it has become increasingly 
important for nations to ensure the cybersecurity and resilience of the critical in-
frastructure that people and nations rely on every day (Hashimoto, 2024). Cyber-
security requirements and regulations for critical infrastructure vary by sector, 
and there are variations in maturity levels across sectors and among companies of 
different sizes within the same sector (Hashimoto, 2024). 

2. Research Methodology 

This study adopts a qualitative research design based on secondary data analysis. 
The research relies exclusively on existing literature to examine, interpret, and 
synthesize knowledge related to the research topic. A literature-based approach is 
appropriate because it allows for a comprehensive understanding of theoretical 
perspectives, empirical findings, and scholarly debates without collecting primary 
data. Secondary data were collected from academic journal articles, newspaper 
reporting, reports from recognized institutions and organizations, and reputable 
online databases (e.g., Google Scholar, JSTOR, Scopus, Web of Science). 

3. The Concept of Cybersecurity 

Cybersecurity is used to refer to the integrity of our personal privacy online, to the 
security of our critical infrastructure, to electronic commerce, to military threats, 
and to the protection of intellectual property. These areas range extremely widely 
and are united only by the technology with which they engage (Carr, 2016). Cy-
bersecurity is emerging as one of the most challenging aspects of the information 
age for policymakers and scholars of International Relations (IR). It has implica-
tions for national security, the economy, human rights, civil liberties, and inter-
national legal frameworks. Although politicians have been aware of the threats of 
cyber insecurity since the early years of internet technology, anxiety about the dif-
ficulties in resolving or addressing them has increased rather than abated. In re-
sponse, national governments have begun to develop cybersecurity strategies to 
outline the ways in which they intend to address cyber insecurity (Carr, 2016). 
The history of cybersecurity as a securitizing concept begins with the disciplines 
of Computer and Information Science. One, if not the first, usage of cybersecurity 
was in the Computer Science and Telecommunications Board’s (CSTB) report 
from 1991, Computers at Risk: Safe Computing in the Information Age, which 
defined “security” as the “protection against unwanted disclosure, modification, 
or destruction of data in a system and also the safeguarding of systems them-
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selves”. Security comprised technical as well as human aspects, and “it has signif-
icant procedural, administrative, physical facility, and personnel components”. 
Crucially, threats to cybersecurity do not only arise from (usually) intentional 
agents but also from systemic threats. These systemic threats, defined by Hundley 
and Anderson as “cyberspace safety”, stem from the inherent unpredictability of 
computers and information systems, which by themselves “create unintended 
(potentially or actually) dangerous situations for themselves or for the physical 
and human environments in which they are embedded”. Threats arise from soft-
ware as well as hardware failures and cannot be corrected through perfecting dig-
ital technology and programming; in short, there is an inherent ontological inse-
curity within computer systems (Hansen & Nissenbaum, 2009). In our day-to-day 
lives, we all rely on data, making purchases in a supermarket, making phone calls, 
sending emails, ordering goods from an online store, or booking flights and ho-
tels. This data allows the smooth use of all these and many other services. But 
there is a downside to these benefits too. Our data is a boon for criminals, terror-
ists, hacktivists, and intelligence agencies worldwide (Gehem, Usanov, Frinking, 
& Rademaker, 2015). 

4. Critical Information Infrastructure of Bangladesh 

Critical Information Infrastructure (CII) constitutes the backbone of Bangladesh’s 
technological framework, encompassing sectors vital for national security, econ-
omy, and public welfare. This includes telecommunications, energy, transporta-
tion, banking, and healthcare systems. In the context of Bangladesh, where digital 
transformation is rapidly reshaping socio-economic paradigms, the security of CII 
assumes paramount importance. Any breach or disruption within these crucial 
systems not only poses immediate risks to public safety and economic stability but 
also threatens the nation’s developmental aspirations. Thus, safeguarding CII is 
imperative to ensure sustainable growth and resilience in the face of evolving 
cyber threats (Wahid, 2025). 

Elements of Critical Information Infrastructure (CII) in Bangladesh are intri-
cately intertwined with citizen life, so much so that we fail to notice any aspect of 
these systems until they are actively hampered. For instance, the telecommunica-
tions sector, represented by entities like the Bangladesh Telecommunication Reg-
ulatory Commission (BTRC), facilitates crucial communication channels for 
emergency response coordination, law enforcement activities, and dissemination 
of public safety information during crises. Moreover, the energy sector, embodied 
by the Bangladesh Power Development Board (BPDB), ensures the uninterrupted 
supply of electricity, powering essential services such as hospitals, transportation 
systems, and financial institutions. Additionally, the banking sector, exemplified 
by the Bangladesh Bank, plays a pivotal role in facilitating secure financial trans-
actions, vital for sustaining economic activities and public confidence. The role of 
CII is indispensable in sustaining essential services and fortifying Bangladesh’s 
national security framework, which is why safeguarding this infrastructure against 
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emerging threats like evolving cyber adversities is of paramount importance (Wa-
hid, 2025). 

5. Cybersecurity Challenges and the Bangladesh Experience 

Bangladesh faces a myriad of cybersecurity challenges stemming from its rapid 
digitization and evolving threat landscape. One prominent issue is the prevalence 
of malware and phishing attacks targeting government agencies, businesses, and 
individual users, leading to data breaches and financial losses. Furthermore, the 
inadequate degree of cybersecurity infrastructure and skilled workforce exacer-
bates vulnerabilities, hindering effective threat detection and response mecha-
nisms (Wahid, 2025). One poignant example is the notorious cyber heist targeting 
the Bangladesh Bank in 2016. Hackers attempted to siphon off nearly $1 billion 
from the bank’s reserve account held at the Federal Reserve Bank of New York, 
succeeding in absconding with $81 million. This, among several other breaches, 
not only highlights the immediate ramifications for the concerned establishments 
but also raises questions about the broader implications of inadequate cybersecu-
rity measures for safeguarding critical infrastructure (Wahid, 2025). 

Bangladesh’s Response to Cybersecurity Challenges 

Despite these challenges, Bangladesh has made essential strides in bolstering cy-
bersecurity measures to safeguard its critical infrastructure. The government has 
enacted relevant, needed policies such as Bangladesh’s Digital Commerce Opera-
tion Guideline 2021, which sets out regulations and standards for secure digital 
transactions and e-commerce operations. Furthermore, the Bangladesh Cyber Se-
curity Ordinance, 2025 provides a comprehensive legal framework for addressing 
cyber threats, ensuring accountability, and protecting digital assets. In alignment 
with global cybersecurity initiatives, Bangladesh has developed the Bangladesh 
Cybersecurity Strategy for 2021-2025, outlining strategic objectives and action 
plans to enhance cyber resilience and mitigate cyber risks. Moreover, Bangladesh’s 
collaboration with international partners extends to aligning its policies with the 
European Union’s Digital Services Act (DSA), fostering interoperability and har-
monization of cybersecurity standards. These concerted efforts underscore Bang-
ladesh’s commitment to strengthening its cyber resilience and fostering a secure 
digital ecosystem for its citizens and businesses (Wahid, 2025). 

In the Critical Information Infrastructure of the power sector in Bangladesh, 
where the consistent, reliable, and secure operation of energy grids is essential for 
sustaining economic activities and public services, cybersecurity is of immense 
importance. As the backbone of Bangladesh’s industrial and commercial sectors, 
the power sector relies heavily on interconnected digital systems for the genera-
tion, transmission, and distribution of electricity, making it a prime target for 
cyber threats. Identified vulnerabilities within Bangladesh’s CII, particularly in the 
power sector, include outdated legacy systems, inadequate cybersecurity proto-
cols, and a shortage of skilled cybersecurity professionals, leaving critical infra-
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structure susceptible to exploitation by malicious actors. Cybersecurity threats in 
the power sector CII have been observed globally, underscoring the magnitude of 
potential disruptions and economic repercussions. Notable incidents, such as the 
2015 cyberattack on Ukraine’s power grid, where hackers remotely disrupted elec-
tricity distribution to hundreds of thousands of homes, serve as poignant remind-
ers of the devastating impact cyber threats can have on critical infrastructure. Such 
incidents highlight the imperative of fortifying cybersecurity measures within the 
power sector’s CII to mitigate risks and ensure the uninterrupted supply of elec-
tricity, which is crucial for sustaining economic activities and public services (Wa-
hid, 2025). Past cybersecurity incidents in Bangladesh’s CII, notably within the 
power sector, serve as stark reminders of the vulnerabilities inherent in digital 
infrastructure. One such case study involves the attack on the Bangladesh Power 
Development Board (BPDB) in 2015, where hackers breached the board’s systems, 
disrupting electricity distribution across several regions and causing widespread 
power outages. Another notable incident occurred in 2017 when the ransomware 
attack known as “WannaCry” infected computers at the Bangladesh Energy Reg-
ulatory Commission (BERC), compromising sensitive data and disrupting regu-
latory operations. These incidents underscore the urgent need for robust cyberse-
curity measures and investments in the power sector to safeguard critical infra-
structure and mitigate potential disruptions to essential services (Wahid, 2025). 
The underreported CII events in Bangladesh, such as the “DESCO prepaid meter 
hack”, unveil vulnerabilities within critical infrastructure, particularly the power 
sector. With over 18,000 prepaid electricity meters compromised in Sylhet, the 
incident not only threatens revenue streams for utility providers but also raises 
concerns about the reliability of the power grid. The ability for consumers to ac-
cess electricity despite negative balances showcases the potential for widespread 
disruptions and financial losses, highlighting the urgent need for robust cyberse-
curity measures to safeguard critical infrastructure (Wahid, 2025). Responses to 
underreported CII incidents in Bangladesh have been marked by a lack of trans-
parency and accountability. For instance, the negotiation reports following the 
ransomware attack on Biman Bangladesh Airlines’ email servers underscore the 
challenges in effectively managing cyber threats. Despite warnings and vulnera-
bilities identified by government agencies, the airline’s failure to implement ade-
quate cybersecurity measures leaves critical infrastructure sectors vulnerable to 
exploitation by threat actors. This opacity not only undermines public trust but 
also hampers efforts to address systemic vulnerabilities and prevent future cyber 
incidents (Wahid, 2025). Indifference to failures arising from underreported Crit-
ical Information Infrastructure (CII) in Bangladesh’s cybersecurity landscape 
poses significant risks to national security and public safety. The prevalence of 
underreported incidents exacerbates vulnerabilities within critical infrastructure 
sectors, hindering efforts to build resilience against increasing cyber threats. 
Without transparent reporting mechanisms and accountability measures, critical 
infrastructure operators may remain unaware of systemic vulnerabilities, leaving 
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their systems susceptible to exploitation. Moreover, the neglect of underreported 
CII failures exacerbates challenges in threat intelligence sharing and incident re-
sponse coordination, further hindering efforts to prioritize investments in cyber-
security capabilities and infrastructure modernization (Wahid, 2025). 

6. Cybersecurity Challenges and US Experience in  
Public-Private Partnership (PPP) 

In the US under the Bush administration, a separate office in the White House 
was established in 2001 to handle its coordination of cybersecurity matters, led by 
a special adviser for cybersecurity. The US has had many false starts in trying to 
bring together the various strands of its work on cybersecurity during the 2000s, 
and it took most of that decade to create the impetus for policymakers to begin to 
formulate a relatively unified position on the issues. In 2009, President Obama 
commissioned a 60-day review of cybersecurity, and one of the key recommenda-
tions was to establish a permanent position in charge of cybersecurity. This posi-
tion of cybersecurity coordinator (often referred to as the “cyber czar”), with the 
rank of special adviser, is part of the White House staff and reports to the Deputy 
National Security Advisor (Clarke & Knake, 2010). The role was filled by Howard 
Schmidt until May 2012, when Michael Daniel took over. Although part of the 
White House national security team, the cyber czar also consults with the Presi-
dent’s top economic advisers and has direct access to the President. The cyber czar 
has a coordinating role involving all of the defense and civilian agencies with a 
stake in cyber matters, including the Department of Defense, the National Secu-
rity Agency, the Federal Bureau of Investigation, the State Department, the US 
Computer Emergency Readiness Team and the Department of Homeland Secu-
rity. The czar implements policies across all of the organizations involved, which 
is no easy task. The position doesn’t carry any direct budgetary power for these 
areas, and has been criticized for holding large-scale responsibility but no real au-
thority (Singel, 2010). The coordinator’s role isn’t confined to the government 
sector. It also carries responsibilities for liaising with the private sector to help 
businesses manage security risks. Obama’s February 2013 executive order on im-
proving critical infrastructure cybersecurity has been welcomed as a major policy 
development. It came at a time when the US was struggling to create sufficiently 
mature information-sharing machinery within its critical infrastructure networks 
that could increase cyber resilience. The order, which doesn’t have the same power 
as law, did three things. First, it directed federal authorities to improve infor-
mation sharing on cyber threats with companies that provide vital support to crit-
ical infrastructure, even if that data could be classified, and gave them 120 days to 
do so. Second, it directed government, led by the Director of Homeland Security, 
to create a flexible, risk-based framework of core practices for cyber, and allowed 
240 days for a preliminary version of the framework to be presented to the Presi-
dent. Finally, the order put a high priority on the protection of privacy and civil 
liberties even as cybersecurity is strengthened (Jennings & Feakin, 2013). The fun-
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damental policy framework for critical infrastructure protection is based on NSM-
22 (Hashimoto, 2024). This memorandum replaced PPD-21 of 2013, making the 
first update to the framework in 11 years. The document is also intended to for-
malize the efforts made by the U.S. government during this period. This includes 
defining the role and responsibilities of CISA as the national coordinator for crit-
ical infrastructure protection, which did not exist at the time, as well as defining 
the role and responsibilities of the SRMAs. This requires SRMAs to conduct sec-
tor-specific risk assessments and develop sector-specific risk management plans 
every two years. CISA/DHS is required to conduct cross-sector risk assessments 
based on input from the SRMAs and develop a National Infrastructure Risk Man-
agement Plan (NIRMP) every two years. It is assumed that the National Infra-
structure Protection Plan (NIPP) 2013, developed under PPD-21, will remain ef-
fective until the release of NIRMP, which is due by April 2025. NSM-22 also re-
quires the development of minimum cybersecurity and resilience requirements 
for critical infrastructure and the implementation of these requirements using 
regulatory and other authorities. In addition, it requires the government to un-
derstand critical infrastructure interdependencies, analyze systemic risk, identify 
Systemically Important Entities (SIEs) and enhance collaboration with the intelli-
gence community, including the timely sharing of declassified information. In 
June 2024, DHS released the Strategic Guidance and National Priorities for U.S. 
Critical Infrastructure Security and Resilience (Hashimoto, 2024). This guidance 
aligns with NSM-22 and identifies risk areas that the nation should prioritize over 
the next two years to build secure and resilient critical infrastructure. The priority 
areas include addressing cyber threats posed by China, managing the evolving 
risks presented by AI, and identifying and mitigating supply chain vulnerabilities. 
The document then outlines the priorities for mitigating those risks, including 
adopting baseline requirements, incentivizing service providers to reduce risk, 
and identifying SIEs (Hashimoto, 2024). The public–private partnership has been 
employed widely by states including the US as a mechanism to deal with a range 
of other issues, including security-related ones. The practice intensified from the 
1990s, when the privatization of critical infrastructure was regarded as economi-
cally beneficial to the state, freeing up capital and drawing more heavily on the 
efficiencies and business practices of the private sector (Carr, 2016). The United 
States has a long history of close PPPs in critical infrastructure protection, with a 
variety of collaborative initiatives currently in place. JCDC, one of the most nota-
ble initiatives in recent years, is a cross-sector, operational collaborative frame-
work composed of key government agencies and selected private-sector compa-
nies. This enables members to share and analyze unique threat intelligence and 
information from both the government and the private sector, as well as jointly 
develop countermeasures in a timely manner. The initiative was launched in 2021 
with the participation of approximately 10 companies, primarily in the IT, com-
munications, and cybersecurity industries. The number of participating compa-
nies has since expanded to other sectors, and there are now over 300 members, 
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including NTT, a major telecommunications carrier in Japan, as the first member 
in the Asian region. As indicated in the National Cyber Security (NCS), one of the 
current focuses is to enhance the speed and scale of operations. This would need 
to include cooperation with major foreign companies to address growing global-
scale threats posed by state-sponsored actors. Other sector-based operational co-
operation includes the Department of Energy’s Energy Threat Analysis Center, 
the DOD’s Defense Industrial Base Collaborative Information Sharing Environ-
ment, and the NSA’s CCC. The government plans to further strengthen and inte-
grate these individual efforts into a federal cybersecurity center. Another key ini-
tiative is the ICT Supply Chain Risk Management (SCRM) Task Force, which was 
launched in 2018. It is a PPP program that identifies challenges and develops so-
lutions to enhance the resilience of the global ICT supply chain. The group is pri-
marily composed of private companies in the communications and IT sectors, as 
well as CISA, and works on specific topics such as AI, SMBs, and software, provid-
ing guidance and other deliverables to the public (Carr, 2016). Thus it is clear that 
only cross-sector cooperation and coordination in a pragmatic and ongoing pub-
lic-private partnership can increase the CI’s resilience. In the future, more explicit 
rules and regulations will be necessary to support this collaboration and particu-
larly clarify current areas of open legal issues. This should be done with a sense of 
proportion and the overall goal to foster, not to encumber, collaboration across 
responsibilities and disciplines as well as between public and private actors (Brem, 
2015). 

7. Cybersecurity and UK Experience 

In the “landscape review” of the UK cyber-security strategy, Amyas Morse 
makes the point that if the internet were a national economy, it would be the 
fifth largest in the world (Dean, Digrande, Field, Lundmark, O’Day, Pineda, et 
al., 2012). In addition, he writes, the UK has one of the world’s largest online 
economies, with 8 per cent of GDP generated online—a higher proportion than 
for any other G20 country. To this end, the UK National Cyber Security Strategy 
specifically addresses the financial cost to businesses of security breaches. The 
UK Cyber Security Strategy states that it is the effective functioning of cyber-
space that is of vital importance. This introduces some conflation of ideas about 
cybersecurity, because in addition to being an object to be protected, the inter-
net is also, of course, the source of threats (from what?) and the mechanism 
through which those threats can be addressed (by what means?). However, it is 
clear in these strategies that the network itself is a primary referent object for 
conceptions of security. It is the security of the technology itself, as well as the 
security of those who use the technology, that concerns the UK government 
here; and the two forms of security are linked. Citizens, businesses, and govern-
ment can enjoy the full benefits of a safe, secure, and resilient cyberspace. The 
technology becomes an artefact to be protected, an asset essential to broader 
state security (Carr, 2016). 

https://doi.org/10.4236/blr.2026.171009


G. Moula, Md. S. Alam 
 

 

DOI: 10.4236/blr.2026.171009 166 Beijing Law Review 
 

8. Cybersecurity and EU Experience 

Protecting the EU’s critical infrastructure, spanning both physical and cyber do-
mains, presents a complex challenge, and several initiatives have been undertaken 
to address these vulnerabilities. The EU’s 2020 Cybersecurity Strategy built upon 
earlier efforts (e.g., the European Programme for Critical Infrastructure Protec-
tion [2006] and Directive 2008/113/EC) by addressing cyber threats to critical ser-
vices and establishing the Joint Cyber Unit to coordinate responses across Mem-
ber States. In 2022, the Council’s Recommendation on Strengthening Critical In-
frastructure Resilience promoted a Union-wide approach to enhance coordinated 
preparedness, response strategies, and international cooperation (Slakaityte & 
Surwillo, 2024). The 2023 Critical Entities Resilience Directive extended coverage 
to all critical sectors, mandating national strategies and risk assessments for ser-
vice continuity. At the same time, legislation like the European Cyber Resilience 
Act (2022) strengthened cybersecurity amidst evolving threats. While the NIS 2 
Directive (2022) concerns 180,000 critical infrastructure organizations, requiring 
them to implement measures for cybersecurity, including incident handling, busi-
ness continuity, supply chain security, and encryption, by October 2024. Member 
States must also establish systematized lists of vital entities by April 2025, to be 
reviewed at least every two years. Furthermore, international cooperation through 
exercises like Nordic Pine 2024, involving NATO members from the Nordic-Bal-
tic region, and ENISA’s Cyber Europe, a biennial pan-European exercise with 
public and private sectors, underscores the critical importance of cross-border cy-
bersecurity coordination (Slakaityte & Surwillo, 2024). 

9. Recommendation and Conclusion 

Running parallel to government policy initiatives, citizen-focused cybersecurity 
measures and awareness campaigns need to be adopted for a cyber-secure society. 
The cybersecurity awareness programme may be organized by public-private ini-
tiative in order to educate citizens about common cyber threats and the best prac-
tices for safeguarding personal information and digital assets. Initiatives like the 
Cyber-Maitree 2023 programme, engaging collaboration between government 
agencies, industry stakeholders, and the public to enhance cybersecurity aware-
ness, skills, and resilience at the grassroots level, need to be continued. It is essen-
tial for the government to work with stakeholders in Bangladesh to prioritize CII 
cybersecurity measures, ensuring accountability to secure the resilience and secu-
rity of critical infrastructure in the face of evolving cyber threats. The Bangladesh 
government can also establish a National Cyber Security Commission by taking 
expertise from the IT sector, corporate personnel, and personnel from law en-
forcement agencies. In many countries, where critical infrastructural systems in 
areas such as utilities, finance, and transport have been privatized, these policy 
documents rely heavily upon what is referred to as the “public-private partner-
ship” as a key mechanism to mitigate the threat. In the United States and United 
Kingdom, the public-private partnership has repeatedly been referred to as the 
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“cornerstone” or “hub” of cybersecurity strategy. The Bangladesh government can 
learn a lesson from the USA, UK, and EU practices in this regard. 
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