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Abstract

The rapid adoption of generative Al tools in legal education has sparked de-
bates on establishing norms for Al use. These tools assist in assignments, trans-
lating legal documents, and research. Smart classrooms, with intelligent tutor-
ing and emotion recognition technology, enhance teaching and learning but also
pose risks like system errors, algorithmic discrimination, and decision opacity.
This article examines the construction and benefits of smart classrooms, real-
world integration challenges, and the effectiveness and risks of facial recogni-
tion technology, especially for diverse learning styles. It concludes best prac-
tices and recommendations to mitigate risks and promote a secure, effective ed-
ucational environment.

Keywords

Generative Al, Smart Classrooms, Legal Education, Facial Recognition,
Algorithmic Risks

1. Introduction: New Technologies Transforming Classrooms

The hype of generative Als, which has emerged in recent years, has made the use
of this technology by students a major focus of academic discussions about the
use of technology in teaching, leaving little room for discussion of the use of tech-
nologies by universities and teachers for the evaluation of these students. From
the moment that evaluations based on the perception of students’ learning are

used, there is a need to discuss the use of technology at this point in the teaching-
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learning process, verifying its potentialities and risks'.

The adoption of new technologies in the classroom is not a recent phenomenon
within the context of schools and universities. (Kaur et al., 2022) There exists a
lengthy trajectory of technological integration across various layers of education,
sharing goals of enhancing learning outcomes and optimizing the available re-
sources within an educational institution.

Kaur et al. have documented numerous initiatives over the past years involving
the incorporation of technological tools in the development of instructional ma-
terials, measurement of student attention and engagement, attendance tracking,
exercise and exam grading, as well as the optimization of air conditioning resources
and classroom lighting sensors. Technologies such as augmented reality, learning
management systems, data mining, and learning analytics are cited by the authors
as examples of the diverse applications of technology in the classroom environ-
ment. (Kaur et al., 2022)

Classrooms are evolving into a multi-modal audio/visual system capable of dig-
itizing the behaviors of both students and teachers. It transmits data on move-
ments, facial expressions, voice, and other information to an artificial intelligence
system based on a neural network, facilitating real-time feedback on the perfor-
mance of teachers and students. It may seem like a scene from a distant future
science fiction film, but it is becoming a reality in schools and universities across
different countries worldwide.

Bala mentions SensorStar Labs, a New York-based company specializing in real-
time analysis of facial features as a means of assessing students in the classroom.
Beyond the infrastructure of cameras and microphones installed in a classroom,
the company has developed an artificial intelligence system capable of interpreting
students’ behavior during classes, classifying them based on levels of engagement
and attention. Through the company’s system, teachers receive information about
the students’ attention levels during the class, enabling them to adopt pedagogical
strategies to engage disengaged students. (Bala, 2020)

In various educational settings, the use of Al and facial recognition technologies
has raised significant concerns. In 2019% some classrooms in China initially in-
troduced facial recognition for security and attendance monitoring, but it quickly

expanded to assess student performance, sparking privacy and academic freedom

'In this article, we analyze the implications of adopting digital technologies in higher education. To
do this, we use some theoretical and empirical references from studies that deal with the use of tech-
nologies in educational contexts, especially in basic education. We clarify that this choice is due to the
fact that most of the texts available on the subject deal with the application of technology in schools
and that we used them because many of the characteristics of the technology and the consequences of
adopting these technologies will be similar, although not identical, to those in higher education. Where
they were different, we made adaptations for the university context.

’The use of artificial intelligence tools for analyzing facial features of students began in schools in
China and expanded to encompass universities. Unlike the use of these tools for security and student
attendance control purposes, their application for assessing students’ performance in the classroom
has generated criticism in Chinese society. For more information, please refer to:
https://edtechchina.medium.com/schools-using-facial-recognition-system-sparks-privacy-concerns-
in-china-d4f706e5cfd0
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concerns. Similarly, UCLA publicly acknowledged using an Al facial recognition
system for campus security in 2020° which led to findings of false positives and
bias, particularly against people of color, by the digital rights group Fight for the
Future.

The Anima Education Group in Brazil* piloted an Al grading system, prompt-
ing an investigation by the National Consumer Secretariat (SENACON) over trans-
parency and student rights. Despite regulatory gaps, the project continued with
improved communication and review channels. Meanwhile, Bocconi University
in Italy’ faced fines from the Italian Data Protection Authority (Garante) for GDPR
violations after using an Al system to monitor student exams, citing issues with
inadequate notification, lack of legal basis for data processing, and coercive con-
sent due to pandemic conditions. These cases underscore the critical need for eth-
ical considerations and robust regulations in implementing AI technologies in ed-
ucational institutions.

Integrating new technologies, such as artificial intelligence systems, would trans-
form traditional classrooms into smart classrooms, expanding the array of tools
available for teachers and educational institutions to achieve their objectives in
terms of learning outcomes and resource management. However, there are rele-
vant risks to be considered when adopting artificial intelligence systems to analyze
student behavior.

The first concern pertains to potential chilling effects on both students and
teachers, shaping their behaviors to align with the criteria of the systems acquired
by educational institutions. The classroom environment may become more rigid
than desired, diminishing the diversity of behaviors and attitudes within the learn-
ing space. The second concern involves technology-specific issues, such as prob-
lems associated with AI system errors and biases present in the data utilized by
the system.

An Intelligent.com research® shows that both students and teachers are normal-

*The article describes the implementation of a facial recognition system at the university. It outlines
the reasons for adoption and critiques of the system, emphasizing how the errors of the chosen system
could harm minority groups within the university. For more details on the case, please refer to:
https://www.insidehighered.com/news/2020/02/21/ucla-drops-plan-use-facial-recognition-security-
surveillance-other-colleges-may-be

*Following students’ complaints, the Consumer Protection and Defense Department, linked to the
National Consumer Secretariat of the Brazilian Ministry of Justice, notified Laureate Education com-
pany for a violation of its students’ rights in their distance learning courses. According to the Con-
sumer Protection and Defense Department, the company did not inform students about the adoption
of the technology and the potential risks of its use in assessment activities. The prior communication of
the technology adoption would be a right of students as consumers of education services, and the pro-
duction of an impact report would be a right of students as personal data subjects. For more information
on the case, please refer to:
https://www.gov.br/mj/pt-br/assuntos/noticias/senacon-por-meio-do-dpdc-notifica-faculdades-por-

utilizacao-de-inteligencia-artificial-na-correcao-das-atividades
’In September 2021, the Italian Data Protection Authority (Garante) fined Bocconi University EUR
200,000 for a violation of the General Data Protection Regulation (GDPR). The Garante’s decision is

available at: https://www.gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/9703988

themselves/
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izing the use of technology, whether to perform school tasks or to build these tasks.
Some of the respondents accused the need to use technology to help them create
the work tasks. However, it is common ground that Als are not neutral and that
no technology is neutral. There are several attempts today around the world to try
to correct or limit the negative impact of the bias of technologies such as AI on
human activity, since this technology has had a development boom and has be-
come the focus of concern for regulators.

However, the reflection on risks and precautions to be considered in adopting
technologies associated with ‘smart classrooms’ is not being highlighted. Many
academic works” on the subject have focused on the technical construction of
smart classrooms and the pedagogical opportunities offered by these new learning
environments. While acknowledging the importance of these studies, we believe
it is crucial to engage in a reflection on the risks inherent to the transformation
from traditional classrooms to smart classrooms. It is necessary to be extremely
careful with the use of technology in the evaluation of students. How can a fair
and faithful evaluation be ensured? What tools can be used to ensure the numer-
ous benefits of these technologies in teaching while limiting the harms?

The objective of this article is to explore the risks associated with the imple-
mentation of smart classrooms, dividing our analysis between risks related to
the dynamics of teaching and learning and risks associated with the adoption of
student assessment systems based on facial attribute analysis, which can vary
between face recognition systems. Our reflection focuses on the student assess-
ment dimension, with an emphasis on facial analysis technologies and their spe-
cific characteristics.

In the first chapter, the concept of the smart classroom is discussed, considering
what it means to build a smart classroom and its potential benefits for higher ed-
ucation. The second chapter discusses the use of facial recognition in cases of fail-
ure to identify people. It questions the effectiveness of this type of technology and
the risks that arise when we talk about the use of this monitoring technology in
teaching and the different types of student learning styles. In the third chapter,
good practices and recommendations for mitigating the identified risks are high-
lighted. We conclude this chapter with an overview of our paper, highlighting the

complexity of the discussion on the successful use of facial recognition technolo-

"Through exploratory research on Google Scholar, the authors found an extended list of works that
focus on describing and discussing the construction of technological tools, without shedding light on
discussions from a pedagogical point of view. Some examples of our findings are as bellow:

Gligoric et al. (2015) discuss the construction of a smart classroom that detects and regulates the
degree of interest in a lecture, enabling the lecturer to notice and regulate the level of involvement in
a lecture.

Yang and Chen (2011) wrote a paper that presents a novel auto feedback system used in smart
classroom based on face and eye detection technology and PTZ camera.

Yu, You, and Tsai (2012) argue that Social awareness is the next-generation challenge of aware
computing, but it is missed the concern of the risks and precautions to be considered in adopting
technologies associated with ‘smart classrooms’.

Bidwell and Fuchs (2011) present, in their paper, a video recording and behavior analysis frame-
work as a first step toward an automated teacher feedback tool for measuring student engagement.
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gies in education.

2. Smart Classrooms and Monitoring Technologies

“A smart classroom is made up of various components that work together to
provide an interactive and engaging learning environment that enhances
teaching techniques, develops students’ abilities, raises their academic level,
and allows them to engage more actively in the learning process.” (Kaur et
al.,, 2022)

A smart classroom can rely on various technological resources, such as interac-
tive whiteboards, audio/video, management, and mobility, which complement each
other. In addition, innovations in pedagogy relating to content, student participa-
tion, and assessment are also part of a smart classroom. The aim of the architec-
tural and pedagogical aspects of a smart classroom is to reduce the distance be-
tween students and teachers, make it easier for teachers to teach, and improve the
teaching and learning environment.

Saini and Goel define smart classrooms as a technology-assisted closed environ-
ment capable of enhancing the teaching capabilities of instructors and the learning
experience of students. Thus, the raison d étre of smart classrooms is not merely the
incorporation of technologies into the classroom but rather the attainment of im-
proved teaching and learning outcomes through the integration of new technolo-
gies. Not coincidentally, smart classrooms are approached based on their impact on
content, student interaction and engagement, assessments, and the comfort of the
physical environment in which classes will take place. (Saini & Goel, 2021)

Considering that a standard smart classroom has improved material presentation,
student participation, student-teacher contact, and physical surroundings while also
providing resources for taking attendance, assessing, and allowing for real-time re-
views, one can say that smart communication and participation in smart class-
rooms are mostly based on technological features. The so-called smart classrooms
can be assessed by so many features, such as motion sensing, face recognition, eye
gaze, and noise existence, through cameras, microphones, and sensors installed in
the classroom, as studied by many authors.

Kaur et al. mapped through a literature survey the main fields of the teaching
and learning experience in a smart classroom. As seen in Figure 1 below, they are
(i) smart material, (ii) smart communication and participation, (iii) smart evalu-
ation, and (iv) smart physical surroundings. Each one of these aspects of a smart
classroom is formed by daily tasks that a teacher can automatize with the help of
technology. (Kaur et al., 2022)

One of the first technologies associated with smart classrooms is learning ana-
lytics tools (Ferguson, 2012), where students’ actions in classroom interactions,
exams, assignments, and posts in school systems are analyzed to create recom-
mendations for the improvement of their academic performance. In this article,
we focus on the smart evaluation aspect of smart classrooms, as it is the feature

that is the easiest to automate fully by facial and body recognition technologies.
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Figure 1. Taxonomy of smart classroom literature (Kaur et al., 2022).

Data mining tools (Romero & Ventura, 2013) have joined forces with learning
analytics, expanding the scope of data analysis and incorporating assessments of
the quality of information conveyed in the classroom and interactions between
teachers and students. An example of this is the assessment of time consumption
for specific tasks (Papamitsiou & Economides, 2016). With data mining tools, it
became possible to evaluate the time a teacher spent presenting a task and the time
students spent completing the task in the classroom. Additionally, an analysis of
exercises and exams was conducted to assess the degree of information retention
by students.

With recent advancements in computer vision processing, which apply ma-
chine learning techniques to extract information from images and to improve im-
age quality in digital camera technology, there has been an increased interest in
integrating facial recognition technologies into the educational environment. Fa-
cial recognition technology involves extracting points from an individual’s face in
an image, identifying unique proportions between these points, and using this in-
formation for subsequent comparisons. This allows for computational analysis of
similarities (for identification purposes), classification of expressions (for emo-
tion analysis), and other applications (Andrejevic, 2022).

Facial recognition computational systems operate (Andrejevic, 2022), in other
words, by analyzing proportions between parts of a person’s face, examining
shapes and distances between points (i.e., the distance between the tip of the nose
and the upper lip), creating geometric coordinates that together form a facial map
or what is referred to as a “face-print.” The advantage of the face-print is that it
serves as an excellent identifier, as most individuals possess unique proportions
in terms of facial geometric coordinates.

For facial feature analysis to be conducted, the establishment of a biometric da-
tabase is necessary. Biometric data is defined (Madiega & Mildebrath, 2021) as
measurements of human body attributes, such as iris scanning, fingerprinting,
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and gait identification, among others. The construction of biometric data can be
achieved through various methods, differing in their precision in assigning a body
measurement to an individual.

Biometric construction technologies are used (Madiega & Mildebrath, 2021) to
identify, verify, or confirm an individual’s identity. Identity can be identified, ver-
ified, or confirmed in two ways: through physiological traits (external appearance)
or behavioral characteristics (how they behave in space). Recognition through phys-
iological attributes is conducted through morphological identifiers, such as fin-
gerprints, hand shape, retina and iris measurements, and facial structure, among
others. Recognition through behavioral characteristics involves the analysis of
voice, signature, gait, and distinctive gestures, among others.

In this context, Madiega and Mildebrath (Madiega & Mildebrath, 2021) define
computer facial recognition systems as part of biometric technologies, as they
handle the detection of a face in an image, undergoing more complex analyses
such as verification, identification, and classification of an individual’s facial attrib-
utes. Verification, for example, involves comparing two biometric templates with
the expectation that they belong to the same person. In contrast, in identification,
the facial image template of an individual is compared with one or more templates
stored in a database to verify the level of similarity between the images.

Unlike verification and identification, classification is a more computationally
complex activity to perform. Beyond comparing images, such as comparing the
distance proportions between points of one face to another, here the computa-
tional system will aim to classify the distance between points into expressions (i.e.,
smile) or even emotions (i.e., sadness).

While facial recognition technologies for verification and identification already
demonstrated reliable applications in the early 2000s (Madiega & Mildebrath, 2021),
evolving to be incorporated into products throughout the first two decades of the
21st century, classification expanded its usage through the integration of facial
recognition systems with technologies from the field of artificial intelligence, es-
pecially machine learning techniques such as deep learning, and computer vision
algorithms. Artificial intelligence algorithms, as such, have increased the speed of
analysis and the accuracy of results.

This type of technology is increasingly being used in schools and universities.
By checking and classifying students’ facial and body expressions, they were hyped
as a way of making the teacher’s job easier through technology. Emotion recogni-
tion systems (ERSs) can, in fact, help teachers keep up with all students in the class-
rooms—whether to assess if they are awake or paying attention to the teacher. As
many authors have already noted, however, many methods for detecting student
inattention in the classroom are based on video and image recognition methods,
such as tracking students’ eyes, face, head, and shoulders, as well as monitoring
eye contact and head nods.

As mapped by Kaur et al., the construction of smart classrooms has integrated

student attendance monitoring through personal device tracking and facial recog-
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nition technologies(Kaur et al., 2022). Patel and Priya note that initially, the adop-
tion of these technologies was associated with security concerns; however, over
time, the tools have been incorporated into pedagogical functions (Patel & Priya,
2014). Beyond the control of student attendance, the analysis of facial features has
become an opportunity to assess the level of attention and engagement of students

in activities proposed by instructors.

3. The Different Learning Styles and the Risks of Automatic
Evaluation of Learning in Smart Classrooms

There are pedagogical implications of using facial recognition technologies in the
classroom that deserve deeper reflection. Kenneth Saltman, for instance, argues
that the logic of quantifying students’ emotions and classifying them in terms of
classroom engagement levels commodifies the relationship between teacher and
student. (Saltman, 2016) According to the author, commodification would reduce
the student’s learning process to a passive consumption of monitored knowledge.
Teaching, in turn, would become a constant quest to capture the student’s atten-
tion, measurable by computerized systems. As a result, the classroom would grad-
ually lose its characteristic as a space for experimentation, debate, exchange, and
investigation.

Ben Williamson argues that the use of facial recognition in the classroom may
condition students’ behavior by reducing the space to recognizable and rewarda-
ble psychological attributes by a computational system. In this sense, the class-
room would become an environment where biometrics are used as a control tool,
rewarding predetermined patterns of what constitutes engagement or not. (Wil-
liamson, 2017). This scenario worsens when considering that facial recognition
systems were not developed based on the social and cultural contexts of develop-
ing countries.

Evidence of this can be found in the poor performance of facial recognition
systems in identifying and classifying non-white faces. According to Luke Stark,
the databases used by facial recognition systems have not been representative of
the racial diversity among students. (Stark, 2019) Furthermore, the performance
of these systems is also poor in identifying other sexual groups individuals, with a
higher number of cases in these groups where one student’s face is confused with
another’s or even instances where engagement assessment is not recorded due to
failure in detecting a student’s face.

Furthermore, there is a risk that students’ learning process gradually evolves into
forms of manipulating the system as students identify patterns in their behavior that
may yield improvements in their evaluation and patterns that may result in reduc-
tions in their grades (Andrejevic, 2022). According to Antoine Bousquet, the
method used by facial recognition systems is limited, reducing the student’s behav-
ior in the classroom to a single frame of their face (Bousquet, 2018). For the au-
thor, student engagement in the classroom is much more complex than the geo-

metric abstraction of proportions collected from their face at certain moments
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during a class. There are issues involving students’ body language, the sensitivity
of the teacher, and the characteristics of other students in the classroom, which
should be part of the engagement analysis but escape facial recognition systems.

The inherent risk of students becoming aware of the use of technology in the
classroom is the encouragement to behave unnaturally (Andrejevic, 2022) and to
initiate a testing process to identify how they can or cannot behave in a monitored
environment. Some may even acquire the ability to “game the system,” reproduc-
ing expressions that will be well-rated by systems, such as eye contact with the
teacher, even if the expressions do not signify the student’s attention. On a deeper
level, the use of this technology can dehumanize the face as an indicator of student
engagement in the classroom, as it will no longer be the responsibility of the teacher
to assess the students’ expressions in the classroom.

There is a fundamental concern regarding the models of artificial intelligence
systems that perform facial recognition in the classroom. This is because these mod-
els will correlate a student’s facial expressions with a system for classifying levels
of engagement, organizing expressions that demonstrate inattention, disinterest,
and disdain, among other emotions, as low levels of engagement, and expressions
that demonstrate attention, concentration, focus, among other emotions, which
would indicate high levels of engagement. Students and teachers must be aware of
how these models operate and what they reward and punish.

Particularly for students, there is a risk of what is called “social de-skilling,”
where students may no longer develop social interaction and interpersonal skills
due to monitoring in the classroom and university common areas. Hartzog and
Selinger (Hartzog & Selinger, 2018) argue that monitoring associated with student
assessment can create an oppressive environment where students may develop fears
of expressing themselves, engaging with their peers, and communicating with their
instructors.

Higher education students have different learning styles (Zapalska & Dabb 2002)8,
which can influence their academic performance and their satisfaction with their
courses. Learning styles are students’ individual preferences about how they ac-
quire, process, and apply new knowledge. Some of the most common styles are
visual, auditory, reading/writing, and kinesthetic. Each style has advantages and
disadvantages and requires specific teaching and assessment strategies.

Visual learners learn best through images, graphs, diagrams, and videos. They
find it easy to memorize visual information and understand spatial relationships.
Auditory learners learn best through sounds, music, lectures, and discussions.
They can easily grasp sound information and understand the intonation and emo-
tion of the voice. Reading/writing students learn best through texts, books, arti-
cles, and notes. They find it easy to express their ideas in writing and understand
logical arguments. Kinesthetic learners learn best through movements, gestures,

experiments, and hands-on activities. They find it easy to use their hands and bod-

8Zapalska and Dabb present literature review on “learning styles” and pointed out in their first chapter
these styles as the most common cited in the literature.
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ies to solve problems and understand abstract concepts.

An example of this gray area in standardizing student reactions is students who
avoid eye contact with teachers compared to those who seek contact with the teacher.
It is reasonable to assume that the student making eye contact is more attentive to
what is being said by the teacher. However, this is not always the case, as there are
different student profiles and different learning styles. The student who prefers not
to make eye contact may have a preference for taking notes or maybe a shy person.

Teachers need to balance their teaching methods to cater to the different learn-
ing styles of their students. For example, they can use a variety of media and for-
mats to present information, such as slides, videos, audio clips, or interactive soft-
ware. They can also use a variety of assessment methods to evaluate learning out-
comes, such as quizzes, essays, presentations, or portfolios. They can also encour-
age students to use their preferred learning styles to study and review the material,
such as making flashcards, recording notes, summarizing texts, or practicing skills.

However, teachers also need to be careful not to overemphasize or stereotype
learning styles. Learning styles are not fixed or innate traits that determine how
students learn best. Rather, they are preferences that can change over time and in
different situations. Moreover, learning styles are not mutually exclusive or inde-
pendent. Students can have multiple or mixed preferences that vary across do-
mains and tasks. Furthermore, learning styles are not determinants of academic
success or failure. Students can learn effectively using different or unfamiliar modes
of instruction if they are motivated and engaged.

As mentioned, each type of learner has its strengths and weaknesses, and the
same logic should apply to the evaluation phase of learning. It is crucial to have
an open mind when we are assessing the level of comprehension and understand-
ing of the subject the students are showing. Not everyone will show in the same
way that they are keeping up with the class.

In an environment where the aim is to control behaviors through standardizing
student reactions, one questions to what extent standardization will accommodate
different learning styles, encompassing the complexity of each individual’s learn-
ing process. Privileging one learning style (i.e., visual learners) over others means
disregarding students with great potential for development, which does not seem
consistent with the goals of higher education. How can facial recognition and in-
telligence systems be compatible with different learning styles of students?

If teachers need to adopt a flexible and inclusive approach to teaching that re-
spects the diversity of learning styles in their classrooms, we need to mirror this
need to the technologies used to help teachers study their student activity by meas-
uring academic success and even predicting future performance. It is important
to bear in mind some technological assumptions so that we don’t face negative out-
comes from tools that should be helping our teachers.

Many technological tools that teachers use to evaluate students’ learning levels
are not designed to address the diversity of learning styles. For example, online quiz-

zes and tests may favor students who are good at reading/writing but disadvantage
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those who learn better by seeing, hearing, or doing. Similarly, multimedia presen-
tations and videos may appeal to visual and auditory learners, but not to those who
prefer to read or write their own notes. Moreover, some technological tools may not
provide enough feedback or interaction for kinesthetic learners, who need to move
and manipulate objects to learn.

However, a teacher can establish which method (and so characteristics the tech-
nological tools used will evaluate) they want to privilege and be transparent about
it. By doing so, they shirk the responsibility of completely changing their teaching
style to accommodate all types of learning styles while, at the same time, setting
criteria and helping students to be sure of what is being prioritized.

A difficult aspect of using technological tools inside the classroom is the possi-
bility of these tools’ misreading and/or misjudging. Whether due to technological
failure, flaws in the tool’s programming, or even the translation of the student’s feel-
ings outwards through their body posture, it is possible for there to be errors in the
students’ learning assessment. It is quite normal to find academic papers that con-
struct a classroom emotion recognition algorithm by classifying visual emotions
to improve the quality of classroom teaching (Yuan, 2022; Kim et al., 2018; Chen
& Jin, 2015; Gu et al., 2016; Kerkeni, 2017). However, it is not easy to find papers
that worry about the level of confidence of the reading of the body posture when
we are trying to understand what is going on inside the students’ heads.

Therefore, teachers should be aware of the limitations and potential of the tech-
nological tools they use to assess student learning, taking into account the diver-
sity of learning styles that exist. In addition, teachers should clearly communicate
to students the assessment criteria and methods adopted, as well as the skills and
competencies expected. In this way, teachers can promote a more inclusive and
effective education that respects individual differences and encourages the devel-
opment of all types of learners. It is important to emphasize that there’s no perfect
technology, so it is necessary to always check and review the tools’ outputs so that

it can help rather than hinder the teacher’s day-to-day life.

4. To Use or Not to Use: Recommendations for Responsible
Use and Alternatives to the Adoption of Facial
Recognition Technologies

It is a fact that facial recognition technology has been widely used in various con-
texts, such as security, entertainment, health, and education. However, the use of
facial recognition also brings ethical, social, and legal challenges, which must be
considered before its adoption. In this chapter, we present some recommenda-
tions for responsible use and alternatives to the adoption of facial recognition in
education. The chapter is divided into two parts: in the first, we discuss the tech-
nological recommendations, which involve aspects such as data quality, accuracy,
privacy, and security; in the second, we address the pedagogical recommenda-
tions, which refer to the role of the teacher, student diversity, formative assess-

ment, and learner autonomy. Finally, we point out some flaws in the assessment
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of students by technological systems alone, which can jeopardize the teaching-

learning process and the integral formation of students.

4.1. Technological Recommendations

The first recommendation is about being transparent. The university needs to
clearly explain what technology it’s using, how it works, who’s using it, how it’s
used, and its limitations. Communication with the academic community is cru-
cial, not just to announce the use of technology, but also to discuss its benefits and
risks. Workshops, instructional videos, and training sessions for teachers and staff
can help everyone understand and use the technology properly and ethically.

It is important to note that many personal data protection legislations embody
this recommendation through the principle of transparency. This principle, for in-
stance, in Brazil via the General Personal Data Protection Law (Lei n° 13.709/2018),
stipulates in its Article 6, VI, that the personal data controller (university) must
offer the data subject (students) clear, precise, and easily accessible information
regarding the processing of their personal data. The European General Data Pro-
tection Regulation (GDPR), in Article 5 (1) (a), also establishes the controller’s duty
of transparency, detailing its application in Articles 12, 13, and 14. These articles
mandate that the information made available to the data subject (e.g., the identity
of the controller, categories of data, source of the information, purposes, the data
subject’s rights of access, etc.) must be provided in a concise, transparent, intelli-
gible, and easily accessible manner.

There is no specific set of recommendations from European data protection
authorities explicitly addressing the use of facial detection and recognition tech-
nologies in university classrooms. However, significant concerns regarding trans-
parency surround the application of the same technology in other contexts, such
as airports and public spaces. The European Data Protection Board® (EDPB) issued
an opinion following a request from the French Data Protection Authority (CNIL)
to emphasize the importance of informing passengers that their biometric data is
being processed in airports, highlighting the inherent risks of false negatives, bias,
and discrimination associated with the technology. In the case involving Clear-
view Al the Italian Data Protection Authority'® deemed it reckless for the com-
pany to process images available online for the development of its facial recogni-
tion tool, ordering the cessation of data collection and the deletion of the data
collected up to that point.

Faculty, staff, and students should receive information regarding the risks as-
sociated with the use of this technology within the university environment, par-
ticularly how technical characteristics (e.g., accuracy rates) can generate undesir-
able outcomes (e.g., discrimination, invisibility, etc.). While understanding the
risks does not inherently solve the problem, given their potential to materialize

into harm, it serves as a crucial starting point for raising awareness among uni-

*https://www.edpb.europa.eu/our-work-tools/our-documents/opinion-board-art-64/opinion-

112024-use-facial-recognition-streamline en
https://www.gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/9751362
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versity community members. Furthermore, knowledge of these risks can also em-
power community members to reflect on their behavior within the university space,
revealing themselves only when deemed necessary or when unavoidable.

The second recommendation focuses on dealing with errors. Facial recognition
isn’t perfect, especially for minority groups like black, indigenous, or Asian peo-
ple. The university should share the accuracy rate and potential errors of the tool.
When errors occur, it’s important to inform and work with affected groups to find
solutions. The university should encourage reporting and correction of errors and
establish channels for human review of automated decisions to ensure corrections
are made.

Facial recognition and detection technology are not a singular entity but rather
an umbrella term encompassing a set of technologies with distinct characteristics
and functionalities. Consequently, while identifying an error (e.g., the non-detec-
tion of an Indigenous student’s face) may be straightforward, ascertaining the root
cause of the problem proves to be a complex task, necessitating the involvement
of diverse professional expertise in the investigation (Andrejevic, 2022). Similarly,
human oversight can yield positive outcomes in identifying errors, whether false
positives or false negatives, thereby mitigating potential harm; however, it will not
have a significant effect on identifying the underlying causes of the incident, as this
investigation will demand considerable time and resources.

However, even though identifying the causes of an error within facial detection
and recognition technologies takes time, the investigation process should yield
valuable learning. The first of these is learning through observation, gathering in-
formation on how community members felt upon discovering the error, and their
opinions regarding the university’s response. The second is preventing the error
from recurring, for example, by creating tests or simulations to verify what would
happen under conditions similar to the incident in a classroom setting (Gasser &
Mayer-Schonberger, 2024). Even if it is not possible to foresee or entirely prevent
errors in facial detection and recognition technology, it is feasible to adopt technol-
ogy governance measures that allow for the reduction of risks and their improved
management within the university context.

The third recommendation suggests conducting experiments and building a
database for ongoing learning. Facial recognition technology evolves, and the uni-
versity should perform ethical experiments in different contexts. Safely storing
data generated by the technology is crucial for training and improving algorithms.
Periodically renegotiating contracts with facial recognition providers ensures con-
tinuous improvements in quality and ethics, aligning with the university’s needs
and values.

Negotiating or renegotiating contracts with the providers of these technologies
is not always straightforward; in some instances, there is even no room for nego-
tiation. However, certain strategies can be adopted in scenarios with limited or no
negotiating leverage. The first is to ascertain whether the same system is offered

in European Union countries. This is because, in Europe, for example, prior test-
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ing is an obligation for providers of artificial intelligence systems classified as high-
risk, mandating that these technology suppliers have (Article 19 of the Regulation
(EU) 2024/85—Artificial Intelligence Act) a risk management system, technical
documentation with a record of tests, and guarantees that their high-risk system
has undergone a conformity assessment. The second strategy involves evaluating
the documents available from the company, verifying the existence of prior testing
as a good practice, and providing other technical information about the tool.

These recommendations are key for the responsible use of facial recognition in
universities, aiming to ensure ethical, transparent, and fair use while respecting
the rights and diversity of everyone involved. However, they are not sufficient. It
is necessary to go through some pedagogical aspects of the use of facial recognition
technologies in the classroom, and these aspects may suggest they shouldn’t even
be used at all.

4.2. Pedagogical Recommendations

Although facial recognition technology provides benefits such as streamlined stu-
dent identification, attendance monitoring, and personalized teaching, it also pre-
sents risks, including privacy violations, discrimination against minority groups,
and potential threats to students’ autonomy and creativity. In light of these con-
siderations, it becomes crucial for higher education institutions to adopt pedagog-
ical guidelines for the responsible use of facial recognition in classrooms.

Again, one such recommendation emphasizes conducting controlled, targeted
teaching experiments across the university. This entails limiting facial recognition
usage to specific subjects chosen through ethical criteria and aligned with trans-
parent pedagogical projects. These projects should engage students in discussions
about the objectives, methods, benefits, and risks of incorporating technology in
the classroom. Ensuring free and informed consent, respecting diversity and inclu-
sion, and safeguarding personal and sensitive data are integral aspects of this ap-
proach.

Another key recommendation encourages universities not to confine facial recog-
nition to narrow applications but to explore its broader pedagogical potential. For
instance, students can adopt the technology, its uses, and its risks as objects of
reflection, which can be employed as a tool to foster critical thinking, ethical re-
flection, social awareness, and digital citizenship among students. Additionally,
facial recognition can serve as a resource to promote student dialogue, collabora-
tion, interdisciplinary learning, and creativity. Moreover, it can function as an in-
strument to enhance access, quality, equity, and diversity in higher education.

Student assessment through technology is a challenge for teachers, as it involves
issues of authenticity, validity, reliability, and student learning style. Given this, it
is necessary to look for alternatives that can capture student learning more com-
prehensively and diversely (Feferbaum & Klafke, 2021).

Observation through facial recognition systems is one way of assessing students

that allows a teacher to follow the students’ learning process, checking their par-
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ticipation, interaction, collaboration, and attitude in the proposed activities. This
method should be systematic and continuous, based on pre-established criteria
shared with the students. Transparency is much needed for this method to be suc-
cessful.

The syllabus for the course can already include assessment criteria, making it
clear which types of learning styles will be favored in the course. This means that
the teacher must be transparent about the expectations and requirements that stu-
dents must meet to get a good grade. It also means that the teacher must recognize
that there are different ways of learning and that not all students adapt to the same
method. In addition, it is important to give students feedback on the aspects ob-
served, acknowledge progress, and point out difficulties.

However, facial recognition technologies are not enough for teacher who wants
a complete and truthful evaluation of their students. There are some layers in hu-
man interaction that a machine cannot fully comprehend, such as cooperation
and teamwork in work assignments.

Peer assessment (Feferbaum & Radomysler, 2021) is a way of assessing students
that involve students in assessing each other, encouraging autonomy, responsibil-
ity, and cooperation between them. This method can be done through tools such
as questionnaires, rubrics, scales, or comments that students fill in about their work
or the performance of their colleagues. It should be guided by clear and fair crite-
ria that are known to the students from the outset. In addition, it is important to
give students feedback on the quality and consistency of their peer evaluations.

Self-assessment (Feferbaum & Radomysler, 2021) is a way of assessing students
that allows students to reflect on their own learning, identifying their strengths
and weaknesses, their difficulties, and their goals. It can be done through ques-
tionnaires, rubrics, scales, or comments that students fill in about their own work
or performance. Teachers should encourage this as a regular and formative prac-
tice. In addition, it is important to give students feedback on the honesty and rel-
evance of their self-assessments.

Finally, the 360° evaluation (Feferbaum & Radomysler, 2021) is a way of evalu-
ating students online that allows you to integrate different sources of information
about student learning, such as teachers, classmates, family members, or other edu-
cational agents. It brings together an array of evaluation methods, such as teacher
observation, peer assessment, and self-assessment, as previously discussed. It must
be planned carefully, taking into account the objectives, context, and target audi-
ence of the evaluation. In addition, it is important to give feedback to students on

the different perspectives that make up their 360° evaluation.

5. Conclusion: Striking the Balance between Ethical
Implementation and Pedagogical Considerations in
Adopting Facial Recognition Technologies in Education

The use of facial recognition in education presents risks and challenges that need

to be considered carefully and responsibly. It is not a neutral or infallible technol-
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ogy, but a tool that can affect privacy, security, diversity, and the quality of teach-
ing and learning. We recommend that higher education institutions (HEIs) that
intend to adopt this technology make a careful assessment of its objectives, bene-
fits, limitations, and ethical, legal, and social implications. Additionally, we rec-
ommend that HEIs foster open and transparent dialogue with the academic com-
munity about the pros and cons of facial recognition, respecting the rights and
opinions of all stakeholders.

In the first chapter, we discussed that although the emergence of smart class-
rooms in higher education institutions is new and hyped, it often overlooks con-
siderations for comprehensive pedagogical design. In the second chapter of the
article, we brought to light the discussion on the risks of using facial recognition
systems in education. We investigated the ethical, legal, and social implications of
these technologies, such as privacy, consent, bias, accuracy, and accountability.
This investigation was followed by a discussion on how to align the use of these
technologies with the different learning styles of the students.

In the concluding chapter, we have outlined both technological and pedagogical
recommendations for the responsible use of facial recognition technologies in ed-
ucation, emphasizing a dual approach to effectively address the identified risks and
challenges inherent in the adoption of these technologies within the educational
landscape. With this article, we hope to have been able to point out the complexity
of the discussion on the successful use of facial recognition technologies in edu-
cation, and we hope to have contributed guidelines for responsible use comple-

mented by other pedagogical tools.
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