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Abstract

Major Chinese internet platforms recently introduced the function of revealing
users’ IP attribution information. However, it is unclear whether such informa-
tion fall under China’s PIPL’s definition of “personal (identified) information”,
as the law does not clearly define the identifiability terminology, nor does it
provide an operational approach to the identifiability criteria. Combining re-
search methods such as comparative law studies and case studies, this difficulty
in the application of the PIPL can be resolved from two mutually complemen-
tary directions. First, the identifiability terminology in China’s PIPL can be spe-
cified into three different sets of connotations, only one of which needs to be
satisfied by the target information: direct or indirect identification, identified or
possible identification, identity or feature identification. Secondly, the identifia-
bility criteria can be made operational through a joint horizontal and vertical
evaluation system in which the following two elements must be satisfied simul-
taneously: the horizontal distinction between the target user and other users,
and the vertical counterpart between the target message and the target user. In
particular, it is more appropriate for the practitioners of China’s PIPL to tackle
their vertical counterpart evaluation with the “subjective/relative approach”. By
using the aforementioned methods, it may be proven that IP attribution infor-
mation qualifies as “personal information” under Chinese law and society.
Other information with unclear legal attributes can also benefit from the above
general approach and deductive demonstration.
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1. Introduction

Recently, several large Chinese Internet platforms, including Sina Weibo,
Douyin, Today’s Headlines, WeChat (Official Account), Xiaohongshu, and oth-
ers, have made users’ Internet Protocol attribution information (hereinafter “IP
attribution information”) public. The specific changes brought about by this
measure are that domestic accounts display the province (autonomous region, or
municipality) information where the user is located while foreign accounts dis-
play the country or region information and that users are not allowed to turn
this function off on their own.

According to the official announcements of these major platforms, the pur-
pose of their online reveal of the IP attribution information can be summarized
as combating the three types of undesirable practices listed below. Firstly, there
are a large number of users posing as people from specific regions and creating
and fabricating internet-based rumours, which leads to a breakdown in the order
of communication in the context of major events and prevents real and valid in-
formation from being accessed promptly. The trigger for Weibo to disclose us-
ers’ IP affiliation was that during the Russian-Ukrainian conflict, many users on
the platform posed as people in Ukraine and posted false information; during
the outbreak of the COVID-19 epidemic in Shanghai, some accounts published a
large number of posts sadfishing, asking for help and breaking news, but after
this function was launched, these users were found by other netizens that many
of them were not in Shanghai, and the messages they posted was also confirmed
to be false after investigation (He, 2022). Secondly, online violence magnifies
moral anomie in the process of societal modernisation, and the “depicted” on-
line events violate the group’s ethical values. The group’s value judgment think-
ing only distances public opinion from the facts themselves (Wang, 2022: p. 29,
31), and the network platform becomes a place for the group to blindly vent
their emotions. For the person in question, the violence of these statements in
virtual space can be mapped to their real life, interfering with their normal social
relationships and interactions and increasing the likelihood of depression, sui-
cide, and other extreme cases (Ren & Wang, 2020: pp. 155-157). Thirdly, with
the development of cyber bots technology, the manipulation of public opinion
has been increasingly automated, efficient and adaptive (Li et al., 2020: p. 35),
which has made it significantly more difficult for platforms to respond. Usually,
as long as specific keywords are preset in the system when these keywords are
mentioned in the user’s speech, the bot will be triggered and automatically dis-
guised as a real user to leave a message. This is often the case with fans who are
trying to make their idols look good, and with anti-Chinese forces who incite

»1

and guide them, as in the case of the “5 g Chinese toothpaste experiment™,

'User only needs to post online in Chinese: “I only use Chinese toothpaste for clean brushing and
only use 5 g each time [FF & R AT EAMZRINTFE, mHEEXRHS5 g #1717, Due to
Chinese language conventions, this post contains the words “Huawei [#£5]” and “5G”. As the sys-
tem has set these two words as the trigger for automatic comments by bots, these bots have auto-
matically followed up with comments attacking Huawei and 5G.
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which has been widely circulated in the Chinese internet platforms (Aoligei Say,
2022).

To a certain extent, the data processing behaviour of these platforms in re-
vealing information on the IP attribution of their users is legitimate. The afore-
mentioned pressure on the platform is partially alleviated by the act of publicly
revealing the IP attribution information of all users, although this may be of li-
mited use. Most directly, this function provides users with a basis for identifying
information on the Internet, and IP affiliation information can at least be used as
a reference to corroborate the authenticity of the content. Next, this function will
alert and warn against arbitrary speech, helping to curb illegal speech such as
disinformation, defamation, superstition, hatred and division, thus reducing the
negative and even extreme social atmosphere in the Internet public space. Be-
sides, this function can directly reduce the phenomenon of impersonating par-
ties from a specific geographical area for newsjacking, so that other users can
clearly distinguish between them. More crucially, this function will help to com-
bat cyber bots and thus reduce fan domination of comments and manipulation
of public opinion by anti-Chinese forces, as the overly consistent information on
IP attribution will provide a clear guide to quickly identify targets for censorship.

However, since the reveal of the IP attribution information applies to all users
within these platforms without distinction and no user can refuse this reveal, it is
perfectly natural that this has led to extensive public debate about this data
processing practice. The general question is whether the launch of this feature
will violate users’ rights to personal information. Specifically, the user’s IP attri-
bution information is forcibly disclosed by the platform during the process of post-
ing and leaving messages, and the content of the information being processed
matches the user’s real situation; furthermore, the user has no room for self-deter-
mination regarding this data processing behaviour.

From the perspective of existing laws and regulations, the current rules do not
provide clear guidance to resolve the controversy. The key is that the Personal
Information Protection Law of the People’s Republic of China (hereinafter
“China’s PIPL” or “the PIPL”) which is the basic law in the field of information
protection does not explicitly state whether the IP attribution information falls
within the scope of personal information in the context of the law, resulting in
an unclear expectation of the legal application of whether the rights and interests
of individuals are protected. The root of this problem is that the PIPL uses iden-
tifiability attributes as the basis for determining whether the disputed informa-
tion is personal information for the law, but the legislator has been vague about
how to understand the identifiability terminology and how to apply the identi-
fiability criteria.

This article will examine each of these concerns and offer specific solutions.
The second part clarifies the uncertainties that exist in the terminology identi-
fiability under the PIPL and attempts to define its connotations. The third part
further analyses the identifiability criterion under the PIPL and provides an eas-

ily operationalised and readily accepted assessment method through traditional
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legal research methods such as case studies and comparative law studies. At the
same time, this part will also incorporate an analysis of the gains and losses of
cutting-edge extraterritorial experience. Together, these two sections provide a
universal approach to understanding and applying the term “personal informa-
tion” in the PIPL. The fourth section will show how these provided methods
have been interpreted and applied to real-life cases and substantially answer the
central concern of this paper, i.e., whether users’ IP attribution information is

the “personal information” under China’s PIPL.

2. Indeterminacy in Identifiability Terminology in the PIPL
and Its Clarification

Personal information is a threshold concept for the application of data protec-
tion law generally: if data being processed are not personal data, their processing
is not subject to such law (Bygrave & Tosoni, 2020: p. 105). Article 4 of the PIPL
expressly defines “personal information” as “all kinds of information, excluding
anonymized information, recorded electronically or otherwise, relating to an
identified or identifiable natural person”. As is common practice in other coun-
tries with data protection laws (Bygrave & Tosoni, 2020: p. 108), China’s PIPL
orients the identifiability terminology at the core of the concept of “personal in-
formation”. The phrase “personal information” is used to denote information
from individuals, and “identified information” is used to denote information
that identifies individuals. Therefore, identifying information is personal infor-
mation, but personal information is not necessarily identified information
(Garfinkel, 2015: p. 3). From this perspective, China’s PIPL limits the scope of
personal information it aims to protect to personal identified information.

However, the legislator does not further define the key terminology “identi-
fiability” and leaves room for interpretation (Cao, 2022: p. 133), which is neces-
sary and desirable. To be precise, the term “identifiability” is both a standard set
by the law and an objective factual state and not all information processing that
can in fact be identified is covered by the PIPL. At the same time, from the pers-
pective of data science, the identifiability of personal information is not as stable
as the object, but changes with the subject who owns the data, the scenario of
use, the duration of data retention, and the development of technology, which
determines the scenario and dynamic nature of the definition of personal infor-
mation (Qi & Zhang, 2018: p. 126). Therefore, the gap between the factual and
legal nature of the identifiability terminology is where the interpretation space
reserved by the Law lies, and the existence of this interpretation space provides
tension and flexibility so that the practitioners of the law can flexibly adjust the
aforementioned jurisdictional scope on a case-by-case basis.

Increased flexibility is usually accompanied by a decrease in certainty, and the
scope for interpretation of identifiability creates difficulties in the practical ap-
plication of the PIPL so legal certainty must be enhanced by legal interpretation.
In practice, it is common for legal provisions or language to be ambiguous and

require interpretation; however, the controversy arises not because the legal
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language itself is ambiguous, but because there is a disagreement about the scope
of application that the law should cover (Su, 1997: p. 18). Through a review of
current legal norms and judicial practice, this article finds that the personal in-
formation intended to be governed by Chinese personal information protection
laws can be broadly divided into three levels, each pointing to a different dimen-
sion of identifiability:

1) The regulation of the PIPL points to direct identification and also covers
indirect identification. For example, in the case of Yu v Beijing Kuche Yimei
Network Technology Co., Ltd. (Vehicle Identification Number Case, hereinafter
called the VIN case)?, the central point of contention between the parties lies in
whether the VIN on the vehicle registration certificate is personal information.
The judge, in that case, held that as neither direct nor indirect identification was
required, the frame number was not personal information for Article 1034 of the
Civil Code of the People’s Republic of China (2020) (hereinafter “the Civil
Code”)’.

2) Article 4 of the PIPL further refines the term identifiability in the Civil
Code to “identified or identifiable”, which is intended to indicate that the law
not only protects the rights and interests of personal information that have al-
ready been damaged but also has the intention to protect the rights and interests
of personal information that may be at risk of being damaged.

3) Identifiability encompasses both identifications of individual identity and
identification of individual characteristics; identification of individual identity
determines who the information subject is, while identification of individual
characteristics determines the type of person the information subject is. This
proposition was clearly articulated by the judges of the Beijing Internet Court in
their decision in the case of Ling v Beijing Weibao Vision Technology Co., Ltd.".

For disputed information, these three dimensions are not mutually exclusive,
nor are they required to be satisfied at the same time; they are intertwined and
mixed. Disputed information may be “identified” in different dimensions at the

same time.

3. Operationalisation of the Identifiability Criterion in the
PIPL: Joint Horizontal and Vertical Assessment

The three levels described above frame the scope of personal information go-
verned by PIPL in terms of content, and it is then necessary to address how the
identification criteria can be practically understood and applied on this basis. An
effective way to do this is to interpret the identification criteria themselves, and
this paper argues that the horizontal distinction between specific users and other
users, and the vertical counterpart between information and specific users, con-

stitute a joint horizontal and vertical evaluation system for the identifiability cri-

*Yu v Beijing Kuche Yimei Network Technology Co., Ltd. (2021) Yue 0192 Min Chu No. 928.
*At the time the VIN case was brought to court, China’s PIPL was not yet in force. Therefore, the

parties invoked the relevant provisions of the Civil Code rather than the PIPL and the court’s deci-
sion was based on the Civil Code.
“Ling v Beijing Weibao Vision Technology Co Ltd. (2019) Jing 0491 Min Chu No. 6694.
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teria.

3.1. Horizontal Distinction Assessment and Its Convergent Evolution

The horizontal distinction aspect is used to assess whether the information at
issue distinguishes the subject of the information from other individuals. In
general terms, a natural person can be considered as “identified” when, within a
group of persons, he or she is “distinguished” from all other members of the
group (Art. 29 WP, 2007: p. 12). This element of the assessment may not re-
quire much explanation in terms of understanding and use, as it is very clear
and unambiguous and its desired outcome is easy to judge intuitively. The only
thing that might need to be mentioned is the status, relationship and order of
application between this element of the assessment and the other element, the
vertical counterpart. Taken as a whole, both elements need to be satisfied to
meet the criteria for recognition established by China’s PIPL. From a more de-
tailed point of view, it may be more convenient to give priority to the assess-
ment of the vertical counterpart. More precisely, when the link between the
target information and a particular individual is confirmed, this has cut off that
information from other subjects from one side; in other words, the horizontal
distinction is completed at the same time as the process of judging the vertical
counterpart.

In addition, the horizontal distinction assessment may be a good platform to
demonstrate some developments on the third level of identifiability terminology,
identity or feature identification. Leenes (2007: pp. 141-142) proposed a four-
fold classification of identification and distinguished look-up, recognition, clas-
sification, and session identifiability. According to Leenes, identity identification
is more than just establishing citizenship, and we must read extensively about
identity if we are to truly address privacy and personal information protection
concerns. With the widespread adoption of big data technology, the role of iden-
tity identification becomes more limited, while feature recognition takes on a
larger role. The latest study by Purtova (2022) keenly captures this change and
adds targeting as the new fifth identification type, implying the selection of a
specific individual from a group at a point in time as the object of attention or
processing. It is not difficult to find convergence between the above theory’s
evolution and Chinese judicial practice. This justifies the horizontal distinction
as a constituent element of the personal information identification criterion: this
element is both geographically universal, which justifies it in a general sense, and
at the same time it has proved to be somewhat resilient to accommodate the de-

velopment of real-life situations.

3.2. Vertical Counterpart Assessment and Its Differences in
Judicial Practice in Different Countries

The second aspect is the vertical counterpart, which is used to assess the extent

of the relationship between information and the subject, as well as whether the
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PIPL setting is met. China’s PIPL adds the word “relevant” to the definition of
personal information compared to the Civil Code, and some scholars have
pointed out that this is a reference to the General Data Protection Regulation
(hereinafter “GDPR”), which adds the criterion of association to the criterion of
identification (Wang & Ding, 2021: p. 2). In other words, there are two paths to
determine whether an item of information is personal information: one is iden-
tification, from the information to the individual; the other is an association,
from the individual to the information (Wu, 2022: p. 417). A more general un-
derstanding of these two criteria is that both identification and association are
essentially about the “vertical counterpart” between the information and the in-
dividual.

The courts usually have a certain degree of discretion in relation to this vertic-
al counterpart assessment. The existing experience of judicial practice shows that
there are significant differences in the approach of the Chinese courts and the
EU courts, which make a comparative analysis necessary and valuable. In brief,
the former sets a relatively high threshold for assessing vertical correspondence,
and only close, necessary connections are the identifying relationships that Chi-
na’s PIPL is designed to regulate; however, the EU courts have a very broad un-
derstanding and are in line with the trend of case law, more and broader identi-
fying relationships will fall under the jurisdiction of the GDPR.

To determine whether the information in question is individually identifiable,
Chinese courts require a relatively close degree of correspondence. In the afore-
mentioned VIN case, for example, the judge held that the condition information
about the vehicle could only identify a specific vehicle and that the interference
of many realities could sever the inevitable link between that vehicle and its
owner, for example, the use of the vehicle by family members and garage em-
ployees could reduce the direct correlation between the owner and the condition
information. In addition, to analyse the possibility of indirect identification of
vehicle condition information, the Court considered objective factors such as the
cost, time and technology required for a third party to identify a natural person
by their VIN and concluded that the likelihood of identifying personal informa-
tion under such realistic conditions was low. As to how to take into account the
objective factors, Zhao (2021: p. 135) provides specific methods: firstly, the ma-
terial basis required for the identification of a specific natural person should be
considered and the cost of this identification should not exceed the legal interest
to be protected for identification; secondly, the technical requirements and eco-
nomic costs of achieving the legal identification should be considered. The dis-
tillation of this approach is based on an analysis of the evolution of relevant legis-
lation, judicial practice and mainstream theory in China, and is therefore naturally
applicable and reasonable for understanding the identifiability criteria for PIPL.

However, the European Court of Justice (hereinafter “CJEU”) has evolved
from a relatively restrictive understanding of “counterpart” to a very broad one,

whereby information that would be considered insufficiently relevant in China’s
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courts would be regarded as personally identifiable information from the CJEU’s
perspective. In the earlier case, YS and others, the CJEU interpreted “relating to”
in a very restrained manner’. The Court held that “the legal analysis of a partic-
ular immigration eligibility application made by the relevant authority, although
it may contain personal data, the legal analysis itself is not such data within the
meaning of the 95 Directive and is not relevant to the protection of the person’s

right to privacy”

. Two years later, in the Patrick Breyer case, the Court’s pers-
pective shows an expansive change’. In particular, the CJEU began to favour a
more “subjective/relative approach” that focuses on the online media service
provider’s possibility of (potentially) identifying an individual and whether it has
the legal and practical means which enable it to do so with additional data a
third party has about that person (this means third party knowledge needs to be
considered but only to a certain extent) (Niemann & Schuessler, 2016). It can be
observed that the logic, approach and outcome of the CJEU, in this case, is simi-
lar to the approach of the Chinese courts in the VIN case. Coincidentally, the
information at issue, in that case, was IP address information, which is related to
and must be distinguished from the IP attribution information discussed in this
article. The necessary analysis will be presented further in Part 4.

As opposed to the “subjective/relative approach”, the “absolute/objective ap-
proach” adopted by the domestic law of some EU Member States, according to
which data is already considered “personal data” if any third party worldwide can
identify the individual (Niemann & Schuessler, 2016). This absolute/objective ap-
proach was formally introduced in the Peter Nowak case® in 2017. The CJEU did
not uphold the High Court’s reference to YS and others case. According to the
CJEU, whether the examiner was able to identify the candidate when correcting
and marking the examination paper was irrelevant, as long as the information
was “relating to” the data subject, whether objective or subjective, it could con-
stitute personal information under the provision’. Under the implications of the
case, the vertical counterpart criterion of the CJEU will be satisfied as long as
one of the three—content, purpose or effect of the information—is linked to a
specific person. To a certain extent, the vertical counterpart at this point has
moved away from identifying criteria and has become incredibly inclusive, even
without borders. As one widely cited viewpoint points out, when the hy-
per-connected online world of data-driven organisations arrives, the GDPR’s inten-
sive compliance regime will become “the law of everything”, well-intentioned but
unassailable (Purtova, 2018: p. 40).

°YS (C-141/12) v Minister voor Immigratie, Integratie en Asiel, and Minister voor Immigratie, In-
tegratie en Asiel (C-372/12) v M,S. in Joined Cases C-141/12 and C-372/12, ECLI:EU:C:2014: 2081,
Judgment of 17 July 2014.

“Ibid, para. 39, 45.

’Patrick Breyer v Bundesrepublik Deutschland, Case C-582/14, ECLI:EU:C:2016:779, Judgment of
19 October 2016.

SPeter Nowak v Data Protection Commissioner, Case C-434/16, ECLI:EU:C:2017:994, Judgment of
20 December 2017. The Irish Supreme Court referred the following question to the CJEU for a pre-
liminary ruling: Can information recorded on answers given by candidates during professional
examinations be considered personal data under Directive 95/46?

°Ibid, para. 30-34.
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Even if, to resolve the same dispute, judicial experience from the application
of EU law does not necessarily apply in China, the crisis triggered by the for-
mer’s relatively radical trend can sound a warning bell for the proper application
of Chinese law. It could be argued that this lack of restraint in the EU’s under-
standing creates a data governance conundrum: overly broad presuppositions of
rights protection can raise the cost of maintenance too high, leading to protections
that are effectively hollowed out. As consumers have privacy expectations when
using the Internet, it may be difficult to agree that all expectations are worth
meeting, so a privacy theory is required to make the distinction, examining which
privacy expectations must be met and which do not (Nissenbaum, 2018: p. 841).
Similarly, China’s PIPL has a specific context and a specific scope of protection:
the PIPL covers the handling of personal information that has a significant impact
on the subject’s rights and interests, whereas the use of personal information, in
general, is left to other laws, industry norms, or social customs (Gao, 2021: p.
81). It is therefore more appropriate for China’s PIPL practitioners to adopt the

subjective/relative approach to the judgement of vertical counterparts.

4. Deduction and Application: Whether IP Attribution
Information Is Personal Information Covered by
China’s PIPL?

What follows is a substantive investigation into the central question of whether
IP attribution information should be considered personal (identifiable) informa-
tion in the context of China’s PIPL. During this process, the aforementioned

criteria will be shown how they are applied in practice.

4.1. The Distinction between IP Attribution Information and
Adjacent Concepts

Before dealing specifically with the legal attributes of IP attribution information,
a de facto distinction needs to be made between this concept and two other in-
formation concepts: IP addresses information and the physical location infor-
mation of users. IP addresses are a uniform address format provided by the IP
protocol. Every user visit on the Internet is from one IP address to another, and
the principle of the protocol dictates that the two parties communicating must
know each other’s IP addresses, but IP addresses themselves do not have a phys-
ical location function (Liu & Lu, 2002: p. 83; Cheng, 2008: p. 26; Wen & Xiao,
2022: p. 62). IP addresses, as a limited number of resources, are allocated to in-
stitutions and organisations in a fixed register, while IP attribution information
depends on which organisation the IP address is allocated to. As a basis for other
work in website management, the Chinese authorities require all websites to
register their domain and IP addresses and have established a database of the
domain and IP addresses (Yu & Ye, 2018: p. 422). The IP address database will
infer the approximate city of the IP address based on the initial registration,
which is the province information or country or region information currently

displayed on the Chinese platforms.

DOI: 10.4236/blr.2022.133040

634 Beijing Law Review


https://doi.org/10.4236/blr.2022.133040

C. L. Zhang, G. Wang

In practice, IP attribution information may not match both the IP address and
the physical address of the actual visitor, in two common cases: firstly, where the
organisation with the IP address is used across the province'’, and secondly,
where there is interference from the base station signal switching''. In fact, the
generation of IP address and IP attribution information does not require the us-
er to authorise and open the physical location rights of the device used, nor is it
necessarily linked to the user’s actual location information.

Therefore, the conclusion that can be drawn from a data science perspective is
that the three concepts have their specific meanings and are not to be used in-
terchangeably in a general way; however, it is undeniable that the three are so
closely linked that they can be exactly equivalent under certain conditions. Thus,
the actual relationship between the three needs to be analysed on a case-by-case

basis in specific scenarios.

4.2. IP Attribution Information Fall under the Concept of
“Personal Information” in China’s PIPL

It is necessary to briefly recapitulate the findings in Parts 2 and 3 here. First, the
connotation of the term identifiability under China’s PIPL has three dimensions,
and the law is satisfied in terms of content when the reality of the situation satis-
fies any one of them. Secondly, the criterion set by the law for identifiability can
be understood as two elements of evaluation, horizontal distinction and vertical
counterpart, and the target information needs to satisfy both elements.

What needs to be determined is whose/which group’s identifiability should be
the object of analysis to evaluate the identifiability of IP attribution information
in general. Currently, judicial practitioners in China’s PIPL prefer a subjec-
tive/relative approach to the vertical counterpart of the identifiability criterion.
This approach focuses on the online media service provider’s possibility of (po-
tentially) identifying an individual and whether it has the legal and practical
means which enable it to do so with additional data a third party has about that
person (Niemann & Schuessler, 2016). Therefore, it needs to be further clarified
what additional data these online media service providers hold about their sub-
scribers, in addition to their IP attribution information.

Within the legal context of China’s Internet platform regulation, the online
real-name system is a fundamental institution, and this system is under the
principle of “mandatory registration of the legal name in the background and

voluntary use of the legal name as screen name”". To comply with the provi-

If a company has a nationwide intranet, but employees use the IP of the head office when accessing the extranet, then eventually the IP attribu-
tion information presented to everyone in the company will be the head office’s IP attribution information.

"The mobile phone’s base station has a certain coverage area, and usually there are two or three different base stations in different directions at
the same time where a mobile phone is located. If the signal strength of the two base stations is similar, the actual base station connected to the
phone at the border of the two provinces may be constantly switching, and the IP attribution information displayed when posting may change
between the two provinces.

2According to the Article 24 of the Cybersecurity Law of the People’s Republic of China (2017), Article 5 of the Provisions on the Administration
of Account Names of Internet Users (2015), and Article 5 of the Provisions on the Administration of Internet Comments Posting Services (2017),
Internet platform users are required to provide their real identity information when registering an account in the background and are free to
choose whether to express themselves through anonymity when speaking publicly in the foreground.
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sions of this system, Internet platforms require users to authenticate their real
identity information upon registration. This rule is mandatory (Xie, 2015: p. 48)
and these platforms are not allowed to provide relevant services, such as infor-
mation distribution and instant messaging, to users who do not provide their
real identity information. On 1 August 2022, the Provisions on the Administra-
tion of Internet Users’ Account Information come into force. Article 9 of the
regulation further clarifies that the real identity information used for authentica-
tion includes the user’s mobile phone number, ID card number or unified social
credit code. In Yiwu Tianxiang Medical Oriental Hospital v 19th Floor Network
Co., Ltd., the court held that “as mobile phones have implemented real-name
authentication and are easy to use and fully functional, mobile phone numbers
can be used as a form of electronic identity authentication™". This means that in
the context of Chinese law, a user’s mobile phone number can be clearly linked
to the personal identity of the user of the number, in other words, this number
information is personal information with direct identification properties at the
legal level. So, the internet platforms such as Sina Weibo, Douyin, Today’s
Headlines, WeChat (Public) and Xiaohongshu, which have made their users’ IP
attribution information public since this year, not only have this information but
also de facto hold the real identity information of users who post or leave com-
ments. As mentioned above, such real identity information is personal informa-
tion that China’s PIPL recognises and protects.

Taken together, for these platforms, although the identity or characteristics of
the information subject cannot be directly identified solely based on IP attribu-
tion information, they can accurately correspond the disputed information to
the specific information subject by combining it with the real identity informa-
tion that the user must provide when registering, to reach the vertical counter-
part requirement. At the same time, because the real identification of the user’s
information is so highly identifiable and has been clearly limited to specific indi-
viduals, it also meets the requirement of differentiation in terms of horizontal
elements and will not be confused with other information subjects. It is a super-
ficial fact that IP attribution information can be combined with other informa-
tion to accurately identify the subject of this information, and this clear and
concise indirect identification is one of the dimensions of identification explicit-
ly governed by China’s PIPL.

It is therefore concluded that IP attribution information can be covered by the
term “personal information” in the context of China’s PIPL and that, as a result,

user subjects can protect their personal information rights under this law.

5. Conclusion

In China, the trend in the regulation of the handling of personal information is

that legislation on personal information protection is being implemented, en-

“Yiwu Tianxiang Medical Oriental Hospital v 19th Floor Network Co., Ltd. (2018) Zhe 0782 Min
Chu No. 9873.
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forcement is being tightened, and the responsibility of platforms is being rein-
forced. It is foreseeable that the reveal of IP attribution information will most
likely be implemented on more platforms, and other measures beyond this fea-
ture will also be explored on a trial basis. From this perspective, the findings of
this article are of both theoretical and practical importance. First, for the key
concept that is left blank and ambiguous, this paper provides a general approach
to clarify how the concept is interpreted and applied, which can help to enhance
legal certainty, predictability and operability. Secondly, this paper shows how to
determine the applicability of China’s PIPL for non-statutory categories of in-
formation, which realistically responds to the concerns of IP attribution infor-
mation subjects regarding the safeguarding of their personal information rights.
In the longer term, the methodological refinements and application examples in
this article on identifiability term and identification criteria can also be applied
to solve related problems in the future.

Specifically, the disclosure of IP attribution information raises concerns about
the protection of personal information, starting from the fact that this informa-
tion does not fall within the categories of personal information explicitly covered
by China’s PIPL. In a general sense, the Law only protects personally identifiable
information without a clear definition of “identifiability”. This article addresses
this issue from two perspectives. Firstly, given that the legal meaning of the term
identifiability is uncertain, this article begins by reading the term on three levels
to explain as comprehensively as possible what personally identifiable informa-
tion the PIPL is intended to govern. On this basis, to enhance the certainty and
operability of the identifiability criterion, this paper attempts to distil two con-
stituent elements of this criterion, namely the horizontal distinction (between
different subjects of information) and the vertical counterpart (between the dis-
puted information and that subject of the information), which must be satisfied
simultaneously. By analysing the usual approach of Chinese courts to this issue,
and drawing on the experience and lessons learned from relevant foreign judicial
cases, this article further suggests that a subjective/relative approach is more ap-
propriate in determining the vertical relevance of the personal information iden-
tification criteria under China’s PIPL. On this basis, this article answers the cur-
rent general public concern and affirms that IP attribution information is per-
sonal information in the context of China’s PIPL. As a result, users of various
internet service provision platforms may be protected by the PIPL in their per-
sonal information rights when their IP attribution information is made public.

Of course, this is not the end of the controversy. The question that remains to
be explored is, what is the basis for the legality of these internet platforms re-
vealing users’ IP attribution information? Does this data processing comply with
Article 13 of China’s PIPL? The answers to these questions are crucial, as they
will determine whether this processing by these platforms is legally permissible
and will ultimately affect whether the platforms will be held liable for it. From
another perspective, the lawful basis clause for the processing of information on

platforms can be seen as an important window into how legislators have ba-
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lanced the interests and values of platform regulation and personal information
protection. However, the answers to these questions are not obvious and require
in-depth and careful further analysis in the context of recent Chinese legislation.
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