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The recent pandemic crisis has highlighted the importance of the availability
and management of health data to respond quickly and effectively to health
emergencies, while respecting the fundamental rights of every individual. In
this context, it is essential to find a balance between the protection of privacy
and the safeguarding of public health, using tools that guarantee transparency

and consent to the processing of data by the population. This work, starting
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from a pilot investigation conducted in the Polyclinic of Bari as part of the
Horizon Europe Seeds project entitled “Multidisciplinary analysis of techno-
logical tracing models of contagion: the protection of rights in the manage-
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ment of health data”, has the objective of promoting greater patient aware-
ness regarding the processing of their health data and the protection of pri-
vacy. The methodology used the PHICAT (Personal Health Information
Competence Assessment Tool) as a tool and, through the administration of a
questionnaire, the aim was to evaluate the patients’ ability to express their
consent to the release and processing of health data. The results that emerged
were analyzed in relation to the 4 domains in which the process is divided
which allows evaluating the patients’ ability to express a conscious choice
and, also, in relation to the socio-demographic and clinical characteristics of
the patients themselves. This study can contribute to understanding patients’
ability to give their consent and improve information regarding the manage-
ment of health data by increasing confidence in granting the use of their data
for research and clinical management.
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1. Introduction

The serious Covid 19 pandemic crisis that has affected the whole world has
brought to the fore the important issue of the processing of health data, due to
the population’s reluctance to release the information necessary for contact
tracing to contain the pandemic.

This paper starts from an in-depth and detailed analysis conducted, by the same
research team, on the literature review [1]-[79] related to the topic of health data
processing and privacy protection in the pandemic period 2020-2022, [80] which
highlighted any gaps or unresolved issues in the current literature that this study
aims to address.

This study differs from previous research because for the first time, it uses a
methodological tool to analyze patients’ abilities to give consent to health data
processing, developed by the medical area involved in the recalled project.

Although numerous legislative provisions have been introduced to protect the
right to privacy, the need to identify new ways to balance the interests of pro-
tecting the right to privacy of each individual and the need for government and
health authorities to have access to data remains fundamental that can safeguard
collective health, especially in cases of widespread infections, allowing a rapid
and effective response in resolving health emergency situations.

In the case of the COVID-19 epidemic, the dissemination of health data was
crucial for monitoring the spread of the virus, identifying contagion clusters and
adopting prevention and control measures, but also a source of concern for the
privacy of patients who showed reticence to release of your data.

It is important to find a balance between the need to use health data for public
health purposes and protecting patient privacy. In this context, informed con-
sent is an essential tool to ensure that patients are fully informed and aware of
the processing of personal health data and can freely express their consent or
refusal to such processing.

It is, therefore, necessary that patients are fully informed about how their data
is used, and shared and for what purposes.

At the European level, the GDPR was launched to protect health data, which
presents itself as an important tool to guarantee the right to privacy and the
protection of personal data, balancing the need to protect public health with re-
spect for individual rights, imposing that organizations must guarantee the pro-
tection of personal data through appropriate technical and organizational
measures, promoting transparency and responsibility in data processing.

It is crucial that the principle of data minimization is respected, which implies
the collection and processing of only the data strictly necessary to achieve the
purpose for which they were collected, always guaranteeing the security and
confidentiality of users’ personal data, adopting adequate security measures to
protect data from unauthorized access or improper use.

Furthermore, it is necessary to provide users with clear and transparent in-

formation on the methods of processing personal data, any purposes of the pro-
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cessing and any subjects involved in the processing of the data. It is therefore es-
sential that we operate in accordance with the principles of the GDPR, guaran-
teeing security, confidentiality and transparency in the processing of users’ per-
sonal data.

The pilot investigation conducted in the Bari Polyclinic, as part of the Horizon
Europe Seeds project entitled “Multidisciplinary analysis of technological conta-
gion tracking models: rights protection in health data management”, of which
the data are analyzed in this work aims to overcome the distrust that dominates
patients in granting the use of their health data and aims to analyze and evaluate
the ability to consciously express their consent to the processing of health data.

The methodology used is the PHICAT (Personal Health Information Compe-
tence Assessment Tool), a useful tool for assessing the patient’s abilities in mak-
ing decisions regarding the processing of personal health data, developed by the
medical area participating in the aforementioned project.

The PHICAT is an instrument for assessing the ability to give consent to the
processing of health data that uses a semistructured interview (Attachment 1)
that assesses patients’ abilities relative to four domains of the ability to give con-
sent to the processing of health data: understanding, evaluation, reasoning and
final expression of a choice.

The interview is semistructured in that the interviewer fills in some of the
items submitted to the patient in relation to the different purposes of health data
processing considered in the interview and uses a Notation Sheet (SN) that re-
ports the information communicated to the respondent and the related respons-
es noted.

The interview involves a preparation phase preparatory to the interview itself
and then the scoring by the interviewer and the evaluation of the answers given
by the patient.

The PHICAT interview is structured to allow an in-depth assessment of the
patient’s ability to understand, evaluate, reason and express a choice regarding
consent to the processing of personal health data, considering the purposes of
the data processing, the benefits and resulting risks. In this interview, patients
also consider the effects that their choice to grant or not consent has on their
daily lives, on the community and on scientific progress. Each section and
sub-section of the interview aims to examine specific aspects of the patient’s
abilities in relation to four domains: understanding, evaluation, reasoning and
final expression of a choice.

The purpose is to evaluate the interviewee’s ability to grant or not consent to
the processing of data and to what extent his decision is the expression of a con-
scious choice, analyzing the logical path that leads to granting or denying such
consent.

First, the interviewer explains to the patient how the interview will take place,
to encourage his active participation, so that the interviewee can ask questions
that promote better understanding and continuation of the interview. To achieve

the desired purpose, the interviewer’s communication must adapt to the patient,
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Le. his cultural level and his emotional conditions, so that the information is
clear and produces valid results.

In the first domain, that of understanding, it is verified that the patient has
correctly understood the information provided by the interviewer before starting
the interview. The patient is then asked to describe and repeat the information
acquired. The objective, at this stage, is to ensure that the patient has a complete
and correct understanding of the information provided by the interviewer, so
that he or she can make informed decisions regarding the processing of personal
health data.

The evaluation domain is aimed at ensuring that the patient is fully aware of
the risks and benefits of processing health data and that he can express informed
consent regarding the different and possible purposes of their use. Attention
must be paid to the patient’s beliefs which may be influenced by irrational anxie-
ties and fears related to the processing of health data, such as fear of control by
institutions or loss of privacy or may be influenced by a poor understanding of
the purposes and objectives. benefits of processing health data.

The reasoning domain allows us to analyze the patient’s cognitive and deci-
sion-making processes in depth, thus providing important information on the
motivations and reasons underlying his choices. The interviewer analyzes to-
gether with the patient the reasoning that led him to make a certain choice, ask-
ing him the reasons and possible consequences of his decision.

The reasoning is evaluated both in qualitative terms, considering the reasons
provided by the patient to explain his choice, and quantitatively, evaluating
whether the patient can enumerate the rational consequences of his decision.

Finally, it is verified whether the choice made by the patient is unambiguous
and aware, furthermore whether the patient understands the effect that the deci-
sion made has on the personal situation and that of the community, above all
whether he is able to evaluate the consequences of his choices in light of the ob-
jectives that they wish to pursue the processing of health data, ie to feed the
health file, or for scientific research purposes.

The investigation also evaluates logical coherence, ie. whether the patient’s
final choice derives logically from his reasoning.

The methodology used for this analysis involves the attribution of scores by
the interviewer which provide, at the end of the interview, a preliminary assess-
ment of the patient’s decision-making capacity, but which must not be used as
the sole parameter to determine the inability to provide consent to the pro-
cessing of health data. It is essential that the assessment of decision-making ca-
pacity is conducted by qualified personnel considering all clinical and contextual
factors that may influence the patient’s ability to make informed decisions on

the processing of health data.

2. General Information

2.1. Age, Gender and Province of Residence

The respondents were 70% male and 30% female (Figure 1). The average age of
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female respondents is 34 years: 27% are aged between 18 and 22 and 20% are
distributed in the 23 - 27 and 38 - 42 age groups. The average age of male re-
spondents is 37 years: 26% are aged between 23 and 27 and 11% are evenly dis-
tributed between four age groups: 28 - 32, 33 - 37, 48 - 52 and 52 - 56 years
(Figure 2).

Male

70

Figure 1. Percentages: gender.

mF =M

100%
80%
60%
40%
20%
0%

18-22 23-27 28-32 33-37 38-42 43-47 48-52 53-57 58-62 63-66

Figure 2. Age in classes and percentage values based on gender.

Almost all (86%) of the interviewees reside in the province of Bari, of which
46% are in the municipality of Bari and the remaining 40% are in different mu-

nicipalities of the same province (Figure 3).

100 %6
80
60
40
20

2 4 2 4 2
0 | I
AVELLINO BARI BAT FOGGIA GENOVA POTENZA

Figure 3. Percentages of provinces of residence.

2.2. Social Information

Education and Information
Just over half of both male and female respondents have a high school diploma,
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34% of male respondents and 27% of women have a degree (Figure 4). 52% of

those interviewed are employed, 16% are freelancers and 24% are students

(Figure 5).
oF oM

100%

2 54 34

50% 20 3

53 27

0%
LOWER HIGH SCHOOL DEGREE DOCTORATE
SECONDARY DIPLOMA

SCHOOL

Figure 4. Percentages of educational qualifications by gender.

Artisan Housewife/
o A
Student 2% re(;[lozed
24%
Free lance Emol
16% mployee

52%
Figure 5. Percentages of employment status.

Analyzing a double-entry table between employment status and educational
qualification, it emerges that half of the employees are graduates and half are di-
vided between graduates and those with a lower secondary school diploma; 83%
of the students have a high school diploma. 56% of graduates are employees and
38% are freelancers (Table 1).

Table 1. Profession and qualification.

Profession
Qualification
Artisan Housewife/Retired Employee Free Lance Student Total
Lower secondary
0 1 4 0 1 6
school
High school
. 1 2 13 1 10 27
Diploma
Degree 0 0 9 6 1 16
Doctorate 0 0 0 1 0 1
Total 1 3 26 8 12 50

2.3. Clinical Information

The questionnaire containing general information also included two questions

to investigate patients’ familiarity with hospitals and data management, and two
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other questions to find out if the patient is a regular donor and the number of

donations made.

2.3.1. Familiarity with Hospital and Data Management
44% of respondents say they are familiar with data management, of which 27%
are women and 51% are men (Figure 6). 52% of those interviewed declare that

they are familiar with hospitals, of which 33% are women and 60% are men

(Figure 7).
ENO MmYES
F M TOTAL
Figure 6. Percentages familiar with data management by gender.
ENO EYES
F M TOTAL

Figure 7. Percentages familiar with hospitals by sex.

2.3.2. Donation
72% of those interviewed are donors and the majority are men; in fact, among
the male interviewees, 83% are donors, among the female interviewees only 27%
are donors (Figure 8).

There are 13 interviewees who made a number of donations between 1 and 4,
10 between 5 and 8, the others are equally distributed among the other classes

which can be seen Figure 9.

3. Information on the Ability to Express Consent to the
Processing of Health Data

In the semi-structured interview conducted, the patient’s skills were assessed in

relation to the four domains of the ability to give consent to the processing of
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personal health data (Personal Health Information, PHI). The four domains are

described below:

BNO =YES
100
80
60
40
e
0
F M TOTAL
Figure 8. Donor percentages by sex.
15
10 13
10
5
6 7 7 7
0
1-4 5-8 9-12 13-16 17-20 more than

20

Figure 9. Number of donations.

3.1. Comprehension

This section investigated the understanding of the definition of personal health
data, the purposes and limits of the proposed data processing, and the bene-
fits/risks deriving from data processing.

A score between 0 and 2 was assigned for each item in the two sub-sections of
Understanding (General and Purpose/Risks) and a global score between 0 and 4,
the sum of the scores of the two sub-sections.

A score of 2 (i.e. The patient remembers the content of the item and offers a
sufficiently clear version of it. A literal repetition of the description of the ex-
perimenter in fact is not required, paraphrasing in the patient’s own words is
preferred. For patients items regarding risks, the patient must provide a reason-
ably accurate indication of the probability that these will if it has been de-
scribed in the communication) was given to 42% of respondents with regard to
general understanding, to 84% for understanding purpose/risks (Figure 10).

In fact, in each of the three items of the two sub-sections, general under-
standing and understanding of the purposes and risks, score 2 finds higher per-
centages, see Table 2 and Table 3.

The score awarded for total understanding is the sum of the scores obtained
from general understanding and purposes/risks, 40% of respondents receive a

maximum score of 4 (Figure 11).
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X

100%
80%
60%
40%
20%
0
0 0.6 1 13 1.6 2

m General m Purpose/Risks

Figure 10. Percentages general understanding and purpose/risks.

Table 2. General understanding: percentages of scores broken down by item general un-
derstanding.

Item

Score
Healthcare personnel data Data processing Electronic Health Record (EHR)

0 4 4 2

1 28 40 26

2 68 56 72
Total 100 100 100

Table 3. Understanding purposes and risks: Percentages of scores divided by item under-
standing purpose and risks.

Item
Score Purpose Purpose Risk (data leak and
(ESF/DS) (statistical/scientific) advertising/profiling)
0 8 6 4
1 14 28 14
2 78 66 82
Total 100 100 100
45 20
40
35
30
25 22
20
15
10 6 8 8 6
5 2 2 2 ¢ . .
o  NEEN NN E— - I .
0 1 13 2 2.3 2.6 3 3.3 3.6 4

Figure 11. Total comprehension percentages.
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3.2. Evaluation

The purpose of this section is to establish whether the patient recognizes the
risks and benefits deriving from the processing of health data for the proposed
purposes, ie. the score is attributed to the evaluation of the meaning of the in-
formation for the patient’s specific situation.

A score of 1 or 0 was assigned to each sub-section of the evaluation: that is,
depending on whether the patient evaluates the electronic health record as useful
or not for the purposes related to “personal health” and for the purposes of “sta-
tistics and research”. 62% of patients agree with both purposes, while 30% of pa-
tients believe that the electronic health record is useful only for their health
(Table 4).

Table 4. Evaluation: percentages of scores divided by sub-section.

Purpose: Statistics and Research

Purpose: personal health Total
0 1
0 2 6 8
1 30 62 92
Total 32 68 100

The total evaluation was given a score between 0 and 2, the sum of the scores
of the two sub-sections and 62% were given a score of 2 (The patient recognizes
the benefits deriving from the processing of data for the purposes communicat-
ed, of of which: one relating to daily life, the other concerning the community.
Or the patient believes that the processing of his/her health data cannot bring
benefits for himself or for the community but offers non-delusional reasons that

have a rational basis) (Figure 12).

2%

_J0]

M1l

2

Figure 12. Rating percentages.

3.3. Reasoning

The reasoning sub-section intends to investigate the cognitive processes that
underlie the patient’s expressed choice. Therefore, we mean reasoning in the de-
cision-making process, focusing attention on the ability to compare the alterna-

tives (allowing or not allowing data processing), knowing how to motivate the
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choice in light of the consequences, including the ability to deduce the effect of
one’s choice on one’s personal situation, but also on public health and scientific
progress.

A score between 0 and 2 was assigned to the three sub-sections of the reason-
ing (qualitative, quantitative and logical coherence) and an overall score between
0 and 6 was the sum of the scores of the three sub-sections.

In particular, the two items in the qualitative reasoning and quantitative rea-
soning sub-sections were given a score of 1 or 0, therefore both of these
sub-sections report a sum score of the two items. Qualitative reasoning means
investigating the cognitive processes that underlie the choice expressed by the
patient and therefore the motivations to give consent or not to the processing of
health data to feed the electronic health record and for research purposes. The
investigator judges the reasons that lead the patient to consent to the processing
of health data for research purposes to be consistent in 74% of cases and to feed

the electronic health record in 90% of cases (Table 5).

Table 5. Qualitative reasoning: percentages of scores broken down by item.

Motivation: Electronic health record

Motivations: research Total
0 1
0 2 6 8
1 30 62 92
Total 32 68 100

With quantitative reasoning we intend to establish whether the patient can
describe the possible consequences of his choice taking into account the purpos-
es of the proposed health data processing, the possible benefits and risks con-
nected both for himself and for the community. In 72% of cases the experiment-
er judges the consequences that the patient believes could have a personal nature
when giving consent to the processing of health data are coherent, while patients
who believe that the consequences could have an impact on the community are
divided in half (Table 6, Figure 13).

100%

2 20
78
50% 6 66 28
. o ER
0 1 2

B QUALITATIVE QUANTITATIVE LOGICAL CONSISTENCY

Figure 13. Percentages qualitative reasoning, quantitative reasoning and logical con-
sistency.
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Table 6. Quantitative reasoning: percentages of scores broken down by item.

Consequences: Consequences: Community Total
Personal 0 1
0 6 22 28
1 44 28 72
Total 50 50 100

Comparing the sum scores of each sub-section of the reasoning, as reported
in Figure 13, a score of 2 was assigned (The patient cites at least two reasons in
explaining the choice, The consequences must be more specific than “I will
need it” or “is better”) to 66% of the interviewees with regards to quantitative
reasoning, for qualitative reasoning the highest percentage (66%) was given a
score of 1 (The patient provides only one rational consequence relating to eve-
ryday life or the effects on the community, but not for the other), while 78% of
interviewees were given a score of 2 (The patient’s final choice (in Expression of
a choice) derives logically from the patient’s reasoning) for logical coherence
(Figure 14).

35
30
25
20
15
10

5 2 2
0 = ==

Figure 14. Total percentage reasoning.

Finally, the score attributed for total reasoning is the sum of the scores ob-
tained from qualitative, quantitative reasoning and logical coherence, 32% of
respondents were awarded a score of 5 and 26% of respondents received a

maximum score of 6 (Figure 14).

3.4. Expression of a Choice

This section aims to record the patient’s final choice to give consent to the pro-
cessing of health data for the proposed purposes and verify that this is clear and
free of ambiguity. A score of 2 or 1 was given depending on whether the patient
expressed consent fully consciously or not. 90% of those interviewed expressed

their consent clearly and without ambiguity (Figure 15).
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10%

90%

Figure 15. Percentages expressing a choice.

3.5. Demographic Profiles

The purpose of the survey was to evaluate patients’ skills in relation to the four
domains of the ability to give consent to the processing of personal health data.
The global scores were then calculated by summing the total scores reported by
the patients in each of the four domains investigated: total understanding, total
reasoning, total evaluation and expression of a choice.

The range of global scores varies from 5 to 14, the mean is 11.4, the mode is 14
and corresponds to the highest global score (Table 7). As shown in Figure 16,
the largest percentage of patients, 60%, report a score between 11 and 14, 34%

between 8 and 11, only 6% a score between 5 and 8.

Table 7. Global score.

Ml m2

Global score

N. of patients

Global score

N. of patients

5 1 10.6 2
6 1 11 3
8 1 11.3 2
8.3 1 11.6 1
8.6 2 12 6
9 4 12.3 1
9.3 1 12.6 4
9.6 2 13 4
10 1 13.6 4
10.3 1 14 8
Total 50

6%
m5 -8
mg-|11
"11-14

Figure 16. Overall class score percentages.
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The scores of the patients interviewed do not directly define the state of legal
capacity or inability to provide consent to the processing of health data. A crite-
rion was therefore defined by calculating the average of the global score (Table
8).

Table 8. Percentage of patients with global scores below or a above overage.

Criteria Mean
0 44
1 56
Total 100

In Table 8, 0 indicates a lower than average score, 1 indicates a higher global
score: 56% of patients receive a higher than average global score.

Patients with “average” or above average global scores in all sections probably
have sufficient decision-making capacity to express valid consent to the pro-
cessing of health data. Conversely, although very low global scores suggest the
inability to make decisions regarding the processing of health data, they cannot
independently constitute the sufficient basis for expressing a final judgment of

inability.

4. Cluster Analysis
4.1. The Twostep Cluster Analysis

Cluster analysis aims to define specific profiles and is very advantageous as it
provides clusters that are “relatively distinct” from each other (Ze. heterogene-
ous), each made up of units with a high degree of “natural association”. The dif-
ferent approaches to cluster analysis have in common the need to define a dis-
similarity or distance matrix between the n pairs of observations, which repre-
sents the point from which each algorithm is generated.

The cluster analysis technique chosen is the one defined as TwoStep, an ex-
tension of the distance measures used by Banfield and Raftery [81]; it is a scalar
cluster analysis algorithm capable of simultaneously treating continuous and
categorical variables or attributes. It has two advantages: it deals with mixed
variables and automatically determines the optimal number of clusters, although
it allows the researcher to fix the desired number of clusters. It is achieved
through two steps: In the first step, defined as pre-cluster, the records are
pre-classified into many small sub-clusters; in the second step the sub-clusters
(generated in the first step) are grouped into a number of clusters that optimizes

the BIC (Bayesion Information Criterion) defined as:
BIC, =-2I, +r, logn (1)

where is the number of independent parameters and:

L =>4 )
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is the log-likelihood function, for the step with & clusters, which can be inter-
preted as the dispersion within the clusters. Furthermore, it represents the en-

tropy within the k clusters if only categorical variables are considered.

4.2. Identification of Profiles

The cluster analysis made it possible to outline some profiles relating to the in-
terviewees present in the data archive. Two simulations were carried out which
led to the identification of clusters with specific profiles depending on the “de-
mographic characteristics” of the respondent, the “familiarity with the hospital
environment” and above all the “global score” obtained from completing the
questionnaire (obtained by adding the total scores reported in the domains total
understanding, total reasoning, total evaluation and expression of a choice).

Patients with “average” or above average PHICAT global scores in all sections
probably have sufficient decision-making capacity to express valid consent to the
processing of health data.

The first application of the cluster considers demographic aspects and global
score; 4 clusters emerged (Figure 17), with a higher percentage composition of
respondents for cluster 1 (32%) and lower for cluster 3 (16%).

mCluster 1  m Cluster 2

Cluster 3 ®Cluster 4

Figure 17. Percentage distribution of interviewees in the different
clusters.

The most important variable in defining the profiles is therefore the global
score, on the basis of which we can classify our clusters by analyzing the average

value of each cluster as indicated in Table 9.

Table 9. Mean value and standard deviation of global scores for clusters.

Cluster Mean Standard deviation
Cluster 1 12.33 1.84
Cluster 2 11.93 1.34
Cluster 3 11.80 1.91
Cluster 4 9.34 2.50

Each cluster will therefore be characterized by the following profile (Figures
18-21):
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Cluster by gender

100%
80%
60%
40%
20%

0%
Cluster 1 Cluster 2 Cluster 3 Cluster 4

NFEM

Figure 18. Percentage distribution of interviewees in the different clusters by demo-
graphic characteristics—Cluster by gender.

Clusters by age classes

100%
80%
60%
40%
20%

0%
Cluster 1 Cluster 2 Cluster 3 Cluster 4

m18-29 m30-49 m50+

Figure 19. Percentage distribution of interviewees in the different clusters by demo-
graphic characteristics—Cluster by age classes.

Cluster by qualification

100%
80%
60%
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Figure 20. Percentage distribution of interviewees in the different clusters by demo-
graphic characteristics—Cluster by qualifications.
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Cluster by occupation type
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Figure 21. Percentage distribution of interviewees in the different clusters by de-
mographic characteristics—Cluster by occupation type.

- Cluster 1 “subject with good decision-making skills such as to be able to ex-
press valid consent to the processing of health data’: these are those who have an
average global score of 12.33. As regards demographic characteristics, they are
characterized by 31% females and 69% males. These are people over 30 years old,
employed (63% independent and 37% employed), whose educational qualifica-
tion is 75% a university degree and 25% a middle school diploma.

- Cluster 2 “subject with sufficient decision-making capabilities to be able to
express valid consent to the processing of health data”: these are those who have
an average global score of 11.93. As far as demographic characteristics are con-
cerned, they are all male, aged between 18 and 29. These are employed young
people (21% independent and 43% employed) or students (36%), whose educa-
tional qualification is 64% a high school diploma and 36% a degree.

- Cluster 3 “subject with almost sufficient decision-making capacity to be able
to express valid consent to the processing of health data’: these are those who
have an average global score of 11.80. These are students (88% of the total) and
housewives (12%) aged between 18 and 29, 75% of whose educational qualifica-
tions are high school diplomas and 75% 25% have a middle school diploma.

- Cluster 4 “subject with low decision-making abilities such as to be able to
express valid consent to the processing of health data”: these are those who have
an average global score of 9.34. As regards demographic characteristics, 83% of
them are males over the age of 30, whose educational qualification is a high
school diploma and who are almost all employed, with an employee employ-
ment contract. The remaining 17% of females are characterized by housewives.

The second application of the cluster considers only some demographic as-
pects (age and educational qualification), familiarity with data management, be-
ing a regular donor or not and the global score; 4 clusters always emerged
(Figure 22), with a higher percentage composition of respondents for cluster 1
(38%) and lower for cluster4 (18%).

The most important variable in defining the profiles is therefore the global
score, on the basis of which we can classify our clusters by analyzing the average
value of each cluster as indicated in Table 10.

DOI: 10.4236/am.2024.158032

524 Applied Mathematics


https://doi.org/10.4236/am.2024.158032

A. Massari et al.

m Cluster 1
M Cluster 2
 Cluster 3

M Cluster 4

Figure 22. Percentage distribution of interviewees in the different clusters.

Table 10. Mean value and standard deviation of global scores for clusters.

Cluster Mean Standard Deviation
Cluster 1 11.99 1.40
Cluster 2 10.89 2.93
Cluster 3 9.64 1.81
Cluster 4 13.16 1.41

Each cluster will therefore be characterized by the following profile (Figures
23-26):

Clusters by age classes

100%
80%
60%
40%
20%

0%
Cluster 1 Cluster 2 Cluster 3 Cluster 4

m50+ m30-49 m18-29

Figure 23. Percentage distribution of interviewees in the different clusters by
demographic characteristics and familiarity with the hospital environment -
Cluster by age classes.

- Cluster 1 “subject with sufficient decision-making skills to be able to express
valid consent to the processing of health data’: these are those who have an av-
erage global score of 11.99. As regards demographic characteristics, they are
mostly characterized by young people under 29 years of age (74%) whose educa-
tional qualifications are 50% high school diploma and 30% degree. All those who
are not familiar with the management of health data but are 50% regular donors

are part of this cluster.
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Cluster by qualification
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Figure 24. Percentage distribution of interviewees in the different clusters by
demographic characteristics and familiarity with the hospital environment -

Cluster by qualification.
Cluster by donor type
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Figure 25. Percentage distribution of interviewees in the different clusters by
demographic characteristics and familiarity with the hospital environment -
Cluster by donor type.

Cluster for hospital familiarity
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Figure 26. Percentage distribution of interviewees in the different clusters by
demographic characteristics and familiarity with the hospital environment -
Cluster for hospital familiarity.
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- Cluster 2 “subject with almost sufficient decision-making capacity to be able
to express valid consent to the processing of health data”’: these are those who
have an average global score of 10.89. As far as demographic characteristics are
concerned, 60% are young people aged between 18 and 29, whose educational
qualification is a high school diploma. The remaining 40% are adults over 50
years old. This cluster includes all those who are familiar with the management
of health data (100%) and 60% are regular donors.

- Cluster 3 “subject with low decision-making abilities such as to be able to
express valid consent to the processing of health data”: these are those who have
an average global score of 9.64. These are people over the age of 30, whose edu-
cational qualifications are 100% high school diplomas. 75% of those interviewed
are not familiar with health data management but 80% are regular donors.

- Cluster 4 “subject with good decision-making skills such as to be able to ex-
press valid consent to the processing of health data’: these are those who have an
average global score of 13.16. As regards demographic characteristics, the inter-
viewees are over the age of 30, all of whom have a degree. It is interesting to note
that all members of this cluster are familiar with health data management and

are regular donors (100%).

5. Analysis of the Relationships between the Variables

5.1. Correlation Analysis

The variables detected through the questionnaire, the subject of this analysis, can
be classified into 3 groups: socio-demographic variables (age, gender, education-
al qualification, profession), clinical variables (familiarity with data manage-
ment, familiarity with the hospital , being a regular donor and number of dona-
tions) and variables relating to the four domains that allow evaluating the pa-
tient’s ability to express consent for the processing of personal health data (un-
derstanding, evaluation, reasoning and expressing a choice).

The statistical method used for the analysis of the relationships between varia-
bles were correlation and logistic regression. The analyses were carried out using
IBM SPSS software (IBM, 2017).

The first phase of the study concerned the relationships between the answers
provided by each of the 50 interviewees, with reference to the entire set of ques-
tionnaire variables, measured by the Spearman correlation index p, particularly
suitable in the case of categorical variables. The results obtained are illustrated in
the correlation matrices (Attachment 2 e 3), which also report the relative levels
of significance.

Regarding the relationships between the variables of the 4 domains and the
socio-demographic and clinical ones (Attachment 2), the most important corre-
lations were found between the educational qualification and total understand-
ing (p = 0.315; p-value = 0.026) and between familiarity in data management
and total evaluation (p = 0.286; p-value = 0.044).

From the analysis of the correlations between the variables of the 4 domains, it

DOI: 10.4236/am.2024.158032

527 Applied Mathematics


https://doi.org/10.4236/am.2024.158032

A. Massari et al.

can be seen that the expression of a choice is correlated with total understanding
(p = 0.440; p-value = 0.001) and total reasoning (p = 0.426; p-value = 0.002).

In turn, the total reasoning score is significantly correlated with that of total
understanding (p = 0.404; p-value = 0.004) and total evaluation (p = 0.496; p <
0.001).

By limiting the analysis to the relationships between the socio-demographic
and clinical variables, and neglecting those relating to the 4 domains, significant
correlations are highlighted between age and being a habitual donor (p = 0.407;
p-value = 0.003) and between age and the number of donations made (p = 0.573;
p < 0.001). The variable familiarity with the hospital is correlated with the edu-
cational qualification (p = 0.341; p-value = 0.015), while the number of dona-
tions is positively correlated with being a regular donor (p = 0.692; p-value <
0.001).

5.2. Logistic Regression Models

To explore the dependency relationships between the variables under study,
mainly qualitative nominal and ordinal, the logistic model was used [82] [83].

Logistic regression analysis estimates the regression function that expresses
the best relationship between a set of explanatory variables (regressors) and the
probability of the occurrence of a modality of a qualitative dichotomous charac-
ter taken as the dependent variable [84].

In this model, the dependent variable can already be detected as dichotomous
or dichotomized for the purposes of the analysis.

Logistic regression, unlike linear regression, considers the distribution of the
dependent variable as binomial. The estimate of Y varies between 0 and 1 and
takes on the meaning of probability that Yis equal to 1: P(Y =1|x)=7z(x).

The logistic regression function is as follows:
logit(z(x))=p8,+; BX =XB (3),

in which

- log it(n(x)) is the natural logarithm of the probability of ¥ given the vec-

. X
tor x of g explanatory variables: logit(7(x))=1In {1 z X} ,
-7
- () is the probability that Y takes on the value 1 as a function of the ex-
planatory variables x.

The probability of Y can also be written as a logistic function:
Xp
e
7(x)

= (4).
1+e*/
In the various models implemented, the response variable and the regressors
were identified based on the results obtained through the correlation analysis.
For the selection of regressors, a significance level of p < 0.05 was assumed.
The goodness of fit of the model is evaluated with the Nagelkerke R* index.

Numerous logit models were implemented; however, it was deemed useful to
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report only those that highlighted significant relationships between the variables.

5.2.1. Model 1—Target Variable Expression of a Choice

The target variable Expression of a choice (Table 11) was found to depend on
the Total Reasoning, obtained as the sum of the scores of the responses of Qual-
itative Reasoning, Quantitative Reasoning and Logical Coherence (p-value =
0.029).

Table 11. Estimates of the Beta coefficients of the domains on the Total Expression of a

choice.
Regressors B s.e. Wald df. p-value Exp(B)
Total understanding  0.876 0.575 2.321 1 0.128 2.402
Total reasoning 1.675 0.766 4.787 1 0.029 5.340

Constant —6.741 3.328 4.103 1 0.043 0.001

R? Nagelkerke: 0.552.

Subsequently, it was deemed appropriate to analyze the response variable Ex-
pression of a choice separately in relation to the different types of qualitative
reasoning (motivations relating to the health record and motivations relating to
research) and quantitative reasoning (personal consequences and consequences
on the community). The results obtained (Table 12) show how Personal Con-
sequences are the only significant regressor capable of influencing the dependent

variable considered (p-value = 0.027).

Table 12. Estimates of the Beta coefficients of the domain components on the Total Ex-
pression of a choice.

Regressors B s.e.  Waldd.f.p-value Exp(B)
Personal consequences 3.494 1.584 4.869 1 0.027 32.923
Consequences for the community  2.300 1.399 2.704 1 0.100 9.974
FSE qualitative reasoning —18.055 17412.846 0.000 1 0.999 0.000
Qualitative reasoning research 0.511 1.184 0.186 1 0.666 1.667
Constant 17.086 17412.846 0.000 1 0.999 26336399.218

R* Nagelkerke: 0.399.

If, in the aforementioned model, the individual components of the Under-
standing domain (General Understanding and Understanding of Purpose and
Risks) and Logical Coherence are included in the set of explanatory variables,
the model loses its significance.

It is therefore possible to state that reasoning plays an important role in ex-
plaining patients’ decision to give consent and, in particular, the ability to enu-
merate what consequences may arise in one’s daily life (personal health, work,

family life, etc.).
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5.2.2. Model 2—Target Variable Qualitative Reasoning

In this model, the patient’s qualitative reasoning is considered as a response var-
iable in adequately motivating their choice to give consent to the processing of
health data both to feed the electronic health record (EHR) and for purposes re-
lating to scientific research.

If Qualitative Reasoning for FSE purposes is set as the response variable, no
significant relationship emerges with any of the selected predictors.

On the contrary, if Qualitative Reasoning for research purposes is set as the
response variable, the Total Understanding variable is an important regressor
(p-value = 0.033). The Total Evaluation variable (Table 13), however, has a
modest contribution based on the pre-established threshold (p-value = 0.071).

Table 13. Estimates of the Beta coefficients of the domains on the Total Qualitative rea-
soning for research purposes.

Regressors B s.e. Wald d.f. p-value Exp(B)
Total understanding  0.856 0.403 4.522 1 0.033 2.354
Total rating 1.194 0.662 3.252 1 0.071 3.299
Constant —3.467 1.588 4.765 1 0.029 0.031

R? Nagelkerke: 0.272.

However, by breaking down the Total Understanding and Total Evaluation
variables into their respective dichotomized components (Table 14), it is clear
that, among the components of the Evaluation for purposes relating to personal
health and for statistical and research purposes, only the latter is significantly in-
fluencing (p-value = 0.044) the patient’s ability to provide adequate reasons for

the expressed choice.

Table 14. Estimates of the Beta coefficients of the components of the domains on Quali-
tative Reasoning.

Regressors B s.e. Wald df. p-value  Exp(B)

General understanding

1.418 1.149 1.525 1 0.217 4.130
of personal data
General understanding
. —4.469 2.326 3.692 1 0.055 0.011
of data processing
General understanding FSE  -18.949 16344.359 0.000 1 0.999 0.000
Understanding
L. 0.819 2.102 0.152 1 0.697 2.268
ESF objectives
Understanding
o o 2.738 1.448 3574 1 0.059 15.454
statistical/scientific purposes
Understanding risk 22.254 16344.359 0.000 1 0.999 4622867796.567
ESF evaluation 2.486 1.971 1.591 1 0.207 12.015
Research evaluation 2.210 1.099 4.045 1 0.044 9.116
Constant —5.456 2.389 5214 1 0.022 0.004

R? Nagelkerke: 0.660.
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Among the 6 dichotomized components of the Understanding domain, those
relating to Understanding of data processing (p-value = 0.055) and Under-
standing of the use of data for scientific and research activities show a modest
influence, with values close to the significance threshold. (Table 14).

5.2.3. Model 3—Target Variable Quantitative Reasoning

The following model takes as response variables first the patient’s ability to
enumerate the consequences on their daily life (personal health, work, family
life) and then the consequences on the community (scientific, educational and
academic research) deriving from the granting of consent to treatment of their
health data.

Considering, in the first analysis, the effects of the explanatory variables Total
Understanding and Total Evaluation on the Consequences in daily life (Table
15), only the estimate of the coefficient of the Total Evaluation is significant
(p-value = 0.030), while the influence of the other regressor is negligible.

Table 15. Estimates of the Beta coefficients of the domains on Quantitative Reason-
ing-Consequences in daily life.

Regressors B s.e. Wald d.f. p-value Exp(B)
Total Understanding 0.565 0.378 2230 1 0.135 1.759
Total Rating 1.409 0.651 4.685 1 0.030 4.091
Constant -2.999 1503 3.981 1 0.046 0.050

R? Nagelkerke: 0.238.

By breaking down the domains of Understanding and Evaluation into the
various dichotomized components (Table 16), we find an appreciable relevance
of the Understanding variable for the purpose of using data for scientific re-
search purposes (p-value = 0.013) and of Evaluation for statistical and research
purposes (p-value = 0.003).

Table 16. Estimates of the Beta coefficients of the components of the domains on Quan-
titative Reasoning-Consequences in daily life.

Regressors B s.e. Waldd.f.p-value Exp(B)
General understanding given =~ -1.067 1.313 0.661 1 0.416 0.344
General understanding of data pro-
. -2.816 1.752 2.585 1 0.108 0.060
cessing
General understanding FSE 0.017  2.163 0.000 1 0.994 1.017
Understanding ESF objectives ~ —23.26016047.4130.000 1 0.999 0.000
Understanding statistical/research
4.059 1.638 6.140 1 0.013 57.945
purposes
Understanding the purpose of risks 24.778 16047.4130.000 1 0.999 57647430079.378
ESF evaluation 1915 1.771 1.169 1 0.280 6.785
Research evaluation 3472 1.176 8.718 1 0.003 32.188
Constant —4.327 2.110 4.205 1 0.040 0.013

R? Nagelkerke: 0.646.

DOI: 10.4236/am.2024.158032

531 Applied Mathematics


https://doi.org/10.4236/am.2024.158032

A. Massari et al.

Moving on to consider the Quantitative Reasoning relating to the Conse-
quences on the community as the response variable, the model does not high-
light the presence of any predictor with an acceptable level of significance, both
with respect to the variables of the 4 domains and with respect to the sociodem-

ographic and clinical variables.

5.2.4. Model 4—Logical Coherence

Considering the dichotomized Logical Coherence as the response variable and
those of the domains of Understanding, Qualitative and Quantitative Reasoning,
Evaluation and Expression of a choice as explanatory variables, none of the re-
gressors appears to exert any influence on the dependent variable. However, if
we observe the matrix of correlations between pairs of variables, Logical Coher-
ence is significantly correlated with Personal Consequences, Qualitative Rea-
soning with research purposes and the Expression of a final choice; the same

variable is, however, inversely correlated with Age.

5.2.5. Model 5—Evaluation of Personal Health and Research Purposes
The latest models developed take into consideration the possible relationship
between the dependent variable Evaluation, in its components for personal
health purposes or for research purposes, and the predictors relating to all the
components of the other domains of Understanding, Reasoning and Expression
of a final choice.

The results of the model implemented to estimate the relationship between
the variable Evaluation for personal health purposes and the various predictors
used so far are not significant.

On the contrary, the model that takes into consideration the variable Evalua-
tion for research purposes shows the importance of Total Reasoning (p-value =
0.014) as an explanatory variable compared to those of Total Understanding and
Total Expression of final choice. (Table 17)

Table 17. Estimates of the Beta coefficients of Understanding, Reasoning and Expression
of the final choice on the Evaluation for research purposes.

Regressor B s.e. Wald df. p-value Exp(B)
Total Understanding 0.237 0377  0.3%4 1 0.530  1.267
Total Reasoning 0.876  0.358 5.996 1 0.014  2.402

Totale Final chosen expression -1.600  1.320 1.469 1 0.225  0.202
Constant -0.899  2.150 0.175 1 0.676 0.407

R? Nagelkerke: 0.218.

By breaking down the three domains into their respective individual compo-
nents, it can be seen that the aforementioned result seems to be due to quantita-
tive reasoning regarding personal consequences (p-value = 0.006). Furthermore,
in this last model the one relating to General understanding of data processing

also appears among the relevant predictors (p-value = 0.031). (Table 18)
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Table 18. Estimates of the Beta coefficients of the components of the domains on Evalua-
tion for research purposes.

Regressors B s.e. Wald d.f. p-valueExp(B)
General understanding given 1.504 1.182 1.620 1  0.203 4.499
General understanding of data processing 2.931 1.358 4.662 1  0.031 18.747

General understanding FSE 2386 2242 1.133 1  0.287 10.871
Understanding ESF objectives 0.387 1.686 0.053 1 0.819 1472
Understanding research purposes -4.138 2.101 3879 1  0.049 0.016

Understanding the purpose of risks -3.262 2508 1.691 1 0.193 0.038

FSE qualitative reasoning 2.033 1.342 2.295 1 0.130 7.636
Qualitative reasoning research 3490 1.843 3585 1  0.058 32.771
Personal consequences 6.687 2437 7.530 1 0.006 801.903

Consequences for the community 2.894 1596 3.287 1  0.070 18.058

Logical coherence interviewer -3.478 2.168 2573 1  0.109 0.031
Total final choice expression -0.614 2.338 0.069 1 0.793 0.541
Constant -1.078 3.242 0.111 1 0.739 0.340

R? Nagelkerke: 0.218.

6. Results of Analysis of the Relationships between the
Variables

From the analysis of the sample data, useful for understanding and evaluating
the abilities of the patients interviewed in relation to the four domains of the
ability to give consent to the processing of personal health data, it appears that
the final expression of the choice seems to essentially depend on reasoning and,
in particular, from the patient’s ability to enumerate what consequences his
choice may have on his daily life.

Moving on to analyze in detail the two components of qualitative and quanti-
tative reasoning, only the relationship between qualitative reasoning, for re-
search purposes, with the domain of understanding and with the components of
understanding relating to data processing emerges as significant and their use
for research activities. Evaluation, however, has less importance in explaining
qualitative reasoning and becomes relevant only when the evaluation is made
relative to the research purposes.

Quantitative reasoning, if we consider the consequences in everyday life, is in-
fluenced by the domain of evaluation and by evaluation for research purposes.
The domain of understanding, however, has a modest impact on evaluation and
only for the component relating to research purposes. The quantitative reason-
ing, relating to the consequences for the community, does not appear to have
significant relationships with respect to the other variables examined in the ana-
lyzes carried out. Furthermore, the logistic regression model did not provide

noteworthy results for the logical coherence component.
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Finally, considering the domain of evaluation, in the case of goals relating to
personal health, no significant relationships are found with other variables; in
the case of evaluation for research purposes, a marked relationship emerges be-
tween evaluation and reasoning and with quantitative reasoning relating to per-
sonal consequences.

Albeit to a less relevant extent, the relationship of the evaluation with the
general understanding of data processing must be considered.

The results emerging from the analysis of the dependency relationships be-
tween the variables under study must be interpreted considering the small size of
the sample, used solely for the purpose of conducting the pilot survey, and, also,

considering the low variability in the patients’ responses interviewed.

7. Conclusions

The 2020 pandemic crisis highlighted the importance of the availability and
management of health data to respond quickly to health emergencies while re-
specting the fundamental rights of individuals. This work, based on a pilot sur-
vey at the Polyclinic of Bari as part of the “Horizon Europe Seeds” project, aims
to promote patients” awareness and trust regarding the processing of their health
data, ensuring the protection of their rights and privacy.

Using the Personal Health Information Competence Assessment Tool
(PHICAT), developed by the medical area of the project, the survey assessed pa-
tients’ competence to consent to the processing of health data through a ques-
tionnaire. The data collected were used to assess patients’ ability to understand
the implications of using their data and to express informed consent. The results
were analyzed in relation to the socio-demographic characteristics of the pa-
tients, which influence their propensity to give consent.

Analysis of the results leads, therefore, to new insights and a better under-
standing of the process that leads patients to the expression of a choice by also
taking into consideration socio-demographic and clinical characteristics of the
respondents themselves.

Patients’ global scores in the four key domains (comprehension, reasoning,
evaluation, and expression of a choice) ranged from 5 to 14, with a mean of 11.4
and a mode of 14. The 60% of patients scored between 11 and 14, 34% between 8
and 11, and only 6% between 5 and 8. Although scores do not directly determine
legal capacity to give consent, an above-average score generally indicates good
decision-making ability. However, very low scores, while suggesting deci-
sion-making difficulties, are not sufficient on their own to establish total inca-
pacity.

The cluster analysis identified four main profiles of respondents, based on
demographic characteristics, familiarity with the hospital environment and
global scores, highlighting homogeneous groups by educational qualification
and age that show different decision-making skills.

A second application of cluster analysis considered demographic variables,
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familiarity with data management and global scoring and confirmed the pres-
ence of four clusters with similar compositions.

The analysis of the data showed that patients’ ability to make informed deci-
sions depends above all on their ability to reason about the consequences of their
choices in daily life. Qualitative reasoning is significant when related to under-
standing data processing for research purposes, while quantitative reasoning is
influenced by assessing personal consequences and understanding data pro-
cessing. The results indicate the need to interpret the data with caution, due to
the limited sample size and variability of the responses, as this is a pilot study.

The PHICAT methodology used allows, therefore, for the assessment of the
capacity of patients’ consent to data processing, through a semi-structured in-
terview, reported in Attachment 1, and represents a fundamental starting point,
including from a legal point of view, for understanding how to intervene in im-
proving and incentivizing patients’ giving of consent to their own health data.

A more in-depth discussion of the results and a closer exploration of the po-
tential limitations concern a subsequent research paper of the Horizon Europe
Seeds project and future developments of the methodology used will consider a
larger sample than the pilot survey used in this paper.

This study can help improve patients’ communication and information about
the handling of their health data and foster greater confidence in granting con-
sent for research and clinical management purposes.

A further consideration to be made on the topic under study is that of tech-
nological advances to improve patient consent and health data management; in
particular, Blockchain technology [85]-[87], through a decentralized structure
and advanced encryption methods, offer an opportunity to ensure data security,
transparency and fairness.

Due to the guaranteed security and anonymization of one’s personal data pro-
vided by such technology, there is a greater willingness for people to share and
release data. This can increase the contribution to the use of sensitive data for
the advancement of scientific research and the welfare of the community.
Blockchain technology can, therefore, represent a great opportunity to increase

individuals’ consent to the processing of their sensitive data.
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