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Abstract

The Internet of Things (IoT) is regarded as the driving force behind the Fourth
Industrial Revolution. The convergence of IoT, cloud computing, and smart
environments can help ensure people’s well-being. One major problem for IoT
networks is protecting privacy and overcoming security threats. This paper
discusses security threats across IoT networks, which can lead the researchers
to develop and implement industry-wide security standards and certifications.
In addition, this paper emphasizes the importance of data protection and dis-
cusses the security measures and mitigation approaches to secure personal and
sensitive information, as well as other security threats within such environ-
ments. As well, the primary objective of this work is to present a contemporary
review of the prevailing research areas concerning IoT security, which high-
lights the recent trends in IoT security, identifies inadequacies in the investi-
gated research publications, and discusses the associated difficulties. That will
assist researchers in developing an efficient, scalable, resilient, and precise in-
trusion detection system for IoT devices to counter large-scale attacks.
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1. Introduction

The Internet of Things (IoT) is an expanding field that connects and communi-
cates devices or objects over the Internet, using its benefits. The idea with this
innovation is to automate tasks and link objects that used on a daily basis via the
Internet. Sensors and actuators are attached to each object to collect physical data.

IoT opens a new era of connection, revolutionizing how electronic devices com-

municate and exchange data [1]. Recently, IoT devices are increasingly being
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integrated into various aspects of daily life, from smart homes and wearable de-
vices to industrial systems. Highlighting security threats can help users, develop-
ers, and organizations become aware of the potential risks associated with these
devices [2].

IoT is a network of hardware and software connected to daily activities, provid-
ing dependability and convenience. The network is largely made up of heteroge-
neous devices that use multiple protocols. The technology is developing, intro-
ducing numerous new IoT gadgets to the market. Because of their computing,
storage, and networking capabilities, IoT devices enable consumers to live more
convenient lives. It is also useful in the fields of robotics, healthcare, and data an-
alytics. However, developers and consumers continue to be concerned about the
security of the IoT network. The network’s diverse structure makes it challenging
for engineers to secure it [3].

Although, there are many threats when integrating IoT technologies, such as
information transmission between devices, data management, security, and pri-
vacy are the most critical problems that must be addressed initially [4].

In addition, IoT technologies provide additional hurdles to the Internet’s in-
herently complicated security landscape. Managing the growing number of linked
IoT devices is a huge task. The proliferation of IoT systems introduces new device
classes, posing distinct issues that must be addressed. Some may be clear, whereas
others might not be so [5].

To facilitate widespread adoption of safe IoT devices and applications, it is es-
sential to engage in organizing the IoT security environment. Consequently, this
survey delineates a summary of principal security objectives that must be adhered
to during the design, specification, and implementation phases of IoT applica-
tions. It situates IoT-related threats within a well-defined IoT architectural model
to direct the focus of IoT developers on significant attack vectors that may arise at
various levels of IoT-integrated systems [6].

The security of IoT has garnered considerable interest in academia. A signifi-
cant number of studies examined the security of IoT systems. Most prior surveys
examined pertinent security topics, including threats, requirements, and obstacles
in IoT. Nonetheless, several developing technologies and methodologies have
lately been implemented as viable options to enhance IoT security [7].

IoT devices often have vulnerabilities due to limited computing resources, a
lack of security standards, or inadequate updates. This paper provides an overview
of the security threats across IoT networks, making it easier to address them pro-
actively. As well, the primary objective of this work is to present a contemporary
review of the prevailing research areas concerning IoT security.

This paper is structured as follows. Section 2 presents the methodology that
followed throughout the paper. Section 3 provides an overview of literature and
all the important concepts of which the reader needs to take cognizance in this
paper. Section 4 presents the recent trends and challenges. Section 5 outlines the

results and discussion. Section 6 outlines potential avenues for future research.
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Section 7 concludes the paper.

2. Methodology

The subsequent methodology was followed to direct the discussed problems and

security concerns:

e The literature review section represents a background about IoT, and security
threats for IoT based on research/review papers between 2019 to 2024.

e Security and privacy threats for IoT taxonomy, it is a structured classification
that helps identify, categorize, and assess the different types of security and
privacy threats.

e Presents the recent trends of IoT security by introducing innovative solutions
that tackle IoT security challenges and offer a comparative analysis of recent
research studies centred on these solutions.

e Discussion and result section that helps to interpret the findings in light of the
literature review. It bridges the gap between what is known (from existing re-
search) and what has been discovered or observed in the current study. Also,
it helps to identify gaps that still exist in the current body of knowledge on
security threats, indicating areas that future research could address.

The paper follows these phases.

3. Literature Survey
3.1. Background about IoT

IoT devices combine embedded systems with networking capabilities. Peripherals
can incorporate sensors, external memory, and actuators. Sensors in an IoT sys-
tem enable the gadget to detect its environment. Sensors can monitor tempera-
ture, humidity, location, heart rate, and gas. Hardware components include em-
bedded IoT devices combine embedded systems with networking capabilities. Pe-
ripherals can incorporate sensors, external memory, and actuators. Sensors in an
IoT system enable the gadget to detect its environment. Sensors can monitor tem-
perature, humidity, location, heart rate, and gas. Hardware components include
embedded systems, memory, network cards, and more devices. These compo-
nents are integrated to create a functional IoT device [3].

IoT is driven by the need to gather, exchange, and communicate information
automatically, remotely, and without interruption. The IoT is an interconnected
collection of online-connected objects or devices with integrated sensors capable
of collecting, sending, and exchanging data. Currently, many networked devices
lack a clear network standard or border [8].

The IoT environment consists of four key levels. The primary layer uses sensors
and actuators to process data and execute various functions. The second layer uti-
lizes a communication network to transfer gathered data. IoT applications often
use a middleware layer to connect the network and application layers. The fourth
layer includes IoT-based applications such as smart grids, transportation, and in-

dustries. Each of the four tiers has unique security challenges. In addition to these
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levels, gateways facilitate data flow. There are several security threats associated
these gateways [4].

The applications of IoT devices are boundless, resulting in the fast expansion of
the market, which is divided into four primary application domains [6] [9]:

e Industrial Internet of Things (IIoT)

IIoT pertains to applications inside production lines, wherein machines engage
in communication with one another. They can supervise each other, distribute
tasks fairly, detect wear and tear to prevent failure, guarantee uninterrupted pro-
duction, and provide real-time production data.

e Internet of Medical Things (IoMT)

The basic function of IoMT is to guarantee the ongoing accessibility of infor-
mation. A patient’s cardiac monitor transmits data to a healthcare practitioner for
oversight. Additionally, remote access facilitates remote setup. A broader audi-
ence use fitness trackers and smartwatches.

e Smart cities

Smart cities are a highly significant category of applications throughout society.
The fast increase of the urban population globally drives economic growth in cit-
ies. The IoT facilitates the management of fast urbanization by enabling smart city
devices to efficiently regulate traffic through the recognition of traffic patterns and
the optimization of traffic signal operations. Furthermore, a waste disposal system
may be enhanced by outfitting garbage containers with sensors. Rather of ineffec-
tively traversing streets to collect every dumpster, only filled containers will be
prioritized for collection. Cities systematically gather a multitude of data, includ-
ing tax payments, water use statistics, and construction licenses.

e Smart houses

The fourth group of applications is smart houses. The previously mentioned
ubiquitous thermostat and the pioneering Internet-enabled toaster are included
in this category. Additional devices encompass smart televisions, interconnected
light bulbs, window shutters, door locks, and surveillance systems.

Due to increased number of IoT devices that connect to the internet, security
concerns increased. Managing security in IoT infrastructure is challenging due to
its complexity and heterogeneity. As a result, developers have challenges in adher-
ing to several hardware and software standards.

Recently, IoT frameworks and standards have emerged to help developers cre-

ate solutions for diverse customer demands [10].

3.2. 10T Security
3.2.1. 10T Security Challenges

Define IoT Conventional security and privacy measures may be inadequate for
IoT networks. The evolving characteristics of IoT connection present a novel ar-
ray of security issues. The subsequent instances are as follows [11] [12]:

e Heterogeneity:

IoT aims to link a vast array of diverse devices to facilitate innovative applications
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that enhance the quality of human existence. Consequently, IoT devices are avail-
able in several forms and sizes, leading to a varied array of hardware and software
configurations.

e Volume:

In the IoT, a vast array of devices, specifically billions of smart gadgets, are in-
terconnected, characterized by the substantial volume, velocity, and structure of
real-world data.

e Interconnectivity:

The IoT denotes the interconnection of devices, encompassing the information
they transmit and receive from one another, akin to a dialogue. Consequently, IoT
networks may be accessed at any time and from any location.

e Structure and vulnerability:

IoT devices are susceptible to several forms of attacks, including cookie theft,
cross-site scripting, structured query language injection, session hijacking, and
frequently, distributed denial of service. In a substantial, self-organized IoT net-
work, the susceptibility to distributed denial of service attacks often increases.

e Dynamism:

The ongoing addition and removal of IoT devices necessitates a dynamic and
responsive network reconfiguration.
e Proximity:

In short-range communications, ad hoc networks may depend on nearby de-
vices. Proximity refers to the ability of an IoT-enabled object to alter its behavior
based on its current location.

e Latency and reliability:

The primary problems in industrial IoT networks are low latency and high de-
pendability in wireless communication. Sensitive applications such as surgical in-
struments, assembly line production, and traffic monitoring necessitate highly de-
pendable and low-latency connectivity.
¢ Expenditure, resource use, and energy consumption:

An IoT device is a physical component equipped with a sensor that transmits
data from one location to another via the Internet. The systems must be structured
to minimize resource requirements and expenses resulting from the extensive
number of sensors in a complicated system application.

e Security and privacy safeguarding:

Consumer and proprietary data must be safeguarded and protected, especially
in sensitive areas such as healthcare applications.
¢ Intelligent decision-making:

Numerous [oT applications necessitate those complex decisions be made intel-
ligently, aligned with user preferences, and executed in real-time. While many of
these difficulties are common across many Internet access points, the limitations
of IoT devices, coupled with the dynamic and complex environments in which
they function, exacerbate these concerns beyond the reach of conventional secu-

rity measures.
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3.2.2. 10T Security Threats

IoT has lately been integrated into a wide range of devices and applications, trans-
forming the system from linear to rational. Because of its value, IoT utilization is
rising on a daily basis. Although, IoT is also having a significant impact on medical
science [13]. The healthcare monitoring system is being developed to guarantee
that patients receive appropriate emergency assistance. Some health applications
have already been created using IoT, such as computer-assisted rehabilitation,
emergency notification, and continuous glucose monitoring. These software apps
are designed to address various elements of medical difficulties.

IoT applications provide inherent security and privacy problems. Exploitation
of IoT devices is posing major security and privacy risks, which have the ability to
push IoT into an unpredictable future. As new IoT devices are added to networks,
their internet connectivity allows malicious actors to access smart environments
and continue in their malicious activities. Many IoT devices have known security
flaws, making them vulnerable to attack. Poor privacy and security online can put
people’s life and health at risk from hostile cyber assaults [14].

However, there are many threats when integrating IoT technologies, such as
information transmission between devices, data management, security, and pri-
vacy are the most critical problems that must be addressed initially. Cloud com-
puting might be considered one of the most effective answers to all of these chal-
lenges and threats [4].

Cloud computing provides computer services such as software, databases, serv-
ers, data analytics, and networking via the Internet, allowing for speedier devel-
opment, economies of scale, and flexible resources. Fog computing in edge devices
incorporates data analytics, allowing for real-time processing, cost savings, and
improved data privacy. The growth of cloud computing, artificial intelligence, and
mobile technology provide an effective foundation for the evolution of the IoT-
based devices [13].

Although, Jamming is a widely recognized threat that affects IoT networks.
An attacker covertly impedes the network to occupy unneeded channels and
hinder genuine communication, causing node issues with availability. An at-
tacker may strategically jam a secondary user’s transmission to limit bandwidth
usage [9].

Spoofing is a common threat in IoT networks. Attackers send fake broadcast
messages using spoofed Mac addresses or RFID tags. The initial networks mistak-
enly regard the communication as real. This situation is the most typical source
of system vulnerability, posing risks to authenticity, integrity, and secrecy [9].

Data tampering threats in IoT commonly target sensitive information via un-
authorized networks, causing disruptions or changes.

Security threats such as malware and ransomware may impede IoT develop-
ment. Although, several security solutions are being developed to ensure the reli-
ability of the IoT [10]. Figure 1 and Figure 2 present a summary of security and
privacy threats [13].
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Figure 1. Security threats for IoT.
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Figure 2. Privacy threats for IoT.
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Reference [15] discussed the challenges that face IoT system designers, includ-

ing the technical limitations of connected devices. They also proposed machine
learning techniques to address common attack methods like denial of service
(DoS), man-in-the-middle (MIM), and spoofing. The study suggests that machine
learning may be useful in combating some threats and needs further investigation.

The fog computing approach has been proposed as an attempt to preserve IoT
system data locally to improve security. However, this approach introduces new
vulnerabilities, reducing potential security benefits. Fog computing reduces traffic
to IoT core processing, but adds complexity for identification, data security, and
user confidentiality [15].

The use of fog computing as a potential solution has prompted a wide range of

study. The concept of “fog computing” relates to a computing system or architecture
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that uses peers’ entry nodes as intermediaries between devices for communication
and cloud networks. Some studies emphasize peer-to-peer implementations, while
others view fog computing as a layer in typical cloud computing infrastructures.
Fog computing competes with cloud computing in IoT by offering comparable
security benefits while overcoming hurdles like latency, bandwidth, and resource
limits [8].

However, countermeasures for IoT threats must ensure the infrastructure’s in-
tegrity, confidentiality, and availability. Implementing countermeasures might be
challenging because to limitations in IoT devices like memory, processing, and
battery. Countermeasures should not negatively impact the performance or use-
fulness of IoT devices, as they are often expected to function well. Intrusion de-
tection and prevention systems can guard against common network assaults, in-
cluding brute force, malware infection, and DDoS. A data protection system helps
prevent data theft from IoT networks [16].

Moreover, to protect data integrity and avoid hacking threats, it’s important to
utilize standard encryption algorithms and protocols. Proper key management is
also crucial to ensure the safety of IoT devices. Poor key management might com-

promise overall security [17].

4. Recent Trends and Challenges

This section highlights recent trends in IoT security, identifies inadequacies in the
investigated research publications, and discusses the associated difficulties. That
it will assist researchers in developing an efficient, scalable, resilient, and precise
intrusion detection system for IoT devices to counter large-scale attacks.

IoT security trends can be summarized in the following points:
¢ Choosing the appropriate Intrusion Detection System (IDS) methodology

DDoS assaults, such as Mirai, remain a significant concern since their initial
identification in 2016. By July 2019, 63 variations resembling Mirai were identified
through the expansion of the attack surface and the utilization of diverse payloads.
Identifying botnets is essential and necessitates a multi-faceted strategy to protect
susceptible devices. A signature-based preventative methodology is prevalent in
network intrusion detection systems and antivirus software. This method neces-
sitates a knowledge database for the storage of existing attack signatures. This
method is labor-intensive, necessitates continuous database upgrades for any
newly identified malware, and disseminates new database changes across all ap-
plications [4].
e Scalable IDS solutions for the IoT

A more scalable method for detecting zero-day threats in the IoT context in-
volves analyzing network packets with deep learning algorithms. Currently,
cyber-attacks have evolved to be smart and complex, proliferating rapidly. Deep
learning algorithms autonomously learn from historical assaults by scrutinizing
available data and doing user behavior analysis to uncover concealed data patterns

for the detection of harmful attacks. Due to the resource constraints of IoT devices
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and the high computational demands of deep learning models, researchers have
proposed offloading computational tasks to edge or fog nodes. A viable and secure
IoT strategy must link to edge data centers. This will enhance security via the fire-
wall, facilitate the training of complicated models, and improve intrusion detec-
tion systems, while also offering redundancy and failover advantages in the event
of a significant cyberattack on a vital site [4].
e Choosing the appropriate dataset

The distinctive features of the IoT environment necessitate meticulous model
development and training for intrusion detection. Likewise, resource constraints
(reduced memory, processing capacity, energy, etc.) and the network traffic pro-
duced by IoT devices necessitate distinct solutions compared to traditional com-
puting systems. Training machine learning and deep learning models on a dataset
that is particular to the IoT and encompasses diverse attack flow is essential. Cer-
tain research examined in this work utilized legacy datasets that are not specific
to IoT and are deficient in contemporary attack scenarios. Models constructed
with unbalanced classes or limited attack labels require scrutiny, since their per-
formance may be adversely impacted by these problems [11].
¢ Ongoing training and annotation

The development of an optimum machine learning and deep learning model
relies on training the model using a benchmark dataset. When datasets are exten-
sive, researchers train their machine learning models on a reduced dataset for per-
formance enhancement. In the context of an IDS, this might occasionally result in
a biased model if the training phase does not encompass all network traffic pat-
terns. Although such models may initially yield superior performance measures,
their deployment in a real-world setting would likely falter due to their inability
to generalize patterns that have not been previously seen. Likewise, annotating the
extensive dataset is a significant problem and is a labor-intensive endeavor. IDS
models require ongoing training on novel network data to acquire new patterns
and effectively categorize benign and malicious traffic [12].
¢ Combined/Ensemble Models

The integration of several machine learning and deep learning models to pro-
vide enhanced performance and attack detection is a notable research topic.

Researchers have demonstrated enhanced attack detection outcomes by inte-
grating CNN or RNN with LSTM. Nevertheless, it introduces added complexity,
increased training duration, and greater computational resources; for instance,
some models such as CNN need data translation into a particular format before
to integration with LSTM [16].
e Computational Complexity

The authors indicated that the computing requirements of deep learning mod-
els have escalated swiftly, outpacing the availability of specialized hardware and
investment in requisite resources. This will rapidly become onerous, necessitating
significant enhancements in the near future. Researchers indicated that the grad-

ual enhancement of hardware performance, in contrast to the rapid advancement
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of deep learning computer power, constrains the efficacy of deep learning models
[17] [18].

5. Results and Discussion

IoT has expanded beyond industrial and commercial applications to include
home appliances, hospitals, communications, energy control, and portable de-
vices. When utilizing various technologies, it’s crucial to prioritize safety. Since
with the benefit comes the harm, and in the event of insecurity, it may return to
us with security risks and threats, and hackers and manipulators may exploit vul-
nerabilities to gain access to data and information, manipulating and misusing it
to make it work for them. It may be vulnerable to a variety of assaults, including
interference and DOS, floods, black holes and wormbholes, sinkhole and Sybil
types. The security requirements shift from level to level as every single level sat-
isfies a different need [2].

On the other hand, [19] presented mitigation recommendations for IoT threats.
seventeen research papers examined authentication strategies to reduce vulnera-
bilities and assaults in IoT environments. Several research (ten) have employed
encryption approaches to combat cybersecurity threats in the IoT environment.
Six research utilized access control approaches, five used Al, a handful used Block-
chain technology, and just a single paper utilized a digital signature.

Research on scalability connects with recommendations for standardization
and security. Solutions including IPv6 for increased capacity of device connectiv-
ity have been proposed, but they have yet to appear as proof of concept with real
effects beyond theory. The adaptability of the Internet of Things is an unsettled
topic because to its reliance on standards and the rapid adoption of relevant tech-
nologies for consumer and industrial applications [8].

According to studies, authentication is the most effective mitigating mechanism
for IoT threats. Some researchers have proposed Al to mitigate IoT threats that
standard mitigation strategies cannot handle. A few pieces of IoT researches uti-
lized blockchain technology to mitigate cybersecurity vulnerabilities and assaults
[19]. This paper encourages future researches to focus on machine learning, Al,
and blockchain mechanisms as approaches to mitigate the discussed security
threats.

However, discussing security threats drives the need for standardized security
protocols across IoT devices. This can lead to the development and implementa-
tion of industry-wide security standards and certifications.

IoT applications now face different security problems. There is currently no
clear architecture or standard framework to guide an IoT application. An IoT ap-
plication is a collaborative effort involving several persons and sectors, rather than
a solitary product. Various items and technologies are employed across all layers,
from sensing to application. Edge nodes hold several sensors and actuators. There
are several communication protocols, including cellular networks, WiFi, IEEE

802.15.4, Insteon, dash7, and Bluetooth. A handshake mechanism is necessary
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between all these standards [12].

In IoT applications, cost effectiveness, security, dependability, privacy, cover-
age, latency, and other factors must be considered due to the wide range of proto-
cols, technologies, and devices. Optimizing one statistic for improvement may
negatively impact another [19].

In [20] authors proposed a proactive defense framework that facilitates the best
implementation of proactive defense in a software defined networking (SDN) based
IoT environment. The employed approach has utilized the SDN architecture to
enable adaptable deployment and seamless integration of protection measures.
Through the utilization of moving target defense tactics and cyber deception, we
have implemented protection systems that misdirect attackers, leading them to
erroneous judgments and exhausting their resources with minimum effect on re-
sources.

Reference [21] introduced an innovative method to improve IoT security by
utilizing crowdsourced threat intelligence and incorporating blockchain technol-
ogy with ML models. The collective threat data is securely maintained on a block-
chain network, allowing ML models to access and derive insights from a variety
of threat situations.

The use of blockchain technology has initiated a fundamental transformation
in IoT security. A major impact is the improvement of data integrity. The un-
changeable characteristic of the blockchain guarantees that data logged inside the
IoT ecosystem remains intact, offering a reliable account of all operations. The
significance of immutability is especially paramount in essential applications like
healthcare and industrial control systems, where data integrity can result in life-
or-death outcomes [21] [22].

Blockchain also resolves the problem of centralized data storage. mitigating the
danger of a singular point of failure. Our private blockchain network, comprising
IoT devices as nodes, disseminates data throughout the network, enhancing its
resilience to assaults. Despite the breach of certain nodes, the system’s integrity
remains unblemished [23].

As mentioned before, in the context of IoT security, both cloud and fog com-
puting offer distinct advantages and face unique challenges compared to tradi-
tional security methods. Cloud computing provides scalable and flexible resources,
enabling efficient data storage and processing for IoT devices. This scalability al-
lows for the implementation of comprehensive security measures, such as ad-
vanced encryption protocols and continuous monitoring systems, which can be
more challenging to deploy in traditional, localized infrastructures. However, the
centralized nature of cloud computing introduces potential vulnerabilities, in-
cluding latency issues and data privacy concerns, as sensitive information is trans-
mitted to and stored in centralized data centers. Additionally, the reliance on con-
stant internet connectivity can be a limitation in scenarios where network access
is intermittent or unreliable [24].

Fog computing addresses some of these challenges by extending computational

resources closer to the edge of the network, near the IoT devices themselves. This
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proximity reduces latency, allowing for real-time data processing and more im-
mediate security responses, which are critical in applications such as autonomous
vehicles or industrial automation. Moreover, by processing data locally, fog com-
puting can enhance privacy and reduce the amount of sensitive information trans-
mitted to central servers. However, this decentralized approach also presents chal-
lenges, including the need for robust security measures across a larger number of
nodes, each potentially vulnerable to physical tampering or cyberattacks. Manag-
ing security in such a distributed environment requires sophisticated strategies to
ensure consistency and resilience across the network [24].

Traditional security methods often rely on well-established perimeter defenses,
such as firewalls and intrusion detection systems, designed for centralized net-
works. While effective in certain contexts, these approaches may not adequately
address the dynamic and distributed nature of IoT ecosystems. The integration of
cloud and fog computing into IoT security frameworks offers opportunities to
enhance scalability, responsiveness, and data privacy. However, it also necessitates
careful consideration of the associated challenges, including potential vulnerabil-
ities introduced by increased complexity and the need for comprehensive man-
agement of distributed resources.

However, IoT provides significant advantages for businesses, but it also takes
on several problems. Insufficient administration has been a difficulty for IoT-
based applications. The issue is that developers prioritize gathering meaningful
data from objects via sensors. They do not consider how data will be collected.
Because of the ambiguity, attackers can obtain users’ data and utilize it as needed.
Developers must shift their attention to how they receive the data [25].

Users contribute private information to IoT apps. Consequently, privacy must
be given. Privacy implies that the private data of users is protected and cannot be
accessed by outsiders. Researchers have presented many strategies in research pa-
pers to promote security and privacy. These strategies have failed to provide con-
fidentiality and security in IoT applications. Future research should address these
main issues in IoT technology [26].

Operational issues are unavoidable as the variety of IoT devices expands and is
deployed in various smart settings. In a setting wherein IoT gadgets and services
are implemented, operational problems include those that might produce waste,
deplete resources, influence the efficiency of operations, make a business unsuc-
cessful, and limit growth [14].

6. Future Work

This paper highlights the challenges of dealing with threats, vulnerabilities, and
attacks on IoT devices due to their resource constraints and inadequate security
mechanisms. However, industry leaders are making progress to enhance the ca-
pabilities of even low-powered embedded SoCs and microprocessors. There is
promise for improved IoT device security.

As a future work for this paper, there is a chance to expand the paper by

DOI: 10.4236/ait.2025.151001

12 Advances in Internet of Things


https://doi.org/10.4236/ait.2025.151001

L. Tageldin

investigating promising remediation techniques such as Zero Trust Architectures,
security-augmented architectural layers, the use of well-trained machine learning
and deep learning models, cloud and edge computing solutions, and simply pri-
oritizing security in general.

Establishing and carrying out IoT security controls is challenging due to the
absence of standardized ways that can expand beyond traditional network needs
for smart environments. To address existing and upcoming IoT security chal-
lenges, researchers and stakeholders should establish novel privacy standards and

evaluation frameworks [14].

7. Conclusions

Security is crucial in practically all applications for IoT that have been or are cur-
rently being deployed. IoT applications are fast expanding and gaining traction in
most established sectors. Although operators offer many IoT applications using
current networking technologies, several of them require enhanced security from
the technology they utilize [12].

IoT technologies provide additional hurdles to the Internet’s inherently com-
plicated security landscape. Managing the growing number of linked IoT devices
is a huge task. The proliferation of IoT systems introduces new device classes,
posing distinct issues that must be addressed. Some may be clear, whereas others
might not be so [5].

Although, the IoT business is rapidly expanding, IoT security is a relatively new
field. Cyberattacks aim to exploit vulnerabilities in IoT devices. Recognizing haz-
ards from unsecured IoT devices, using them in certain settings, and implement-
ing necessary security measures are the first steps towards addressing the issue
[6].

This paper outlined the current security threats for IoT that guide researchers
and developers in focusing on the most pressing issues, which can influence the
design of more secure IoT systems and promote the adoption of best practices. As
well, the primary objective of this work is to present a contemporary review of the
prevailing research areas concerning IoT security, which highlights the recent
trends in IoT security, identifies inadequacies in the investigated research publi-
cations, and discusses the associated difficulties. That will assist researchers in de-
veloping an efficient, scalable, resilient, and precise intrusion detection system for
IoT devices to counter large-scale attacks. Also, it helps to identify gaps that still
exist in the current body of knowledge on IoT security, indicating areas that future

research could address.
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