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Abstract

Today’s Internet of Things (IoT) application domains are widely distributed,
which exposes them to several security risks and assaults, especially when data
is being transferred between endpoints with constrained resources and the
backbone network. Numerous researchers have put a lot of effort into address-
ing routing protocol security vulnerabilities, particularly regarding IoT RPL-
based networks. Despite multiple studies on the security of IoT routing pro-
tocols, routing attacks remain a major focus of ongoing research in IoT con-
texts. This paper examines the different types of routing attacks, how they af-
fect Internet of Things networks, and how to mitigate them. Then, it provides
an overview of recently published work on routing threats, primarily focusing
on countermeasures, highlighting noteworthy security contributions, and
drawing conclusions. Consequently, it achieves the study’s main objectives by
summarizing intriguing current research trends in IoT routing security, point-
ing out knowledge gaps in this field, and suggesting directions and recommen-
dations for future research on IoT routing security.

Keywords

IoT Routing Attacks, RPL Security, Resource Attacks, Topology Attacks,
Traffic Attacks

1. Introduction

IoT routing security is a critically important factor of IoT security. Routing attacks
on IoT environments can modify network parameters or performance. Security

threats and attacks were categorized in [1] according to the IoT architecture layers
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of transport, application, data and cloud services, physical and network protocol.
In [2], the authors divided IoT attacks into a generic approach based on packet
assaults, protocol attacks, and system attacks. Resources, topology, and traffic
were used to categorize RPL protocol attacks in the IoT [3]-[6]. Also, physical,
network, software, and data were used to classify IoT attacks and related counter-
measures [7]. Common routing threats in IoT networks are categorized and
briefly discussed in [8]. In this section, based on the principal targets of the as-
saults, IoT routing attack categories have been presented in Figure 1. The first
category consists of resource-related attacks, which have the objective of exhaust-
ing all available bandwidth, memory, and power on the network. Attacks on to-
pology make up the second group; they try to destabilize network topology by
isolating or suboptimizing a subset of nodes. The third category consists of as-
saults on traffic, which aims to target network traffic by using various spoofing or
dropping techniques. Figure 1 lists the frequent attacks in each group, whereas

Table 1 briefly summarizes the primary actions and their effects for each attack.

[ IoT Routing Attacks ]

A 4 A 4 A 4

Resources Attacks Topology Attacks Traffic Attacks

Hello Flooding Selective Forwarding Decreased Rank
Routing Table Overhead Routing Table Poisoning Sybil
DIS Flooding Sinkhole Clone Identity
Increased Rank Wormhole Spoofing
DAG Inconsistency Blackhole
Version Number DAO Inconsistencv
Figure 1. Categories of routing attacks.
Table 1. Common IoT routing attacks.
Attacks Actions Consequences
Consumes bandwidth of the network and
An attacker sends out a flood of hello notifications, o
. . . . battery power of the node, resulting in a DoS
Hello flooding (HF) using the resources of the network and interfering o
] . attack that prevents the transmission of other
with routing procedures.
legal messages.
Malicious nodes frequently broadcast DIS messages Increasing control overheads, lengthening
DIS flooding (DISF) to their neighbors, who reply by resetting the DIO  end-to-end latency, and draining nodes’ en-
timers. ergy.
A malicious node falsely claims to be higher ranked Drains node resources, creates routing loops,
Increased rank (IR) than its actual rank to get access to more nodes in  slows down the network, and could result in

Version number (VN)

the DODAG tree.

A suspicious node initiates this attack by intention-
ally raising the DIO messages’ advertised version
number.

a DoS attack.

Raises the control message overhead, the
amount of energy used, and the end-to-end
delay.
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Continued

Denial-of-Service (DoS)

Selective forwarding (SF)

Sinkhole (SH)

Wormbhole (WH)

Blackhole (BH)

A rogue node either generates numerous requests
that clog up the available bandwidth or makes un-
justified demands for extra resources.

Malicious nodes discard almost all data packets and
only forward specific control messages to disrupt
routing pathways.

A malicious node attracts traffic on the approved
route by advertising fake routing information as a
trusted route toward nearby nodes, ie., a sinkhole
node draws all traffic packets toward neighbors,
where packets are modified or discarded.

Tracking packets in a high-priority network location
and establishing a tunnel for data packets to travel
through to another sensing node.

A malicious node broadcasts a bogus route to all des-
tination nodes in a reliable way to intercept packets
rather than send them. The gray hole is a special
kind of blackhole attack that just loses some packets
instead of intercepting all of them.

An infected node promotes a rank that is lower than

DoS attacks make the necessary resources
unavailable, preventing legitimate users from
accessing the desired services.

Disrupts the flow of traffic and may cause a
DoS attack.

Increases network overhead and energy use
while lowering routing performance by re-
sulting in additional attacks such as changing
routing information and selective forward-
ing.

Disrupts the topology of the route and causes
network traffic to flow.

All the catching data and control packets are
ejected by the blackhole node. Additionally,
the blackhole attack increases DIO messages
and slows down data packets.

The network traffic or energy is impacted

Decreased rank (DR) its real one to capture extra traffic as a parent for when a rogue node is chosen as a valid parent

other nodes. by nearby nodes.

Multiple nodes are faked or compromised to con- .

. Legitimate nodes are prevented from access-
. sume network resources; for example, Sybil nodes

Sybil (SY) . ing network resources when resources are

utilize false IDs chosen at random to confuse other

L . destroyed.

nodes and impair routing performance.

A rogue node can get access to a considerable por-

tion of the network’s resources by physically dupli- By rerouting traffic from other network
Clone identity (CI) . . . . Y PRy y . p Y & . .

cating the identity of a genuine node. It consists of nodes, a cloned node could be inaccessible.

both Sybil attacks and spoofing.

contains both IP spoofing and link spoofing, where

a malicious node picks a random IP address and de- . .

. . Causes DoS and MitM attacks or interferes
Spoofing (SP) livers a packet to the other nodes or advertises bogus . . . .

. ; ] . ) with the routing of information sent.

links with non-neighboring nodes that may interfere

with routing operations.

The distributed architecture of the IoT creates distinct security challenges. A
few significant aspects of IoT distribution characteristics and security challenges
are emphasized as the motivation for this study. The following are a few distrib-
uted IoT characteristics:

e Massive scale: IoT networks often comprise a huge number of devices, rang-
ing from sensors to smart appliances.

e Heterogeneity: devices in IoT networks vary widely in terms of hardware,
software, and communication protocols.

e Dynamic topology: IoT networks are highly dynamic, with devices joining
and departing the network continuously.
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e Resource constraints: plenty of IoT devices have constrained memory, energy
resources, and processing power.

e Geographical distribution: IoT devices are often spread across large geo-
graphical areas, sometimes in remote or hard-to-reach locations.

As a result of these distributed characteristics, the following unique security
challenges arise:

e Scalability: securing many devices is challenging, especially when each device
may have different security requirements.

e Interoperability: ensuring secure communication between heterogeneous de-
vices using different protocols and standards.

e Data privacy: protecting sensitive data collected by IoT devices from unau-
thorized access and breaches.

e Physical security: IoT devices are frequently installed in unsecured environ-
ments, making them vulnerable to physical tampering.

e Resource limitations: implementing robust security measures on devices with
limited resources can be difficult.

e Network security: ensuring secure data transmission over potentially insecure
networks.

These characteristics and challenges necessitate innovative security solutions
tailored specifically for IoT environments. The following objectives are intended
to be accomplished by this article as a contribution:

e Presenting a thorough recent assessment of IoT routing attacks.

¢ Giving a precise picture while concentrating on the most recent mitigation
and countermeasure efforts.

e Creating a roadmap for academics and researchers in this area of study.

The remaining portions of the study are presented in the following sequence:
IoT routing security research is summarized in Section 2 with an emphasis on
important security contributions, along with some last thoughts and observations.
For the most recent research on IoT routing security, directions and technology
are highlighted in Section 3. While the study is finalized by a conclusion in Sec-

tion 4.

2. Related Work

Common RPL-IoT attacks were covered by [5] [6] [9]-[11], whereas [12] and [13]
focused on resource-based IoT attacks and IoT layer attacks, respectively. Numer-
ous RPL protocol attacks and their defenses were investigated in [9], where four
groups of mitigation techniques were established, including secure parent selec-
tion, network monitoring, authentication/cryptography, and others. A survey was
conducted on several IoT-RPL attacks, and a taxonomy of IoT-RPL attacks was
developed, based on attributes and layers, research issues, difficulties, and poten-
tial future paths [5]. A review of security risks and defenses in RPL-based IoT
networks was given in [10] with analysis and mapping of RPL-based IoT attacks

and associated countermeasures. Attacks on IoT routing were surveyed along with
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suggested defenses [6]. Several RPL attacks were reviewed, listed, examined, and
differentiated from each other in [11]. To identify and eliminate resource-based
assaults in the RPL network, an allied parent follow-up technique was devised,
where findings showed that the suggested strategy outperformed VeRA, TRAIL,
and SVELTE in the form of total latency, throughput, delivery of packets, and
protected RPL topology against threats. Attacks and countermeasures were re-
viewed based on IoT layers, described the three-layer architectural attacks, dis-
cussed IoT security issues, and suggested solutions [13]. Table 2 through 5 com-
pile significant security contributions from relevant publications on IoT routing
security. Each table summarizes several attacks, security measures, and final find-

ings from relevant references.

2.1. Resources-Based Attacks

This section highlights the findings of research on attacks targeting IoT network
resources. Table 2 contains addressed attacks and potential countermeasures, as

well as concluding observations.

Table 2. Summary of research on IoT routing resources-based attacks.

Ref. Attacks Key Security Contributions Concluding Remarks/Arguments
Def. 4 link floodi ttacks (LFAS) The suggested model greatly increased striking pre-
efenses and link flooding attacks s
[14] were modeled [14] & cision at the expense of a modest strike efficiency
' decrease [14].
A gated-recurrent-unit (GRU) approach Incomparisonto SVM and LR approaches, simula-
(15] was devised depending on deep-learning for  tion results verified the claimed and predicted
discovering and thwarting hello-flooding source efficiency and IoT security from the GRU
Hello Flooding attacks on RPL-IoT networks [15]. model [15].
A rider-optimization algorithm based on According to an experimental study, the BAU-ROA
. was more effective than the D-DHOA, DHOA, and
[16] bypass-linked-attacker-update (BAU-ROA) . e 1 .
developed for hello flooding [16] WOA in identifying and avoiding hello-flooding at-
was developed for hello flooding . tacks [16].
Provi . ,
rov1de.d.a. thorough analysm.of the.RPL ®  Evaluated the performance of M-RPL-Based-IoT-
p
[17] susceptibility to the HF attack in mobile set-
. Network [17].
tings [17].
. The suggested system could improve network
A novel secure RPL protocol mechanism . .
. . lifespan, throughput, and packet delivery while re-
was proposed for mitigating DIS flooding .
[18] attacks and preventing insider and outsider ducing total delays, loss of packets, energy usage,
attacks [18] and controlling message’s overhead, according to
) simulation results [18].
It was suggested that a Maximum Response  The RPL-MRC mechanism’s effectiveness for low-
[19] DIS Flooding Code (RPL-MRC) be used in IoT-LLNs to ering energy usage and overhead was shown by sim-
mitigate DIS Multicast attacks [19]. ulation results [19].
According to experimental findings, the Secure
A secure scheme was proposed for mitigat- RPL, as compared to regular RPL, detected, and
[20] ing DIS Flooding (DISF) attacks in 6LoW-  eliminated DIS-flooding attacks quickly and effi-

PAN networks based on RPL [20].

ciently without incurring appreciable overheads
[20].
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Continued
1] ML-based methods were used for detecting Evaluation findings demonstrated that the LR had
IoT DISF attacks [21]. greater attack detection accuracy [21].
DIS Flooding The analysis’s findings demonstrated that increas-
(2] The influence of DIS-flooding was analyzed ing DIS flooding attackers and deployment loca-
for 6LOWPAN RPL-based [22]. tions produced significant negative impacts on end-
to-end delaying, PDR, and power usage [22].
It was suggested to use a Machine Learning  According to experimental findings, the ML-LGBM
(23] - Light Gradient Boosting Machine (ML- model has advantages in terms of false-positive,
LGBM) to recognize RPL Version Number true-negative, F-score, precision, and accuracy rates
(VN) attacks [23]. [23].
Mechanisms for spotting the attack and locatin
A framework was proposed for determining . a. ! T Spottt .g a. ack a ating
[24] suspicious nodes launching version number attacks

Version Number

Denial-of-Service

Denial-of-Service

version-number attacks in IoT [24].

The IoT-RPL-based network performance
was evaluated under VN attacks [25].

A Q-learning strategy was proposed for de-
tecting RPL-based IoT version number at-
tacks [26].

Surveyed version number detection mecha-
nisms [27].

A lightweight-trust-based security system
was proposed to protect RPL from D-DoS$
attacks [28].

An optimized trustable route node conven-
tion (OTRNC) approach was proposed for
securing IoT-MANET [29].

A secure-link-state-routing protocol (SLSRP)
was proposed for the transfer of infor-
mation in IoT [30].

The impacts of copycat attacks on RPL IoT
were investigated [31].

An ensemble feature selection (FS) ap-
proach was provided to identify RPL net-
works’ DDoS attacks [32].

A secure-trust-aware-routing (ST2A) pro-
tocol was developed to provide a route that
is secure and dependable in WSN [33].

A DDoS flooding attack detection frame-
work was designed for intelligent transpor-
tation systems (ITS) [34].

were presented [24].

In the event of version attacks, the network’s perfor-
mance was analyzed with a focus on PDR, power us-
age, and latency [25].

The findings demonstrated that the QSec-RPL tech-
nique detected malicious nodes reasonably accu-
rately while incurring less node overhead [26].

Analyzed gaps and suggested future research direc-
tions [27].

The suggested system performed well regarding de-
tection ratio, delaying, delivery, and throughput, ac-
cording to the simulations’ outcomes [28].

In comparison to MQARP and SCGF, the OTRNC
enhanced packet delivery, detection effectiveness,
network longevity, and packet integrity [29].

According to simulation results, the SLSRP outper-
formed OSPF in terms of timeliness and dynamic
adaptability in the presence of IoT DoS attacks [30].

According to experimental findings, copycat attacks
can substantially decrease the performance of net-
works concerning packet arrival, end-to-end la-
tency, and energy use [31].

Support vector machine (SVM) and three bio-in-
spired algorithms were used in the ensemble FS to
discover and diagnose DDoS-flooding attacks on
RPL networks [32].

By comparison to the LEACH and EMPIRE algo-
rithms, the simulation results verified the feasibility
of the ST2A for improving network lifetime and
data delivery [33].

The effects of DDoS flooding attacks on ITS were
examined together with the usefulness of the sug-
gested framework for detection using reinforcement
learning [34].
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Continued
. When compared to the most recent approach, the
It was suggested to use deep learning to )
[35] . . proposed strategy has an accurate detection and the
identify DoS attacks [35]. .
lowest rate of false positives [35].
An SDN and ML-based ting algo-
.n an asec secure FOUHNE 80 1 SRAIOT enhances attack detection and routing
[36] rithm has been presented for the IoT fFici 36]
efficienc .
(SRAIOT) [36]. Y
In comparison to IRAD and REATO methods, sim-
A DFA-RPL method was proposed for se- )
Hello/DIS . . ulation results demonstrated the DFA-RPL ap-
[37] . curing the data gathered by IoT devices R . . .
Flooding 37] proach’s superiority in the false negative, false posi-
' tive, detection, and packet delivery rates [37].
A routi tocol called GSDO-RPL which
) ) routng prf) 0co c.a € W 1.c According to simulation results, the GSDO-RPL
Version is geographic-location-based, opportunis- . - o
[38] managed security, scalability, and mobility better

Number, DDoS

tic, and secure-dynamic was introduced
over RPL [38].

than RPL [38].

2.2. Topology-Based Attacks

This section investigates topological attacks in IoT network research. Table 3

summarizes the addressed attacks and solutions, as well as the conclusions, where

it can be observed that the Sinkhole and Blackhole attacks are examined by a re-

markably large number of researchers.

Table 3. Summary of research on IoT routing topology-based attacks.

Ref. Attacks Key Security Contributions Concluding Remarks/Arguments
A novel detection technique based on arti- Results collected demonstrated the success of the
[39] ficial intelligence has been presented for suggested method regarding packet delivery,
preventing selective forwarding attacks in  packet delay, and attack detection during selective
ToT based on RPL [39]. forwarding [39].
Selective Forward A trust-based defense approach was sug- The findings demonstrated that the suggested
[40] gested to identify and prevent selective for- method provided good detection accuracy at the
warding attacks [40]. cost of slightly more energy usage [40].
(41] The impact of Selective Forwarding (SF) at-  The findings demonstrated that the selective for-
tacks in IoT was evaluated [41]. warding attack dropped both latency and PDR [41].
As compared to the InDReS, INTI, and SoS-RPL
totypes, simulati It led that
A random forest trust (REFTRUST) proto- prototypes s1r.nu arion  Testlls - reveate ?
. . RFTrust has a high PDR and throughput, a low av-
[42] type was designed to handle the sinkhole at- - .
. . erage delay and energy consumption, high accu-
tack in RPL-based IoT environments [42]. ) .
racy, a low false-negative, and a low false-positive
rate [42].
. According to simulation results, SoS-RPL outper-
Sinkhole
formed SecTrust-RPL, Fuzzy-IoT, IRAD, and
A SoS-RPL approach was suggested. for de- ] .
[43] ) ) ) REATO concerning throughput, false-positive and
tecting sinkhole attacks in IoT [43]. ) ;
false-negative detection rates, packet loss, and
packet delivery [43].
A distributed IDS was proposed for discov- Compared to support vector machines (SVM) and
[44] ering sinkhole attacks in RPL-based IoT Bayesian classifier, the decision tree (DT) tech-

networks [44].

nique had the highest level of precision [44].
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Continued
Attacks usi inkhol fi tl d
(45] Surveyed sinkhole attacks [45]. acks using sinkho! es.are requently used as a
lead-up to more destructive ones [45].
An effective algorithm was provided for de- The findings demonstrated that, at various dis-
[46] tecting sinkhole attacks in IoT-based WSNs  tances from BS, the suggested approach achieved
[46]. good accuracy in sinkhole detection [46].
The simulati I d that th ted
An intrusion detection algorithm was sug- € st ation resils prove . at The suggeste
) . . . framework outperformed earlier approaches re-
[47] Sinkhole gested for protecting IoT devices from sink- . . . .
garding the accuracy of identification and the rate
hole attacks [47]. .
of false positives [47].
A knowledge-based specification rule was The findings demonstrated that, in comparison to
[48] deployed to improve the IoT sinkhole at- the INTI approach, the suggested method generally
tack detection rate [48]. gave a greater sinkhole attack detection ratio [48].
[49] A review of sinkhole attacks in RPL was An overview of sinkhole attacks in RPL-based IoT
given [49]. was provided, along with security concerns [49].
According to the analysis of the findings, the SAD-
An approach for detecting sinkhole attacks 8 s 8 .
. . ElIoT outperformed related schemes concerning
[50] in the edge-based Internet of Things (SAD- L, ] ;
the false positives’ number and the discovery’s rate
EIoT) has been developed [50]. (50]
Sinkhole '
A table trust-based intrusion detecti
reputable frus as? m ru.smn elec ton According to simulation results, the DSTIDS per-
system (DSTIDS) with a direct neighbor . .
[51] ’ ) . ] formed well in terms of detection rate, PDR, FPR,
sink was introduced to mitigate sinkhole at-
and FNR [51].
tack effects [51].
Th fi f RPL luated un-
Sinkhole, € Per ormance o .was evaua .e un Comparison and evaluation scenarios revealed that
[52] . der sinkhole and selective forwarding at- .
Selective forw the affected nodes consumed higher power [52].
tacks [52].
A security strategy was devised to recognize =~ The investigation proved that, in comparison to
[53] and prevent selective forwarding and black- DHOA and WOA, the D-DHOA produced better

Blackhole,
Selective Forward

hole attacks in medical IoT-WSN [53].

An anomaly for detecting 3 (AD3) RPL

outcomes [53]. The outcomes

Showed that the RPLAD3 outperformed the RPL in
thwarting attacks with significant precision and a
true +ve ratio while consuming less energy and

54 RPLAD3) attack d in WSN-
[54] ( ) attacks was proposed in power. Additionally, it substantially raises the rate
based IoT [54]. . .
of packet delivery rate and brings the false +ve to
zero ratio [54].
According to the results, the RHE2ZWADI outper-
RHE2WADI was suggested as a hop-count- . .
. . formed existing wormhole IDSs in terms of energy
[55] based energy-efficient and RSSI solution . .
] ” consumption, TPR, FPR, propagation delay, MCC,
for discovering IoT wormbhole attacks [55].
accuracy, and F1 score [55].
(56] A review of wormhole attacks was pre- The study of the data revealed that the IoT has a
Wormbhole sented for IoT/WSN [56]. stronger detection capability than the WSN [56].
The simulation results demonstrated that, in com-
An energy-optimized security (ESWI) tech-  parison to other proposed detection techniques, the
[57] nique was developed for identifying worm-  ESWI achieved a high recognition rate, enhanced

hole attacks in WSN's IoT-based [57].

throughput, increased delivery ratio, reduced
power use, and decreased latency [57].
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Continued
The out f the simulation d trated that
TOPSIS and hashing techniques were used ¢ outcomes 0 E.: simtiation demons ra. ec e
. the proposed technique performed better in PDR,
[58] in a Sec-IoT method that was developed to
PLR, and throughput than HRCA and HBC meth-
counter wormhole attacks [58].
ods [58].
Wormbhole Sy . .
(59] Invalidating tunneling attacks in IoT WSNs  The ML approaches enhanced PDR, delay, and net-
was done using ML techniques [59]. work lifetime [59].
Subjective Logical Framework-RPL(SLF-
[60] SLE-RPL outperformed PCL-RPL [60].
RPL) was proposed [60].
A hybrid optimization algorithm was used Performance evaluations showed that the HOA-
[61] to prevent blackhole attacks in IoT-based IoT-WSN approach performed much better than
WSNs [61]. the LWTS, HHH-SS, and ESR methods [61].
A security safeguard was introduced to pro- ~ The mechanism has a high true positive rate, de-
[62] tect RPL-based WSNs from black hole at- creased packet loss, and great accuracy for detect-
tacks [62]. ing black holes [62].
For black hole and packet falsificati t-
or black ofe an ,pj‘lc ¢t astiicarion .a According to simulations, the GFRSA offered mes-
tacks, an Opportunistic IoT (OpploT) with . . .
. . sage security while saving energy and outperform-
[63] a green forwarding ratio and RSA-based )
. ing the LPRF-MC and RSASec concerning packet
(GFRSA) secure routing protocol was de- delivery and residual node energy [63]
Blackhole veloped [63]. ¥ gy 1621:
The suggested DPBHA performed better than the
The DPBHA method, which detects and AODV, SAODV, and IDBA regarding packet deliv-
[64] prevents black hole attacks, was suggested ery, throughput, routing overhead, detection rate
for VANETS [64]. and end-to-end delay, according to presented re-
sults [64].
According to th Its of the simulation, th
A honeypot agent-based scheme with long- ceorcing fo The feslts of The simifation _e
HPAS-LSTM performed better than the HPAS-Bi-
short-term memory (HPAS-LSTM) was .
[65] . LSTM, HPAS-RNN, and HPAS-ReNN in the con-
used for detecting black hole attacks on .
text of throughput, packet loss, delivery, and delay
MANET [65].
[65].
A ity techni based on trust t
sectrty fee .mque asecon trust suppor According to the simulation study, the TSVR out-
[66] vector regression (TSVR) was developed to erformed RPL and comparable present mecha-
prevent and detect black hole attacks on the i'sms (66] b p
Internet of Battlefield Things (IoBT) [66]. ! ’
For identifying and isolating black hole at-
tacks, a control layer-based trust mecha- The findings revealed that, in comparison to Sec-
[67] nism (CTrust-RPL) was proposed to allow  trust, the CTrust-RPL performed better in identify-
secure routing in RPL-based IoT systems ing and isolating blackhole attacks [67].
Blackhole [67].
Th twork’ f i d, and
A technique for detecting black hole attacks € networks p criormance was tmproved, af
[68] in TOT was suggested [68] power consumption was decreased through black
n was sugg ’ hole node detection and removal [68].
An ad-hoc on-demand distance vector . .
. . According to the findings, the CBHA-AODYV pro-
(AODV) routing protocol for collaborative > ) .
[69] tected against cooperative black hole attacks in the

black hole attacks (CBHA-AODV) was
suggested [69].

IoT construction environment [69].
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Continued
(70] A svBLOCK scheme was presented for The findings showed that the svBLOCK outper-
dealing with blackhole attacks [70]. formed the SVELTE in TPR, FPR, and PDR [70].
Blackhole AODV routing protocol was used to exam- Investigations included the evaluation of protocol
[71] ine the performance of the ad-hoc IoT net-  vulnerability and assault damage analysis for digital
work under blackhole attacks [71]. forensics [71].
Assessing the effects of wormhole and Jitter-sum, end-to-end delay, packet delivery ratio,
(72] Blackhole, blackhole attacks on the MANET cloud- and throughput were used for evaluating the results
Wormbhole equipped IoT network used for agriculture using NS-3, which can be helpful for IoT smart ag-

surveillance fields [72]. riculture [72].

2.3. Traffic-Based Attacks

This section summarizes the research on traffic-based attacks in IoT networks.
Table 4 highlights the assaults addressed, and remedies proposed, as well as the
ultimate conclusions. It can be noticed that Sybil’s attacks were considered by a

significant portion of researchers.

Table 4. Summary of research on IoT routing traffic-based attacks.

Ref. Attacks Key Security Contributions Concluding Remarks/Arguments
S-MODEST, RPL based on DEmpst
Shaffer Th a secur(el ase ont. mpster Simulation findings showed that the S-MODEST out-
affer eory and non-cooperative game
[73] MODels. h by ted b pI T & h performs the existing SecTrust concerning throughput,
els, has been suggeste oT research- .
(73] &8 Y detection accuracy, and energy usage [73].
ers .
Decreased . .
Rank For identifying decreasing rank attacks in ToT The ANN performed better than earlier techniques for
(74] tworks based RPL ificial i precision, recall, and F-score metrics as well as showed
networks based on , an artificial neur
twork (ANN) sch ted [74] promising results for AUC-ROC, false positive rate, pre-
networ scheme was suggeste .
88 cision, and accuracy [74].
[75] Investigated hybrid rank (DR, WP) attack [75]. Mitigated DR and WP attacks (HRA) [75].
A novel decentralized countermeasure was de- The suggested solution was evaluated regarding, accu-
(76] vised for recoenizine svbil attacks in IoT-RPL racy of attack detection, average power usage, attack iso-
twork [76]g £y lation time, average packet delivery ratio, and control
networks .
message overhead [76].
An artificial bee colony with a lightweight in- The findings demonstrated that the suggested light-
(77] trusion detecti hani d weight intrusion detection algorithm performed better
rusion detection mechanism was propose
f itigati bile RPL Svbil att i [57] than expected in the context of accuracy, specificity, and
or mitigating mobile il attacks .
gating Y sensitivity [77].
Sybil A Gini index-based countermeasure (GINI) According to simulation results, the GINI outperformed
[78] was proposed for identifying and reducing SecRPL and two-step detection in terms of detection rate
sybil attacks in RPL [78]. and delay as well as energy consumption [78].
A Lichtweight d Efficient Trust-based The experimental results demonstrated that LETM-IoT
ightweight, an icient Trust-base
(79] M hg . gf IoT (LETM.-IoT) performed better than standard RPL and state-of-the-art
echanism for Io -IoT) was sug-
ted for Sybil's attacks [79] & approaches for average packet-delivery ratio, memory uti-
ested for Sybil’s attacks .
& 7 lization, true-positive ratio, and energy consumption [79].
(80] A countermeasures review was conducted on  RSSI, encryption, trust, and AI were mentioned as mod-
the Sybil attacks in IoT-based WSNs [80]. ern defenses against Sybil attacks [80].
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Continued
IoT Sybil attacks were detected and prevented
using the received signal strength indicator ~According to simulation findings, the RSSI-LEA-AODV
[81] (RSSI), the lightweight encryption algorithm method offered reliable network performance in the
(LEA), and the Caesar cipher algorithm (CCA) presence of Sybil attacks [81].
[81].
. . Simulation findings demonstrated that ML approaches
Svbil Machine learning approaches were proposed . .
[82] Y . ; (LR, NB, and RF) provide greater detection accuracy
for detecting attacks in IoT-based SN [82]. . .
than conventional techniques [82].
F izing Sybil attacks in RPL-based IoT
orrecognizing Sybrl atlacs 1n. ase .0 The results of the performance evaluation revealed that
networks, a trust-based hybrid cooperative .
[83] the THC-RPL performed better than the best in terms of
RPL (THC-RPL) framework was developed .
(83] attack detection, PLR, and energy usage [83].
B f their signature-based detecti thods,
A DNN was proposed for identifying RPL at- ceanse o cir signature as.e . eree 1r.1g fethoas
[84] IDS, IPS, and SIEM are becoming insufficient for cor-
tacks caused by clone ID [84]. o ) )
Clone rectly handling innovative security occurrences [84].
Identity A routing protocol for energy efficient net- Considering the simulation’s results, the RPEEN outper-
[85] works (RPEEN) was proposed for detecting formed the HMLC in terms of latency, error rate, energy
clone attacks in IoT-based smart health [85]. efficiency, throughput, and residual energy [85].
A secure routing based on cryptography and Based on the outcomes of the simulation, the CLCSR
(6] cross-layer (CLCSR) approach was proposed protocol outperformed HSR and ESR in the context of
for preventing attack, protecting user safety, cryptography time, routing overhead, packet delivery,
and securing data transfer [86]. energy use, and throughput [86].
For a WSN-based IoT context, a Routing Pro-
tocol based on Multihop Dynamic Clustering According to an experimental comparison, the OP-
for Optimal Privacy (OP-MDCRP) with En- MDCRP technique performed better than ESR and
[87] cryption-Key Provisioning Method Integrated LEACH-MAC concerning, energy consumption, end-
Spoofing  Elliptic Curve (ECIES-KPM) was developed to  to-end delay, packet delivery, network overhead, and
increase data privacy and routing effectiveness  longevity [87].
(87].
Evaluation of performance showed that the devised tech-
i tperfe SQEER d STEAR di
A cluster head, key authentication, and secure nique outperforms 5Q an regarcTig
. ] throughput. It also outperforms LEACH-MAC, ESR,
[88] routing were introduced for IoT-based WSN's . .
(8] and OP-MDCRP in terms of energy use, network life-
' time, overhead, packet delivery, and end-to-end delay
(88].
Additionally, a scalable and secure routing protocol with attestation (SARP)
was proposed for IoT-based networks, where the simulation results demonstrated
SARP’s effectiveness concerning data integrity, communication security, packet
delivery ratio, network overheads, and power usage in the occurrence of various
IoT attacks [89]. A honeybee crossover mutated marriage (CM-MH) technique
and enhanced blowfish algorithm were developed for determining the best path
and safeguarding transmission, and the evaluation findings demonstrated that the
developed approach outperformed several techniques, including PSO, FF, GA,
and MHBO models [90]. Comparisons were made between several RPL-based in-
trusion detection systems [91] [92], and guidance was presented for upcoming
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research and design requirements for contemporary RPL-IDS [91]. An enhanced
RPL (ERPL) protocol was proposed for protecting IoT-based LLNs from worst-
parent attacks, where the results of the comparison proved that the ERPL per-
formed superior to the RPL concerning energy use, network overhead, conver-
gence, and packet delivery [93]. Mitigating security mechanisms were proposed
for reducing the effect of DAO attacks on the RPL, and simulation findings
demonstrated that the devised techniques restored the ideal network productivity
in the context of consuming energy, latency, packet delivery, and overheads [94].
A sequential-convex-estimation-optimization (SCEO) method was developed
with a swift-privacy-rate-optimization mechanism, to increase the physical layer’s
security, and according to the findings of the investigation, the SCEO algorithm
increased convergence in the transmission while achieving ideal performance
[95].

2.4. Multiple Sets of IoT Routing Attacks

This section has examined research on various types of IoT routing attacks. Table

5 illustrates the addressed different kinds of attacks, proposed remedies, and con-

clusion findings.

Table 5. Summary of research on different types of IoT routing attacks.

Ref.

(3]

[96]

[97]

Attacks

IR, DR

Key security contributions

A holistic framework was introduced for
routing attacks anticipating in RPL-based
IoT-LLNs [3].

A review of rank attacks was provided with
some mitigating techniques [4].

An objective function based on echelon met-
rics (EMBOF) was developed above the RPL
to identify and isolate rank attacks [96].

A secure RPL technique based on moth-
flame optimization (MFO-RPL) was devel-
oped to improve routing and identifying
rank attacks [97].

An enhanced rank attack detection (E-RAD)
method was proposed to identify and isolate
rank attacks [98].

An energy-efficient lightweight mechanism
was proposed for isolating and mitigating
rank attacks in RPL-based IoT [99].

Concluding remarks/arguments

Three different forms of attacks, including resource,
topological, and traffic attacks, have been successfully
tested using the proposed system [3].

Research articles on rank attack security have been
compared and discussed [4].

According to experimental findings, the EMBOF-
RPL outperformed SVELTE, SBIDS, and SecTrust in
terms of attack isolation and detection, power usage,
end-to-end delay, memory usage, and packet delivery
[96].

According to simulation results under various condi-
tions, the MFO-RPL achieves less convergence time,
rank switching, and packet loss than comparator
techniques [97].

The findings demonstrated that the E-RAD im-
proved detection precision, end-to-end delay, and
PDR with tolerable control overhead [98].

The suggested algorithm performed more accurately
in grid-centered topology and consumed less energy
in random topology when compared to existing algo-
rithms [99].
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Continued
. . The SHR demonstrated a higher attack identification
A secure hybrid routing was proposed for .
) ] . R ratio for IP spoofing and wormhole attacks when
[100] WH, SP discovering and preventing adversaries in
compared to OLSR, DSDV, AOMDYV, and TARCS
IoT-based WSNs [100].
[100].
A chaotic bumble bee mating optimization ~Comparing the CBBMOR-TSM model to the
[101] with a trust sensing model (CBBMO-TSM) MCTAR-IOT, OSEAP_IOT, and TRM_IOT strate-
was developed for securing IoT data trans- gies, on average, the PDR and PLR were greater for
mission [101]. the CBBMOR-TSM model [101].
Deep reinforcement learning was used to Simulation studies indicated that the DQSP outper-
(102] BEL DoS build a secure routing protocol with quality- formed the OSPF routing protocol under the gray
> 0 . .
of-service awareness (DQSP) for SDN-IoT  hole and DDoS attacks, demonstrating good conver-
[102]. gence and high effectiveness [102].
In comparison to the decision forest tree regression,
(103] ML-based approaches were implemented decision tree jungle, and boosted decision tree regres-
for detecting IoT attacks [103]. sion, the ML-based method achieved greater accu-
racy in identifying IoT attacks [103].
. . In comparison to the traditional RPL protocol, test-
A CoSec-RPL was proposed as an intrusion | .
. . ing results showed that the CoSec-RPL efficiently
detection system for mitigating the conse- .
[104] SP, DoS identifies and prevents non-spoofing copycat attacks
quences of non-spoofing copycat assaults on . . . .
in both mobile and static network settings without
the performance of networks [104]. o ) ]
significantly increasing node overheads [104].
A LIDOR (Lightweight-DoS-Resilient) pro-
(Lig ' ] ilient) pr Experimental findings revealed that the LIDOR im-
tocol was proposed for protecting IoT-sys- o . .
[105] DoS, WH, GH . proved reliability under DoS attacks and it was resil-
tems from well-known packet-dropping at- |
ient under replay and wormhole attacks [105].
tacks [105].
According to the evaluation’s findings, SMTrust per-
(106] For secure IoT routing, a trust- and mobil- formed better than MRHOF, SecTrust, DCTM, and
ity-based protocol was suggested [106]. MRTS concerning packet loss, throughput, and sta-
BH, DR bility [106].
A ity, bility, d trust-based
security, Mobiity, - an rust-base SMTrust outperformed SecTrust, DCTM, MRTS,
[107] (SMTrust) approach was suggested for RPL . . . .
. and MRHOF, according to simulation testing [107].
attacks in IoT [107].
A localization with early detection (LiDL) The outcomes showed that the LiDL was feasible in
[108] SY, WH method was proposed for Sybil and worm- terms of TPR, PLR, memory usage, detection time,
hole attacks [108]. and network overhead [108].
A novel blockchain-based framework was . .
. . The suggested system produced alerts in real-time to
[109] VN, IR, DR proposed for protecting IoT-LLNs against . .
. identify the compromised sensor nodes [109].
routing threats [109].
An artificial intelligence-aided machine Hello flooding, rank decreased, and version number
[110] HF, DR, VN learning approach (AIEMLA) was proposed attacks were all accurately identified by the AIEMLA
to avoid routing assaults in IoT [110]. concurrently or separately [110].
An intrusion detection system based on Based on simulation outcomes the proposed GAIDS-
[111] IR, DR, DISF  gaming models anomalous (GAIDS) was de-  RPL surpasses the existing FSM-RPL in terms of de-

veloped for securing RPL [111].

tection accuracy and throughput [111].
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Continued

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

SF, WH, BB

IR, DR, VN

BH, SF, WH

DoS, MITM,
Flooding

IR, DR, VN

BH, SF, WH

HF, DR, VN

IR, DR, BH

SH, WH, SY

HF, DR, VN

SH, IR, DR

IR, DR, WH

A secured MAC-based cross-layer routing
mechanism for IoT Networks [112].

A routing protocol based on secured RPL
(SRPL-RP) was proposed for detecting, mit-
igating, and protecting IoT from version-
number and rank attacks [113].

The efficiency of RPL security mechanisms
was assessed against common IoT routing
attacks [114].

A Lightweight Compressed host identity
protocol Diet EXchange (LC-DEX) was de-
signed for constrained IoT device security
[115].

IoT-based RPL routing attacks were re-
viewed [116].

A Self Improved Sea Lion Optimization (SI-
SLnO) algorithm was suggested for the best
route selection with rule-based attack detec-
tion in IoT [117].

IoT RPL-based routing attacks were investi-
gated [118].

A MRTS (Metric-based-RPL-Trustworthi-
ness- Scheme) was designed for securing
routing topology construction [119].

A TBEERP (Trust-Based-Energy-Efficient-
Routing-Protocol) was proposed for IoT-
based sensor networks [120].

An early-stage detection based on deep
learning (DL-ESD) was proposed for discov-
ering version number, decreased rank, and
hello flooding attacks [121].

The SVELTE algorithm was modified for de-
tecting sinkhole and rank attacks [122].

A multiclass classification-based ML gradi-
ent boosting machine-based (MC-MLGBM)
algorithm was developed for IoT RPL at-

tacks [123].

Comparing the suggested model to other systems
CM-LA, LA, CS, FF, PSO, and GA, secure routing
was achieved with little risk [112].

In comparison to normal RPL, RPL-Shield, and sink-
based intrusion detection systems (SBIDS) under
various network topologies, analysis findings illus-
trated that the SRPL-RP achieved substantial ad-
vancements concerning average energy usage, con-
trol message value, and packet delivery ratio [113].

According to analysis, the RPL’s built-in secure mode
can successfully counteract blackhole and selective-
forwarding attacks [114].

The findings illustrated that the suggested technique
protected communication for WSN IoT-based sys-
tems while consuming little energy [115].

A thorough analysis of rank and version number at-
tacks and their defenses was given [116].

In comparison to PSO, GA, CS, CM-LA, FF, and LA,
analysis with various numbers of infected devices
showed that the proposed model got superior out-
comes with the least amount of expense [117].

All IoT attacks are found to increase network traffic,
alter the DODAG tree, and hence increase power
consumption [118].

According to simulation results, the MRTS is more
effective than MRHOF and SecTrust under blackhole
and rank attacks concerning throughput, rank
changes, energy utilization, and packet delivery
[119].

According to experimental findings, the TBEERP
performed better than EAMR, ETLHCM, ABC-SD,
and FUCARH regarding network longevity, packet
delay, energy consumption, and throughput [120].

The outcomes showed that the DL-ESD scheme out-
performed LR, KNN, SVM, NB, and MLP concerning
F1 score, prediction, precision, accuracy, and recall
[121].

The findings demonstrated that the redesigned
SVELTE offered superior TPR, FPR, and energy us-
ing [122].

The outcomes showed that the MC-MLGBM offered
superior precision, recall, and accuracy compared to
RA and WHA [123].
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Continued
According to simulati Its, DQNSec i f-
A DQNSec routing approach was proposed cc.or ing to simulation results, DQNSec is more e
[124] SH, HF, DoS fective than CAML, RLProph, MLProph, and RFCSec
for OpploT [124].
[124].
(125] SEL SE. SY Developed a TIDSRPL (Trust-based-Intru-  Analysis results showed that the TIDSRPL outper-
T sion-Detection-System-RPL) [125]. formed MRHOF-RPL [125].
HF. VN. SH A framework was proposed to identify the The effectiveness of the suggested framework was as-
[126] ’ BH’ " existence of security risks in IoT-IIoT net- sessed regarding the true+ve rate, falset+ve rate,
works based on RPL [126]. packet delivery rate, and end-to-end delay [126].
According to simulation analyses, the implementa-
. tion of the framework is more successful than not de-
IR, DR, A security RPL framework was proposed for . . K . X
[127] ploying it concerning enhancing packet delivery,
BH, DISF IoT networks (SRF-IoT) [127]. R ]
minimizing packet drops, and reducing the number
of parent switches [127].
. . Results that were recorded showed that the machine
IR, DR, A machine-learning method was used for . . . .
[128] . . learning approach correctly identified all combina-
VN, BH, SY detecting combined IoT attacks [128]. )
tion attacks [128].
Decision trees, k-nearest neighbors, and random for-
DR SH. BH An intrusion detection system was devel- ests all outperformed other methods in experiments
[129] SF ,HF, VN) oped using machine learning for recogniz- using 5-fold cross-validation, but logistic regression,
T ing common RPL routing attacks [129]. MLP, Naive Bayes, and deep learning, performed
worse [129].
The evaluation’s findings demonstrated that, when
SY. IR A fuzzy, dynamic, and trust method based compared to the RPL protocol standard, the FDTM-
[130] DR) BI;I on RPL (FDTM-RPL) was suggested for de- RPL offered considerable reductions in the end-to-
’ fending against IoT threats [130]. end delay, packet loss, and average number of parent
changes [130].
According t i tal findings, the MMTM-
A trusted framework based on RPL for ccotdinig fo experimen Lnaings, the
" bil t-based (MMTM-RPL) RPL outperformed the DSH-RPL, RPL-MRC,
IR, DR, Fut-modtie agent-base . RBAM-IoT, and DCTM-RPL in terms of Rank, Sybil,
[131] was proposed for protecting IoT-based wire- . L
SY, SH . and Sinkhole attack mitigation, energy and message
less sensor networks from internal attacks ] ) o
[131] overhead reduction, increased network lifetime, and
) detection rate [131].
A secure and adaptive multipath RPL Results of the evaluation demonstrated the SAMP-
(132) HF, DoS, (SAMP-RPL) has been proposed for im- RPL’s superiority over random secure multipath
SF, BH, SY proving reliability and security in heteroge- RPL, continuous, and loss-driven in terms of boost-
neous IoT-connected LLNs [132]. ing reliability and security at a reasonable cost [132].
Several machine learning approaches have been used,
DIOS . . -
S . Machine learning approaches were pre- such as decision trees (DT), adaboost (AdB), k-near-
uppression, Lo . - .
[133] DI;JIE’ SE. BH sented to spot risks in RPL-based IoT net- est-neighbors (KNN), logistic regression (LR), ran-
SS’( SI,{ > works [133]. dom forest (RF), gaussian-naive-Bayes (GNB), and
’ multilayer perceptron (MLP) [133].
According to the simulation results, the Sec-RPL out-
[134] SY, It was suggested to use a secure RPL (Sec- performed the control system according to PDR,

Flooding, BH

RPL) to manage congestion [134].

PLR, delay, energy consumption, and load balance
[134].
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VN, DDoS, An IDS developed for ToT-RPL net The evaluation’s findings demonstrated that the IDS
n was developed for IoT- net-
[135] BH, GH, DAO, P detected attacks with a high degree of accuracy while
. works [135]. ] . .
Flooding only slightly increasing power usage [135].
IR. DR. SF Multiple intrusion detections for IoT net- According to simulation results, machine learning
[136] V\}H ]’) S’ works based on RPL have been proposed approaches can be used to detect multiple intrusions
, Do
[136]. efficiently [136].
According to the simulation findings, th ted
DR, BH, A fuzzy k-NN classifier was proposed for de- ceorcing fo the simu atiof Ancings, e SLfgg.es €
[137] . . RPLML-IDS performed better than both Logistic Re-
SH, SF tecting RPL attacks in IoT networks [137]. . .
gression and the k-NN classifier [137].
. . According to the findings, even simple attack scenar-
A presentation was made on an experi- | .
IR, DR, VN, ] o . ios caused the networks to noticeably degrade QoS
mental investigation of RPL routing attacks . )
[138] Worst Parent, . . ) ) performance and network stability, as well as notice-
that took into consideration simple to com- .
Replay . . ably increase control traffic overhead and energy us-
plicated attack scenarios [138].
age [138].
According to the findings, multi-cl ttacks had
DISF, IR, A hybrid deep learning-based IDS was pro- Ccor. 1ng to the Hindings, muitt C.ass attac ,S ada
[139] detection accuracy rate of 98%, while pre-trained at-
DR, WH posed for RPL IoT Networksb [139].
tacks had an average accuracy rate of 95% [139].
To identify routing attacks, A system for hy-
SH) SF’ SY) . . . . . .
brid intrusion detection (HIDS) was pro- With greater detection and fewer false +ve rates, the
BH, HF, DDoS, L .
[140] WH IR posed, which incorporates two classifiers outcomes demonstrated that the HIDS outperformed
DR ’VN’ one-class support vector machine and a de-  both SIDS and AIDS techniques [140].
’ cision tree [140].
Network t utilizi hi
€ w.or manage.zmen ut lzmg, machime A thorough analysis of the characteristics and attrib-
WH, SY, SF, learning was provided together with an anal- )
[141] ] . > utes of WSN-IoT for low-powered IoT mechanisms
BH, DDoS, SP  ysis of security vulnerabilities in the WSN-

[142]

[143]

BH, Flooding,
WH, SH, SF

HF, CI, SF,
BH, SY, SH

IoT [141].

A fuzzy logic-based secure hierarchical rout-
ing scheme employing the firefly algorithm
(FSREF) is presented to detect and stop rout-
ing attacks in IoT-based healthcare systems
[142].

Provides an overview of IoT network secu-
rity [143].

was given [141].

Comparing the FSRF to E-BEENISH and EEMSR in-
creases network lifetime and node storage of energy.
But in terms of security, FSRF is less strong than
EEMSR, and its PDR has been slightly decreased
[142].

ML-approaches for identifying IoT network layer at-
tacks are provided [143].

The distributions of articles among IoT routing attacks are quantitatively pre-
sented in Figure 2, where the attacks can be arranged in decreasing order of pub-
lication as follows: Blackhole, Decreased rank, Increased rank, Sinkhole, DoS,
Sybil, Wormbhole, Selective forwarding, Version number, Hello flooding, Spoof-
ing, and Clone identity. Figure 3 depicts the distribution of each IoT routing at-
tack in recent years.
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Figure 2. Distribution of the existing research on IoT attacks.
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Figure 3. Frequency of the IoT attacks’ studies in recent years.

2.5. Limitations and Shortcomings

This subsection briefly discusses common limitations and shortcomings on typi-
cal examples from most recent studies. The following summarizes the key com-
ponents:

¢ Limited scope of attack scenarios: several studies have been designed for cer-
tain types of attacks, potentially overlooking different kinds of attacks that could
affect RPL-based IoT networks, and may not be easily adaptable to target other
types of RPL network attacks [25] [26] [54] [58] [60] [75] [125] [138]-[140] [142]
[144]. The studies in [25] [26] primarily focus on version number attacks. In [54]

DOI: 10.4236/ait.2024.144005

83 Advances in Internet of Things


https://doi.org/10.4236/ait.2024.144005

A. M. A. Abuagoub

the study primarily addresses selective forwarding, grayhole, and blackhole at-
tacks. The solutions in [58] [60] are specifically designed for wormhole attacks.
Hybrid rank attacks are addressed in [75]. The study in [138] primarily addresses
simple and complex routing attacks.

e Scalability concerns: a number of studies do not extensively address the scala-
bility of the proposed solutions in larger networks with a higher number of nodes
[25] [26] [54] [58] [60] [75] [125] [138] [139] [142]. In [26] the study does not
thoroughly investigate how the proposed solution scales with increasing nodes
and varying network sizes. The SMTrust shows improved performance [106], but
its scalability in extremely large networks with thousands of devices remains un-
tested.

e Computational complexity: some proposed solutions can be computation-
ally intensive, which might not be appropriate for IoT devices with limited re-
sources [26] [58] [60] [125] [139] [140] [142] [144]. Such as the implementation
of the Q-Learning [26], the TOPSIS decision-making and hash-based cryptog-
raphy [58], the subjective logical framework [60], the hybrid deep learning ap-
proach [139], the fuzzy logic and the firefly algorithm [142], and the Swan Intel-
ligent clustering and fuzzy logic [144]. [36] The integration of SDN and machine
learning increases the complexity of the network management, and the machine
learning models for intrusion detection can be resource-intensive, posing chal-
lenges for deployment on low-power IoT devices. In [125] the hybrid trust-based
system can introduce significant computational overhead. The complexity was
significantly introduced in [140] by the proposed hybrid intrusion detection sys-
tem (HIDS), which combines a decision tree classifier and a one-class Support
Vector Machine classifier. In [106] the SMTrust may not be suitable for highly
resource-constrained devices due to the computational overhead of trust calcula-
tions.

¢ Dynamic network conditions: some studies assume relatively stable network
conditions, which might not be the case in highly dynamic mobile IoT environ-
ments [25] [54] [75] [138]. In [106] effectiveness of the SMTrust in highly dy-
namic environments with frequent topology changes needs further validation.

o Real-world testing: in some studies experiments were conducted in a simula-
tion environment, which might not accurately reflect the complexity and unpre-
dictability of actual IoT deployments [25] [26] [54] [58] [60] [75] [125] [138]-
[140] [142] [144]. The experiments in [26] were conducted in a controlled envi-
ronment, which may need to fully replicate the challenges and dynamics of real-
world IoT deployment. In [36] the algorithm’s performance has been validated in
simulations, but real-world testing in diverse IoT environments is necessary to
confirm its effectiveness.

e Energy consumption analysis: some studies evaluate the effectiveness of the
proposed methods, but do not deeply analyze the impact on energy usage, which
is vital for IoT devices that run on batteries [58] [60] [75] [125] [138] [139] [140]
[142] [144]. In [25] the study evaluates performance metrics like end-to-end
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latency and packet delivery ratio, but it does not analyze the energy usage impact.
The studies in [26] [54] focus on detection accuracy and network performance,

without extensive energy consumption investigation.

3. Future Research Directions and Technology

Several researchers adopted Artificial Intelligence (AI) or Blockchain (BC) tech-
nology in their proposed countermeasures for IoT routing attacks. Al is a vast
field that covers Neural Networks (NNs), Deep Learning (DL), and Machine
Learning (ML). ML is an AI method that helps systems learn from various da-
tasets. DL uses a broad class of models called NNs. The area in which NN are
used is in DL. BC is a decentralized ledger which is composed of continuously
expanding lists of entries (blocks) that are safely connected to one another by
cryptographic hashes. Systematic reviews and critical studies of DL, ML, and their
combination techniques for discovering RPL-based network attacks have been
published in the literature [8]. A taxonomy for IIoT and IoT security along with
BC-based potential solutions was provided [7]. Table 6 provides a list of recent

research work based on these technologies, which can be considered by interested

researchers in the field.

Table 6. Summary of IoT routing’s research based on innovative technologies.

Technology Proposed Approach/Model Addressed attacks Ref.
ML-based methods DIS flooding [21]
ML light gradient boosting machine (ML- Version number 23]
LGBM) model
SDN and ML-based SRAIOT algorithm DoS [36]
ML methods Wormbhole [59]
S.upport \Tector regressive trust-based secu- Blackhole [66]
rity algorithm (TSVR)

ML approaches Sybil [82]
ML-based model DoS, Blackhole, On-off [103]
Machine Learning (ML)  Multiclass classification-based ML GBM
Rank, Wormbhole [123]
(MC-MLGBM)
ML approach Rank, Version number, Blackhole, Sybil [128]
) . . Decreased rank, Sinkhole, Blackhole, Selec-
ML-based intrusion detection system . ] [129]
tive forward., Hello flood., Version number
ML approaches Sinkhole, Sybi.l, Blackhole, Selective forward., (133]
DIO suppressing, DIS flood.
. . . Decreased rank, Blackhole, Sinkhole, Selec-
ML-based intrusion detection system . [137]
tive forward.
Hello flooding, Clone id, Selective forward-
ML-approaches [143]

ing, Blackhole, Sybil, Sinkhole
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Continued
A rider optimization approach based on
Hello floodi 16
bypass-linked attacker update (BAU-ROA) cto flooding [16]
DL approach DoS [35]
Early-stage detection based on DL (DL- Hello flooding, Decreased rank, Version [121]
ESD) number
Deep Learning (DL) Hybrid DL-based Intrusion Detection Sys-  DIS flooding, Increased rank, [139]
tem Decreased rank, Wormhole
Trust-based attack detecting prototype Different attacks [145]
ML-Based Data-A ti d Routing-
ased lara-Aggregation and KOUMNE™  pbifferent attacks [146]
Protocol (MLBDARP)
Artificial NN (ANN) Model Decreased rank [74]
Neural Network (NN)
Dense NN (DNN) approach Clone ID [84]
BC-based solutions IoT and I1oT security (7]
Blockchain (BC)
BC-based framework Version number, Rank attacks [109]
Secure cluster-based routing protocol IoT-based WSNs for smart agriculture [147]
ML, DL Review of ML and DL approaches RPL-based IoT attacks (8]
Q-Learning (QL) QSec-RPL technique Version number [26]
Dynamic Bayesian Net- Security authentication based on DBN
. . DoS [30]
work (DBN) combined with a trusted protocol
Artificial  Intelli
(ArI; o nietigence Al-based detection technique Selective forwarding [39]
TOPSIS and Hash-based TOPSIS decision-making and hash-based
. Wormbhole [58]
Cryptography technique
Deep . Reinforcement QoS-aware secured routing protocol based Blackhole, DoS [102]
Learning (DRL) on DRL (DQSP)
Hello flooding, Decreased rank, Version
Al ML Al-enabled ML approach (AIEMLA) [110]
number
Stochastic and Game Garfle models-based anomaly intrusion de- Rank, DIS flooding (111]
Models tection system (GAIDS)
Deep Q-learning (DQL)  DQNSec routing approach Sinkhole, Hello flood, DDoS [124]
S Intelligent based Clustering Tech-
Fuzzy Logic (FL) n‘iﬁlne (SnIéTl)gen e ustering fee Different attacks [144]
3.1. Innovative Technologies
It appears that protecting IoT routing from attacks with innovative technologies
like deep learning, artificial intelligence (AI), deep Q-learning, neural networks,
machine learning, fuzzy logic, and blockchain will be possible in the future [148]
[149]. These are a few important prospects:

e Artificial Intelligence and Machine Learning: As these technologies advance,
more advanced anomaly detection and predictive analytics will be possible. IoT
networks can become more resilient with AI’s assistance in real-time threat detec-
tion and response.
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e Deep Learning and neural networks will improve the capacity to spot intricate
patterns and irregularities in IoT traffic. Convolutional and recurrent neural net-
work techniques, for example, will be essential to creating intrusion detection sys-
tems with higher levels of accuracy.

e Deep Q-Learning: this reinforcement learning method can dynamically opti-
mize routing choices, enhancing IoT security and efficiency.

e Fuzzy Logic: by addressing the ambiguity and imprecision in Internet of
Things environments, fuzzy logic systems offer adaptable security measures. They
can make decisions based on erratic inputs, which is crucial for IoT networks that
are dynamic and complex.

e Blockchain: by offering decentralized and impenetrable ledgers, blockchain
technology will be crucial to the routing security for Internet of Things networks.
By doing this, the risk of attacks is decreased because data integrity and secure
device communication are guaranteed.

When combined, these technologies will provide a strong and flexible security
framework for Internet of Things routing that can counteract a variety of cyber-
threats.

3.2. Recommendations for Future Research

By considering the above-mentioned limitations and innovative technologies the
future research can effectively contribute to IoT routing security solutions. In par-
ticular, the following points can be addressed by future studies:

e Scalability testing: future studies should concentrate on testing the scalability
of proposed protocols and algorithms in large-scale IoT networks.

e Resource efficiency: developing lightweight security solutions that can be de-
ployed on resource-constrained IoT devices without compromising performance.

e Real-world validation: conducting real-world experiments to validate the ef-
fectiveness of proposed solutions in diverse IoT environments.

e Interoperability: addressing interoperability challenges to ensure seamless in-
tegration of different security frameworks and standards.

e Dynamic adaptation: creating adaptive security mechanisms that can respond

to the continuously changing IoT networks and evolving threat landscapes.

4. Conclusion

As an outcome of the broad dispersion of modern Internet of Things (IoT) appli-
cation domains, there are numerous security risks and attacks that might occur.
Many researchers have worked hard to solve the routing protocol’s security flaws
in this area, particularly for IoT networks built on RPL. Despite multiple studies
on the security of IoT routing protocols, routing attacks remain a top priority of
ongoing research in IoT contexts. This paper describes and categorizes numerous
routing attacks and their detrimental impact on IoT-based networks. Then, it car-
ries out a thorough systematic review of existing IoT routing attacks and suggested

countermeasure techniques. Specifically, it gives a summary of recently published
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work on routing attacks with a primary focus on countermeasures, highlighting
major security contributions, and drawing conclusions. Also, it discusses com-
mon shortcomings and limitations of the most recent studies. Finally, the study
highlights innovative technological features and recommendations for future
work. Thus, it offers a strong basis for researchers in the IoT routing security do-

main.
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